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B 18 ZEIHHEHR

BT A i K BGER BT BN AT L S5 12 AR KT D NS B EERMRIIE R MBI, S NTALEE T ARMLF
TENZLEE. PUEREERUAMAMKENRELTRIEBHERRAHES EHIARRSRLGEN HHH
BREFER, RANRZSBEHHERMLER, HATEAXRMKELRTIFIRERR IT HIRE, RIEREHITE
HRTREMEE,

HEE, RENHE (URNARF) NFREFAHBR2SEE, NTFERENERLZRAEIE. £70 &

it ZTERAURMECETEE, EMNEZEREAEREEREE — ERBNARRE ZETE
o ELZEEBTNAENMAHIMERKM A, REEBNAETAREIEAGRZ L

ENMXERELESER /1ib BXFHXH, HEA 64 RSN, BERIXHATREALAT /1ib64a
E%I:Flc

11 LB ENRE?

TENRERE—NESAE, HECESZTMMTEIERLENRAGE, KT ENRIMMLHTEE L
AL R Vi IR E RS BT LI H IR N SR EEAK. ALAIAMEESLRNEINTBE WS,
tamnEESRA& (TCO) . HFEEIK (ROI) FARFSHE (QoS) . ERAXEEE, ST MHRELSHE,
MBEESMSTAY (HA) FRHEITIMTEEERAN -, AELTH, timFrEs, BEN
AAMEMAEEERER S R

1.1.1. FrtE b= £t

BNMTU A ERE A B AR E G (LLINEEETHS, AMA; BSS5EFIRMIS, IEEE) %
EHGEAAAN, XEHEEERTERRE., REREMAMEFEINBIELZEER, Bl CIA, S EE,
TEERITE, INZENERZ—BRBAMEZHIEGLERERHEILLTEEREN TR, TERISH—F
FEAHE T CIA R :

RE — BURE BB RBEENTIEE LA —HMAT A, NIRFIRBIUEHURERER. fi : ERARE
AHRESNDAREN S ERBPIRBERBENUDALLEE BRI, NAGHENERER,

TE — FNUEAARNERERUBREATERERER, NRHRZNA B E % BURE BRI
AR

A — BNAPRZATUEFEZNBERNRER. ATRAMARIEUHRREERNIMEMNBERERER, X2

FEREEQLIMTITE, FEMSRSHYBRERVEFERIRSFRNIL (SLA) FEEEK
B,

1.2. L5

HENZLBETSN=ZAETERE, BEENE controls :
PRl
RS
B
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XENEFBERBENT ERETEHENTEMRS, EXLERGIPE—LF o RA I —SA1E X LLH LUK in1e
BEEA],

1.2.1. HpER{EH

YIBIR G BEE LA L ERIER S AE, B3R IESER X 8RR TR R IR R, YRR R
a1

PH B8 e 42 B AR L

HEREREIRE RS

D

A ID

EOiHEEE BRI

£y (B4 FE. B, 2ERECARANNMEMBETAE)

1.2.2. B

AR PR 58 R AR AE y EL il S 1o FE AN WD R A ZRAN P 2% o 2 U IR RO U7 (I AN AR, BRI R2NSE 1R
R, SEUATEAL@E :

nE

e

PZEINIIE
Viln#2EH (ACL)
MR E M

1.2.3. EHR{EH

EIEREHIE L 22 MR ANREAR, IS RIIRRABERFIENAN, FHREWL R /LA R L RE

=

JON -

EIIFIAR

TR A e R K
A RIS F 0 B R
APUEMRER

1.3. e
IMBAFTHMN, FORAME, WHENLTTURBEARS., AR RMEA B aRil R4
WRLSBE AR, KRBTSR EEERMOMERS, BANEREERP AL SRS, EiFAR M
RS MLUE TR ARG ERIE, AR R A B SRR R A, (BRI R A B A R & R A
%, HepaiE

fRERE, SR RARE AL,

MERA MM T EHARS R AZBIEEN,



LB RS —EREF BRI R EEN,

HTFHERAMBIANRN L, RIEEVHREZEEZRERN, EFTXNERY, BERERE A TER
BREMT TR, BARAMNMTTUERS WS ABRSHAHE, BR2EMERIES N UGEHEEHEENA, £
ERANERZEMB NGB REWFFEXE, EREETE—HTLH,

BRI 2EMAMB A RSN RERE T, HERRAEMAEBNEHNE. SEEMTRAN (<

TR E EHIEHTIRE, W BASBHARTEEN R, HIFE SRRt THEN BN,
SN EBALIREMEBLIE, EREMBTAWIE LMK TERSE, DHE. DME=% ; 2T B
e AR (KBRERANRHNAR) thaidtTilit,

MREARBATERIHE, B—HRIOERENEREEREXRLAVIE. BLEEEREES, BEX
EFBiF, IPMESEREESATRY. WEHNEFEE. CERPAEEEEN/NMIfSEE, B2 T
B, ORI, SRR O B R R .

1.3.1. & X PG FII

FRIHERI D NPE -  HHN TR BT

LT BRA M A RIS ST ER, EEMABIMERTL, BAATAZHANERETRENIA, BEIH
REREEIN — AFERAEWN IP Hitk, & DMZ RFHIRSE, BB A EOESE, DMZ KREAEX",
XN ABLE A FRIMEERMLE, thanddlkE A LANFIA A ERAERMLE, than /AR BB 2 B8t ENSE /N
FM, BE DMZ SIEE BRI RERNE, il Web (HTTP) BRSS238. FTP fR%%5. SMTP (H
FHRE) BRZ525%0 DNS BR%5 2%,

LT AN AR, EETFEMMAG, RAVEERBERIANIZAIEN. IR2EMNENRES
RERGENNA, BRBIITHRS SR, XHRSSHE. BEEMEERR.

XHHERIHMEERATR, FARBNREAFTHELEABAAESHEN, ERSENMPERREER
ENRIEAREAA, ROZRARMGENBIRERR S (LLanEsr 1Bk EE A F R 7 2R H LR P ER 5ER
BEAGE2, ) —Mkl, FARSHRAMRBERERS HRELATDNRBTERE, —BEFLATZH,
BEPR TR NG, BAEXBDNBAEANRANTRBEHRERR,

HEEBRIHEN AR 2 FINFR, BHERHEFEAARNINE—F, BRIHERENESTRTI
o MHTIZHERRRERBIEAERR, MARNENIZEF BT ZHRRREMEE R,

HEMGZHER— PSR, TRRERREERMERE, BMENEN, JUTIHAAETRHEIR, WiER
HILRIRAFR. RIREETEMAINRREG EHAEE. RiREHEDER T EIRRE.

Z2EEARERTEMERNTIEMFAAANNARLIEREFR, XATMSATAITHFGIE, EENR
SUniTIXREVHETR, BLFIRENEEFERIRR. TRERFHERLZAHER, AEREMAREMN, X
ETRAREAIIRR, HEBAEE, KINFK.

IFEERRA T BT ARNIKZ BRE, HEIITARINARFIE ISR ARIR S RELKRA
5£O

4\

AEZAMAE REBRE. XA ERGIRI ML 4 7= M SR B A8 R B ARR

Mgk

==
(=]

LITRAIRSG H T — TR I AR,
FHRFERELE.

HEREXINEERR Z AR EX LEBERE.
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REF RGP ERAE .
RAA TR FIRF S 5HE.
HADLEFT RN EER.

1.3.2. R AL

HRFBRIMETREAE, BUSRIHETERERLOEN, HRNEBMLRETEMERE AR INNT
F1e, BEAMREXEAFAERNES AL

“Btrefts ? B TEEBIER GRS #il BB BIELUR IS FHIFTE 4 78 ? F 1 [ 1E 2 Al BB &
BB XL M EREREDITRETI B EFEDEFRAENEXEE,

BERESMTBAMARNGE, ESHUT M

Project)

1.3.3. AL TR

B FEAELEHRANERKRETE, TN, EITHEENREE, SE28HG6R, SREMTSTNE
Mo —ERBIENMLE, SHUREENIEN. XIXEFINEER—ETE, NEFERAT—FHIESEHK
RN RN —,
MEAREEENENAE—H, BEIETHITE—ES. XMESBATAFHITHESITYE, LafERE
2% NARFEEMAHNIE (EEFREANHYN) , BETEZAHN, FEFE, SETERENS
A, AL Ei, BXMTHRE, AHEaEEIEREN—LIhEE,

FERSENTIRETRE-ITURENES, &%, CRENAE T, WRAEMNE, Br—MIER=E, R
TEREZATFSTRNIE, iIE T —1MIEMNM KRR, &% README X4, SXLETRENFMIT, It
4, EEBNLEHNESER, IXE. 25ERE, IRIHNHILETRNIREIIR,

TEITEHIERENZATRIEHRN—MIF,

1.3.3.1. i/ Nmap HiEH

Nmap 2—fEREIE, TTETHEMLENAEE. Nmap ZERX—EHFER, eTERREEENKREEMFR
MWIE, EMNFHNFEM P EGTAER AR AT T IFMER, SEATUEMLZ EFEH Nmap k& E
MRG LU RIT X E RGO,

Nmap 2/ EIE—F, SRS HEERL LA EN, EERLUEEEDT, £7F Nmap Zixt

FEENELZTHRERTEITIRA, Nmap NHIEXRTFERARERSHRERERRIVBEREET R
yF £fitl

F2% Nmap , IZI{E root FA/iZ1T yum install nmap 43,

1.3.3.1.1. £/ Nmap

Wit RTINS M ENA K IP ittt FH#IA nmap 484, Nmap ZLELUE shell I R& 21T :
nmap <hostname>

BN, FHiEVI2RMENE foo.example.com, f shell IBRHALUTHS :

~]1%$ nmap foo.example.com


http://www.owasp.org/

EXRifE (RFEELDH, REENMEMEUREMMISRR) HWERSITEREELL

Interesting ports on foo.example.com:
Not shown: 1710 filtered ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

113/tcp closed auth

Nmap AIH&E LML BERD, URTFHIFHEFRS, XIMERYFRXATBDESRERNRSHE
HAki, RIFFERAM,

*FFEH Nmap WEZER, ESHUT URLHWEAEN :

1.3.3.2. Nessus

Nessus B — N AIRHUEH RSN R LITHRERF, Nessus BEGHRSEHRITFAF BELHRGMME, &
Htbp9i 27—, Nessus REETEEMINEREIEE P LIFIEA. H1E Nessus R EERH, HEAS
EkE. ENFABURENRREREE, HiiE, BIEZEM Nessus N EEHWRATER, thalsgatil
AR AR R,

Nessus Z /' imFIIRSS as N BEMIT IR T REE A, X—REMBYLLIF, DUAHRLR i ER
ZRRFHRAFSE,

*TF Nessus WEZER, HESHLLT URL BIE AR :

1.3.3.3. OpenVAS

OpenVAS (Open Vulnerability Assessment System, Ui EFE%%) ——EdRFHEREBNESE
WABENITEMRS RS, OpenVAS ERFRMITFLETWL, SEMGSTHNIE, BTFEHMBRAR
AR, OpenVAS M OIHEER EFTIRMEMN L L3, AT 33,000 & B BH ML RREN

FEEEAITH TR,

XF openVAS HEZER, 1HSHLLT URL B AWML :

1.3.3.4. Niktou

Nikto @ —FRAN B FHMFEAL "(CGl, common gateway interface) lAfI{#i25, Nikto MY AT AT E
CGl &R, AUk ARIZIT, LMEDGE AMZIRNRSE, Nikto FTiREE B TR, TE1TRF
MEFHERK. MNMREFRME CCl IR IR 2%, A LNikto LA FREN KRS B/ELEHNRERTR.

*F Nikto WE%EE, A WLLTF URL :


http://www.insecure.org/
http://www.nessus.org/
http://www.openvas.org/
http://cirt.net/nikto2

ZetiEm

1.4. ZL2 B

1.4.1. %R 2B

MRFEEEUT A ERFEEMS, MABMERTHINGE,

TREMHE

ERBENMSRREBENA A NERZNAR, IL—PAGEEHFEFBRNEABRSRE TS XSGR EKM _Epiin
RAFEE— BNTRGTLBIRLE, B FAIBEAFAIENNE.

I 2

RABEMBELERNINERSARPEMEAHNERM., ARG, LINKLHEMBHEES, S MRB
RITRBNEIDHRRN, BI, FTie@ef, RN BT MARFEERRET i), SARNERHSH
RATERELXZBERESN BHLEZEE, ZINAEZNMAREUREENBIRZA 1T A2
i (ARP) SEN VAR (MAC) Ml IRIRHISRETRIEAT,

ShEHEMIRS %

A—NEENKMEHZ2EREFEENITEN. REEUVERNBIEXENGERRMERSHESE -
s ABNER . XRAE, FNEEZEE, AN REAENSERFSHFEERVENEE. BREPEENR
Faath REMMLE HRBRI, MRPRIRS BWIRF, NRERBEIWATETEER, EEEERNE,
BURERBEREAHERSE, EXLEERT, PRIRFHFRENVIFEDRLHFFHOEE,

1.4.2. RSB/ ELLE

RFBRESMNARERAMHEE, RIRFSHZAENENHHAEEEZLE, MRRSSHEHA, NERER
BEAIHIRARE MEHEFEERE R, TEBVNTIEMLER T —EEE N,

R{E R B9AR S5 B FF Mt 1

—RRAETEARERFRANFARIRENFLE T LR, XTRIER—LNH, RNTELZETHE
RENRS, MXLRFAEKLENEE TRAKE, FEETREKRFE. XIHTRIERERSHHNEL
RIEHRIZIT AL ERIARSS, EEN0 Telnet, DHCP (& DNS, MEEAHEARATX—R, MMEKRTHE
BREBLTZIRS SR, BEERNBREEINZRANBERE. AXXMROURERRERRSHNIEEES
% (B4 RERSED -

RITHM T BIBR S5

RNRESENKRSHRS BN ARFRELIBIHNEEY MG, S RIMREHRNKENARE, B
EHEERH, FRLZAMEERS bug.

BEREREAFETETENEY, MELSEAETUSANER. Hi, BEHNPHBERRITEREN™
B, EveEsEF BT RifME, HEERNCAETINECIRS 24 ZU0E,

FLEMRGERAAERERS SN ARFFHEFTF LB bug, FHEHZERE bug IRERAN S L £ XEIH

(http://www.cert.org) . BRAXLENFIZEEHRREEBHNAERAE, EXELRERAEEAAERN
HRGHTH T, XBFE, EABSBERTYFRENSRIRERRS, FHERTENER T ERARLESRAR
TR, RFVRAEERFTEE R, FEM bug RER, RNBHNRAET TRILEE-—IMEREMIT

B,


http://www.securityfocus.com
http://www.cert.org

RA2NEER
EEATRENERTITH T ZRRFB[RENERRBINZ—, RIBRAEE #HE W5 227k (B

SANS) %WHl, EHRITENZSRENIEERE L RZEIMAREPRERS, T HREMHE]), thga
RO L B T, » LXigm S LR T AR MEE R kT EBERERTHHNSER,

BEEEATENERS SN TFLITHT, MELNARRERBRIARKENLRENBEER. A—
NEILHERRNMERRINMBEHERSBH, Hl0 : FLERESERARINNERLTN, RNBEEFL
ERARNEEARARERIUZIETILE Y, NMRBFEEERAKERNINEN, BLEERRZER
BB ARE th AR AR B LIRS ZBIREENEER N, XERZNNTRBERE KRS SHFERIFH
Pl

B SRR EWEHARSS

EfERIZEMNNG, MBEFEIMEREFENMAIRS, BARRNELERERANIEE. HlM: RS
RFIFRBRIETERMSEPER, —BXERFSTBIEKMER, MEXGEEFRARE, NIXLERILF
HRAEET,

— R REHMAERFSIRLEERTMBRF LHBHEINERARS . Telnet #1 FTP SR XHFHIARSS. MREKIE
SIRFUMEREIELEA S ANEERE, BoXHENRSAS2NRERRE B RIZE.

WRIRSTER BN R BN AR A A" RGN MR, EIXRBEH, HAEESBTBRFMEHEEH
WA RMIRS S, MRARBENREMEBSHINGMAZ RS S, —BEATHRIZRSHHTE
2N, WEEINSEMR NG HEAN, BTEBMALZRSNEBLRONA - FHIRER. FAXMNA
%, WEREAAERSSNERARELSERAINER TREEERHEMRBEE.

BN TRELEMAREMZTHRAEFMERRS, b NFS & NIS, BI12%1H LAN FEMmALR, 8
BRI E WAN W% (BFx@R) IaEhfER, NFS RiMER T8 E R BE MG IEsE 22 HI LA ik
REEEHEI NFS HEH N EFSEMNAS, NIS EAHFEEEEREFR, NEHMNESITENERN I T fifix L
S8, HbhaiEBiEMscEi iR, mBEell24ixX A ASCI 5#& DBM (ASCI $T4/)) #IEE, KEXNEK
RV R BB AR B BT U ] 4% R g NIk 7, SREREEAK T TER.

BUAMER T Red Hat Enterprise Linux 7 B9AZ R XML KRS H, ERHTEENBES LI LIER
XEERRSS, FILUEEMEERXE, AXERAREANIERSHFEESE <F 4317 “LE2RF5>.

1.4.3. TEULFIRE PC ZE B

TFUAFIRAE PC WTRELL A E RS B BRI aT aE /N, ERNVEINBEHERREE, LnERFE
B, Ateltt2WAENBRIR, TR LR~ FMITHIER FES RS P HRIERE R ARE B4R
RHER. Hit, TRIFENRESRETLAFRTEEERRERFERS, IEMHEHRERE.

TRENEY

A REMEEER G ERIRA IV NN EE BN AR —, BRINAIEERBEIGE R E ILERIE, 1$151ESE
<HFA4117 “BHEEE >,

BRRANE i AERF

AREE A ARERS BREEFHIHTEN, BEXIHARRECERFEYIZRSENEREN, Hla0: R
%R S5 2Rl A HMLARMYE Telnet XE FTP IRSS, MLBEEMALUERBT ZMANA - 2HBG, ARG
Rk 8 RUIRLL A2 A 7 B9 TR UG,

EfEE ALY, il SSH, MRTEAF AN EREE iR AR, Bod FRELR SR,
TR RE—d8, HI40 : v.1 SSH B imFERENL S SSH BRS5ERM X A WL, —BEEEEZRS
2, MLBEEMTIETE SR E 2% il % WA TR B MBI E, XA RI-ZE v.2 SSH
WHRBETHAR, EXHERTIZAFEEERFLAHNNARFERRRIHRETEEREN,
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1.5. B LARREMB L

= 1.1 “BIRE R —EAEE T ARG HRN&RE IURRIA R, JIEEDRENERZHRE

TR BN TR U R EE B IERR R E M4 7R 2 KT,

* 1.1 BiiEA

ENEC s
DESEREE IR BN A A R AT

MANHZERY

IP #RVE

10

ek

WEMNBINENY, XEEHERIEEBN,

teaniEg BB 2R FNRA A, {BRIXLARSSTE
Linux LiZfTrI S 8B\ EEERLY (&Y
Red Hat Enterprise Linux 7 3:& %8 7 Gk
)

ZERFSEN TR L FE AN B
MM ERMAREEY, MRTELXLE
B ERERRME - RIMER,
BR—MANBHNAAR P E#E U HE
BIARRREMEESNBRES,

LR SRR BRI A MM HE T =,
BERRFSBBRF LRGN RFHIEART
LURIG 8 P48 BRIE RN

BT BRI AT AR AZ (Al B R R SR B
LRI EER T R BVEUE,

Pz 3
BESHMEGAX, WMEMER. BX

. VPN LLRRZEM T FiE (NAS) 2%
%o

BT RSIRERS, B2 IRL LT AR
%5 (et UNIX #1 Windows) .

EEAAN S CRURBFIRIIKS,
FEINZE, XL ALK B9
ERFRETREDAR.

FEREIRERSHERES, IHELL
Wi RPRE .

IR REMEN, RheaEREEmN
B TCP/IP B3 SLAMES BIr RS %,
{BHLT B &R T & TR FERIE
%o

H8LE PKI SiEF HEIE ssh & SSL/TLS
FRIERAMNEZIANENE SR, BITFE
WIREAREB RS ITINE R RER
TR UK IRRSS (bban

rsh, telnet. FTP RH®E) ,

X R R A REFE AL AR L i A
2, tb#n Telnet. FTP 1 HTTP &%,

EFRIEE W TR U7 7] LAN HR 2B HEG
ROAUEFATH RIS, BERERER
SERI S (begn 1P ERESREHEIAN) B
 LAN HEIZRS,

FiBA 75 5 S HE S A AN B I ST BIAR 55
— RS E DB ILRA 1L B A R
VE, SRR % i 2 A e A s K0
=,



Ex
BEBA

N ARRFIER

B8RS (DoS)
Wik

ek

Wt A H B TE R 48 2 1T BOAR 55 O BRBE =K
FHRR, B iXEss R B E TR E D
ROREFBHE, HIURRDIZMSH
HHER.

RWHEBEEREEMITFiaER (b
FHMEE P IE) BIEREE, FHUTESAK
i, WAKRSLUEE—FSREF, HEER
GUERIGt. ANSRARARIFE) TARIbXT R RS
BEERHN, NaxEt—SHRTE,

Wi HEFE AR GE BT BEREN
(ATLLZRRSS 5. BREZRENE TIFuh) 4
BEARIRIERE LIS B E BRI 4%
FERFSHHIR. XHETEESERE
SEFERIZHEIR,

[1] http://www.sans.org/security-resources/mistakes.php

g1

EF HTTP B9ARSS, Lbin CGI X Fimis
BEHITEZEE M shell 157 3R 11 & 2
BHZEBEN, BIEERIERENAE,
Eb40 “nobody” 3247 HTTP ARSS, thwaTik
EUR BB ST AR SIS EE R, 3K
B LGB S IEYIR GBS, Xt
ERRGHRIBULHMBA S LEERR

2N YR
éJL:J'_\‘ I}/?\o

FEFF 2 AR AR S5 BRMR S E — 4%
BT R, XEH/R (LR,
Wi & A R AEREEHRRFIRES A
MRS BAls, AW iE— P EDIRS
RAFAAARFEIGTAAMES) TikK
hE A EEES,

B ANAERNEIEN root FFi21THRL
AR%S5, BROZBERERMS mEEE R
CERT #1 CVE R&MNIL NIEFIR AR
HNT SENEER,

TRMKEERZHEBEE N TEAR
BAEMIESERNXFREN T LA
HLR, AREAERERBIEGHET
FEASBRE FHEB R S RO A T BB TR TE
BfEks,

B {58 A — EE B A LA L F R4 25 7 i
BB T FIEITHG. A4,
BITLIERS ; REHRERAEERS B
R TR AT S MR 2 E
B9 1138,

EEERZSHIREN DoS RHILETE
2000 &, —&EHRERENE LB
M52 2l ping flood X A2 1S A Al A,
X T2 AL RS E A 5
WIEEVE N zombies, FEEFIEAEIE
T RIHFATH,

BERNEREES (BIEHE) ,
A ERRESLR SR,

/A iptables FIRIZE AMRIRNRSE, Lo
0 snort #HiTH ALIE (IETF rfc2267)
I AT B B I8 FB ERFFRE LE A FR Y
DoS Wi,

11


http://www.sans.org/security-resources/mistakes.php

R &t
£ 2 8 RENZERT

LBIRE— RN CD & DVD MAME I D)8 %% Red Hat Enterprise Linux 7 Rl AR &M R, FiamLE
REEHNRA LGS FERANN R 2 IELFTERER,

2.1. Z% BIOS

HERABMEMART BIOS (&S BIOS NENRERF) UKSISFERERFAMIERBNAFERARNNR, HE
i LA PR ERER root B | S SR MIRE X Z RS H, EAIZRANMIELRRTNRETE,
BURTF1Z TR ag(E BBURM U RN BHAE,

plan - MRBAEFHZEREHRER, BEFEE2EMAHMRER, BLLEERKERFIBLEE, ERMRER—
HoEEH, REANZILEAAKPEZE VRGNS ARNEN SSH &Y, BRE/NMRE, BLMTHE
SETENR MR, FHNEDRBERTETIRBIGEK,

NS TAEShAL TR E TS P AT LA RSN 8, BR4fREE BIOS K& B | SEHRERFRLMANL ZE,
2.1.1. BIOS #1H

{EABRLET T EHM BIOS TEAFHAIAER A -
1. B5IFEH BIOS #E — MNBEAMNABET AL BIOS, i Tot e LUSHE T N MBS H13|
S, XTI LU ARSERSF LA ER, BT UEZRERE D MEARESES
S BUREIE,

2. BhiER%51F — B BIOS R8I I BHAMEIEART, HEE BIOS B, &S BIOS [H3)5]
S RERTIEBE M AR,

E ARV EN £ BIR AR E BIOS WAETRE, BASKIEEMITENFM;,
MRETICT BIOS BiY, EAUEAERFHBRASEMNTF CMOS REZEMNIXEIZEH, Rit, FHR

2.1.1.1. RikJIE x86 LHELE

HeHRERFRNEEHITIRES x86 ZR4if BIOS EANMEMEEES. M : Intel® Itanium™ &4,
B/ =7y EE4##Z0 (EFI) shell,
AXEHECHZEDEABIEERTEL BIOS 2FEMMEAUIEE, 55E 4 rarfRriiea,

2.2. Hitb¥5iR

[2] EAFEGEmRMRSRSE, BIOS fRAMTE, BLABERZFHEMRENERMERY, MECATRIFEME
B, BFXFHERE,
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8 3E RINEHRS

B 3 T RNEHRG

X—EBER T RN EHRRANTRE, EBFITNNEERERRELEHNGE, MNASRFANSMEIANER,
FHEMHMALE Red Hat B 1R T REEBH NS,

3.1 4B RERAE

MRAMREZERA, N7 REEBENZEENO M EHFZRMBE M, MRZPHZ Red Hat
Enterprise Linux 2% MG AN —E4, Red Hat RIR A HIESRBIIEFTHS.

BEXBFENLZERINLAELESHEHT (HBRARE) KBRAG, XMNNTSEZEN AT Red Hat
Enterprise Linux {48 HF BESTNREENEIRBEHTRAFR, A, WRLAEFAEEHT, Red Hat BFF
REBSFTMITEETERBRBRINEE, —BERTIZAE, JHamaEl{EENERAEREA,
MBERGHRNERYELGENAER, BIRNBIERREMZZMMNTESUEREWHD R BINEE
y=pELENAEI

3.1L1. it MR ER B

FIENPHEEE bug, BHIXL bug RERRRILEERFARALHNRS. REHTHASRERBMARZ
HAFRR, KifiERES0TITRERERRERENRR, el ImA WM.

LREFHAME, THLREHFAMTIGEH, RINTFEEREMBNRAELHEHRARRAREEH A R
PHINNRG, JEEHIURTE-PLENRE, EB2thaBEMmsIp JIERN, S8R KRR
HERE.

i 5 A BRI SRIE & Y4 248 bugs, BIREE—PHES D RPMEHE, FHH R HBIRRRER

B—MMEERRNRRTAIER A, PRARENREET Red Hat iTHER RS DEATRITHANE~, LER
£ (IR Red Hat 222X,

3.1.1.1. 5 Yum M2 R1E

Yum G BB EEFL SR EEXMISE, TLIARER. 7R, ERNRELZELENR, XERFEEARE
£ Yum ELELLEH,

RENREHRETHANREE XNERN, U root ZTUTHRS

~]# yum check-update --security

Loaded plugins: langpacks, product-id, subscription-manager
rhel-7-workstation-rpms/x86_64 | 3.4 kB 00:00:00
No packages needed for security; 0 packages available

EIRU LS SREIRRERETZT, AMUAEHUERNAFEIRNZEETRER. YRLEH AN,
N RIRO 100 BB EH, HREFHATAEN, WEH, —BEEHR, BHRE 1,

HEREWERT, BRAUTHSERERSE RNER
~]# yum update --security

/A updateinfo TSR ETHEMKB T AEHMOEEEMZHENESR, updateinfo FHOSARGEZIT

5 3.1. AT AZ2EXMe 5 LLKR yum updateinfo
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T

advisory [advisories] ETREX—ITHELZITEIN., FA—IHEZPENUSHREENR

aavisory,
cves ERFEFHER, XTF CVE (BUHE =S5,
security =& sec ETRFMEREEXNER.
severity =% sev TEIR M severity level H RS REME XN HSHE R,

severity level

3.1.2. EHMRERGS
LEIMRI NGO, MAGHRTRENERERMN, it TS ERAFRFARMR KR —RA
SHPHE, BITRANLSRAFLABERMR, WRAEXMER, RGBS RE RPM 8932

e RNREREEITERNERE. B, RIMAERRETE RPMs BFEEEH, HIGIM Red Hat TE;
FeERH TR URERTEM.,

3.1.2.1. BiEZE 2542

Fi& Red Hat Enterprise Linux B4 8 #8178 Red HatGPG %51, GPG XX GNU F2fh\BHT. =&
GnuPG, ERARMBRAOGANHELHNRTENGE. NREIEESERZRN, WEHSTEHEE,
LEFLABEE L S,

Yum G2 ERRRITFMERENEFHFVESHTENEIE, WAHRAKRE, T EENRSEHEEX D
%I, 7 /etc/yum.conf ECEXHFL e Ti3Egpgcheck BRERSXEN 1 .

HENXHRSH, GFRUATHSFIRIERGaEER.

rpmkeys --checksig package file.rpm

BHamER) . fEN root B/, 1EER yum install &4,
yum install package_file.rpm
& Shell glob BNZIZZEL NS, Hlt0, UTRSENENERPREMEN . rpm HHS,

yum install *.rpm

W
AREEMREIRZAE, HRERA LG SERIRIRE PHFRERAS B ERIT, 155%E

3.1.3. NAREEHAESIANELL
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# 3 = KNEHRS

THAREKRZREEANEFRE, FILERIBNTGEHFHRERFTERREEN, NAMHEBURTRRIRZERHH
RE, UTFURIE TERHEADLFRBEDE S ARG EREIRREN S T,

BEERRARRILERYGSIRANRBENTE, BRATLBRHLER, MARSEERA
FTREEIITIXNRE,
N FRER

RAZEFMNARFAUZHERSGAN ENERRERF. BELREFREERS. HAHESE
FSTREMN T EA,

LEFIMAAEARFG, FERAPZEFNMASS, FHERENZERUMEMSERERIR
=,

A%

A% 2 Red Hat Enterprise Linux 7 R{ERGHOPGHE, ©XUiRAE, LR KA ER &
18R, HAEMBES.

BHTFEZOAR, FIULTEEARAEINERTER Kemel, ALLREESRSEHAER Kernel B9
BEHTARA

KVM

L EH gemu-kvm & libvirt R, BARIEFIANE S EUN, EERXNEDRR (HEE
HESEMRRSD) FEERENL,

5/ 1smod &5 3RHAEMU T XA TEIENER © kvm, kvm-intel 5#F kvm-amd, #AS{EMA
modprove -r @S {THER, Z/EEA modprobe -a MSEFMEZTH MR, F0

~]# lsmod | grep kvm

kvm_intel 143031 O

kvm 460181 1 kvm_intel
~]# modprobe -r kvm-intel

~]# modprobe -r kvm

~]# modprobe -a kvm kvm-intel

FE

HEZEZNRMEHAIT, fIM glibe, ENTRTFRENMARFMRS. EFRARZENNARFESHE
[EEIR AR ZNN, RAAEERERENNARFHROIEIEFER.

NBERE N ENERKNELZTHNARRF, HHEA 1sof 4% !

i

1sof library
BN : HBES libwrap.so.0 ERKNELCTHNARER, HHIA :

~]1# 1lsof /1ib64/libwrap.so.0

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
pulseaudi 12363 test mem REG 253,0 42520 34121785
/usr/1ib64/libwrap.s0.0.7.6
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gnome-set 12365 test mem REG 253,0 42520 34121785
/usr/1ib64/1libwrap.so0.0.7.6
gnome-she 12454 test mem REG 253,0 42520 34121785
/usr/1ib64/1libwrap.so0.0.7.6

I SRIREIFFEEEETHER TCP @EHTEN I NIEFINER, Fib, IMREH
tcp_wrappers &, NI IEFHES I HBER,
RGiRSS

ROIRS AL U RPEE RN REBNRS REF. RORSHITHISIE sshd HE
vsftpd,

RENFZT, ILEFMLEREEETAES, BUEMNRSRSEVNHOERZE, »iE
LEHEH, XATLEN root A ERsystemctl 5 LT :

systemctl restart service_name

EREMALERRSIEIEESE service_name, HI40 sshd,
Hens 4
THIRIRLUT AR, Z1EA 2 R HEEE R LU T IE MR B ATRI N R - AT 4R B0,
TEBEXIRSSE  FSE (UTEE) BURERTE (Red HatB kRSS2 mXAE Ul AREVIETER

3.2. Hib FilR

MERNELAEXLRLEH., RERLEHAE. Red Hat Customer Portal (ZTIERF11/) LRI XA EH
MER, BESEUTHEHNER,

RFRHIHH

yum(8) — Yum B FREEFEESNFMIRMEREENRSPER Yum RE, B LURMIERE
HaBmEnNER.

rpmkeys(8) —rpmkeys FF 2R C ARE RO F M 01 AR A2 o R TERF S E NN AL,

FEEXE

SELinux 7 #1417/ ) HLEI BB &,

AL RSl

AESAIF —BANPENEEEEREREHRURE XA RFTR BB,
L ERRMEF— RMHE KRed HatZ £ 5 FH IS B LA R AR 5 2 B R EVIRVE UL A,
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IR £BE — RHKEB Red Hat ZIIER £ T L AN EREH KPS HH X E,

# 3 = KNEHRS

(52 B ZrfyZsier) Wt TIRAEFRNRREMEBENRE, ILRARRZMTERNEAR
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%8 i
B 4 E AT EMIRS mALERIZRS:

4.1. itENZ S

{372 Red Hat Enterprise Linux 7 FSRIBIANR P SMNERS X, BN LBHERENERTAS. TFh
LUK %2R BHEE,

HFEE£EH, RERFRNRAMTEE, MMAMER ZL£0FE L 512 (SHAS12) MFEMN. mANE
WIEREBSHXMEE,

IMREREIRPECHERER FEBY, NAERBEHRSUARRENHEARELTILR /etc/passwd X4
i, IHEMEFZRAERLRBRERTENLERES. MRAREAFENVENRAFZIE, Maw
LU /etc/passwd XH4EHIZIMhE SN EGEP, HUTEZTBRERMERESF, IRZXHEHEERLENE
5, BB R AR AR R R [R] [m] R

HFEMARITTE /etc/shadow X P RERHERAEHERX MRS, %304 REEH root A iEE,

XELEEEENR G E RS RN EPINLERS (b SSH SEFTP) TN, XMR WA
RERERS, HEARBTHENES, EAERAXHEHIENLEREBERZH, HR, NRWGEE
WIE R AEREMENR A TRE, Bt ERAMM RS IR, HMERAEXHUBEHER

PREEZEMAMEESN, REBWEEZENRE, BPMEBRTPEKS T RRRE, SEENZ0/ERKHE
5,

4.1.1. BELE

4.1.1.1. QIR KRG

ZUR—INREAENEG, AFMFICKREBELLEMERNELE, (Z—MMENFHIED, REC
EBRYF. FRHSHAETFE, IBFAEMFEE, MIEBEBERAETIE, MA@ EF (John The
Ripper) , LAEBEAREANBXELLCERR,

EERLH, [ (entropy) RHETRAEENEE, SHNZERX, HLUMHRMRKRINESEE, HE
e, PEpdEe, RIEEEERESEARMFEE (National Institute of Standards and Technology,
NIST) #57|HRY <EFIANUEFER > (NIST SP 800-63-1, Electronic Authentication Guideline) , TE—A&IX
RS5ANERATEMNTARE, E—REEAEHITNHENZEDE 10 i, XFUE, —1ME 4 MENFAH
IR, HEEXAE 40 fl, —MEZSNFHEKNEN, BT RREMN, W Fidtz:Z, B :

randomwordl randomword2 randomword3 randomword4

MRRGRFBERERAAREFE, BFIERTS, BLRALRRWHNEGRIER LU Zb%ER, flmg
HAE—NFRAKREFE, ARERR 11", BIRIHNER # 76 TEMILRRERENREH,

BIEZEN S —MAERERRBERSE. pwmake B— MRS 1TEE, BTERMBIENG, ATHEFHMER -
WK : KEFHR., NEFE., BFENERES., HIeillEEmism T @A TERBENESRGE, msE™
4% F /dev/urandom, ;XUiThEELLREE IEERAMEE S 56 A, XX FAEHBINER AR REFARSS
i, IMIEESRY. N TFREETEERENBERBXENZARER, 64 MIzstBLLERA TR ZARE
o HUWEHEERINEZ VN RAEFEEINR, KEEHBEMBHARE, XFIHIERNER 80 £l 128
fil, MRETEPHIEE—PERNGEE, pwmake FEFEABRINE, /- 128 HNBM, NEZTT

e

pwmake 128
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RERBTENAEZTULEZ—NLETENEN, BRERBUT AL

ERFHBERFIE, MERE, WFHRE, XUERHF.

HRADT 10 FRNZEHBGIEE.

ERE R BRI,

B NER®E,

AEMEHERANAER, MHERH. AFLSH. RERIKSR. HBENETF,

AR LERERNBEEIE RN,
RRCEBMEIEEE, EAEMEERN, BN TAENMPNRAEEANS, IERAFEE, TH
BN R T NN AR iF O HE R A P &Y,

4.1.1.2. 5ad{E R KB

MR—FANIIHERENRF, BLRAEERAAMDEREREATRTFaflERRRNEE, milTLovms
tlg®mn, KRMITTLULAFRMRII8CHEN, RNEIERNESMERWHImE.,

NRFLIREN, RERFRIMBEZERE, BREINWNAR, XZRT —TURERNES, XH0ENTH
FEIXES, BFIETTMITREN, RmXsRET 7M.

ETFXERRA, XEHRAEEARENLAAUZACHEN, EFRRIEXEREEEREEA. EX
LERT, BEATRREG A EREREN, BB,

LA REROIBRNEREMGE, ATLUER passwd ssHITXARR, XTMEBPAM-TRINEMHE ( TBAL WAE

£ (Pluggable Authentication Modules) ), AIfEREREEIENEEBZ WA, XMeETEEH
pam_pwquality.so PAM &EHHITH,

ZIME4R AR Linux 7 A9, pam_pwquality PAM #&HEVX T pam_cracklib, iXERE%cHFLEERAR
Linux 6 fE A B S 20N ERIAESL, ©5 pam_cracklib {#BHEREN G,

pam_pwquality B 2RE—RINAN, AFREFRBNEE, EERFREFRNSE 8%, CREFRHEN
BHRTREETAPKE., MRTEE, ©RMREHTHA—LLAKRE. pan_pwquality 5 Hith PAM &R
—iEtS1E/etc/pam.d/passwd SXHTH BG4, MEE SCHNNEE
/etc/security/pwquality.conf EEEXHHEGKUIR, ETXERESENTRIR, 1555
pwquality.conf (8) FMTl,

fll 4.1. £ pwquality.conf FEERERENSHEE

T RENS{EF pam_quality , FifE/etc/pam.d/passwd X4 T#) password HSHRMUTHEIT :
password required pam_pwquality.so retry=3

EFXERESEERBNEXR, E8T—UL fiiN, EX—IBENKEELESINFR, ELIBIUHM
FRF, MTRMUL T 4451TE/etc/security/pwquality.conf 3X#Y :

minlen=8
minclass=4
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BRE—NEIREREURNEE A EEANESNFR, NJIE /etc/security/pwquality.conf
AR T®ST

maxsequence=3
maxrepeat=3

AP, MANEBTEBSERT 3 MNESTR, Mabcd 51234, I5, TRERANELTHE
FREBIT 31

HFroot B ZRITEMELEMNNA, REAHIESHER, MW iECHERBR REEA®R
ﬁ%c

4.1.1.3. BIEVHANSHECE

BEAMBEREA — 1N RABTEABRXRETFENGFBFLERAREENEAR, BEERENERHEEEENERE
(BE NI XK) , SRFAFUEFZENE, B REMEMNRas A B ERERE, BLKAENE
EXT5EANEERGREGRINERERH, BEAERENAEEMER " TREEES XL,

1 Red Hat Enterprise Linux 7 FEWN N ARIEEBLEMANEETRF : chage maHNE K AP ER
# (system-config-users) MR,

chage -M 90 <username>

F LEMG SR ERR S RE S <username>, ERABMMEILHIZHEE, BEHE -MET/EFERAE 99999 (X
BHEF 2713 F%—=) o

XF chage MR ERLTINEZER, HSH TR,

& 4.1. chage ST

O

--hesiodlhs=<lhs> BETMI970F 1 B 1 HBEUERGHRE

--hesiodlhs=</hs> BEKF#HHEE, UE—B -8B, BRTERBH, £
FRAM 1970 F 1 B 1 HUEHRE,

--hesiodlhs=</hs> IBE T ERE LG, BEDEKFRIRIEERR R, RHER 0, B
o HA R P A S EUE,

-1 FIH HETIK BT IR E S,
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$ 4 = AT EARSS MLERRS

ElE
--hesiodlhs=</hs> BET R RIS BERIRN KRR, MREE 0, MEHERE
IHEO
--hesiodlhs=</hs> EETARBEHRARE, HIETHEENREMNL -d ETHEERNRE
AEHEIAH, A RAEERIKS HEREN,
--hesiodlhs=</hs> EEERMEEIE B R AP L HE SR,

IR AT LAE A chage S W AR ERS MBI THBEURKFER, HEAUTHSHAEDNER :
chage <username>
UT2ERXNEHNTRAESIRIE :

~]# chage juan

Changing the aging information for juan

Enter the new value, or press ENTER for the default
Minimum Password Age [0]: 10

Maximum Password Age [99999]: 90

Last Password Change (YYYY-MM-DD) [2006-08-18]:
Password Expiration Warning [7]:

Password Inactive [-1]:

Account Expiration Date (YYYY-MM-DD) [1969-12-31]:

BRI UAERFERERE, NEMITSHEE, ERE T8, Xsratf s kMg,
1. REMWEN, BRMERNAETLIXNFE  ETLUEERNNEN, HEREERM,
ZRERNNEG, WHES root MFAMA shel RRFITHTIER -

passwd username
HE, BAULR—INEZEEY, MAR—NRBEN, MRBEXHAITHIE, HERAU TGRS

passwd -d username

A\

REFEAZEBHE+OEFN, MBERARENME. RHVERMBZAWMAIUELTESR, ERXD
FAREMAIRIEARY. ATRENIE, HBREREEN, MRIETERE, HF—EEH
RAFAERAZEEHEBEKS SR,

Mgk

==
(=]

2. ZEEEHEEREE, WAES root RMABITUTHS :
chage -d 0 username

XN SRFEHG EREESEIMBELEN (1970 F 1 B 1 B) XANEE, X, LB LEG
FHEARGR, EERBEEIE LB B #X —1T50,

TR YLREFE, MBS IRRE AR B,
TAALERERY AP EEE 2R LURBMT R, 0T, 5ER  EREEEARFIGUTIMIE,
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1. ERGERPHN RS XHE, 5R B8 #FRE APNAR DA, KL shell RRAE
HIANfp4 system-config-users,

2. iERl AP R, FEFERPRFEENAS,

3. R TR BRGERA N BYIEE (F R A hyEEm) ,
4. Rili BEER RE, iR BRAEETE REE,

5. £ ZVRAIRBERN FRMAMBE, F=ili #E,

4.1.2. BiERBEER R K

4.1.3. BFREEKMEHE R Pk

FELIIERAR Linux 6 #, pam_faillock PAM R 1F RO E R A HIE T ERBAE F XKW AE -~
K, BREIAFERZAXMRBEEREN—NREEE, S7EM LSRR - Mk -~ B iEHSR D

i,

Wit pam_faillock &k, [FEFRZHKWHEIEREEIE /var/run/faillock B FEALR BRI
e,

TERARKMA X HFF, aRTHNIIFREER, TIIFEHEEAREEHSHARE Bk
E. HEAT even_deny_root LT, T3 root A K BIBIE,

RIFX LS TR~ BIE A ITSRECE

1. BEMESRKWZHE, SHEMIE root BAHTHE, FHET2PEXZA S, NZURIMUT
S 1TE /etc/pam.d/system-auth 3X#F1/etc/pam.d/password-auth &+ H auth X

B :
auth required pam_faillock.so preauth silent audit deny=3
unlock_time=600
auth sufficient pam_unix.so nullok try_first_pass
auth [default=die] pam_faillock.so authfail audit deny=3

unlock_time=600
2. HAI— S HIEENN DX HHE account X AR T 51T :
account required pam_faillock.so

3. Btk P 8{EthERTF root B/, NIZITE /etc/pam.d/system-auth STEF]
/etc/pam.d/password-auth XA fpam_faillock 2B E RN even_deny_root £ :

auth required pam_faillock.so preauth silent audit deny=3
even_deny_root unlock_time=600

auth sufficient pam_unix.so nullok try_first_pass

auth [default=die] pam_faillock.so authfail audit deny=3
even_deny_root unlock_time=600

auth sufficient pam_faillock.so authsucc audit deny=3

even_deny_root unlock_time=600
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A john ERIZREF KRG, ZXBOREFR, MEVIKFESIRZXPHDE

[yruseva@localhost ~]$ su - john
Account locked due to 3 failed logins
su: incorrect password

Zit— P RAPEEEBURE KUz G, EIKFMREDIE, NITE /etc/pam.d/system-auth ]
/etc/pam.d/password-auth F1# "first call of" pam_faillock 2 BIRIN T 41T, BT Auser1,
user2, user3 RELFRRAF A,

auth [success=1 default=ignore] pam_succeed_if.so user in userl:user2:user3

EEEEMAINZIRAKVCRE, NZAEHN root BFIZT AT 41T :

[root@localhost ~]# faillock

john:

When Type Source
Valid

2013-03-05 11:44:14 TTY pts/0
\Y

ERY— DR, WZER root BT TRE1T !
faillock --user <username> --reset

L E M authconfig HAEXT K UFEC B S HBUH1TIEET, authconfig THEEMIIXESHREE system-auth XX
%0 password-auth X4, ER{FERAEEXEMauthconfig , EX/ERLT S ENK - BiE#1T5H
BCiE :

1. SIBRMATRFSHERE

~]# 1n -s /etc/pam.d/system-auth /etc/pam.d/system-auth-local
~]# 1ln -s /etc/pam.d/password-auth /etc/pam.d/password-auth-local

2. /etc/pam.d/system-auth-local XHNEHFLUTHSIT :

auth required pam_faillock.so preauth silent audit deny=3
unlock_time=600 include system-auth-ac
auth [default=die] pam_faillock.so authfail silent audit

deny=3 unlock_time=600

account required pam_faillock.so
account include system-auth-ac
password include system-auth-ac
session include system-auth-ac

3. /etc/pam.d/password-auth-local XHNESELUTHSIT :

auth required pam_faillock.so preauth silent audit deny=3
unlock_time=600 include password-auth-ac
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auth [default=die] pam_faillock.so authfail silent audit
deny=3 unlock_time=600

account required pam_faillock.so
account include password-auth-ac
password include system-auth-ac
session include system-auth-ac

XF pam_faillock FREELTNMELER, 1554 pam_faillock(8) FH i,

4.1.4. &iEPiE

HEERNRER, ArARE—LREFEFMINITFLE, EEITFEEANMET, i_ﬂ E%U:I&EE%E%
B R, IEE%EK%T‘*F@TTI:%E’J%/R'F (S5 1.2.1 77 “WEREE") o XPDHBEZILE

AR Y, RyelfEEERm T EYERE, EL0E LM ARIEDERED ﬁ:ﬂ G, RIGHIE
BRHER R RRIERA T ERBE, E?EUJ%‘—’EJJ:D?I‘EU%,)LO

HERR, MARHTEH X—MENEEREERTFRHRE (BlaseEEHE) FoutiT, mEiH
T &1 LE X L33 FR,

4.1.4.1. £ viock BiEENLEZHE

ATt REMEENEN G, XTBEERA—IE viock ERARFRLI, BERRXMLARR,
TZR4E 7 root A HATEA T 6%

~]# yum install vlock

ZEZE, ALLRIER viock %, TREMEMSE, HEMEHESXIEHTHE, XEWEDE L
EVNEMRS S RIENREN, DRFTIREMENZRSS, EREV R THEEMmAENEMNRS S, AT
LURn 4

vlock -a

FEAHIR, vlock HiE T HALEFENREGIG, M -a ETINZER EEIHREIH A ELIEH S

Hh{E 2iES 4 vlock (1) FM T,

BRLE 5 vlock hrAE XBIAIFUDIFIE T H A1 Red Hat Enterprise Linux 7 .
XAFEF BRI RIVFRIEEA root BiGxHEH & TR, HME SN BZ#895066,

BERHE S HREFRADIEHERBEZAX, BRIFEAMAMEISNIES, BEREEZHE
4 EAGSFERTETNAEIEANS. BZERIEFSHH BZ#807369,
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$ 4 = AT EARSS MLERRS

4.2. ¥Hl root 1j[A]

LEERENSRN, ZBFRIER root B EEER setuid FRFREF AR root 154, tbi0 sudo =& su
HYT—L(F %S, setuid BF2HERREFIHEZMAS ID (UID) #1781, MAZRRFREILERF, XML
FaEiFEASROFAEESR O s R, MUTRAIFTR :

~]%$ 1s -1 /bin/su
-rwsr-xr-x. 1 root root 34904 Mar 10 2011 /bin/su

s JURARBEWAMURNE, MIREXRE, NEKRELEEXEEFR,

R, WNFHMHREEEAMS, DICRELNIGHEFNEZ KNSRV RART RIS, BELCH root
FA P FRBEH TR — L2 E, WESMLEBIEAE, Bt —1 4%~ pam_console.so BJ PAM &, A[#R
UFEMERYIBEFEMAHTRE, R, HhEENRAETELS, INESHLBLE. FIEITNS
WEE., IMEEFNRE, XEHMINEEENRT BEFTIRE, Alt, RATEAMITRERFNESZKH
KRR 75 7] B 4%

4.2.1. AR root il

NREE AR N EEZEBRIAARTFEFERN root BERAE, U!UZ‘KE”:‘MELE& root B, HARRVFET B SEH
REEERIFHEANZTRY 1 SERAFERX (BXEINEZER, E5H <E 4257 ‘5| FEUREFD
BRI >)

UTFENMAENAREELLEE S A — S WIREL root B :
258 root shell

ZRERFES root B BEREER, ROEEA AN root kB shell SEUXEE] /etc/passwd
X4 T8 /sbin/nologin,

X 4.2. 2H root shell

\ R R
**JJ:U‘? 1] root shell Sy EfAI R ZikE A B BYRFIE shell, WX EHEHIL (FTP
& BIELUTRERE VI root Ik - , File Transfer Protocol) &/ k. HF4EZ i
R % setuid 27, 7 ZIELUTFFERF(A root
login )l‘!K)j .
gdm
kdm sudo
xdm FTP clients
su Email clients
ssh
scp
sftp

2@t B & % (tty) 4T root il

—3Z[REIIGIA] root Ik, BIEGATLUBN R /etc/securetty SXHTEIEHIABZRLE root &
i lttfdﬁF?JHjT root FHFwaFﬂiLE’JFﬁﬁ&% R SXHAREE, N root AP AT LLEN RS L
ERBEESHTES, TreBdiEtalt2Bd RIEmSED, X+26K, RNREA A UE
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ik
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79 root @I Telnet %A TEINLER, WElR@id PRSI AR TR L,

EBIAIE R T, Red Hat Enterprise Linux 7 B /etc/securetty SR f7F root F 7 & K%
BRIV ZRMIEHIA, EBALE root A&, NIZIEN root B A shell IRTFFITHUT RS, MER
e HHMRE

echo > /etc/securetty
Z£# securetty BESSZHF KDM, GDM #1 XDM &EXEHEgR, NAURMU T G517 :

auth [user_unknown=ignore success=o0k ignore=ignore default=bad]
pam_securetty.so

AWINEILLTR S BB SC :
/etc/pam.d/gdm
/etc/pam.d/gdm-autologin
/etc/pam.d/gdm-fingerprint
/etc/pam.d/gdm-password
/etc/pam.d/gdm-smartcard
/etc/pam.d/kdm
/etc/pam.d/kdm-np

/etc/pam.d/xdm

4\

ZHM /etc/securetty X4 7 BERALE root I 2 OpenSSH TEEHE R,
FEIERI T AT FFiZ S,

Tk

==
[w=]

X 4.3. M root &x%

Wit A S E ML BE LEX root K P B A, BYEETLEEN root B &S, Be&E:
[5 lE LA T A2V 1R] root ik setuid St EMRFTEREERES, B RITFUT
2 151A] root K

login
gdm su
kdm sudo
xdm ssh
AT FF tty B E AR 28 AR 55 scp
sftp
root SSH &%

ZRH1E root Bid SSH PMUE SR, NS SSH P A RRMNECE X4
/etc/ssh/sshd_config, BZELTHMSIT :



% 4 E AT EHRSmLERRS
#PermitRootLogin yes
FFHESCh -

PermitRootLogin no

K 4.4. )1F Root SSH &3

‘it TEH OpenSSH EHABALE root i/i[R], BF  HLRRFFHFIE OpenSSH TEEHH—E49,
LIELLU R V51R] root K F -

ssh
scp
sftp

&/ PAM BRI root 1ilA]RSS

it /1lib/security/pam_listfile.so &R, PAM EIEAREK S AERE TRAMRE
M, SEOAALERESIA—RAATFERMNEAEH, ZRE root PRI RFRS, NIREIE
/etc/pam.d/ B TFTHERRSXE, BBREMRIEEFEEMEA pam_listfile.so &L,

The following is an example of how the module is used for the vsftpd FTP server in the
/etc/pam.d/vsftpd PAM configuration file (the \ character at the end of the first line is not
necessary if the directive is on a single line):

auth required /1lib/security/pam_listfile.so item=user \n
sense=deny file=/etc/vsftpd.ftpusers onerr=succeed

XHEEALE PAM 2% /etc/vsftpd. ftpusers XX, FitFrAEZIHEBE PB4 DIZIRSS, B
FABEBUXN SN ETR, B hENRSERERIINGIR, HEFERA—FPRIIKIBLTAZ DR
%

NREEABEERLI LIRS, BI1E PAM BB X IARINELIRITT, thin /etc/pam.d/pop
# /etc/pam.d/imap N FERMER F im0, 7£ /etc/pam.d/ssh #°8 SSH & im0,

*TF PAM WEZER, &5 /usr/share/doc/pam-<version>/html/ BT  Linux-
PAM RZEHEIIER ) o

x 4.5. {88 PAM k£ root
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N

PAM FEEBETS 22 1L root 151A]MZEERSS, 2 PAM TiE1RAIMIREFFARSS
1ELURARSS VA 1A] root K/ -

login
gdm

kdm

xdm

ssh

scp

sftp

FTP clients

Email clients
{1 PAM F&NIAR S5

4.2.2. FS1F root 1A

MRMAPHAFAZAEREETENMHR, BLRVFRITAE root AR 4, RIEMF ST root
WREREN AR AL E-LEREFD, IR ERELREMSAED, RLTILRAETENLERNS L
EMHETCERERY,

FH—A®, NABFA root Vi a] SEULLTFE :

Wasti2EiE — BA root MM A A AR E RN, HEBRHBATBERNE, EAEEMI]ITRE
EFNBENERTHERERE,

BT TEE2HIARS — B root Vi HBIA P AT BEREHNBFIZIT AR EMMRS, 0 FTP 3 Telnet, 3F
ARELEAFRMBBLTFER. XERSS @ ME LA ARG EXIMER,

fE7) root i517HL FHEMHE — X Linux BRMBRE RAD L, BREEE. BRAEEEN root Bz
el F B .

RIFH I AFETE— RN root IKFEENSNAFAHAR, Mt—EKREZNRATEATUERR
5, MR EFBE—BEENFAREZM A Z root B, FRARMESRN, BAPMERNIKS,,
LUKk RARKBRSIVERER B M —ERERAES SN, mXRZBABINE— NMERNR LR, HfE
AL ERE, —ERTUATFHESRNRERT N, —NMTABIRTHITEH, BLMILRTER
K AR S H—EXENRIE, FH aulast SHAIEEXEERKIMKE, aulast S HH - -proof
IR A F R —NMFEMN ausearch #if], UEREH—MEERIETENTHITENH, XFHITRS

4.2.3. BR#l root 1i[7]
BEEABMTERAFERTRE setuid BEHITIR, MARTRIEHVN root B/, {140 su =% sudo, XF

FML.

4.2.4. RFEEFEHEBPER

LAFEDN root EXH, TABENEXREATRKSERNERNRENG, BREXFE, ERTURESR
GURSLHAE— BRI IR 5 B s HER A

1. 151 screen TEGB LR, B LMEN root BT aiT A T4 JsEH, ¢

yum install screen
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$ 4 = AT EARSS MLERRS

Linux 7 RSB GIER)

2. £ root, 7E /etc/profile XHFHIFFLAINLAT 6 B 1T RIBIR b STHBIFEFE 4% AT

trap "" 1 2 3 15

3. £ /etc/profile XHMLERRIMUT ST, LA EREFELES SR RHams
5h screen &iF :

SCREENEXEC="screen"

if [ -w $(tty) ]; then

trap "exec $SCREENEXEC" 1 2 3 15

echo -n 'Starting session in 10 seconds'

sleep 10
exec $SCREENEXEC
fi

HER, BE—TMFNKEETN, RRER—RER, BANMIERFT®, BRBEIRIEAN
FEAFIE], NITE sleep R EHAHIE -

4. 7£ /etc/screenrc ERESXEFRIMU T ST, EEMERNENELE XM screen &iF :
idle 120 quit autodetach off
RIS ERS ] BIRREI N 120 #, BIHEGXANREIN E], NZIIE idle I8 ERZHUE -
HEEAILLUB ERUTMSITEREERY, LULIEIESRIE
idle 120 lockscreen autodetach off
IXFH 7 G B KR B Sk R
A B E T — R &R RS E N,
4.2.5. 5| S B EFHIERT

ERBEMMARYT Linux BISERERFHNEZREMT :

1. BriEHAAEF RN — MR GEETRRGEI FERLB BN, Iz LB Il root, MAR
WIRREH A root &5,

A\

REVGBIT it /etc/sysconfig/init X4 TH SINGLE S8, LHIER I AEIG G R #
ArER, KHETLLETE GRUB 2 B kernel S THEE—PNEAE XA SGS (EH

Mgk

==
[w=]

HEABIGIRET GRUB 2 8| 5:&H 2R,

2. ZXiFi5/H GRUB 2 #4154 — MR 25{HH GRUB 2 {fE hHB| S E#HEFE, WTiEaFH GRUB 2 %%
HRAMENTHE B, SFEM cat HEERWERFE,
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Zetism
3. BULy T2 2ERIERS — MREBNES|I GRS, WEEBTUERIRNEFRIERST, fla0 DOS
, Xk AT ZBRE T A2 R SRR

Red Hat Enterprise Linux 7 1E Intel 64 #1 AMD 64 F¥& E{#FH GRUB 2 5| S:&##F. XF GRUB 2 Byi¥4H
¥eHl, H20 (Red Hat Enterprise Linux 7 RTEE R15E) .

4.25.1. AARUFXERFG

FERIRFBRFLIR I #, TRFERERXERS. ARERETH, RARRTER—FI8TRS. A&
M, XARER TR AL BT MR FER SN ERAREERIRS, URIKRERHRSHINIR,

ERHIERA A RBEREEIRYE, MAEHR root AFEM /etc/sysconfig/init X4 FH PROMPT 545 :

PROMPT=no

4.3. Z2RS

RRRAAVIFEEREFIN A EE SRR ENER MM, (BEEPLERSLTERRSHEA—AEEA MR
Linux RIURFE R ENEE.

Red Hat Enterprise Linux 7R % RS EBR LML RS 28, MARE— VL2 LZITRISARSS, LIRSS/
FAEE (IFFRH daemon) , BAEMIIT—NE ZNMLE TR OBERE, XERRS SIWINBIEMNIE FK,

4.3.1. BRSSH9R RS
RIZ&BRSS AT H Linux RFERBS BN, UTFR— X nHexK

FERF KA (DoS) — @it ARFZHKREIERK, EARFSBEAILRATEER, Reazdics
FREINFNER.

DHHIFEERFS K d; (DDoS) — —# DoS Wil KA, AIEAZARARHNEG (ZERLTAHER
%) WEDARSTTHER S, BELEBEFRAFEELTEER.

BIXREK T — IREBIRSS BRERMANITIRS S imshfE, MRS @ F X, BLREERATLL
W BLRAERRENEA, IERARERESBEFRY, IERATREERRRI PG,

ZiFR T — FERR AR O 091023 BBRSSH/MME N ERR A Ri21T. MRNARFETAMANS
e, BLBEERAFENZITZNARFHAS RS, RVATMNANEFREEE, WHEEA
HERBIERAGBRENRS, HFERGVNE, EREBNTEEARFENZRENIN,

£ Red Hat Enterprise Linux 7 A& ExecShield &M% e iR BNEN, XE2AHITRE BN
RIFEOR, H x86 AWM —E L MEIRANKLTZ R, ExecShield =@ 5 E LA F 2D B AT F EX
LAR AR HAT B BB R ZRR B HINES., A 2R HUTAIHUT R Bz A RERE (L& e iREE
ABPGEEND) "TiRR BRI LE,

Execshield 1232 221£ 77 (NX) £ AMD64 LSRR eXecute Disable (XD) 7E Itanium _EBIFALL
X Intel® 64 R4, XERARE Execshield GYERIBA L EBAHER 4KB JHUTRIG LAMELAE
BIEHUTERIE1T, BRESK B 7 a B IRE B BE XU,
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*E%

ZRH &S LTS, NMIZRRE R ERRRS XM,

4.3.2. HHIFHEEERSS
ZRERLM, FIXMIE Red Hat Enterprise Linux 7 R REM KNS RS . BELEZHH :

cups — Red Hat Enterprise Linux 7 BIZAIAITENRR S5 25

cups-1lpd — & AITENARSS 25,

xinetd — 4| 5 — R THRARS 25 EEABIR S35, LAl gssftp A telnet EBLARS %=,
sshd — OpenSSH fR%5%%, = Telnet WREEKT .

EAERBEIULRSFRFFZTH, RFREHE A, FEREETANGE. a0 ARTEERITEINE, BIMA
il cups HELE1T, RAFEEERT portreserv, MREEEHE NFSv3 B=EFEM NIS (ypbind iR
%), MINIZZRA rpcbind, AL R AR LEERSS BT LAE RN B SR A BH, Bl 1#ERFIL N 1% 2
Leim O BT FFHENIR. FEEESH<E 4.4.2 17 S ERIITRmO >,

4.3.3. "L LMIRSS

TEE, EAMKXRSHBERLZEH. IMEBNHLBERATERANRSZMUNEE, HISEMALIAFED
RF5RRE, JETNENERSHERIBERNTGEHREER, HBEFSH<E 3 E RIVEHRI>,

EERZDUAFHLEEEHNEFRE, XEHNTE—LRS :

LITINZ B 75 A TEPIAE A (€ hin /A B FIES — REZBRIPL, 0 Telnet #1 FTP, BT IVERIGEF
m#E, MREERHEA,

LU 02 75 2 (5 BB — RS ML AL IR A NE, XL EIE Telent, FTP, HTTP
# SMTP, BZMLXHRYE, il NFS #1 SMB B UARMB A RIEM LS EEHIE R, 1R ixL
P B THE R HI B (£ H BB R 2L,

KERTLLMRS THIEE rlogin, rsh. telnet. LKkvsftpd,

A2 &K shell 22 (rlogin. rsh, LIK telnet) Mg fRFERALUE SSH, #IEESH <
25 4.3.10 77 “fR[E SSH” > B sshd,

FTP HAKIETE shell BEREXN RARLERN, BEZ/NOEEHEE FTP RSB[R MM, BXRIE
FTP IRS5EBRLEMFHIBIFE SN (5 4.38 TV “RIEFTP Z227)

Rz/NCMEE B 72 B X 15 R B AR 55 2 4%

auth

nfs-server

smb L% nbm (Samba)
yppasswdd

ypserv

ypxfrd
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4.3.4. {RF& rpcbind

rpcbind RSS2 NIS #1 NFS % RPC R HTohA O D BEMSTI R, SRIENGILESESS, FHalL
FEZHIMRS S EASEEMIEO, REERFRIFERS,

K5 NFSv4 REBEE rpchind , ATLMREEE rpebind £ R0 NFSv2 1 NFSv3 BT, MIREE
21T NFSv2 & NFSv3 iR%5 %%, BiEZErpcbind, BAELUTERi2AE rpcbind .

INRIZ1T RPC BRSS, H&SF LA TFEARIMI,

4.3.4.1. {5 TCP Wrapper ¥ rpcbind

K-} TCP Wrapper 2 8R#8®REIAIEFRE, FrLUER TCP Wrapper BR&IWILE R 4% sE EHL AT LA A rpcbind
RSEBEE,

A4, BRENARSSBIVIFIE, AR P ik, BHF&IE DNS hEMECHEATLUINEEN S, AL
RIEAENS,

4.3.4.2. {EABLXEERY rpcbind
B — % REIVIA rpcbind ARSS, RIFEWILERSS BN Firewalld FUUI, FERAHIXT EIARLERITEA,
LA 2 firewalld Rich Text e I N R, HB—NEEIMRILE 192.168.0.0/24 £ 111 A (rpcbind

ARSSEABIRO) B TCP HERIRAl, BoP2EMMEENEIE —IROM TCP HEEMNTAl. EFMEH
CHEZ,

~]1# firewall-cmd --add-rich-rule='rule family="ipv4" port port="111"
protocol="tcp" source address="192.168.0.0/24" invert="True" drop'
~]1# firewall-cmd --add-rich-rule='rule family="ipv4" port port="111"
protocol="tcp" source address="127.0.0.1" accept'

R, ZRE UDP RE, NIERU TGRS

~]# firewall-cmd --add-rich-rule='rule family="ipv4" port port="111"
protocol="udp" source address="192.168.0.0/24" invert="True" drop'

19 - -permanent 7&MNZEI firewalld Rich Text e G, MUSEIKAIXE, BRHUTHMENESF

4.3.5. Rl NIS &%

‘WA 1E SRS (NIS) @—1 RPC BRSS, 7°#iz )y ypserv, ®5 rpcbind REERXRS—RER, ME
MERSFNAAITENLZ TR, BEUREEHRE SR,
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NIS RSS2 HIFZ N RRRFHM,. ©EEUTHN AR
/usr/sbin/rpc.yppasswdd — ti#5}y yppasswdd iRS5, XASFIFHZ AR BERE NIS B,
/usr/shin/rpc.ypxfrd — tB# ypxfrd ARSS, XASFFEHRR R TR MLEH NIS BRET £,
/usr/shin/ypserv — iXZ NIS fR55855FH 1%,
MUSHIEMES, NIS EEMEELHARE, ©EEINIENG, BrE@ETMEME I NG
B, SIEREERHE, HILXEHER NIS BRLE, BHRH/ND. FELE, NISHRIBEAFRARSE, X
HitEREEENE I,

BIUEMAARIET NIS RS =M AL BRI rpcbind RS MZR, EMAE (E 4.3.4 7 26 rpchind’y Bl
FEROIREE, AERLRLUTRING, HammLsitil.

4.3.5.1. EEHLRIPAZ%

BT NIS @it L LR E B RS, FIUEMAEEE, BAERBMZENMEHZTHFEEESR, &
RARREWMLEH NIS 8, TiRMEEERBIREINE, ZIENNMSABTHE™ENEERA,

4.3.5.2. fFARLIFIEMN NIS BEMIENA

HRERAFHE NIS fR552380 DNS EH&F NIS 54, IBATE NIS BABER T ENER AT AE RS INERER
THEASS MRS EHIREVE R,

fBian : INRBEABMELABEMGEZER ML SHEMABEA GFEIRIENER IP thit) , LUTHSRATE
7~ /etc/passwd BRET :

ypcat -d <NIS domain> -h <DNS_hostname> passwd
MRXNWTEZ root A, BoMefIE el @i L T HikEX /etc/shadow X4 :

ypcat -d <NIS domain> -h <DNS_hostname> shadow

IR Kerberos, B84 /etc/shadow XHEHFALEFIE NIS BRETH,

TFWHE B A NIS BRET, 7L DNS ENMLER—PMBENIERFSE , Lt
o7hfawtgmhwg.domain.com, BEffi, A AE—NFEA7REN NIS 58, XRIEREEDFZ NIS R
SRS B MENE,

4.3.5.3. JwkH /var/yp/securenets X#

fNR /var/yp/securenets XHE2ZEBXH, HERATEFE (BMNLEEMEXIMIER) , A2 NISH
KITAT ARG, BEEBEMME R Z X IR FMEIL/RLEY, XFE—3K ypserv Rk B R
LWHITE R,

LUF2 /var/yp/securenets XM BRA :

255.255.255.0 192.168.0.0
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A\

BORJEE NIS RS #E, —EEHBBEKE /var/yp/securenets X4,

Mgk

H
(=]

XADRARF RS 1P IR R, BEDH LIRS NIS BRFS5ZHFR RS BIMSS,

4.3.5.4. PEESEmOFH A Rich Text #L

FIES NIS XEMIRSS 2SS U2 ECRIE EMIKO, rpc.yppasswdd B4 — IZ5Fi i ﬁﬁﬁﬁ)ﬁ'ﬁﬂﬂlﬁ”‘
FEE, HEHAN NIS BRESBSFHE rpec.ypxfrd #1 ypserv D ECHO, XEhE fovF QI8 B A AL,
B —HBh Ik AR ERIF NIS IR 2BSFHR,

EMEIX—m, EITE /etc/sysconfig/network AN T4

YPSERV_ARGS="-p 834"
YPXFRD_ARGS="-p 835"

LUF rich text firewalld #L0U T B T o il 1% E AR 55 25 B X Lo i 4T (010 O g 2%

~]# firewall-cmd --add-rich-rule='rule family="ipv4" source
address="192.168.0.0/24" invert="True" port port="834-835" protocol="tcp"
drop'

~]# firewall-cmd --add-rich-rule='rule family="ipv4" source
address="192.168.0.0/24" invert="True" port port="834-835" protocol="udp"
drop'

XahEih, MRIEKER 192.168.0.0/24M%%, LIRS/ R A FERESI 834 #1835 im0, H—HMNATF
TCP, FEZ#NIEF ubP,

%A iptables R4EIMAENESER, WEH (HE 45 1 EEBHAD .

4.3.5.5. f§if Kerberos Ak

NIS BAFINERER, BEREZENRERZ, TR AN E5REE, /etc/shadow BRET ERIRFEEILE 2

BIt LRI R, IRAERERLIIA NIS HHEREMNLRE, Mot ARER B URKRER
. FEHBFTRHFIERT, BERKFEREFATLUBIEENEN, BB diE L M BB MK
o

Ah Kerberosﬁﬁﬁ%‘%ﬁ?]ﬂ%‘ %B’ATITFHJELHQ%&*LUA?%EFB FIARGMENR L, *TF Kerberos BIE
ZER, ESMH (Linuxik 52, TAE, RIS D .

4.3.6. R NFS &£
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$ 4 = AT EARSS MLERRS

*EE

NFS RE & FEARRMAR TCP #1T% %%, BENTE NFSv3 FEMH, mA=E UDP ; fEEHR
NFSv4 i, NFS RES%EM, FrAIRAR NFS #3%#F Kerberos B M4 IAE, EH
RPCSEC_GSS W& —ER4>, EH Red Hat Enterprise Linux 7 X3 NFSv3 {&f rpcbind, ArLL
A rpchind EEREHIIEERH,

4.3.6.1. EEHLRIPAZ%

NFSv2 #1 NFSv3 %4 L3k, FeeReMEHEiE, NIERARAR NFS £858E X EHKerberos B9 &
NXHRGHTIAE (B TR EMEMNE) . £ NFSv4 T, ®TLUERKerberos ; £ V2 5 V3 F, BiEx4f
HEH XN TEER Kerberos . H{# A NFSv4 B, INRE 4T NAT SEBFMIEMRIF T, BBAARERX

BExii, BEEEEMNZ, /etc/nfsmount.conf HiFiHAE T NFS HEFHEW, XTRTFIXEEBEIE
T,

4.3.6.2.1. & NFS IR55%

4\

RESHEBIXMHRY. FEXHERINFEIERA—NREMAE, BAIRLEER, TFATER B
"NHRGNFHBFER, KRXERAHRFHHIBER (550 exports(5) FMITHBIFHE
) o

Mgk

H
[w=]

m¥ EE >0

£ ro LU FEXH RS FHMBME N RILEY, XIEEARHMERE A a5 HEEH UG R SH T EAREN
Br#E, REERMEXRMBERLT, FEERrw £, BZER, 550 exports(5) BFMIL, B4,
REFBAVE], MEKMAFSEERER TN, XEEEEER, 20/tmp # /usr/tmp,

FA rw TR B XA, BRASEAE, XETMREERAIFFEXIE, GE LR BfEF B EE B K
EEFENERERBNEL, SHEBFRBBEIABRNCHIRIE, &EMNSOERN BRI E UMD X Fh XS, —
LR BEEMIIN SSH B L ERE, RXthEKREEBREFEENG, mElERABREREER
Kerberos & LU KBS o

RERERZVIFTRNE TS HER, £ NFS BR558 L&A showmount -e 4R H EIZRSG 2
HHRR. H25HEARBERNENRE,

H01EF no_root_squash %01, HFBEHENENELERRF, LBARFRERIZLU, BELER, 1ESH

secure EIZRFSHRIAFHIET, BFREREM “RE mOATSH. RAVBERT, RESRATEIE
I RE RO (RO%S @I 1024) TR, EAfES ey, FFRArEL“aE" K (FlaR
B NFS &) EMERXLHRO, A, EAETFSHSLE, ERAZRNHFELR KB root FA0ME, Hit,
BREREHAFMATHOBIMABEN, NTFRSEME, BEBZETIREN, AL, REFREROEEERN
ME ; RIFILZME kerneros , BiAHE, UUKBRERBRER S FTREHITSH,
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INRATEEMNTE, KZHMNEAMERRZIRAO, AM, RBHOLERMTE, REEF (CEHEFRLEHEKX
2 NFS EHMEN) ALUAFERSESMNEHO, Linux 77 LLUBE R “noresvport” HHATIR TN, 0R
BEEESHEBERPRIFIZIE, BLEALUAT “insecure” 5 HIETE K.

BIEAPERRS B2 —NREFVME. EFHE NFS RGN LR ER, HHERVIFFEARSSHFHIA
%Dp\]?é:‘“o

4.3.6.2.2. ## NFS &

& nosuid LR EE I {FF setuid #2/%, nosuid iLUiAI2 M set-user-identifier = set-group-
identifier fiI, XafH TR @217 setuid BRIV E 2SI, TEE 7 ImHIAR 55 230 1 B %k
T,

noexec LA 2 IR Fin EMARE AT AT SCE, ER LA AR LB P TEFHIT T XHERGFrAIEZENN
X, WFRZHH (BMFEARAZLEM) XHREMES, nosuid ] noexec EITERE bR/,

£ nodev JETAIBA L i S “device-files” E NIB X & T IR,

resvport LR R FiniEHGLT, secure BHENMIARS SIS HIET (FSH LdUiER) . eREREME
AYRBim O F R T @I, RBiEOHSNELIHEOSRBAENAFAHNTERE, il root BF, ¥EBXNE
T&RFEREFEREBIRIEO SRS F1TEIT.

ITE, FRERRAH NFS X% Kerberos iAiF. EFRIXMEEIETR : sec=krb5,

NFSv4 #%F Kerberos #1745, ®iT(E A krb5i EMARTEM, FA krb5p KIRREME, TEEA
sec=krb5 #H{THEHN, EdXLEHMFERAT, HEEME NFS RESHRLEE, BXx5HER (man 5
exports) MEZER, HSHFMIL

NFS FMTl (man 5 nfs) F, “LZE£FEFEI PR T IE NFSv4A i 2MnE, URBESTHE
NFS #4180 (E 2,

4.3.6.3. AR IEERE SR

NFS iR 35:@1L &% /etc/exports X, RESFHMPLXHRGELURGXLEEH RS HEIMLEET A, FRiE
LESTHERS, EAVD, RERINS R,

a0, /etc/exports SUHFARHILL TS ITAISLIIS 4] bob. example.com % /tmp/nfs/ BxEHJEL
B R,

/tmp/nfs/ bob.example.com(rw)

A—AE, BFEHNLH—NERK, XEFE /etc/exports PR THS1THLIH S EH] bob. example . com
HER—BFMRIEAER, RN LIS FEARZERE, BEIR,

/tmp/nfs/ bob.example.com (rw)
=IFFE A showmount SR EFEEEEN NFS =, DBAERZENAER :
showmount -e <hostname>

4.3.6.4. iE70{E A no_root_squash 3£

FINBERT, NFS HEXT root B ERHN— N IEFINA M, Bl nfsnobody A/, X&EFIA root fl
B SUEHIFrE & B nfsnobody, iXaIBh1EA setuid M FIFERFH LML,
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INR{FEF no_root_squash, B4ILFE root AR UEREZECH RS PIEMHE, HFEBETREARDH
NRRRFAE TR EHIT,

4.3.6.5. NFS BhAhERdiE

NFSv4 24L& LAR Linux 7 BRIABY NFS ikAd, BEERKRIFTCP iR 2049 im0, #NRFEA NFSv3, L
MEENMNENREDO, TR,

JFINFSv3Ed &m0

NFS f# F89im O 2 rpcbind #7818 2 E, TEOIEERA MIEHNIET, FIRERIEmMIFE, BRELXNFIR, N
& A /etc/sysconfig/nfs XE¥gEEFERAAIIRA :

MOUNTD_PORT — A F#:## TCP #1 UDP %O (rpc.mountd)
STATD_PORT — AF 27~ TCP #1 UDP S &8i% O (rpe.statd)
LOCKD_TCPPORT — AT nlockmgr B TCP #%0 (rpc.lockd)
LOCKD_UDPPORT — AT nlockmgr #J UDP %O (rpc.lockd)

BEMIROSENAERTFHERS., BB AEHTEE, AIEEIRASAK TCP 1 UDP # 2049 i%0
(NFS)

1£ NFS RS 23 L1217 rpecinfo -p &%, AIEEFEANIKOM RPC 2%,

4.3.7. R Apache HTTP [RS5:#B L2

Apache HTTP k%5232 Red Hat Enterprise Linux 7 FifaE. REEHIRSZ—. BRZ IRABGETFIRA
Al FF{RIE Apache HTTP [RS8 %L — BFHET S, EURMAHATEAR . UTNMNTRENATEZ
T Apache HTTP AR5 2s I AT R AR RVIR1F,

ERANEZFr, —EEREMEHAERAMIEERSPIZT. A%, EBEREA root BRFFTBNREA
BHANE CGl MEMBR, BMEIX—, NIZED root BFIZITHUTRS

chown root <directory_name>

chmod 755 <directory_name>

RAEE AN IEEFERAUTEEELT (£ /etc/httpd/conf/httpd.conf HITEE)
FollowSymLinks

RS ARINE R, RIEOBRASHEEEIM TR S5 28934 root BXET, HIEETH. Hla, 1§
M/ R RS HEEE,

Indexes
RARLIESHNRINGHE, BHIELE, EFFIERENEERS 2 LB, TR NMES.
UserDir

RAESATRARSPRIIKS 2EFE, FMUAZERIAEA Userdir 5%, EERSHLERAA
FRBFMY, MAERUTES
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UserDir enabled
UserDir disabled root

XEEIE S AT /root/ AMIFRFER B, "TEUEEA S B RN NIX—IhRE, BEEZAKHIR
RRINA A, NIZfE UserDir disabled &5 1T MMM ZER A FRRY A F 53R,

ServerTokens

ServerTokens {5 S {REIERS RIS IFELIER, XELAERANES. BAETANEL,
B EA TS, AL T B E R -

ServerTokens Full (EKI\%ET) — REFAARTRAELE (OSKELIRFIERBIER) , Al
i -

Apache/2.0.41 (Unix) PHP/4.2.2 MyMod/1.2
ServerTokens Prod =i# ServerTokens ProductOnly — RHLUTELR :
Apache
ServerTokens Major — IRIHLUTELR :
Apache/2
ServerTokens Minor — IRt TFER :
Apache/2.0
ServerTokens Min =# ServerTokens Minimal — Rt TFER :
Apache/2.0.41
ServerTokens 0S — LU TER :
Apache/2.0.41 (Unix)

2 serverTokens Prod %%, XH—3Xk, BAERLERTEFRRXTFERINERNERE

/GNO

i
DR IncludesNoExec 155G, BRINBRT, “MRFE5#EinHA" (SSI) BERIEEHITMS. BRIEL
SIHE, BUEBEAERRXMNMEE, BNCHERATREEERSEHPIHITHS.
fHER httpd &=
ERLERT, IIFMRFEFEN httpd 23, LARSEI HTTP ARSS23:09T08E, ELILX—BH, RITHEA M

DITRINERE, ZDITHATFINEAE /etc/httpd/conf/httpd. conf XHHTBEZMERAIELE, Fla, &
FHBRACIERRIR, MIALEILLE TS RITHIE #"F R, TS ITRIER |
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#LoadModule proxy_module modules/mod_proxy.so
HER, /etc/httpd/conf.d/ BEXEE 7T o B FMEERESE TG,

httpd LA & SELinux

4.3.8. RiE FTP &£

“XAERE (FTP) R—NHEIRS TCP thiX, R@id ML LR, FuIRSS S IRBIRRE 1€ i,
SERAFINE, #BEREME, MUERIAZR—NFRENNN, BNIZEEMIITEE.

Red Hat Enterprise Linux 7 It NFTP IRSS 25 :
Red Hat Content Accelerator (tux) — BB FTP IhBgrIPR%ZE 0] M 71 AR 5585
vsftpd — EM R LM HEN FTP RESHUTIE,

ToReERTRATRE vsftpd FTP RS,

4.3.8.1. FTP &R

RZXA A EMBEE, MMEAFBAREIERER. MAERT, INMEREETHRAER, X F iRz
RABRHOBEET2ER.

EH vsftpd BERERER, NFIE /etc/vsftpd/vsftpd.conf XEFHRMUTIES :
ftpd_banner=<insert_greeting_here>

&R ERXABH L RIEDS I <insert_greeting _here>,

MNFZITERME, RFEAGEEXH. EfLZRTERERE, NIEMERRERRAZN
/etc/banners/ MFTER, EAXTAS, BT FTP EEMNIRTERXHEN /etc/banners/ftp.msg, LA
TR SRR

#i#H#####H# Hello, all activity on ftp.example.com is logged. #######H#H#

FER(EFE 220,

E1f vsftpd PRI FEXNEFRIER, NMTE /etc/vsFtpd/vsftpd.conf SXHEFFRIMUTIES :

banner_file=/etc/banners/ftp.msg

[Jpuis

4.3.8.2. E&ifiF]
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/var/ftp/ BRAFEETBEE LK.

OZXD BRI FEENAERRE vsftpd BHE. XMPHSTHERZRFAEIB RN, FHERRAIER
B B SR R BEAR,

RAERT, ERRFTREAEME R,

A\

RFRAN FTP IRFSB[HERTIF, BLREIRREFHBEIENMAE.

Mgk

==
(=]

4.3.8.2.1. E& L%

ERUYELBAS L5, BBALBIIE /var/ftp/pub/ RERREB R, BEMILEME, NZHHEN root A
FUBiTUU 6% :

~]# mkdir /var/ftp/pub/upload

T—%, BEANRUEERAFAEEZBERFPHRE :
~]# chmod 730 /var/ftp/pub/upload

1% B RBEAIE RPN TAR -

~]# 1s -1d /var/ftp/pub/upload
drwx-wx---. 2 root ftp 4096 Nov 14 22:57 /var/ftp/pub/upload

RTFELRFEERPIERANEANSEAZER LIRSS 235K BB HEIB T2 4k,
B, £ vsftpd T, 7£ /etc/vsftpd/vsftpd.conf XHEFRMUTT :

anon_upload_enable=YES

4.3.8.3. Ak

E FTP AR ENMAB LRSS MBN AP AMBBHTINE, FAURFELARS R P ME R FKF UilE
AR5 2R

EEH vsftpd FRIFRAE A SIKS, NIZITE /ete/vsftpd/vsftpd.conf FRMUTIES :

local_enable=NO

4.3.8.3.1. BRI bk
EE O FTP 110k P S B A TR BE K 7, 5040 root FA P2 LA BRLETHA sudo BB, &FEHBMAE

/etc/pam.d/vsftpd,
BRI UEB RS P EEEAA K,

E1f vsftpd PEBAREENS, N/ATE /etc/vsftpd/ftpusers FRMA I E,
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4.3.8.4. {5 TCP Wrapper 2]

4.3.9. {£B& Postfix &4

Postfix ZHMEEHAIE (MTA) , BERRESAHMEEHETN (SMTP) EHE MTA fHE FHMER FiRsiE %
BB AIEERAFER. RARS MTA BRI LR Z BMERE, BRSEFRXHEM, RibEREM
INFRLE L ERFHMEER AN AR M@, Postlix X Sendmail A%} Red Hat Enterprise Linux 7
BB MTA,

21UEF Postfix BRS5 2589 F ARR LA (],

4.3.9.1. BRHIE4AERR S5 BT

Ry FHMEBAR T, IR EMRGEE T R AR 5t A RS AR T IR E, SERIBRLIRS. @i
/etc/postfix/main.cf XHRREIEGHETIRGEINE, ATUBEANBLRR T, ETURREBLFENE
FIAE, IRUATHEN, HrENERNERHNES

<directive> = <value>

LIF—%R 5155w B FRRFIELAR S5 K

smtpd_client_connection_rate_limit — HGINEA, (EAEFHATFSXNRS HTHRKE
BEAEURE (OTFRmR) . MRFHIAMERC, XMEWRELAAMNER, B AHTHERRES Postfix
BERINAE R — S, RINERT, aTHREREMLHIE,

anvil_rate_time_unit — iZHAIF AR B F AT ERRRFTE, EINMER 60 7,

smtpd_client_event_limit_exceptions — MEEFIRXRHI B S HAMHRNEF. BRIANERT,
A HERTEEEM L FRNE

smtpd_client_message_rate_limit — PIFAIN, FFRAVTFHITIEREBERHNERXRY (F
& PostfixBEENFEBGXLER) .

default_process_limit — IRHIFEIRSH Postlix FHRRINNRKE, XFRFI TR NIE
master.cf MXHHMFERSMEUE. BRINERT, WIEH 100,

queue_minfree — EAFIXHRGiH, BHMEFIER/NTAZE (LWFT HNEA) . Postfix SMTP
ARS5 25 LRI A L IE SR E BT A LUERUEMIRE, BAERT, U AZERMRIMENT
message_size_limit B 1.5 {5, Postfix SMTP fR558: =164 MAIL FROM i85, ZEAFIE—INES
BRI A2 E &/AMERRE, NMIZEFEIE— queue_minfree 18, HEKXK/NEADE message_size limit B 1.5
£, BRAIERT, queue_minfree {E2Z O,

header_size_limit — ATFHEEEIRENSEAAE (LIFTHHEA) , WRPEXRK, IBLBHBIER
DMEWEF. BINERT, WED 102400,

message_size_limit — ERMHEXE (LLIFTHHA) , SEEHER. MINERT, KEN
10240000,

4.3.9.2. NFS LK% Postfix

B 0S4 spool B3%, /var/spool/postfix/, MEINFS £ZH L, EN NFSv2 #1 NFSv3 RERFFXS
FA/ ID #14H%% 1D B9#2l, FRLAMASEEREZ R oI IAERR UID, FEEFN LR L RIHR 4,
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£ NFSv4 Fi {3 Kerberos, BLASHILXMER. FEJy SECRPC_GSS RZIERARRYE UID #H1TIA
ik, BZ, SFLRTFTEFIEREFRE NFS =54,

4.3.9.3. RERAB4R R

ZRh AR FFIA Postfix fR553: LHIRE, LmIFELLHME A ReeE A B FHRERER15 17 Postfix ARS5
8. NIZZE IR S 25 EBY shell k1 ijin], FH/etc/passwd X BIFRAE shell B &N X EE
/sbin/nologin A (FIEEFRT root B Z4) &

4.3.9.4. 2 Postfix MZ& il

BINBERT, Postfix #1%E N RUIT A O RS ik, EATLIEBT EE /etc/postfix/main. cf X RR%LE
X

A& /etc/postfix/main.cf X4, LUAKRRMEINTSI inet_interfaces @417 :
inet_interfaces = localhost

IXHAR Postfix RN EBE AR MIEL B ML EEE (LLIIERESRE) . XRBRIAKE, FEFR
I Postfix 2 M4BT,

inet_interfaces = all % &R ATMBRAIENRS, FBiFPostiix HiFFFAEEO,

4.3.10. &= SSH

Secure Shell (SSH) R— M RKBIMLEIIY, TETEZLHRESHEMMREHT @M. @i SSH BIZHIER
Zit g, EEERRIEE, <TF SSH i, LURTE Red Hat Enterprise Linux 7 F30{a{E FISSH BRSHIE 1S
B, ESH (LIER AR Linux 7 RIS GIERD -

*E%

WETRRIKETRIE SSH Z2XEBENRER AL, XRINKRPABELTELTATINNZIHERD, =H
RERNEBNAE. XTFAATEKR sshd FHHENAERERES, ESM sshd_config(5) ; XF
SSH EAXF BT NAE, 1S ssh(1) .

4.3.10.1. IR B

SSH XFHAMBERATFAML, JLRAFEABHERRS, MRETLUBXFHAESHEMZEAIENTERE
G, WLZHBIANRERARINLE, BXROAERSHINEAENESER, HEMH (5.4.3.10.2 7 “Zif

KT ERMEFEHATIE £ /etc/ssh/sshd_config X H#PubkeyAuthentication BEEIESFE
BXTEN yes, IHER, XBHILKE., 1€ PasswordAuthentication 5% E T no, NI& R
&SRB AT RE M

& ssh-keygen ep LRI LLERKSSH ZEiH, MREXBHESHMIERT, A SSH B, NRERK 2048
fIRSA BHE, ERINERT, BIIEEE ~/.ssh B, EAILUER -b IR BERHYRE, EEIER
T, f#M 2048 MIBHAMBH T, (LLERIAR Linux 7 REEFMY S8 T HXERBHNIEHMER.
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£~/ .sshBXH, BNIZEBIHANEH, YHizfTssh-keygen G5, MREFEZXMEINER, LA
SR E®E N id_rsa #l id_rsa.pub, FEDFIESELAMIMA, ERUMERHMRIPFAH, HEKE
MR FREE N EMEMABAALE, FEETFRESE. A, L2PNEEEFEINEREERHURGS, &9
LUfEFssh-copy-id S REERAERS S

~]1$ ssh-copy-id -i [user@]server

NS EBATEAHRMB RS LR ~/ . ssh/authorized_key X, 4R & & R IR S5 230,
sshd sSFFARREE R E b X4,

B, X FEEUREMIENE, EENIZEEW SSH B5H, U MBIHE, EBE
Mauthorized_key X & #ZFRFTE T ARIEH,

4.3.10.2. ZHAUEFE

FERAZMINEAEREZLZRRIAE, RIRBFAFRTKFELRG EREZFZABVIE 5 sib RGIUUBALER AR, BT
BIRFEMMR, FAFERAZRRINEERRENAS, DIARRIFAEIRENINEARE, FrelRRIGHT
Yill,

/A /etc/ssh/sshd_config X4 # 8 AuthenticationMethods ECEIE S, TIIEEEMEAAIINILEA
E. HAER, BALESFTUE LEMAERNINEAEIIR, NRSIFEMIE, AP OIETHRES —RIIR
EWBMAE, IREAERATIR, BAXRD, BMEAENRIFGIAEES SR fili :

AuthenticationMethods publickey, gssapi-with-mic publickey, keyboard-
interactive

INRZA BRI A - 2i@1d publickey VIEF] gssapi-with-mic ILiE, X2 publickey i\iEF]
keyboard-interactive JAiE, B4 REFEHE LR AuthenticationMethods 55 #HTECER sshd 57
PHARTREEIENHTUIN. HER, BTAERMEAEHEFRANNNERERS (Fii,
/etc/ssh/sshd_config X4 HPubkeyAuthentication) , AREMRMERE, XFaIBINESAENE
A%k, 1554 ssh(1) B9 CAUTHENTICATION) ZEi,

4.3.10.3. Hfth 5ERFE SSH &2£

RS

H Red Hat Enterprise Linux 7 FF2#589 SSH 1%, BIfELLIMYBIZEITHHF SSH-1 LA SSH-2 hRARIIL,
BRIENERT, REMAFE. SSH-2 kALK SSH-1 /F T —Lmeki#, HFAXZHENEELETIR
TE{EM SSH-2 Ff ¥ AT,

B A SSH-2, XTA#E SSH iU AT AR IR @ IR SERIA R R Kb, @id#EA
/etc/ssh/sshd_config X HH Protocol EZEIES, AIIERE sshd P AR IFHNIRAREHR
bR AR, BRNKER 2.

BHRR

ZKILNER T, ssh-keygen S EER—XT SSH-2RSA BRI ; M -t £, BiTESEHAER DSA
5 ECDSA %%, ECDSA (Elliptic Curve Digital Signature Algorithm, fEBEHFELEER) ERENE
FAKETHREFEFNERE ShaTERBENEH,

FER AR OI
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FINERT, sshd sSFFHRRRMIIT 22 Mgima,. BiimOS@d RO 22 E T B eSS MBI
i, MmmMEL LM, ®iTEH /etc/ssh/sshd_config BEZE X+ Port 154, AEERO. 5T
B, ERAFEAIF RGO, HITEN SELinux BRI E, BITEN root BHIALLTIES, BX
ssh_port_t SELinux 8, EeILUSEARILIRIE -

~]# semanage -a -t ssh_port_t -p tcp port_number
Lo s, FA Port IEHIEENFIRASKEport_ number .

JE root &k

NRFFFERBERT, THIES root AFER, BLEBRIZEETE /etc/ssh/sshd_config X HH1E
PermitRootLogin FEEIERXEM no, BITRIEN root AP &R, BEERUHEZBNAAENEN
AF&EREETTHLSNGeS, Bz ERroot HfR,

4.4, RV %%

4.4.1. £/ TCP Wrappers U & xinetd {RiFIRSES =S

TCP ( Transmission Control Protocol, f£HiiZItiY) Wrapper F2F AU E o] LAE4E % FEFHAR 25 9177 17],
XAERD I EBAINAER i T EEFIRTERRER, EEEEXEELEINMIGE, UK BEEKICFEID
BE, XTF TCP Wrapper HEefIiEHIEENER, 1554 hosts_options(5) FMil, X FAIHEBRERE
F1F2R, B2 xinetd.conf(5) WFMIT, EAFLRERESFTERENETZRTFE-RS.

4.4.1.1. TCP Wrapper HIiF#RT=

ERAMEERRSH B REYMNRRIIEENREENECENS T RAEEE A, BATLIEHIRRART
HIEERNS., BERS TR TCP Wrapper 127, N7{EF banner %7,

ABIERA vsftpd RKHIT banner . EFHA, NGIRIRTERXY. BRERSHMWARN, (BX55F
HRNBFMREF—, EAFIF, &5 /etc/banners/vsftpd WXHESELUTHSIT :

220-Hello, %c
220-Al1 Activity on ftp.example.com is logged.
220-Inappropriate use will result in your access privileges being removed.

%Cc TREREHEMEFIRES, LWMAFAMENS, XERSLHM P M, XEESTARENRERE, £
1E BB

BREENERERLERTER, WA TIHSTARMEl /etc/hosts.allow X4 :

vsftpd : ALL : banners /etc/banners/

4.4.1.2. TCP Wrapper MIBGHESE

MRELRMEED ENHEMKERR T LRSS, BBl EA spawn 55, £/ TCP Wrapper AT & 7R
EEAXTREZENHERWSHRER S,

EXNTAIR, Bi%XBLIEN TR S 206.182.68.0/24 MG ARE A KT RS %2R, 1HE TR SITHRA
/etc/hosts.deny X, LUE4{EMRBIZMAEREE SR, FRXLERICRERFENXHES ¢

ALL : 206.182.68.0 : spawn /bin/echo “date’ %c %d >> /var/log/intruder_alert
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%d SRR AR ARE 1B V7 [ BIAR 55 B .

BERVFEEFFLUOE, NS spawn 85 /etc/hosts.allow XX .

Ry spawn IR HHITAE shell 8%, ATUREFER—TMRHEREURTERA, HEAEFEE
I A e RIIR S SRIEGH, TT RGBSR,

4.4.1.3. TCP Wrapper MU B =
MREHTEZEABESAEM, HL0FEH severity TR IZIRSHIEEL A,

EXADNREIR, Bi%ZEED FTP RSSS: 23 0O (Telnet iw0) BEM AR BHME., BiRHX—=, N
HEBEXEFER emerg FHCEHEIAIRIC info, FIE4EIERE,

ZMEX— =, MWINF TR SITHRA /etc/hosts.deny :
in.telnetd : ALL : severity emerg

XEABIA authpriv BETE, BRFMENMEINE info IREZ emerg, BT HBEREER ETIE
=

4.4.2. 5uk{d AIrpER O

N EBERBITARBENRD, RAXSEBNERAZIRENATREYE., MRERSZTZE, BXMEERMNT
FFEOmE O FOIIRRZS, B XATREMBAREGESR, NIZA T HE,

809 root AP, MIZEHIGZHLIT a4, SAHIEMRNE O ETE 0TIk B RS EERE |

~]# netstat -pan -A inet,inet6 | grep -v ESTABLISHED
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
PID/Program name

tcp (C] 0 0.0.0.0:111 0.0.0.0:% LISTEN
1608/rpcbind

tcp (C] 0 127.0.0.1:53 0.0.0.0:* LISTEN
2581/unbound

tcp (C] 0 0.0.0.0:22 0.0.0.0:* LISTEN
2048/sshd

tcp (C] 0 127.0.0.1:631 0.0.0.0:* LISTEN
3202/cupsd

tcp (C] 0 0.0.0.0:54136 0.0.0.0:* LISTEN
2279/rpc.statd

tcp (C] 0 127.0.0.1:25 0.0.0.0:* LISTEN
2708/master

tcp (C] 0 127.0.0.1:8953 0.0.0.0:* LISTEN
2581/unbound

tcp (C] 0 127.0.0.1:8955 0.0.0.0:* LISTEN
2634/dnssec-trigger

tcp6 0] 0 :::111 it LISTEN
1608/rpcbind

tcp6 0] 0 :::60881 it LISTEN
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2279/rpc.statd

tcp6 0] O ::1:53 it LISTEN
2581/unbound

tcp6 0] 0 :::22 it LISTEN
2048/sshd

tcp6 0] 0 ::1:631 it LISTEN
3202/cupsd

tcp6 0] 0 ::1:25 it LISTEN
2708/master

tcp6 0] @ ::1:8953 it LISTEN
2581/unbound

udp (C] 0 127.0.0.1:766 0.0.0.0:*

2279/rpc.statd

udp (C] 0 0.0.0.0:59186 0.0.0.0:*
674/avahi-daemon: r

udp (C] 0 0.0.0.0:33639 0.0.0.0:*

2279/rpc.statd

udp (C] 0 0.0.0.0:889 0.0.0.0:*

1608/rpcbind

udp (C] 0 127.0.0.1:53 0.0.0.0:*

2581/unbound

udp (C] 0 0.0.0.0:68 0.0.0.0:*

2642/dhclient

udp (C] 0 0.0.0.0:111 0.0.0.0:*

1608/rpcbind

udp (C] 0 0.0.0.0:46198 0.0.0.0:*

2642/dhclient

udp (C] 0 0.0.0.0:123 0.0.0.0:*

697/chronyd

udp (C] 0 0.0.0.0:5353 0.0.0.0:*
674/avahi-daemon: r

udp (C] 0 127.0.0.1:323 0.0.0.0:*

697/chronyd

udp6 0 @ :::3885 it

2642/dhclient

udp6 0 0 :::889 it

1608/rpcbind

udp6 0 ©@ ::1:53 it

2581/unbound

udp6 0 0 :::111 A

1608/rpcbind

udp6 0 0 :::123 it

697/chronyd

udp6 0 ©@ ::1:323 A

697/chronyd

udp6 0 @ :::33235 it

2279/rpc.statd

rawé 0] O :::58 it 7
2612/NetworkManager

R, WA -1 %W, #FARAESR SCTP ( stream control transmission protocol, izl EHithil) AR
%30

ERROFTRENRS S THHEHERN, XHBLEFFHFEIRLRNN, BEERE, HEHMT, RF
ERAEKE A —R5H nmap RIETHRRE, KRAREIMSEEIE—PRAN. XATRTRIE iptables
BIFI, FAHERBE ARG ss FHER (BRT AW 127.0.0.0 % =1 X[A]) FEREE—IP ik, FH



B 4 E AT EMRSwCENRS

-6 %3, XJ IPv6 (Internet Protocol Version 6, MPFRMEBIAES/SHR) Hib#HTHE, B2ER, ES
%] man nmap(1) .

LT REIZMA —REBEH & & BBV S, BFHEWRNHDOEENIT TCP ML EEE :

~]# nmap -sT -0 192.168.122.1

*xF ss, nmap, L% services WEZER, HSHFEMIL,

4.4.3. X HREH
EREE—FEDRUALE, TR IP BIESE St SIRMES, MO MEIRENRZ TR EE,
BT E—BREN, SHE—EHEW, iCRARARE. Fﬁﬂtﬂaﬁqﬂlm%&, EIERRIDT", TiRMLREEIER

HEEE LB, XMAFRIBHTEERE —BE, TR ErNEENEN, J2BKRENR EMN—LL
L£IREHESR, EARTRAALEEERARSRE. R, T”i*"fﬁiﬁﬁ%ﬂﬂo

accept_source_route it S E OB “HEREM LT (SSR, Strict Source Route) 2k“#4A%
JERRH DT (LSR, Loose Source Routing) #HIEE. RERBHIESHZEINZE A sysctl ZERTIES, F N
root A/, AHLLT&S, £F SSR = LSR #iEa :

~]# /sbin/sysctl -w net.ipv4.conf.all.accept_source_route=0

M EMFRE, "EERNE (BLERLFRESFIMEIMERA) , BNRIEBIESMIE L, 7 root BF, ZHU
TR S -

X DRIEEMARELEX IPv4 f IPv6e BIR S HITHR A,

~]# /sbin/sysctl -w net.ipv4.conf.all.forwarding=0

~]# /sbin/sysctl -w net.ipv6.conf.all.forwarding=0
XM IEERRA RE LN T EHBRIRSEITE A,

~]1# /sbin/sysctl -w net.ipv4.conf.all.mc_forwarding=0

~]1# /sbin/sysctl -w net.ipv6.conf.all.mc_forwarding=0

W ICMP  (Internet Control Message Protoco, Interneti2ERXtil) BEEBZ HIERFER. BRIEERTE
FTE, ZENIE ICMP EEBEIESMBEIRAEE,

XN RIEEMRARE LA ICMP EERHEZETEK,

~]# /sbin/sysctl -w net.ipv4.conf.all.accept_redirects=0

~]# /sbin/sysctl -w net.ipv6.conf.all.accept_redirects=0

e RRIEEMARE LN ICMP 228 E MRS HFTER,

~]# /sbin/sysctl -w net.ipv4.conf.all.secure_redirects=0

e DRI TERTAE RE LEXTFIAR IPv4 ICMP EEREE2HTEK.
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~]# /sbin/sysctl -w net.ipv4.conf.all.send_redirects=0

X2 FRX IPv4 EERAHESHIER. XF “IPv6 TTmZEX” (IPv6 Node Requirements) F3 IPv4 5

BELIKAKE, MTRERINEl /etc/sysctl.conf,

B%ER, HSH sysctl FMIT sysctl(8) . KRTFARMHAKXREZEREXREEKMETRIFAARE, H50H

4\

DA EM AN REIMEERRE, 0 ARP (hitfZ#iY, Address Resolution Protocol)
= MAC (M JFi51R3E%], Medium/Media Access Control) st ERIR. RZZIRAE DHCP (B EH
BEEMM, Dynamic Host Configuration Protocol) ARZ52s. LAK IPv6 B&HZR=K4AEES. 4, B/F
[TENEERERSRERME. XLERARER I MABREDPITHREN KT BefR, EFENMN
S ERFFIELEBE M,

Tk

H
[w=]

4.4.4. RFEETIE

RERESETETFHEHESM—EORA, XMNEF—TEMNEOLGYH, HEBREREWMARRERER, XA
R R “IEXTIRER R (asymmetric routing) ., HRHZREFESBREMBRLERIES, BAZEEINHAFTE
XM EUTHENBARERFREEMREENSR : N—HHEHERE, XMNA—TEMNIRSIRHEEEIRRER
TRE, BN, FRALEE xDSL B, HES 36 MR HREENTE, MEREYSERTE,

MLmAEREXFMAZEOMNRARRSE, Hmee, BRIELE, BNHKIFHEXA, ANEABLEEEF
MBI PR 1P it R FER, FiE4 DDoS (D fHm=NIE4EARSS, Distributed Denial of Service) K HIA

No

ZIME VAR Linux 7 1838 RFC 3704 W45 A ORI AT I8 XA EER T B R EEE"  (Strict
Reverse Path) , EIAER™KKAERKRZRLIE. BRIRERT IPv4,

A\

IMREEREARER, BLREFARABELE HEEMAXTRTRIER®BLE (40 iptables HN
=B .

Tk

H
[w=]

rp_filter

it rp_filter {55 ARABEITIE. rp_filter HUAMTIES kemel (BIERZAR)
M= PR i 5 — 7,

WERINIT AN, NZIRILTER :
~]# /sbin/sysctl -w net.ipv4.conf.default.rp_filter=INTEGER

IR INTEGER FUTIRE -
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$ 4 = AT EARSS MLERRS

0 —ARIHATIRELIE,
1 —4bF 40 RFC3704 AT E LAY &R,
2 —JbF40 RFC3704 PRE L HIMEUIER.

Bt {#FH net.ipv4.interface.rp_filter AN B—MEEOXNBENES., EEEGH,
SEPLX S B RES I LLFTE, NIZIBX /ete/sysctl. conf 34,

4.4.4.1. MEhnEER
PURBRNT R MR 2R 8 1T B % B AR RS,
K PAug

4.5. fd FRH K55

4.5.1. B KSR

A AIEREER firewalld IBE T — oI SEEM AR, BULEFML “zones” , LA BECR —PNRILE
REBAREENFRO—ERENEE. EEEN IPv4 l IPV6 B AISRENSF, ©XEUKMIE, F849
BT EF IR AR E L., e E&E—MERRSEE N BRER L EEE M AEEHNEEO,

4.5.2. 7 fRRh K

—MNEGIEWEB TR, firewall-config, FTEE firewalld : ©iKXF iptablesT B SHITEHIES %
MR Netfilter 1B15,

FEARGRIEN firewall-config TE, %2 Super #HFAFSNEY, =i firewall, AFKRT
Enter, firewall-config TEREIN T, HHFERTIMABE AR,

firewall-config TEE2H—/M7idH Configuration FUTHIZEH, BILUTE ;Z1THE #1 KA HFFER 2 A
AT, BEER, MREEET Ppermanent , T4 EASHEI—HMMAENR, BATRBEEZITER X
BL—NRFSSE, FTLLUXLEEFR TR ABRBERERH B,

B firewalld RHHIZINEMIFAIEIRSS, MIEFHSH. ENERERIRZ A LRI ZHNT, THREE
REFENTILERE, HITHSEENBATMARLE, EMBAENMARIBAETEER T H.

RIBEHSITE I, firewall-emd, BFHITRKAMSHIEKAMZITHAIAIERZE, EMNFE man firewall-
cmd (1) FRrfRREH—FE, KAMRTEERE firewalld(1) FM TIMNAEREEHTT, X8, firewall-cmd
R A LLAH root 217, WIUHBRBEEARF—#EZ, wheel BH{AMK AZ1T, EE—MBERE,
SR polkit AR EIZA,

firewalld MIECEE7F1E /usr/1ib/firewalld/ #1 /etc/firewalld/ EMIEF XML XXHEB, XHER
7 XEXHEHRE. BA. SOMURKHOREYE, F2aENEBRENSNES,

Hitb N FHREFALUERA D-bus 1 firewalld &1E,

4.5.3. L system-config-firewall LL% iptables B firewalld
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firewalld #0 iptables service Z [F/ & AFHTREE :

iptables service 7£ /etc/sysconfig/iptables Ffi#FEE, M firewalld SFEBEEFT
/usr/1lib/firewalld/ 1 /etc/firewalld/ FH&M XML XHE, . XS, H firewalld 7
Red Hat Enterprise Linux L &2 KIS, /etc/sysconfig/iptables XHMAEIE,

£/ iptables service, B— M HIMEREKEEIRATE IBEBHINIFIM
/etc/sysconfig/iptables 2iLERFRAFAIFN], AMEA firewalld RSB OIBEMFBIHN ;
OGEATHN AR E Z 4, FHitk, firewalld ATLAIEIZ{THAIN, B XBMAEKMITIER,

& iptables tool SRS EX1EHE 2L,

system-config-firewall firewall-config

iptables (service) firewalld (daemon & service)

iptables (command)

kernel (netfilter)

K 4.1. B X EdER:

4.5.4. X %% X IR
ETF AP i & RS SHEERE, B AR LU SIS M2 4 25 R B B X 5,

NetworkManager &% firewalld —MEOHEE NS, EOF2EHXE T LLE NetworkManager t
25, thar L@ e &84T 748X NetworkManager & 08 firewall-config T &i47,
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fE/etc/firewalld/BIRIFILER — R AT LR BE AT EIR S B ONTULE, FIRFERUBEMOT
drop (£F)
EERH LIRS HKRES, KEEMNESE, NEEELEHENMSERE,
block (BR#I)

R IR BY R 25 S 4R 4% IPv4 B9 icmp-host-prohibited 15 2 #1 IPv6 B icmp6-adm-prohibited 1§ &
FriEs,

public (A$t)

EALXAER, FREEEMENNEMITENASENITENEKES, REERETIEIR
BIEEE,

external (4Z8)

R NERMERE A T I ETIRER AT, EREEERERNANEMITE, TEBEElITRY
BT ENERREE, RegEiRaditfEnnEes,

dnz (GEEEKX)
AFEMIEEERNIEN, WRIBATTRAFIGR, oA RMH AEBIRIRMLE, (W UERET
R,

work (I 4E)

BFIFX, EUERBEMSANEMBRARESEIEM, OUERET EFERNERE,
home (RE)

RTREMLS, ETUEXESEMSRNEMITENFRESENITEN, NIUERETERENE
%,

internal (REB)

AT RERMLZS, ERUER EEEMERBNEMITENAIEEITEN, NOEERLTERER
.

trusted ({54F)
A EZATA I MLEIERE,
BEHAP—PMREENRIARBETITH, HFEOEEMA T NetworkManager, {150 B EIA K,
REN, firewalld EMIEIARIEHIXE N A HKE,

4.5.5. IEFE—1 MRS X i

PRI 2 B2k E AN, BIRERT, HATFAAREMMESERE, BR, MARIARERREH
TieE, MAERBENFERNLIE L, TURENRSFHTERER,

4.5.6. X1l SEE IR S5 HOER R

— IR 55 AT A2 A AN B B9thim OB95IR, MRRSHAITHIE, LTI —R5 B shinEraph A 555 BhiE
T, TiEE LHIRSHFER, LB ERSWEATHERRIEHFARS, SAFRIROxEEE, sEIHOE
RARE, FERANLE LIRS, XBEFRERS, HTFeeWiILEERERS, firewalld.service(5) FHY
FMITHER T RS EEMEFEFRANXHER. RSB HENH XML BEEEXXHRIEE, XLEE STEFNRL
TR % : service-name.xml,
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KAt firewall-config TE&EERSSFIR, LT Super BB ATFIAZEH, WA firewall AFIRT
Enter, firewall-config TEREINT, HERRTMABIEARNY, WIE, 1 Services Ii%ET, EATLL
HERSIKRT,

EEABHITIHEARTIELE LRSS, L root SMHHMITUTRS

~]1# 1s /usr/lib/firewalld/services/
B /usr/1ib/firewalld/services/ , R /etc/firewalld/services/ B4 AT LA SREH,
ZI RO E A OIBIRL, L root HAHUTU TSN :

~]1# 1s /etc/firewalld/services/

HEAEFAL firewall-config TE @144 /etc/Firewalld/services/ Ff) XML 3X4, BRSS AT LA#IE
AR, IMRRSZHERBIBMNKENRZ, 4 /ete/Firewalld/services/ PR KL IHEN A XML
X, MRIEFELERMHENZTIRS, /usr/lib/firewalld/services/ XA LM HENRER, LU
root HGHITUT RS :

~]# cp /usr/lib/firewalld/services/[service].xml
/etc/firewalld/services/[service].xml

RBIEA LUmE S a0 4, firewalld (L% /etc/firewalld/services/ BRI, R —
DR BIRS W EFME S, StI#El /usr/1ib/firewalld/services/,

4.5.7. BffEEEO
firewalld &—MEF5H “direct interface” (E#%#%O) , ©aLlERE Y iptables. ip6tables #1 ebtables
EI’J%)LU”J CEATNARE, MARAS. MREARAKEE iptables, o FHRAEZEORREBRMN, RNE

BEE RSB AEH AR, firewalld (RIFXSIFIINUIE BEER, FRLLELEERIA firewalld 14 )
EE@FH BEEmOESHWEREKRNENR, EFEmOBIEN --direct ETE firewall-cmd 65 EEH,

EFEmOBRNERTRSHERRE, UEEEITHE RIS EBIBh ABEHI, XA 2K AEN, ef]
EFEEFREL D-BU SM firewalld #EE5). EFEIMEFRNTBERRZH,

4.5.8. AR B ERER NiE

£ Red Hat Enterprise Linux 7 1, ERIAZZE firewalld f1EFALR - #EOEBIE firewall-config, EH
root AP ZT RIS LR :

~]# yum install firewalld firewall-config

4.5.9. ZEHPBH M5

E2A firewalld, N{EH root BT FIGS :

~]1# systemctl disable firewalld
# systemctl stop firewalld

4.5.10. {8/ iptables IRSS
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E M iptables 1 ip6tables RS E firewalld, ML root HHZITU T4,

firewalld :

~]1# systemctl disable firewalld
# systemctl stop firewalld

R %k iptables-services 122, LA root M AL TS

~]# yum install iptables-services

iptables-services F2EFEE & 7T iptables RS5#0 ip6tables R,

RIS, LA root B19217 iptables # ip6tables @< :

B H OH R

systemctl start iptables

systemctl start ip6tables
systemctl enable iptables
systemctl enable ip6tables

4.5.11. G 5Bh XK

EE5) firewalld, ML root B BMREHALUTHS -

~]1# systemctl start firewalld

4.5.12. KB MERETIRTT

IR firewalld Ei217, FMIAUTHSRE :

~]1$ systemctl status firewalld

firewalld.
Loaded:
Active:
Main PID:
CGroup:

service - firewalld - dynamic firewall daemon

loaded (/usr/lib/systemd/system/firewalld.service;
active (running) since Sat 2013-04-06 22:56:59 CEST; 2 days ago

688 (firewalld)
name=systemd:/system/firewalld.service

Ao, BE firewall-cmd EE A LUET AU TSR EZEFERERF

~]1$ firewall-cmd --state

running

4.5.13. LREERH NS

E&%firewalld, ML root B EH021TUUTHS :

~]# yum install firewalld

BELEREMCA#EOIE firewall-config, MILL root B H0Z21T RG4S :

~]# yum install firewall-config

\|ED

enabled)

AR S5 LRI RSE
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4.5.14. Bei&RH X35

B ASE AT ORI R EE A # 0 T2 firewall-config. 417N T A firewall-cmd #1475 XML EELE X
HREEE, TERULIERIXLERE

4.5.14.1. FAEKAR#EOR &R A5G

4.5.14.1.1. BIEBLB XS ZXBET R

ZREhE AL firewall-config TE, 12T Super ##if AFIAFE, =ifi firewall, #A/5#% Enter
i, firewall-config TEREINT, BEBRAIMA—INEERLEG,

ZERANSTEEM B XEEETE, N root BFSMHAUTRS
~]# firewall-config

Firewall Configuration BEOMITH T, TX, IR ALBAEER 217, BEREERHRERT

EMABIE AT,
Firewsall Configuration
File Options Wiew Help
Cunﬁgu ration: | Runtime
| Zones | Services | ICMPB Types | Direct Configuration | Lockdown Whitelist
A frewalld zone defines the level of trust For network connections, interfaces and source addresses bound to the zone, The zone
combines services, ports, pretecols, masquerading, port/packet forwarding, icmp filtters and rich rules, The zene can be bound te
interfaces and source addresses,
Zone i . i i ) | [
Services | Ports Maﬁqueradlng Port Furwardlng ICMP Filter | Rich Rules | Interfaces | Sources
block
4 Add entries to bind interfaces to the zone. If the interface will be used by a connectien, the zone will be set
me to the zone specihed in the connection.
drop
ntpr*acr Comment
external e
El'hlﬁI Used by natwork connection ‘eth’
home
internal
trustad
wark
Add Edit
Connected, Default Zone: public Lockdown: disabled Panic Mode: disabled
Bl 4.2. BiXIEECET R

EETAAZESE “Connected” £, XirE# firewall-config TE RS EEEAREARF
firewalld, E%‘ ICMP Types. Direct Configuration 1 Lockdown Whitlist /5% R7EM View

THXERREZE PN
4.5.14.1.2. 2 Bh KRB
BRI IIERIRE MBS R E, BTN AI%EE Runtime, =&, M TRIEHEFIESE Permanent, Z
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HTRBENRIIHE B I ERTINER HITRILE.

f Runtime RN T EBPAERIER, —BERHNEBRERRSSH[NELE, EHEIIENEN,
HEE— MR REMA T ERARNRS ETHER, MHEDI—R,

fEPermanent X T EABIAEIIRE, EEEFRNEEERMEMNEHIERRERZEE
Mo ERILMER X B TREMMEBES, 08D R0 K8, % ERmEkhXE .

BRI LUEREANIIENS K, BRIRIXESREE—LEATANRS, EURFENEIFRIBOTHE
WEMNTIZR, EATLURT EFMBUEIERE — MRS KB E SR E,

4.5.14.1.3. 1&8IM— 1 OIS KX

MK EEHOR—MEEN S XMED, NED) firewall-config, M3ZHF2%ERE options, TS
BiiF BRUEEMNSEKX , Connections FIRFHEINT, EHFEHOBENERE, HIM Select Zone for
Connection B, MTFHIIHAEFEFBIBAXIED XK FH =i 0K,

4.5.14.1.4. ZEEKIAD KX

ERE—MNERDEHIEONDX/EABIAME, S35 firewall-config, MIZHF%EFoptions, B TR
#irhi%$% change Default Zone, Hi¥iDefault Zone B, MAHMISIRFEFEETEANDXENR
WK, i 0K,

4.5.14.1.5. B&IRS

EHEANEZA— MR ESAF RS, S5 firewall-config TEF AN ERBRSHIML H X, 7%
servicesiiEHIEFENEFTEGEENRSRENEEIE, FREEENRFIRS.

B —TRSS, FFiA firewall-config TR, SABMIFICH Configuration By FHIEIS LR
Permanent =, HRUEGMFEERGFRHINE Services BOMKESS, EEEEBERBEMNIRS.

Ports and Protocols W& AILUNGEFERIARSHUTI®M. Bk, BERImOMML, ERINER TEE
Netfilter f{iBh#&ik, DestinationiERFEEZRARE A A —NMeER B FE MY (IPv4 or
IPV6),

4.5.14.1.6. 3T FBH MIE B RO

ERVFREE T HAERAEN RO, NES firewall-config FiAFEERERL EMM A X E, 1%£5% Ports
EFrF s T A8 Add 325, Port and Protocol FLiTF T,

MAmOBESEROSEHE, KRG, MTHIREAHIESE tep FE udp,

4.5.14.1.7. ERATHEH 1P Hhht

5 IPvA4 bt Ry — B —pg A ER e, TS5 firewall-config T EFi%F BB it B X iE, %
£ Masquerading FR% S LAELUEIR IPv4 HutibFo R p— N S — B9 L,

4.5.14.1.8. BB@ s Q%A
F— MmO A AHMYSRES “packets” Bl — PMHRERH Nt EERIHO, EHEBEHEIPHE, AB%

£ Port Forwarding F5%,
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EEOSE LR ERFEAMNRENDNAIROHEROEHE, ETHLATXEBMNHOHTTH,

ERLREN N AMIHEONE—RA LMHO, FHi%FF Local forwarding Ei%iE, MIABKXAKHREN
A Hhim O & ik OESEE,

B R RETHA IPv4 ik, N13%# Forward to another port Si%#E, %A BAyit IP it F0ixmO
HAEAHOSER, MRHOAMBLEHRIEINLZER—NEO, =i oK HITES

4.5.14.1.9. i¢& ICMP it jg

ZEAREEZEA— ICMP i, NS5 firewall-config TEFit F%L{fﬁﬁi\{n,uﬂ’]ﬂf%[:ﬂz W% ICMP
Filter BlirF A EMEEETIEMN ICMP E R R BENEEE, BRELENZERTE, XMHEERHEA
B, BIASITFLER,

EE— ICMP KB, NI/S5) firewall-configfA JZ MIT%l Configuration B9 hi 3 B Bk
Permanent # =, 7£ Services & O EERA H I A0 FT,

4.5.14.2. AHS{TIE firewall-cmd ECi&Bh A

BT IE firewall-cmd 2B\ REM N BZFE firewalld B—EZ49, BHAUBIFIECE R BERASE R
REBERMREN, WA THSERERAE :

~]1$ firewall-cmd --version
AWM TSR EFEHTE
~]1%$ firewall-cmd --help

BNETmEIE—Lans, TEINKEEFREVA man firewall-cmd(1).

T RE—NDKAFETHITES, BT --direct 8% (BIIARLEENY) 24, EQmE®
SN0 - -permanent 5, IR, ITFREEWEKARN, mMEEIG TR AIEEFTINE.
REBECHERAERZEEM, H firewall-cmd % EBHTRY - -permanent LB EBEIIENE
W, BREMUNETRBAEEFNE. REEHEHE firewalld REEFZRIT A, BIAEARTE
MR EF NS, MARRTERTEHRME, KFEITER.

4.5.14.3. Afpa1TiEO (CL) BE&ERAEELE

EIALL TS, 5% firewalld RSB XAL R :
~]$ firewall-cmd --state
BMALTGHS, EFESXNGG, FHF— P EHI2ELSSTNZEOTRK

~]%$ firewall-cmd --get-active-zones
public: eml wlan®

BMAUTES, HHHAoRTED (Blf eml) BIXI :
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B 4% ATEMRS

~]1$ firewall-cmd --get-zone-of-interface=emi
public

Bl root BRI AL T RS, HHIEL— XIS (FlIAHX) MFrEED -

~]# firewall-cmd --zone=public --list-interfaces
eml wlano

M NetworkManager A LASEIIX/MER, FH AN EREOMIEERE,
Ll root AP BMRMIAL TGRS, HEEAHKIGEXHEN—MRIEHMEIXLE :

~]1# firewall-cmd --zone=public --list-all
public

interfaces:

services: mdns dhcpv6-client ssh

ports:

forward-ports:

icmp-blocks: source-quench

L root B HIAL TGRS, EEBRIESIHIMEXIE :

~1# firewall-cmd --get-service

cluster-suite pop3s bacula-client smtp ipp radius bacula ftp mdns samba
dhcpv6-client dns openvpn imaps samba-client http https ntp vnc-server
telnet libvirt ssh ipsec ipp-client amanda-client tftp-client nfs tftp
libvirt-tls

t{TB’J/\ IL

XEERFFHIE /usr/1ib/firewalld/services/ FRIRSS 254 Fh. T2, EEEXHRURSKAEMEH

service-name.xml,

Ll root SMHIAUT S, EEMAENKETRINEERIEKHML X :

~]1# firewall-cmd --get-service --permanent

4.5.14.4. AfpofTEO (CLI) B|BhAESLE

4.5.14.4.1. ZItBEEI (PaniciExR)
L root BRI ALLTHS, FIRLIEFrEHm AN HNEIEE

~]# firewall-cmd --panic-on

FRA B ARG H BB S E SR L, E—RAIEDRTZ G, ERNERRRA L ; R8RS A B A4
B ERTE.

Ll root HRMIALL TG, FEBREHHAMGEHNEESD
~1# firewall-cmd --panic-off

A panic X2 5, 1R panic ERBLZIT—/NERETIE], BIIAEERERTLIERITE,
B, FAE panic RXWERAHEREA :

RIHHY
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~]$ firewall-cmd --query-panic
MREZTER, BRERITyes, BEKREN 0, MRHEH, BEERXLETno, BEHREN 0,

4.5.14.4.2. eSO (CL) EJ|FnEph A%
B root B3I AL TS, EFMEFFNE, FHFADEESEE, IRAERRKEER

~]# firewall-cmd --reload
Ll root SMMIALLTER, EHMERHAEFH A ERE, DEFREER
~]# firewall-cmd --complete-reload

BEE KRR E R, XPRSFRWEM, m, FBAERNZIERS, BREIREE R
FTRBIER,

4.5.14.4.3. A4S 1TEO (CL) Ao KEmnEN
EH—NoRXIEmED, i, I eml BMBIAESX, ML root SHBMIALUTGS

~]# firewall-cmd --zone=public --add-interface=emi
A0 - -permanent EINFHEFTINERG KIE, FE2RANKAEIZE.,

4.5.14.4.4. B GEEORE X4 o XigmiEO

E@ i ifcfg-eml BEESXHFE N—1N o XEMNFTEO, b0, B eml BMEITELK, EL root 55
— N RiEEREINLATTE] ifcfg-eml :

ZONE=work
EE, WMRMMERK ZONE 1%, & F A use ZONE=Z=XZONE="", FFLBRI\XISF#EEA,
NetworkManager f2F 4 B0, N, 2XFMFHXE.

4.5.14.4.5. @1 iR XS BRCE Xk B ENA 0 X
Ll root B &2, $TFF /etc/firewalld/firewalld.conf Figa T ARIEETH :

# default zone

# The default zone used if an empty zone string is used.
# Default: public

DefaultZone=home

A root S5 ALLT a4, LAEHFMERS A :
~]1# firewall-cmd --reload
R R Z R REE BRI EFINERS Kb (TCPAER MR

4.5.14.4.6. FHEMGSTEO (CL) HEEIASK
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Ll root A EMEIAUTHRNREIERIASK, HINKENRHXKI
~]# firewall-cmd --set-default-zone=public
XDNEBFIIZIER, MEERIER TAEZEHMMENRL A,

4.5.14.4.7. eSO A AR O
BT root B AL TGS, FH—1 XIS, 0 dmz BRFEFRIEO :

~]1# firewall-cmd --zone=dmz --list-ports

ERF—NmOMA—N2K, Fli0, o TCP BRE:@ im0 8080 MY # Admza X, ML root H1p%iA
LI :

~]# firewall-cmd --zone=dmz --add-port=8080/tcp

270 - -permanent 1ETIF EFNER A, FE2KNKAMIKE.,
EN—RIHEOMA—NDRX, IR FM 5060 F 5061 Bim OE#RE A ALK, L root HPHALLT

e
~]# firewall-cmd --zone=public --add-port=5060-5061/udp
270 - -permanent 1ETIF EFINER A, FE2KNKAMIKE.,

4.5.14.4.8. FAGSTED (CL) F—1NIRSMARIS X
EIR—PMRSMASIDXK, FlIINAREF SMTP #BEATEK, N root ST THS

~]# firewall-cmd --zone=work --add-service=smtp
270 - -permanent 1ETIF EFNER A, FE2KNKAMIKE.,

4.5.14.4.9. FRAMSTED (CL) M— 1Mo EBRBRIRSS
BEMDXBBRIRSS, HLIIMI{EXTZER SMTP, LA root B0 AL TGRS :

~]1# firewall-cmd --zone=work --remove-service=smtp

110 - -permanent FIEXDNERERGENEHR AT WMRAXMNET, HEFLEIXZEER, L root
BRMAUT S, EHMERNE

~]# firewall-cmd --reload

FE, XHARFMBLEINERE, MREITEDRT, SR LUER - -complete-reload £, {BiXA(Y
T IE B ABMMNRS, TAPETE A BIIMER,

4.5.14.4.10. 3&i3 Gakt XML X H—1N 25 X8RS
B root B EIALTHS, BEFERIAD XX :
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~1# 1s /usr/lib/firewalld/zones/
block.xml drop.xml home . xm1 public.xml  work.xml
dmz.xml external.xml internal.xml trusted.xml

X HERBEgRTE, tNER /etc/firewalld/zones/ B B EEM I HEE, ©IIHBRINEFER,
Ll root B0 AL THS, BEEMEBIAXEERID XS :

~1# 1s /etc/firewalld/zones/
external.xml public.xml public.xml.old

E LR, TERSXHFREFE. L root HEHMALTHRS, MAIERIH :
~1# cp /usr/lib/firewalld/zones/work.xml /etc/firewalld/zones/

AR T LAE /ete/Firewalld/zones/ B R HRmEIZE, MNREMRIZSCE, Firewalld [FHIHEIE
Fd /usr/1lib/firewalld/zones/ BB ST,

ERF—PMIRSMADX, HLanfdr sSMTP #ATERX, LA root M RIEIERF, 4wk
/etc/firewalld/zones/work.xml 3, {FzaiEMNTT :

<service name="smtp"/>

4.5.14.4.11. @it 4 XML XM —1 9 K hBIRIRSS

YatE XML K30, L root AR 1THIEIRFE. UL root BRI ALUTH S, E&TERENS KM
X

~]# 1ls /etc/firewalld/zones/
external.xml public.xml work.xml

LA root tPREIEFRERE, Y% /etc/firewalld/zones/work.xml SRS TT ¢

<service name="smtp"/>

FEEM— DD X MRIRSS, LM I/EXTZER SMTP, 0K work.xml XEEEHITHMEN, ©RILER
iR, B firewalld &7 F—REFMEHE RS EIZEERBRIAL
/usr/lib/firewalld/zones/work.xml B2i&,

4.5.14.4.12. B¢iEfhEE 1P Hhhit

IR IP FEEN—MAERIEEA, N root SMMHALTRaRGE :
~]# firewall-cmd --zone=external --query-masquerade

MRAA, FERERyes, BERT N 0; BN, FRESRno, BHRTN 1, 11R&ElEzone, FIAXE
fFEER,

Ll root B HIAL TS, RIFMHEIP :

~]# firewall-cmd --zone=external --add-masquerade
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270 - -permanent JETIF EFINERG A, FE2KNKAMIKE.,
I root BMMEIALLT 4SS, ZEAMEIP :

~]# firewall-cmd --zone=external --remove-masquerade
270 - -permanent JETIF EFNERG A, FE2KNKAMIKE,

4.5.14.4.13. FAGSTED (CL) EBEEmOEX

ERHAAREHRFEMN— DR OE LB - ERIOFE I, H%FL root FHHAUTHSEN—D
i (LLansERXIE) , i2470h% 1P tthitk -

~]# firewall-cmd --zone=external --add-masquerade
M root HMAU TG4, BEFSELLE—DAMEO, BIMERRS EH— RO :

~]1# firewall-cmd --zone=external --add-forward-
port=port=22:proto=tcp:toport=3753

EXMPIFE, AREZE 22 inOMERSIEHRE L E 3753 w0, REMNHOMA port EITIEE, Xk
WA R — MmO, sE—HiROSEEFN LML, RI\EDINAE, XNAUBTE tep H udp, XA
RGO, ENRERE AT EMimOsEiROSER, FH toport ETIEE, N - -permanent £
FEHFMERL ARG, ATLUFERBXARF.

Ll root HPMIALL TGRS, FREENHONEFEELEF—MBEZNE MBI IPV4 il

~]# firewall-cmd --zone=external --add-forward-
port=port=22:proto=tcp:toaddr=192.0.2.55

EXNRBIF, BRALE22HANEFSMERELZBERNIKED, HhitlE toaddr 24, JREMIRO M
port IEE, XMNETARER—NmA, HE—HimOSEREFM LML, MREIEE, WSIE tep = udp
P —, XN EFIRO, ENREWE AT ENiROxEIROSEE, F toport IEE. N - -permanent i%
WF EFHMERF N, FEXMEEKARE,

Ll root SMHAUT GRS, ERFAELLEBEZRIMMALLFH— IPv4 it

~]# firewall-cmd --zone=external /
--add-forward-port=port=22:proto=tcp:toport=2055:toaddr=192.0.2.55

EXANTRAR, BAKXE 22 i OMREFSIERE L B toaddr £ —#E4A H ik 920558% O, R B MG
O port ETIEE, XMNMETAIUZ—NMRO, HETS T HMEOSER., NREEE, XM—ER
tcep = udp FR—1, XINHFHWEMIRO, BUREHE LT EMmOxEROSEHE, B toport I8E. &N
- -permanent LI FHEFMERS NI, FXMEBEXKARS.

4.5.14.5. i XML X#HBECE Bh K55

firewalld BIBC B 1% EFETE/ete/Firewalld/ B3R TH XML XH 28, t1704%%E /usr/1ib/firewalld/
BRTHXH, RN NRINEELESN, EENREXE XML X4, EBFE root WEAFE, =4
BAEFMNT XML X177 2 17 :

firewalld.icmptype(5) &{FFM — B T ICMP I JERI XML BEiE ST,

firewalld.service(5) #&{EFM — iR T firewalld service B9 XML Boi& XX 4,
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firewalld.zone(5) E/EFM — &b TEE firewalld XigBy XML Be &4,

AEMAETREMS ST TR XML XHHTERZOR. WmENEFEE, AAAUBe( 2R RPM
XHE, GEEMRAFREHESS. Hli0 Puppet B TR AILUDEXMEE X H.

4.5.14.6. FREEEO

@it firewall-emd TE, TLUER - -direct ;EUIFEZ T A BB MN= A BIREE, DHIRE—LHF, HEN
firewall-cmd (1) BEHBARENEZE R,

JNRAFE iptables , RAEEEONFERLK, RNEARIEFRSERMHAERAR,

EERORERTRSHERS, UEESITHE PRSI ERIR AN, XEMNRZ RN, Ef]
REEFRET D-BU SM firewalld #2585, EFEIMERMNEESEZA,

4.5.14.6.1. FERBEFEEOEN— B E CHN
Bl root BRRBUTERALE—1Mow, EIN—PBE HME “IN_public_allow” 552 :

~]# firewall-cmd --direct --add-rule ipv4 filter IN_public_allow \
O -m tcp -p tcp --dport 666 -j ACCEPT

4.5.14.6.2. HEEEOBR—EE HN
M root A B RBUTHRIALZHE—1E%, M “IN_public_allow” 8#—1EE N

~]# firewall-cmd --direct --remove-rule ipv4 filter IN_public_allow \
O -m tcp -p tcp --dport 666 -j ACCEPT

4.5.14.6.3. AHEEEO %K B CHL)
B root A BMRBLUTHEALH— 1S, FIH “IN_public_allow” 5E/ g9

~]# firewall-cmd --direct --get-rules ipv4 filter IN_public_allow

4.5.15. 458 7:ph MEHNIECE “Rich Language” i 7&

Wt “rich language” &%, AT AL EZZEOAXE BB S ERIISE BN, A, L8EKAIRE
WiE, XMIEEFAXEE, 2 iptables TEMMKRF R, XMESATUAREES X, tH{NAZFINT
HESE 5 o

4.5.15.1. ZiES LB

EXANES, AR TEUILL root AP S19217. BIN—WANIMASERANT -

firewall-cmd [--zone=zone] --add-rich-rule='rule' [--timeout 9=seconds]

XN zone 9 RIBIN—IZES MM rule . IXMEIAILLZIRIERE., IRD EHE, [EARKADK,
SNRBILERS, MNFERENDBRARBREE, FEZERBIHBIR.

R BR—TUAL -

firewall-cmd [--zone=zone] --remove-rich-rule='rule'
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XHFH zone D EBFR—INLIESHAN (rule) o XMETNATULRIEE, MRDXFAR, FEAKIAD
Izo

KA REFE
firewall-cmd [--zone=zone] --query-rich-rule='rule'

XHFEERREE N (zone) EM—NZIESHN (rule) . MRTAH, FERER yes, BHRKEN
0; BN, BEEXR no, BERSEN 1, WRERE zone, BI\XIBIFHEA,

FRESPRBEEXHENSIESRBWERXRER, AIEMH firewalld.zone(5) UikA,

4.5.15.2. BEZHN| 55
ZHN SRR HEWIM TR :

rule [family="<rule family>"]

[ source address="<address>" [invert="True"] ]

[ destination address="<address>" [invert="True"] ]

[ <element> ]

[ log [prefix="<prefix text>"] [level="<log level>"] [limit
value="rate/duration"] ]

[ audit ]

[ accept|reject|drop ]

— MR XRKEMEESKE, —PN2RALUAELNN, MRV EBRZmE R, MHITHERE
LRSI, MREZHT RS, ©ALURE ipva HE ipve . ANIRFIBMNIRETE IPv4 =
IPV6 . INRZERAMNIZRS, 5 IPva 0 IPve AN, NSRRI IESE B iRt 7E — A 4%
A, BRawHRHMNIZRT, im0 A BEEXTER,

4.5.15.3. BEZ NGBS
source

Wi E ER b, — AR L A LR IR, — SR s E thhESER R — A h
IPv4 = E IPv6 MBI IP thit siE — ML IP thit, W4%R5) (IPv4 = IPV6 ) S ETHE
=o HIX IPV4 BIIHERAT LR — RS RS E — DN E B E, 15 IPv4 ISR 2 —NE 8
Fo MEXEFHFEATHE, TLLETIRM invert="true" & invert="yes" FEiZ RS =
B, iR Ehh #RPThD,

destination

Wil E B rttsit, BAra AR IRSIE B eyttt R, Birithit 6 A RIRE U AARIRIEE, FRitbitAn
Birtit & AR A N, TARBIMtItNMAEEREEA, XEURTBIrbitpER, Fa
ERSUIAR, XINMNERRALURBUTEREEZ— ! service, port, protocol,
masquerade , icmp-block # forward-port,

service

AR%5 &2 firewalld 1R E R —FIRSS, BEREBHRIFHRSHIER, WALUTHS :
firewall-cmd --get services , MIR—MRFRMT — D BEIrtutt, SR FB9E R

whwze, FESB—NMER, FRAREBENIMIRS KS 2FER T 2REENIRS. 5 HUT
i

service name=service_ name
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port

mOBE R LR — MmO T, X&EimOAseE, g, 5060-5062, Wil AILAEEH tep =X
udp . BEHNUTER :

port port=number_or_range protocol=protocol

protocol

ERT AR — DX ID 8F, HE— i, TR AN, 1EEH /etc/protocols, #n
SHUTER :

protocol value=protocol_name_or_ID

icmp-block

RiXNamaEg— 1% ICMP 58, ICMP REUZ firewalld X#FH) ICMP KRB —, BHRSH
THEH ICMP RBITIR, MALUTHS :

~]1%$ firewall-cmd --get-icmptypes
7Zt, BE—NIMERTHEAITH, icmp-block EAEREA reject ohfE, R HNUTHER :
icmp-block name=icmptype_name

masquerade

THAMNER 1P hdk, RIRMBITAZ B9t SR ERFIEXI DGR, £, EE—TIFE
BT BIITRY,

forward-port

M—NHEIREN tep =X udp TR O L BURS R 5 — M AtbimA, sA—aN%s, =5
—ENSBENS—NiKO, port A to-port IUR— M HEBMIEOAHTE, H—NsOSEHE, ME
it R —ME R 1P i, 7R, BE—DIIMERAHE AT, forward-port sa KSR
I{E accept . XM THUTEN :

forward-port port=number_or_range protocol=protocol /
to-port=number_or_range to-addr=address

log

EMERRNZIC KA EEE KRB A, IRGICTE, A E L — N Eis A —rT e
IDRERENRIZEMA, IDRENTLUE emerg. alert. crit. error. warning.
notice . info & debug FM—1, FLLUERICRAAE, TLURLITARREIEM -

log [prefix=prefix text] [level=log level] limit value=rate/duration

FRAENBAK[1, ] FRE, FERNFENEGLT s, m. h, d. s®RFHW, mERTD2H, h
RTNE, d RER, RAREERZ 1/d, BHBREZHE—FHAETEA.

audit
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HiZ N AEE auditd RSBV RICTEMRM T H—MAE, HZREIAILIZ ACCEPT .
REJECT = DROP FE—#, {EFEETE audit HEHEE, ENHZREFIMUANEEHBEIIK
%. FRACEEESY, ERLUAEMMIEIMRE], #HZEER 2 REERN,

accept|reject|drop

Al LLZ accept . reject =k drop R — N TH, HNAUNEE—NERSEFRIR, RN
FEE—1NER, BLIHNITULEBFEERNFEE, MRIANGIE—IER, BLIBEMNT
Nal A B BRI —YIRN A,

accept | reject [type=reject type] | drop

15 accept FRAEFTANEEIE REBES W AT, 55 reject , EEMHIELS, FERRERFER—D
BHEER, BEMRBTLIBEENER A —FE, % drop, FIEBIEIREEFR, HEFS
B R 4 E AR E B

4.5.15.4. RSN ERBS

£ Netfilter 2k BEiral ASE &R, tLAlLMERHEZBIR. B “zone_log” &\ FEE T LUINAZIFRE
AKX, Hr zone WZD XL, 1E deny ¥ gIdtiTIZ LR, LUMERGSEYMHEE., RIEANINITH, BAN
U2k & LR o M 3R BHN 4 2 B B FE ML iEd, T :

zone_log

zone_deny
zone_allow

B & HNFFBRIE “zone_log” Hirh, XRFIHMENT. FTAE reject 1 drop #NERHENETE
“zone_deny” #, TEEREEZ EHENT. FTA accept HMIIEMIE “zone_allow” 558, TIFTE deny G
B4, WRMNPEEET log, XA deny & allow, SEROIFHMIEHENBIEER,

4.5.15.4.1. ZHMEFKepHEHARE 1

FPNUEFR LY AH {FEFBEFTEIIPv4 #1 IPV6 7 -

rule protocol value="ah" accept

4.5.15.4.2. ZHNFKepHERARE 2
BEI=HM IPv4 F IPv6 i£IE FTP, HFATERKENMHER—RK :
rule service name="ftp" log limit value="1/m" audit accept
4.5.15.4.3. ZHNSFKepHEHARE 3
7 TFTP P A AR E 192.168.0.0/24 HitMFH IPv4 %%, HEFERARSGBHEBSIMHER—R :

rule family="ipv4" source address="192.168.0.0/24" service name="tftp" log
prefix="tftp" level="info" limit value="1/m" accept

4.5.15.4.4. ZHNE X S EHARH 4

7 RADIUS TV IEEFT AR E 1:2:3:4:6: : B IPv6 i51E, HEDHERAIETR, EIEHMEEN
1R IPV6 13 :
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rule family="ipv6" source address="1:2:3:4:6::" service name="radius" log
prefix="dns" level="info" limit value="3/m" reject
rule family="ipv6" service name="radius" accept

4.5.15.4.5. ZHNExepHERARH 5
w7 TCP PHN AR O 4011 EMIEE 1:2:3:4:6:: B IPv6e &, FiHMO 4012 FW1::2:3:4:7 .

rule family="ipv6" source address="1:2:3:4:6::" forward-port to-
addr="1::2:3:4:7" to-port="4012" protocol="tcp" port="4011"

4.5.15.4.6. ZHINFKkepH{ERHRH 6
B NEMAEINABR R, UERFREX NIRRT TR

rule family="ipv4" source address="192.168.2.2" accept
B%RHIEE firewalld. richlanguage(5) 1BATI,

4.5.16. e K35

INRLL root BpiaiTARMN AERS (L0 libvirt ) , FEEREXRHAIEIXE, RAXNIIEE, EEAAL

BERMNEXE, XFETLTRERARYENBRLRMNA, L2NAFRMMA, #eT B R AEER, i

EXEBEIANRNES), MREF5N, B ALUBERAMLN BSERS T EES B A IEBUERXE RN,

4.5.16.1. & B KEEHIE

Ll root B10217— N miE2s, IBLLTTIEMNE /etec/firewalld/firewalld.conf X4 :
Lockdown=yes

Ll root B ERUTHSERMH NG :

~]1# firewall-cmd --reload

MAEMKNXAERA imaps R55, NLEEAIKS, tHiE wheel HAMAF (BERRANE—MLAS) ,
ERL TS :

~]%$ firewall-cmd --add-service=imaps
Error: ACCESS_DENIED: lockdown is enabled

Arf#E A firewall-cmd , LA root SHIALLTHS :

~]# firewall-cmd --add-lockdown-whitelist-command="'/usr/bin/python -Es
/usr/bin/firewall-cmd*'

MRFBBERERUSFERILAE, 210 - -permanent £,
L root B3 EE R K -

~1# firewall-cmd --reload
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DEEAKAMAU TS, ZHAERANRERREE inaps BRS5. ERERTHARF BN :

~]%$ firewall-cmd --add-service=imaps

=

XHE, SR RAENIEIT,

4.5.16.2. A BTE M EDiE
TIHERETHIT, L root BMBHMIALTSS :
~1# firewall-cmd --query-lockdown
IMRZBHERE, TELREHRT N 0 B yes, BN, FTELRHRES 1 8 no,
[AEhEE, LA root SAHALLT®S
~]1# firewall-cmd --lockdown-on
XIHBIE, LA root HAMIAL TGRS

~]1# firewall-cmd --lockdown-off

4.5.16.3. At D 1TECEDE A & HLkT

PERRBATLaaEeD, TER, AFAMAFID, MRBLELHAN—MRGU—TES " 45K, B
BRTE LI N e B FHaE e BT ERLAS, REA 7, %Bﬁ@?ﬁ?”*iﬁﬂ’]?’éﬂnpn%\/ﬁlﬂﬁa

0HiE, RE—MNEEZTHNAHERSHE S (SELinux) 2118, BUTHSRE—NELZITHN AL
i

~]1$ ps -e --context
XN BREMEZITHRMNA, BT grep TENHBH, GRFEMNA, L :
~]%$ ps -e --context | grep example program
BB A E EWFRERSTT, L root BMRHAUTHRS :
~1# firewall-cmd --list-lockdown-whitelist-commands
®IN—4~command tr R EIB&H, L root HHHIALTRS

~]# firewall-cmd --add-lockdown-whitelist-command="'/usr/bin/python -Es
/usr/bin/command'

MBZERBIR— command 545, LA root B ALTGS :

~]# firewall-cmd --remove-lockdown-whitelist-command="'/usr/bin/python -Es
/usr/bin/command'

Eif) command S REEBHELHE L, Ll root BREALUTHS
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~]# firewall-cmd --query-lockdown-whitelist-command="'/usr/bin/python -Es
/usr/bin/command'

MREE, TRBEREN M yes, BN, BEHREN1Bno,
JIHBEE R ENMAERELIME, M root BHIALTGS :

~]1# firewall-cmd --list-lockdown-whitelist-contexts

EIN—NIME context BIH&H, L root HMRHIALUTHS
~]1# firewall-cmd --add-lockdown-whitelist-context=context

BFEINMESFL, 210 - -permanent £,

MBZEBBR— T IME context, LA root B{HHIALLTHS

~]# firewall-cmd --remove-lockdown-whitelist-context=context

EEXNaSRFLL, 18I0 - -permanent 1L,

THHRE EREBIME context, L root SHNHAUTHS :

~]1# firewall-cmd --query-lockdown-whitelist-context=context
MREE, TRBEREN M yes, BN, BEHREN1Bno,
FHALHE EFRERF ID, Ll root BMREI AL TRS :

~]1# firewall-cmd --list-lockdown-whitelist-uids

wm—2" AP IDuid BIB&%, M root HMRHALTGRS :
~]# firewall-cmd --add-lockdown-whitelist-uid=uid

EEXNaSRFLL, 18I0 - -permanent 1L,
MB&Z 8 EBBR—E7 IDuid, Lroot BRHEIAUTGRS

~]# firewall-cmd --remove-lockdown-whitelist-uid=uid
ZEX N SFEL, 120 - -permanent 121,
HHWAF IDuid BEEBEHLE, WALUTHS :

~]%$ firewall-cmd --query-lockdown-whitelist-uid=uid
MREE, TRBEREN M yes, BN, BEHREN1Bno,
HIHHZE EFRERT4, U root BREI AL TGRS :

~]1# firewall-cmd --list-lockdown-whitelist-users
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BIN—NEF % user BIHEH, Ll root B HIALTHRS :

~]1# firewall-cmd --add-lockdown-whitelist-user=user

EEXNaSRFLL, 18I0 - -permanent £,

MBRZHEBBR—NAFE user, Ll root SMREHALUTGHS

~]# firewall-cmd --remove-lockdown-whitelist-user=user

BFEINMSFL, 2150 - -permanent £,

BIHAF S user 2R8EAEHE L, MALLTHS :

~]1$ firewall-cmd --query-lockdown-whitelist-user=user
MREE, EREBHREN oM yes, B, EEBHRKREN1Bno,

4.5.16.4. ARCE X HSkBCiE BiE A % HLk I
BN B & R E B X4 2 1F NetworkManager IMEF] libvirt BIEAIAIME, FIREHBERS ID O,

<?xml version="1.0" encoding="utf-8"?>

<whitelist>
<selinux context="system_u:system_r:NetworkManager_t:s0"/>
<selinux context="system_u:system_r:virtd_t:s0-s0:c0.c1023"/>
<user id="0"/>

</whitelist>

XERMT — N RO REERESY, BEETF firewall-cmd THEERIFRAE M4, NN user. AF ID
815 KA :

<?xml version="1.0" encoding="utf-8"?>

<whitelist>
<command name="/usr/bin/python -Es /bin/firewall-cmd*"/>
<selinux context="system_u:system_r:NetworkManager_t:s0"/>
<user id="815"/>
<user name="user"/>

</whitelist>

EXNEHE, HNHEZRT user id #l user name ke, BEREE—EIF, Python 2—MRFESE, Al
BEESSITHRIIE. B ER—NEBRHIMame, i :

/usr/bin/python /bin/firewall-cmd --lockdown-on

EXBIFE, RE --lockdown-on SpHE#RIF,
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T Red Hat Enterprise Linux 7 1, FREIHEEIIEZBMIE /usr/bin/ i, TH /bin/ B R RO
E| /usr/bin/ B3, #E%2, RELL root B19i21TH firewall-cmd BBR eI E
/bin/firewall-cmd, ERIMESME /usr/bin/firewall-cmd . FiA HTEURIZA T LUE A HH
ik, BERIRE], R root B2 1THIHIA#EAFEA /bin/firewall-cmd &R, AL, @
SBEBRT REREN EMNEATIE root BB /usr/bin/firewall-cmd S&ELUN, A THEAMA
H%&H,

E—1TasHNEFRMELSREN ~ BEREMAULT LG SELTER, MREE ', BLEBESHK
SERONER DAV I R

4.5.17. Mt hn ¥R

THME BREIRRE T X F Firewalld BIME AN ETR,

4.5.17.1. BREMIHY
firewalld(1) ¥iBATT—#id firewalld BY6p 4310,
firewalld.conf(5) iBA 71— IEECE firewalld BI(E 2.,
firewall-cmd (1) WiBATI—3ik firewalld 5 1TE IR HIED,
firewalld.icmptype(5) &/FFM — B T ICMP I JERI XML BEiE ST,
firewalld.service(5) #&{EFM — iR T firewalld service B9 XML Boi& XX 4,
firewalld.zone(5) #{EFM — #d TEE firewalld XigBy XML B2 &S {4,
firewalld.direct(5) ViBAIT—H#ih firewalld BE#E O E X4,
firewalld.lockdown-whitelist(5) 1B Tl—¥#ik firewalld B & HUEERE X4
firewall.richlanguage(5) 1/iBATI—##ik firewalld %iEEHMNIEE,

firewalld.zones(5) iBATlI—#it o RiERURINEEE S,

4.6. fH DNSSEC {27 DNS &

4.6.1. 43 DNSSEC

DNSSEC%—E“ & %5 %2y & (DNSSEC, Domain Name System Security Extensions) , #Eib“ &%
" (DNS, Domain Name System) &/ imi T BRI RIGE S E DNS B &R 2N BT EEM, LUt
"F*ETI]E’JEEE FHprelREEF T 2R ELuT,

4.6.2. T f# DNSSEC

T @ BEAWERE, IEAMREL ML A 8XAERmIESE (HTTPS, Hyper Test Transfer
Protocol Security) RIZHELMIEERE, A, MRIEMEZHA IP Hitl, E‘ZET%@J HTTPS M%% AR S5 25
ZE, AT DNS Eifl, TRV MHEIE, HITiXL DNS HIHEAL LM, BRER) /A "H,iTE (

MITM , man-in-the-middle attacks) . ¥#ta1E14, DNS /- ImTAMA(E REIE B R E M DNS 154 AR 55 25 ML
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$ 4 = AT EARSS MLERRS

EREAE, UREEHRENT, BERNE, BIIIRS %FTEMHEMEMEE RS F/IKIEID K EEELRN,
DNS MU TTEIRMZ P i A AR E R P A ARG BINLE, DNSSEC B98I AR T 7EEF DNS ARATIHART,
R F R IR ST R BN, (EET AR R A,

DNSSEC i 4 IS 2 &1 DNS FRICEMBFEFNLABAMERHANOE, LUXHEM AL DNS BiT2RE
IE% ERME RS, ERTA DNS HRICKMERNEBFESR, RINELL DNS RigiE N FIRICKE 4
(RRSIG) ., EXEHATRINANBINEZHENTRICKIIEE RS HEH ( DNSKEY ) . BEEIMESZ R
S 25, NS DNSKEY BB FMEZ RBIRRIGIE N A EF %" (DS, Delegation of Signing) FIRICZK,.
ERIERFEM, NAER NextSECure (NSEC, T—f%&#£) #1 NSEC3 (NSECHE#MHEHAAR) &
JRi03%, 7£ DNSSEC RigiZ & s, 88— I R%Z " (RRset, resource record set) #3AEHX MY
RRSIG HRICE, 1HEER, BEFREREMICTK (HRRS3][AMICTE, NS and glue records) F:&Hi#H
1%% ; XEILRERREFXE, HELREHFITESR,

iz root KiBi/A EINBEBHAHTRBIMATSATMAIE DNSSEC HIE B, FHIXMER, BFssa Ui
FAF root KM% 4, Fit0, root XXt .com By DS iR H1T5 %, root Xigith )y . com 13RS5 224t
ARG EFMIE R, BITSRSRIFRENTINFERREBISARSES . com FUDNSKEY £33, FTREXH
DNSKEY it k&FIMERN H 5 root Xi5i#) DS iCkMEEES, fNREE, NN ETFIKEM .com
DNSKEY , f£ .com XigH, RRSIG itEEH .com DNSKEY Frfl|&, Effis, £ .com FHIRIEHLEES
tb#2, Bs0 redhat.com, FAXF/L, RE DNS KiFffras T HIEHBRERAAILE TRS DNSKEY , {8
RER— root AN EHATEE, MRFERERKT, NN SERVFAIL RiREI4AN AR,

DNSSEC B it @R TXMAR : X FAZHFF DNSSEC N ARRFTL2A A W, fNRIE DNSSEC A
R B DNSSECHENTEY , NN EEREEMHFHRICKREE, W RRSIG, AWM, ZiF
DNSSEC HfEtraz R HITArAEBIERE, BIRNEIEE DNS B8, ©a SERVFAIL (E15%R B4 AR
Fr. DNSSEC %% DNS fk%53s (FUEARSS 2% VMRS 2%) EUIBRISSEE M, BEAR NN AREFFENIFR
HHR2RF, Ft, FU—PTMYRARFIEBHIBNRZLEHARNT2EER, LHX—BHKRBZNAE
FL2i21T localhost (&#MEANL) L DNSSEC B9f#Eir2s, £/ /etc/resolv.conf F#] 127.0.0.1
. NEFTLUMERELNZEML (VPN, Virtual Private Network) #2272 DNS ARS5%5.

TR RIS

FRAFTLMLI A (Wi-Fi Hotspot, Wireless Fidelity Hotspot) 2% VPN i, #t&#&i#f “DNS %" (DNS
lies) . FAARENMIIR OFRESR L4 DNS #F, UESEEMAKEREZFEESMEIE (XM B Wi-Fi IRESH
T, ## VPN WA EEFHEA “WEL A" DNS R%52%, UEEMBLELTMEAREFENTR. XHFE
B HTHNLEE, B0, dnssec-trigger BT A FIRM — TS (Hotspot ) 2Z&E#FF DNS &if), =X
unbound 2E 7 HRIBIHAARSS 25402 DNSSEC ZEifl,

ViR DNSSEC M3 AR eS

EERE X % DNSSEC By 24735, NIT{EMA BIND = unbound ., XHEEEIAE R F4REA DNSSEC,
F F DNSSEC root B TECE, 7EARSS 23 L{FFH DNSSEC, WEHRAIEE T/, #Am, unbound EEHH
FHohkeE, WEICAERN, RANERITFARYE % DNSSEC BEAERE, TiL=2HEA dnssec-trigger
TR FRESRA, IRsK2{F A Libreswan i VPNs FiEEK#, unbound S # 2 — % =551 A
etc/unbound/*.d/ B XM DNSSEC ZE R RHAITEE, XXIRSS 2:FB L 5EAE B,

4.6.3. T fi# Dnssec-trigger

—H unbound e %%, F7E /etc/resolv.conf FiH{TECE, NIFFEEENAIRFEM DNS HiE @
unbound;#1T40 38, dnssec-trigger REEHEAM AN, F &% unbound BRI ITERE., XAZSHZATF
BRI, MEICARR, XMELEEEARRE Wi-Fi RSN Es. EdRmT

Bt SIAENAEDL (DHCP, Dynamic host configuration protocol) FXEUETEY DNS RS 2%
iF, N NetworkManager “&fif %" dnssec-trigger .

BéfE, Dnssec-trigger 2%fRS5EIHUT—RIIMIA, FIRTHRETEL X DNSSEC,
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INRXH, B4 dnssec-trigger REECLE unbound , LIATENFARE &L L F2FH DNS ARSS 25,
INRMA KM, Nidnssec-trigger 5 72B&#7HI DNS AR5538, FHEH—LLRITHIRIN A A,

MREHE—NFZRE 53 wmO (AFPBIERMY (UDP, User Datagram Protocol) LUKk f&%i
eI (TCP, Transmission Control Protocol) ) ®ILAMEFR, NMIEIF&4%0 unbound BIE £
#7 DNS fR%53%, THRFERETMELLRER.

R FTESTRIRE, f0FR 53 mO#EEA AIERETE, LhBA KSR MR EREMZEH DNS fRS58 2 AR E T
FF, Niefazsi@d A DNS 2 80 imM, 7Rski@i{FF DNS Hi& R&FMmE N

(TLS, Transport Layer Protocol) %443 %0, 7£ 80 ik O#0 443 1% 1247 DNS MIARSS 22 A 7
/etc/dnssec-trigger/dnssec-trigger.conf F#H{TEE. FRASEHIRIERIAERESTHHEHE,

INRIXLERIFTEWKRILT, N dnssec-trigger FRFE—FH AR EMERMF, XF5TE2BEE DNSSEC ; 7R
HENE “EFLTA" (cacheonly) BERTizfT, WEXTERARZEIHXITH DNS Bifl, BRINEMA
BEE%F P REE,

EEARBRERERT VMR, EEEASABERT@E, EFRNLREIEARE, MRIFENREE
Mg, NSRRAF, iR E @ B RE R IR, dnssec-trigger P2 4K4:

4.6.4. IRt A IRSS23H9 VPN

VPN —LE R B Rl R g Al — RIS & AR %528, R RATIES VPN RREREE B, £ ZLEEIAR
Linux &, ;X:ZH NetworkManager Fix##, iXFh=Z1%, unbound. dnssec-trigger
NetworkManager FI45 & 7= ¥IRE T2 X7 VPN HA TR BRI FNIH & AR5 28. — B VPN BREEMA, TR
LUBRRX TR A ISR ERIEAYLA unbound 2277, MTmiEid VPN IREXBIPIERIE & AR 55 A P iR AN &= 47
SR BB, &1k VPN BRERT, NISERER unbound &77, LURREMNEMEIH&RIREZ A B
IP ik, MARIREIRIFREAIRERG IP sk, &S <55 4.6.11 7 N AT HB9IE/H1T DNSSEC S5 ikRe

4.6.5. B A& H

Red Hat 1%, #SRBMSIHBEES AT DNS Y20 TL2&84818%5 " (FQDN, fully-qualified domain
name) #EICES, %0 host.example.com,

BER MRS E#Ethit HEHLFS (ICANN, The Internet Corporation for Assigned Names and Numbers) &
B RERTEMTISEE (TLD, Top-Level Domain) (30 .yourcompany) HRINEIAILEMES,
b, Red Hat i#Zd&iY, BNFERAFARKXBECHEA, BMEETHMY, RX a8 S 3 E— =& RIEMLSE
BT ARNENT, 4R, RSB TEFERAMETR, RN TFREXB2HEAME DNSSEC HEREM
M EMEME, RARBAREZFSHEE T EE/SH DNSSEC ik, XFHRFMESZELR, 1HSH <

4.6.6. T f#{S4E% (Trust Anchor)
{S{E59H DNS B UK IS EEXNABEH (LB RANBIIE) Ak, EFd N—PDEKM 64 LLRFN

BEH, ERUT—MERMARNILY, SELAREY, WATX DNS iLFHTREMEFMITIE, XF
SEHBEMTENE L, ESH (RFC4033) .

4.6.7. 7% DNSSEC

4.6.7.1. 2% unbound
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Z\BF AN LFEFH DNSSEC *f DNS #1T450E, N /iZsk DNS f#472% unbound (3% bind ) , Bohi%e

ERELRLE dnssec-trigger . W TR 2IME, TXunbound BEN U R T, RERIBIRS BT (B
M (LAN, local area network) =X Internet) , FIBERT RN AMIHFTH L EE, dnssec-trigger E TR
ELBR/NH DNS XigiR 4t &8I, NetworkManager, dhclient, L% VPN N ARFEES A L BESHKRESET!
= (MZ&RSRIIKR) , 18 dnssec-trigger #1 unbound R 1T,

F &% unbound , NIZI{EH root AP RIFLATF &S :
~]# yum install unbound

N\

4.6.7.2. ¥4% unbound B2H1Ei2

ZEY%E unbound ST HRREEERTT, WIEALLTHS

~]$ systemctl status unbound

unbound.service - Unbound recursive Domain Name Server
Loaded: loaded (/usr/lib/systemd/system/unbound.service; disabled)
Active: active (running) since Wed 2013-03-13 01:19:30 CET; 6h ago

systemctl status SIS E unbound Active: inactive (dead), #& unbound RS KRTEIZIT,

4.6.7.3. J35) unbound

EE5) unbound SFERRAF Ye141E, MAEN root AFZITUT &S

~]# systemctl start unbound

iZ{T systemctl enable 4%, LUBRERESHFREIA, unbound FFIRIZ1T :

~]# systemctl enable unbound

unbound SFIFHRAVFERLUT BN A BEHBEHTRE :

/etc/unbound/conf.d BT NS EMIBARNEE. XETEERIEAEIAEREN DNS RS 25,
BEARATREEFLWIEHM (WAN, wide area network) BT,

/etc/unbound/keys.d B XA T NEFERNE R RNINE T, :XTE DNSSEC X AER % RHig & T5E BN
FTEE, BHEELARIAEN DS IEREEIUETER, F—MERBRE, ZLXTPREREHT 1741’%EIT &
A FH DNSKEY , MAZEREI =Mz ATITHAREA,

/etc/unbound/local.d E%FH:J:,,J“M%/EE’J DNS HUBENAMEBE, ERHTEILIRRZE, &
RS, XPMBENESEN unbound IREIAE M iE, BREASHIRC A DNSSEC £4,

NetworkManager #1—£ VPN 4 aI Lo SEE, XEREBRESF/ERLH. BZERIEFSH
unbound.conf(5) F T,

4.6.7.4. % Dnssec-trigger

dnssec-trigger N FATEF1EH dnssec-triggerd<FiiHFERiz1T, E%R%k dnssec-trigger , NIZI{EH
root A ZITA T4 :

~]# yum install dnssec-trigger
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4.6.7.5. f2 7 Dnssec-trigger SRR BEIRTT

ZYE dnssec-triggerd G217, MAHMAU TSRS :

~]%$ systemctl status dnssec-triggerd
systemctl status dnssec-triggerd.service
dnssec-triggerd.service - Reconfigure local DNS(SEC) resolver on network
change
Loaded: loaded (/usr/lib/systemd/system/dnssec-triggerd.service; enabled)
Active: active (running) since Wed 2013-03-13 06:10:44 CET; 1h 41min ago

systemctl status B EME dnssec-triggerd Active: inactive (dead), # dnssec-
triggerd SFIHIEREIZTT. BEEYFIREFRSAE, WI/ES root AFZETUT®MS @

~]# systemctl start dnssec-triggerd

iZ{T systemctl enable 4%, LUBRERESHFREIA, unbound FFIRIZTT :

~]# systemctl enable dnssec-triggerd

4.6.8. f§ [/ Dnssec-trigger

dnssec-trigger A2 B GNOME panel B9ThaE, FF L/~ DNSSEC #ill%ER, AR Fi4iT DNSSEC

B a4iE R, BEAMINEE, NZii% Super BAANBEREH A ( Activities Overview) , #iA

DNSSEC RIEHER Enter ., — M AUMEMEIMES AN REESMESRE, BT REREISAN
BiE BRI BRI E AR TR, AEHERER, NsBIlEERE,

IEE#RET, unbound FEAN AT AEE GRS, resolv.conf 15[ 127.0.0.1, UEE TEAMRE
3¢ (Hotspot Sign-oOn) FEmil OK i, LE‘IAE& o DNS AR %5252 | NetworkManager F9E 1], F#%
A resolv.conf, RAEEMIUELEZARERITEHATEMREIE, FREIrSERE KRNI BRINSLEL
FER, IREEIR DNS TIHMHITHAR S, 51D ?_nft}: dnssec-trlgger Bl BEhiai, FHEEHEIRSER,

REGTEELERT, eXEEshiall, NAABRFIERE, ©%5F BN (Reprobe) .

EEERT, Dnssec-trigger FHEERFHITRERE, —B BHH, efEEEIE. MREMAHE, ER
HHHSERBMAS . Bt resolv.conf SC#FE’J *H @A unbound .

4.6.9. X7 DNSSEC £ dig fp %

%’KE DNSSEC 2FELE, NTBAARAMNGSITIE, RFNFERTIEME bind-utiis TEEHH dig &
4, HhaT AW I ESRE, ldns TESHR drill ¥ unbound TESHH unbound-host ., |IHARAI DNS &
FA#2% nslookup #1 host &K, RN BER,

Z{F A dig A% DNSSEC BUBEIIER, MR +dnssec LUiElsasr, Fla0 :

~]%$ dig +dnssec whitehouse.gov

; <<>> DiG 9.9.3-r1.13207.22-P2-RedHat-9.9.3-4.P2.el7 <<>> +dnssec
whitehouse.gov

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21388

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;» OPT PSEUDOSECTION:
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; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:
;whitehouse.gov. IN A

;+ ANSWER SECTION:
whitehouse.gov. 20 IN A 72.246.36.110

whitehouse.gov. 20 IN RRSIG A 7 2 20 20130825124016 20130822114016 8399
whitehouse.gov. BB8VHWEkIaKpalLprt3hglGkjDROvkmjYTBxiGhuki/BJn3PoIGyrftxR

HHO377I0Lsybj/uzv5hL4UwWd/1w6Gn8GPikghztAkgMxddMQ2IARP6p
wbMOKbSUuV6NGUT1WWwpbi+LelFMgQcAg3Se66iyHOJem7HtgPEUE1Zc 30I=

;; Query time: 227 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Thu Aug 22 22:01:52 EDT 2013
;7 MSG SIZE rcvd: 233

PR AT N, FmERER RRSIG 0S8 DNSSEC & LR % AW IART A1 #1& LT 7], #8 unbound AR

SRR, BDREMTIG flags: KT ad LR HIEIER 4T DNSSEC &13551E,

#N5R DNSSEC $iERNE, M dig fr5¥=iRE SERVFAIL 1% :

~]%$ dig badsign-a.test.dnssec-tools.org

; <<>> DiG 9.9.3-r1.156.01-P1-RedHat-9.9.3-3.P1.el7 <<>> badsign-
a.test.dnssec-tools.org

;; global options: +cmd

;; Got answer:

;7 ->>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 1010

;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: O, ADDITIONAL: 1

;+ OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;; QUESTION SECTION:
;badsign-a.test.dnssec-tools.org. IN A

;7 Query time: 1284 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Thu Aug 22 22:04:52 EDT 2013
;; MSG SIZE rcvd: 60]

ZIHREBFERTRUMESER, WWAIEE +cd ETINAZR dig spH A, LAZEIE DNSSEC f# :

~]%$ dig +cd +dnssec badsign-a.test.dnssec-tools.org

; <<>> DiG 9.9.3-r1.156.01-P1-RedHat-9.9.3-3.P1.el7 <<>> +cd +dnssec
badsign-a.test.dnssec-tools.org

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26065

;; flags: qr rd ra cd; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL:

;+ OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;5 QUESTION SECTION:
;badsign-a.test.dnssec-tools.org. IN A

7 ANSWER SECTION:
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badsign-a.test.dnssec-tools.org. 49 IN A 75.119.216.33
badsign-a.test.dnssec-tools.org. 49 IN RRSIG A 5 4 86400 20130919183720
20130820173720 19442 test.dnssec-tools.org.
E572dLKMvYB4cgTRYAHIKKEVAOP7tockQb7hXFNZKVbfXbZJOIDREJIrr
zCgATJI2hykfYOYJHALNuQvMOs6xXxONNBSvCc2xLIybJdfTaN6kSROYFAYZ
N2NpPctn2kUBN5UR1BJIRiN3GQy20LZ1Zx2KD7cZBtieMsU/IunyhCScO kYw=

;; Query time: 1 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;5 WHEN: Thu Aug 22 22:06:31 EDT 2013
;7 MSG SIZE rcvd: 257

BH, DNSSEC #Hix&HC R IRBIAIAN R SE LR A, REEAGIF, www.dnssec-tools.org B9 [H]

FEEWIF RRSIG 4, XRHNITEE S FoNEEHHRITIRN, HREERE systemctl
status unbound B9¥iHiH, H unbound P HRERHX L IRICKE syslog, MATAT :

Aug 22 22:04:52 laptop unbound: [3065:0] info: validation failure badsign-
a.test.dnssec-tools.org. A IN

£ unbound -hostBy=fl :

~]1$ unbound-host -C /etc/unbound/unbound.conf -v whitehouse.gov
whitehouse.gov has address 184.25.196.110 (secure)

whitehouse.gov has IPv6 address 2600:1417:11:2:8800::fc4 (secure)
whitehouse.gov has IPv6 address 2600:1417:11:2:8000::fc4 (secure)
whitehouse.gov mail is handled by 105 maill.eop.gov. (secure)
whitehouse.gov mail is handled by 110 mail5.eop.gov. (secure)
whitehouse.gov mail is handled by 105 mail4.eop.gov. (secure)
whitehouse.gov mail is handled by 110 mail6.eop.gov. (secure)
whitehouse.gov mail is handled by 105 mail2.eop.gov. (secure)
whitehouse.gov mail is handled by 105 mail3.eop.gov. (secure)

4.6.10. 282 Dnssec-trigger o2& s iM% &

EEMZE, dnssec-trigger RF RN TE M M, TEARBRE R —MIERIFERMLY 2 aFE R - i##T
MR BEREE, BEZRX TEH—SNARTNIEEMIT, REMIFEN, MREFELLASR, NARKBWMHEERR
EHH KRR R,

BELE—CHNEEMT, FHEET@ET dnssec-trigger FTIRM TR, M0 FHAT :

1. WREFEEKM AT RF RN, REEMIRS 2SR, RTFHIRSFNESER, ESH
{Red Hat Enterprise Linux 7 R5TEEAIEE ) »

2. —BIKiRSSRFHEZT, NS ENRNENHESTEAGERS SR L. KTALE—ER2ERN
HTML 71, 30, &EaER—1% 5 hotspot.txt REH OK ERFEMMA XA, BRIZENRS
247 F example.com, EFEIF hotspot.txt X% % M 7RSS 2209
document_root/static/ FE¥%, HLEFHTSH RS SRMIMBIETE

TH DocumentRoot 4.

3. JUTMEITARMEl /etc/dnssec-trigger/dnssec-trigger.conf X :

url: "http://example.com/static/hotspot.txt OK"
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5 4% ATEMRSRICENRE
LEaSARINT — A ah@ HTTP (80imOA) RMIEIAY URL ., HE—ERDFL 2RI f#ATHY URL LUK B F#;
BITTHE. RS ZEY B FEMNM IS/ ERFERSE,

XTFRBENMNWELFER, ESHFMITB dnssec-trigger.conf(8),

4.6.11. X T iR A9 74T DNSSEC FiuFEciE

ERABERT, HFAXRREEENE RSB ET dnssec-trigger B517RMNE] unbound , LU TF(E@it
NetworkManager FIEBFTIZERIE, BRT Wi-Fi gz N, BIANERT, FRERINE unbound FI%L & X &R
B#1T DNSSEC 51k,

RAFEIERLZXAEINIT H R EDN, MMATARNE A XERINER TN R 2717 DNSSEC %Kik, EMEIX

— =, 7% K dnssec-trigger BEiE X4 /etc/dnssec.conf T
validate_connection_provided_zones %&£, {5 root A/, ITFHGELUTHRSIT

validate_connection_provided_zones=no

FTERERINARIL LK, REEWARENL LK, Fib, MREBFIE DNSSEC BF HEfmiRMtasE,
BLIEFEEIEE,

4.6.11.1. %} Wi-Fi Fri2t#9isi3t1T DNSSEC X iFic &

v Wi-Fi T (B X igRmnes & XENa fE . Bt TheE, NIZE dnssec-trigger BCiE S04
/etc/dnssec.conf T add_wifi_provided_zones Z£., fF 7 root B, I HHFEUTHSIT:

add_wifi_provided_zones=yes

SHEMBFEREARTDEITEN, RETHEIITHE LR HTER, b, MREERIE DNSSEC B
F Y71 Wi-Fi FriR e, MLEFREREE (BNAFE) Wi-Fi.

4\

Z“ 117 "7 E) unbound F % XHY Wi-Fi Frigftrs, NIATge IR 2%, i -

Mgk

==
[w=]

1. — Wi-Fi # A RAlgEA =@ DHCP ( Dynamic host configuration protocol, #fj
AENBEID SHERE—NE, MEHE DHCP WATR, tIEEMFEFTAH DNS ZifA
ZEEIE DNS fRSS5 5.

2. INRIEX KM "BIFE & X347 DNSSEC %, #BZ2. Wi-Fi FTiR 5t DNS AR 5528 © MATIR 89
e, ERATEEM IP ik, MEHFARE,

4.6.12. 0 ¥R
LA X £ 35BS 5 DNSSEC #{THE %1 BB,
4.6.12.1. BRI

dnssec-trigger(8) FMt il — ##FHF dnssec-triggerd, dnssec-trigger-control L%
dnssec-trigger-panel BIy 45 i%E0,

dnssec-trigger.conf(8) Ftil — #iRFATF dnssec-triggerd BIEEE LI,
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unbound (8) FM 7T —— #3R AT unbound L% DNS 35k fiZAfr 2389 63 4515 77,
unbound.conf (5) FA i1 — SHECE unbound B R,

resolv.conf(5) FMTT — SHEMBFRFIRFMZEMER.

4.6.12.2. 122308

DNSSEC #Eit%l ( DNSSEC Deployment Initiative) HHE+T%Z£ER%8) ( Department for
Homeland Security) , &8 XZ DNSSEC f§8, Fi&J #Hi45IFRE T DNSSEC SREE I,

EIFEBMAS (Internet Society) B “Deploy 360" iT%I2 7 T {€# 3/ DNSSEC #E, X2
TELBRSEFHI & PLHAF] DNSSEC jE3IH R IF R,

XX E B X TF dnssec-trigger FIE XS &,

4.7. ®RIPFEHAAAEMZ (VPN)

1 Red Hat Enterprise Linux 7 1, VPNA LA F Libreswan XX £/ IPsec MZ@E NI TERE
( Virtual Private Network(VPN) ) ., Libreswan 2 Openswan R — N9, 20 ZH 5]

F. NetworkManager IPsec i #h NetworkManager-libreswan, GNOME Shell WA EBERE N A

NetworkManager-libreswan Mt {4#) NetworkManager-libreswan-gnome ${3& 2.,

1 Red Hat Enterprise Linux 74, Libreswan @ —MNFHUR, FFZE[E IPsecHEEIIBAILMMARE . ©
&M Internet key exchange (IKE) 1%, IKE RA 1 #IARA 2 #/E M AP RAINEBRFEENT. FEH
HALUET ip xfrm S, BERMEXEM, Libreswans Linux RA%ERE, FAMEEEEREBRME
A, INZESMEFE S Linux IR R E,

Libreswan {# i network security services (NSS) %%, X& Federal Information Processing Standard
(FIPS) &G ME KRB,

4.7.1. £ Libreswan B IPsec VPN
EZR%E Libreswan, UL root S0 AL TGS :
~]# yum install libreswan

& Libreswan@ B ER%, HIAUTHS :
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~]1$ yum info libreswan

H&E Libreswan 2[5, NSS #EFERIFEHILZESIEN—EMIBAKIL. BR, MREZFIR—NHHEE
[, BRBERUTHABRIBBEE

~]1# rm /etc/ipsec.d/*db

RIE, AE—HBI NSS #iE/%E, LU root SMHIALU TGS

~]# ipsec initnss

Enter a password which will be used to encrypt your keys.
The password should be at least 8 characters long,

and should contain at least one non-alphabetic character.

Enter new password:
Re-enter password:

INRIERIEFEHE NSS B, BLERRTHABTBHAE, BEFERMKR Enter, MREHATHG, BLE
R Libreswan Gz, SEEBRREAERE, ERERRE/GN —FE,

7 A Libreswan R#tH ipsec EARFERRIZIT, BHAUTHS :

~]$ systemctl status ipsec

ipsec.service - Internet Key Exchange (IKE) Protocol Daemon for IPsec
Loaded: loaded (/usr/lib/systemd/system/ipsec.service; disabled)
Active: inactive (dead)

JAZIE Libreswan 12148 ipsec FEF, Ll root H4HIALUTHS

~]# systemctl start ipsec
WERABRFELZIT :

~]$ systemctl status ipsec

ipsec.service - Internet Key Exchange (IKE) Protocol Daemon for IPsec
Loaded: loaded (/usr/lib/systemd/system/ipsec.service; disabled)
Active: active (running) since Wed 2013-08-21 12:14:12 CEST; 18s ago

WEFNRER, Libreswan tE£/251, Ll root S0 HIALUTRS

~]# systemctl enable ipsec

ﬁ% AR £ F ENBIBG KIERARVF ipsec IRS5. &P <5 4.5 1 “ERAMAE >ERBXIEMRIFEE

&r B XRER, Libreswan 2K MERTFLUTEIESRE T
ft% Internet Key Exchange (IKE) ¥ # UDP %O 500
EIXf IKE NAT-Traversal®) UDP #x0 4500
£1%f Encapsulated Security Payload (ESP) IPsec #iE&Mi%HO 50

£1%f Authenticated Header (AH) IPsec #iEE€ (GEE M) MmO 51
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BATRM T =/ FI1F, F Libreswan BiI— IPsec VPN, F—NMHIF2EH N ENEEE—#E, F27T
ZEBEHN, BINFFREF NI SEFRBRER —IME, B=NMIFR2IEERRAS, ERIMEBEHER N

road warriors,

4.7.2. {§if Libreswan i§ VPN B¢ &

Libreswan ~MFEAARIE “source” (EJR) =X “destination” (B8Y) ., KR, BREAKIE “left” (Zi5) M
“right’ (A1) EREXE (FN) . BAKXZSHEEGA “left” RnAMEN, “right’ RSB EN, ER
XU RZE R FTEN M s EFERERNEE.

A=FE BN E N ERIRREILE

Pre-Shared Keys (PSK) R&H HHIEAAE, PSK HMIEFHMK, KEEDH 20 NERF. EER
FERENLAIAIFERY PSK BIfERS, HRETE FIPS B Tz TH, XANAETE bﬁﬁﬁ

Raw RSA [HE B F&SHEN XN, FEFRN FHE IPsec BECE. XLEEHNAMIELBINE RSA
HFIRE, HIFEHERSIHNBFBZRILET IPsec BEBH, XPDHFETRRIFHT B,

X509 NIEEAFETFLZENEEEET—NEAN IPsec BENAIMBREE, — NP RIERD
(certificate authority (CA) ) #FRTFHENE R 5FM RSA IAIE, XAHR CA ATTHEEEIXR,
SEBCEENENFA

4.7.3. £ Libreswan B9EHL%EHL VPN

EFfZE Libreswan 0/ — N EHTEH], IPsec VPN, FEFMNEIEE N “left” # “right” BIEHZIE], LA root
BRTEIRTE N “left” BIEN LI AL T4, GIE—1#H RSA FEHA :

~]# ipsec newhostkey --configdir /etc/ipsec.d \

--output /etc/ipsec.d/www.example.com.secrets
Generated RSA key pair using the NSS database

XEEFEE—PNRATFENM RSA MEHH, 74 RSA WTRRER LIFLoH, LEEETEBMNEILN L,
EBEENHIH, Ll root BHIEREN “left” WEN LA THS :

~]# ipsec showhostkey --left
# rsakey AQOrlo+hO
leftrsasigkey=0sAQO0rlo+hOafuzbDlCQmXFrje/oZm [...] W2n417C/4urYHQkCvuIQ==

BMEEXNAREMEE XY, XA :
L root HRTEFEE N “right” BIEH EBIALL T4 -

~]# ipsec newhostkey --configdir /etc/ipsec.d \
--output /etc/ipsec.d/www.example.com.secrets
Generated RSA key pair using the NSS database

EHEENHIH, L root BAEIREN “right’ WEN LEAL TSRS :

~1# ipsec showhostkey --right
# rsakey AQO3fwC6n
rightrsasigkey=0sAQ03fwC6nSSGgt64DWiYZzuHbc4 [...] D/v8t5YTQ==

TR FEIL XD IR ECE X,
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MBTRMER D WIEMETE /ete/ipsec.d/* .db XXHE, iRl “NSS #UiEZE",
ERXFENS ENBEERIEEXY, BB LEMIT leftrsasigkey=#l rightrsasigkey= 1&0%|
—MITF /etc/ipsec.d/ BB ENEEER, Eil Libreswan A EEX 4, ML root B9fE
FRYmiE IR M R E X /etc/ipsec.conf , BT # TBRFERERALUTT, X—1TEEERX
=
include /etc/ipsec.d/*.conf
A root HpERAIEEE, AUOTHERAUNBE—NTEESESEIFH :
/etc/ipsec.d/my_host-to-host.conf

BRI T ARG -

conn mytunnel
leftid=@west.example.com
left=192.1.2.23
leftrsasigkey=0sAQO0rlo+hOafUzD1lCQmXFrje/oZm [...] W2n417C/4urYHQkCvuIQ==
rightid=@east.example.com
right=192.1.2.45
rightrsasigkey=0sAQ03fwC6nSSGgt64DWiYZzuHbc4 [...] D/v8t5YTQ==
authby=rsasig
# load and initiate automatically
auto=start

BRI UEERAENLLFASESHEENEEX S, RESBEN “left” = “right’s MIREF—PENERBIIE
M, BUE IP it FoEIRBIIKEY, BBLIER I EN LIE %defaultroute BEER IP bk, ©EEBTIIREL
A IP Hhtt, EES T EBBEAFVEENESENL, B %any I8EBSIENL IP i,

iR leftrsasigkey EM “left” =N LIREX, #BE rightrsasigkey M “right’ E#] EFKEL,

E/5 ipsec EfBRCILEFHEE
~]# systemctl restart ipsec
LA root Hii ALA T ep R IN%; IPsec BIE :
~]1# ipsec auto --add mytunnel
BEIEE, 7E left HF right, UL root B REIALUTHS :

~]# ipsec auto --up mytunnel

4.7.3.1. EUF#EHA Libreswan BIEHL5EHL VPN

IKE P34 F UDP imA 500, IPsec ##ETE T~ Encapsulated Security Payload (ESP) #iE
. & VPN EEFEET— NAT AR, ESP BUESEIRO 4500 #4371 uDP RS E,

EREBIESETET VPN BEEHAIE, M root SMREBUTHEIABMA—FKOD :

~]# tcpdump -n -i interface esp and udp port 500 and udp port 4500
00:32:32.632165 IP 192.1.2.45 > 192.1.2.23: ESP(spi=0x63ad7el7, seq=0x1a),
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length 132

00:32:32.632592 IP 192.1.2.23 > 192.1.2.45: ESP(spi=0x4841b647, seq=0x1a),
length 132

00:32:32.632592 IP 192.0.2.254 > 192.0.1.254: ICMP echo reply, id 2489, seq
7, length 64

00:32:33.632221 IP 192.1.2.45 > 192.1.2.23: ESP(spi=0x63ad7el7, seq=0x1b),
length 132

00:32:33.632731 IP 192.1.2.23 > 192.1.2.45: ESP(spi=0x4841b647, seq=0x1b),
length 132

00:32:33.632731 IP 192.0.2.254 > 192.0.1.254: ICMP echo reply, id 2489, seq
8, length 64

00:32:34.632183 IP 192.1.2.45 > 192.1.2.23: ESP(spi=0x63ad7el7, seq=0x1c),
length 132

00:32:34.632607 IP 192.1.2.23 > 192.1.2.45: ESP(spi=0x4841b647, seq=0x1c),
length 132

00:32:34.632607 IP 192.0.2.254 > 192.0.1.254: ICMP echo reply, id 2489, seq
9, length 64

00:32:35.632233 IP 192.1.2.45 > 192.1.2.23: ESP(spi=0x63ad7el7, seq=0x1d),
length 132

00:32:35.632685 IP 192.1.2.23 > 192.1.2.45: ESP(spi=0x4841b647, seq=0x1d),
length 132

00:32:35.632685 IP 192.0.2.254 > 192.0.1.254: ICMP echo reply, id 2489, seq
10, length 64

Hrh interface #t2 AR AFBENEO, BEEILER tcpdump HIKMEIES, ZTF ctrl+c,

tcpdump N EETIEN IPsec Hifl, ENIUASAANNBRFE, MAZANNAIE 4R

D, BALURGFEARNMBREFSHEANRIEEFS. NRATLL, ERNERZENEEFmIFLSF
—MN&is EIZ 1T tepdump,

4.7.4. {8 Libreswan B35t &2 VPN

E ) Libreswan )& =0f = IPsec VPN, FiEEMANML, BEENDNENZEIQE— IPsec BEiE,
ﬁﬂﬁ%iﬁ‘ﬁﬁﬁ—’\:ﬁ'ﬁﬁ%¥ﬂﬁﬁo FrEL, e UEEERBREMEHTIEE DM T, == VPN BES
BEMENSEN VPN NENFREET, DIEREXHFIEE—NHEELZHMEHFM,

ERZE Libreswan X013 = s IPsec VPN, BEFEIRR <G 4.7.3 17 “fE Libreswan BIEALL EA

VPN"> pfit, EoiE— /PEHLXTEHL IPsec VPN, AREENFEBRNXHE—NMHTEEHBHHXHE, i

/etc/ipsec.d/my_site-to-site.conf, Ll root B3 EREIRME, WiEBTE LEEXH
/etc/ipsec.d/my_site-to-site.conf #0TF :

conn mysubnet
also=mytunnel
leftsubnet=192.0.1.0/24
rightsubnet=192.0.2.0/24

conn mysubnet6
also=mytunnel
connaddrfamily=ipv6
leftsubnet=2001:db8:0:1::/64
rightsubnet=2001:db8:0:2::/64
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conn mytunnel

BRI

auto=start

leftid=@west.example.com

left=192.1.

2.23

leftrsasigkey=0sAQ0rlo+hOafuUzD1lCQmXFrje/oZm [...] W2n417C/4urYHQkCvuIQ==
rightid=@east.example.com

right=192.1.2.45

rightrsasigkey=0sAQ03fwC6nSSGgt64DWiYZzuHbc4 [...] D/v8t5YTQ==
authby=rsasig

BiE, FE/S Libreswan & FohmE;, FHBILFREEE, L root BMRFERUTHS :

~]# ipsec auto --add mysubnet

.._]#

~1#

~1#
104
003
003
106
108
003
004

ipsec auto

ipsec auto

ipsec auto
"mysubnet"
"mysubnet"
"mytunnel"
"mysubnet"
"mysubnet"
"mysubnet"
"mysubnet"

cipher=aes_128

117
004

"mysubnet"
"mysubnet"

--add mysubnet6

--add mytunnel

--up mysubnet

#1: STATE_MAIN_I1: initiate

#1: received Vendor ID payload [Dead Peer Detection]

#1: received Vendor ID payload [FRAGMENTATION]

#1: STATE_MAIN_I2: sent MI2, expecting MR2

#1: STATE_MAIN_I3: sent MI3, expecting MR3

#1: received Vendor ID payload [CAN-IKEv2]

#1: STATE_MAIN_I4: ISAKMP SA established {auth=0AKLEY_RSA_SIG

prf=oakley_sha group=modp2048}
#2: STATE_QUICK I1: initiate

#2: STATE_QUICK I2: sent QI2, IPsec SA established tunnel

mode {ESP=>0x9414a615 <0xla8ebdef xfrm=AES_128-HMAC_SHA1l NATOA=none NATD=none

DPD=

~1#
003
117
004

none}

ipsec auto
"mytunnel"
"mysubnet"
"mysubnet"

--up mysubnet6

#1: received Vendor ID payload [FRAGMENTATION]
#2: STATE_QUICK I1: initiate
#2: STATE_QUICK_ I2: sent QI2, IPsec SA established tunnel

mode {ESP=>0x06fe2099 <0x75eaa862 xfrm=AES_128-HMAC_SHA1 NATOA=none NATD=none

DPD=

~1#
104
003
003
106
108
003
004

none}

ipsec auto
"mytunnel"
"mytunnel"
"mytunnel"
"mytunnel"
"mytunnel"
"mytunnel"
"mytunnel"

cipher=aes_128

117
004

"mytunnel"
"mytunnel"

--up mytunnel

#1: STATE_MAIN_I1: initiate

#1: received Vendor ID payload [Dead Peer Detection]

#1: received Vendor ID payload [FRAGMENTATION]

#1: STATE_MAIN_I2: sent MI2, expecting MR2

#1: STATE_MAIN_I3: sent MI3, expecting MR3

#1: received Vendor ID payload [CAN-IKEv2]

#1: STATE_MAIN_I4: ISAKMP SA established {auth=0AKLEY_RSA_SIG

prf=oakley_sha group=modp2048}
#2: STATE_QUICK I1: initiate

#2: STATE_QUICK I2: sent QI2, IPsec SA established tunnel

mode {ESP=>0x9414a615 >0xla8ebdef xfrm=AES_128-HMAC_SHA1l NATOA=none NATD=none
DPD=none}
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4.7.4.1. B5EH A Libreswan BS54 SSVPN

RECBIRSIEEY VPN BEBRAE, B <5 4.7.3.1 7 “LiEfEA Libreswan B)EHL EHL VPN > AR
RIS £ —RERIT AR,

4.7.5. £ Libreswan s 5 s —FZE VPN

BE, Y RRENESTN, MXEEFEATI]IREN IP thit, MARE]1AHR IP itk H B
o IXfERAB—FRER LI, NRE T west B left B9EN, FABERIEH IP it 192.0.1.254, MR%Z
Jyeast B right B9EHLIHARNIER IP Hhilk 192.0.2.254, AILMERAA—RBEMNEETLIEER :

conn mysubnet
leftid=@west.example.com
leftrsasigkey=0sAQ0rlo+hOafUzD1CQmXFrje/oZm [...] W2n417C/4urYHQkCvuIQ==
left=192.1.2.23
leftsourceip=192.0.1.254
leftsubnet=192.0.1.0/24
rightid=@east.example.com
rightrsasigkey=0sAQ03fwC6nSSGgt64DWiYZzuHbc4 [...] D/v8t5YTQ==
right=192.1.2.45
rightsourceip=192.0.2.254
rightsubnet=192.0.2.0/24
auto=start
authby=rsasig

4.7.6. FRAZE{{E A Libreswan

ZE, IPsec WIBEBEEMARLMN, BT REE IPcH, EREXNEEMN -, HEBTELSFEE
HRRo XA N« FHIEM, ETHEFH, HNEM 10.0.0.0/8 BELBREAENHD /24 FRHD

conn branchil
left=1.2.3.4
leftid=@headoffice
leftsubnet=0.0.0.0/0
leftrsasigkey=0sA[...]
#
right=5.6.7.8
rightid=@branchi
righsubnet=10.0.1.0/24
rightrsasigkey=0sAXXXX[...]
#
auto=start
authby=rsasigkey

conn branch2
left=1.2.3.4
leftid=@headoffice
leftsubnet=0.0.0.0/0
leftrsasigkey=0sA[...]
#
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right=10.11.12.13
rightid=@branch2
righsubnet=10.0.2.0/24
rightrsasigkey=0sAYYYY[...]
#

auto=start
authby=rsasigkey

£ “branch1"BNAE, FHERBERNEEE, ANBNERGCDEEERIRIIIMBEERIZ XA LAN R

=

conn branchil
left=1.2.3.4
leftid=@headoffice
leftsubnet=0.0.0.0/0
leftrsasigkey=0sA[...]
#
right=10.11.12.13
rightid=@branch2
righsubnet=10.0.1.0/24
rightrsasigkey=0sAYYYY[...]
#
auto=start
authby=rsasigkey

conn passthrough
left=1.2.3.4
right=0.0.0.0
leftsubnet=10.0.1.0/24
rightsubnet=10.0.1.0/24
authby=never
type=passthrough
auto=route

4.7.7. {§f Libreswan #J Road Warrior . F

Road Warrior @R B 2EE IP Mt BURAE FImEIRITRA S, Wi ZiCAmN, X IEFETER
ik,

RS L

conn roadwarriors
left=1.2.3.4
# 1if access to the LAN is given, enable this
#leftsubnet=10.10.0.0/16
leftcert=gw.example.com
leftid=%fromcert
right=%any
# trust our own Certificate Agency
rightca=%same
# allow clients to be behind a NAT router
rightsubnet=vhost:%priv, %no
authby=rsasigkey
# load connection, don't initiate
auto=add
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# kill vanished roadwarriors
dpddelay=30

dpdtimeout=120
dpdaction=%clear

ERShEFimE, a2 Road Warrior B & £, HITTFEMBIERULEE :

conn roadwarriors
# pick up our dynamic IP
left=%defaultroute
leftcert=myname.example.com
leftid=%fromcert
# right can also be a DNS hostname
right=1.2.3.4
# 1if access to the remote LAN is required, enable this
#rightsubnet=10.10.0.0/16
# trust our own Certificate Agency
rightca=%same
authby=rsasigkey
# Initiate connection
auto=start

4.7.8. Road Warrior {7 Libreswan 5 X.509 #§ XAUTH

L{FA XAUTH IPsec ¥ B &R EITHEER, Libreswan ASiR{t 7 HE IP thitAY5 ALK DNS EE %8
FEVPNE Fif, thalfEF PSK 3 X.509 iE #3EEE XAUTH, FH X509 MEBELRE, B/ ImIET ] LAIIE
FRIHIIRSK “ELUE RS (OCSP) BiH. R X.509 iEH, MEEFimAeEENRS %8, FH
PSK, th##F#ihAEEN, EEIL ERAITH,

b4, XAUTH E3K VPN ZEFinfE AR 2B ERIENE S, A—XR4%EEE (OTP, One time Passwords),
eI UEES S RSA =22 ID tric, —RMEFMCA#MINEIR P #EiEZ E.

SIXAUTHE =Mrlge Gt -
xauthby=pam

CERATE /etc/pam.d/pluto WEEERXRKIEA -, ©BEULMFERZMEIREEE Pam, ©7
DMERRSIE R #BARE. LDAP B3k, RADIUS fRS5335% B & B IGIUEE IR,

xauthby=file

EFEAREXH /etc/ipsec.d/passwd (&5 /etc/ipsec.d/nsspassword JEE) . X7
XI5 Apache . htpasswd SUREFE{EIFT Apache htpasswd 345 BT LA A 3 0188 1t S04
BMEHE, B2, ER/ENBEZE, EXE=JFER IPsec HEAMEEE, byl F R 5
B2 U REVPNSEBRA -, BEXHHFRENIZEERNT

userl:$apri1$MIwQ3DHb$1I69LzTnZhnCT2DPQMAOK. : remoteusers

NOTE : [ htpasswd %, WHERIWFNRNE A 25 : #—77userpassword Z 5.
xauthby=alwaysok

RS 3 5B RRE XAUTH AP MZEEHNAEE R EBN, RERSHRIE 7TiXE, BHimthEEE

ERAFEAMNENE, XEREYHAFHE X509 iE BRIz EFEHER, HNEEAHE XAUTH Fin

PRI VPN,

A X.509 iF-PRE & =
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conn xauth-rsa
auto=add
authby=rsasig
pfs=no
rekey=no
left=ServerlIP
leftcert=vpn.example.com
#leftid=%fromcert
leftid=vpn.example.com
leftsendcert=always
leftsubnet=0.0.0.0/0
rightaddresspool=10.234.123.2-10.234.123.254
right=%any
rightrsasigkey=%cert
modecfgdns1=1.2.3.4
modecfgdns2=8.8.8.8
modecfgdomain=example.com
modecfgbanner="Authorized Access is allowed"
leftxauthserver=yes
rightxauthclient=yes
leftmodecfgserver=yes
rightmodecfgclient=yes
modecfgpull=yes
xauthby=pam
dpddelay=30
dpdtimeout=120
dpdaction=clear
ike_frag=yes
# for walled-garden on xauth failure
# xauthfail=soft
#leftupdown=/custom/_updown

%4 xauthfail % E N “soft", MARE "hard", KIEKBIEHRZARRE, VPN #RIXE NKEIER - 2R 8—
o MEETHBE AT LK ARGEIMEL & XAUTH_FAILED, XA RALRERER, HinER
iptables DNAT EFEME “WERMTER" , EREMINTTUKREEHA, FEBINITARS B T,

VPN & ifnfEF modecfgdomain {E#1 DNS & B EEHEM NIEENH ENEEN LTRSS =, XESEE
WA PRI LAER MBS DNS &5, Ui (U RERE AR HR,

IR leftsubnet 72 0.0.0.0/0, H{FOMBEERBIERSWELNERE MK, N, HFEA
leftsubnet=10.0.0.0/8, VPN E/FixRaEiT VPN #£5£%%) 10.0.0.0/8,

4.7.9. BN ¥R
ETEMEBBELREET LibreSwan LR ipsec FAREFEHEIMN VHE,

4.7.9.1. BREHH
ipsec(8) FMTI——H ipsec bk ap HiLI,
ipsec.conf(5) FM il —BEEE ipsec HER.

ipsec.secrets(5) Fiin—a2icEipsec HER.
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ipsec_auto(8) man page —##if autoMIm S1TE FimiI e R LI, LURVEBE I AR LibreSwan
IPsec %%,

ipsec_rsasigkey(8) FM il —fiRERK RSA LHMHFAMIE,

/usr/share/doc/libreswan-version/README .nss—3# iR I FR 1A RSA fiHm S R ER
Libreswan pluto F2F8IINE FERIIE S,

4.7.9.2. 1E2 X5

ML 2RSS (Network Security Services) 1B

4.8. hn#s

4.8.1. A LUKS &=

WA AR B Linux Zi—BYIKE (N LUKS) AILEEINE Linux TTENFHS K, XA ATBET 8K
AN ANER, LUKS AIRFERS TR BHBRER T X mENERH,

LUKS &
LUKS gEfH 24
LUKS BEX XX &INE, Hib, EBERTHRIFBIIZTEHNARS, MR EEASEID
A H R R AX B 2R

MBEX X EHNEARTTNETAE, X FINE swap & +29FA, X ATFHENKRL
K& BEFEEFNELEREREREREAN,

LUKS s FRIIA 1% &5 2R % F R0,
LUKS Zi558 15185, AR MHtRG Lk F IR,
LUKS K& 2B LN EBHE, RITTAPRNERBHANEEREIE,
LUKS “F g2 B2 :
LUKS AERTREERSZ (HBif 8 1) AFNME—&&EREV NBHNER,
LUKS T ERTREXHLHIMBHNER,
4.8.1.1. ZIdgMLAR Linux F#9 LUKS 5CHE
ZIHE{R VAR Linux 6 % LUKS HUTXHRZEINE . BRINER FTARERE L FEFIEEEINE ST RETHIETT,
NRIERFZ AT B EHRER, NERES SIHENNSBKIRTEMABLEIE, XNEEEIETNEET

DX BRI BE BRI, MREEFEEERKNDER, NETUEEEZENBENSK, XZ2ESRE
REEXEN,
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$ 4 = AT EARSS MLERRS

FAF LUKS (ESH cryptsetup --help) HIBKIAETEZ aes-cbe-essivisha256 (ESSIV - Encrypted
Salt-Sector Initialization Vector, I1ZEZ$HH hash, =Z Linux RZiA dm-crpt BOAFERBI IV) . EFEE, B
INERT, £ XTS#X (aes-xts-plain64) TEALILZRLETFZF Anaconda, LUKS HIBRINEEHKE S 256
fiI, LUKS Anaconda (XTS#&=) HEINBIAKE SN 512 iI. ATRAMBES :

AES - BINEIRAE - <FIPS PUB 197

Twofish (128 fIEZ3H)

Serpent

cast5 - { RFC 2144)

4.8.1.2. FhNZEE>

4\

BB S RATRMREENBN D KhFERE. EFRERMERER | AFBHITINFS K
7, HRREENSBERPEMD TEIE,

Mgk

==
[w=]

1. £ root A/, F shell RRARFGAU TGS, HABTEHL:
telinit 1
2. EEMSINAER /home:
umount /home
3. MR E—SMHSKIN, IER fuser FEH G /home HWRRFFHFHKILL :
fuser -mvk /home
4. BIRELEEE /home :
grep home /proc/mounts
5. FRENBEEANEN D X
shred -v --iterations=1 /dev/VG00/LV_home

B RUELABINES NEEIT, TRBILNET RN, CRBRASNENHETRR
BEEBINLEL, FREDDAEMEBIRD R TR BIRNILS,

6. FMILERND X
cryptsetup --verbose --verify-passphrase luksFormat /dev/VGO0/LV_home
7. STFEINERIR A

cryptsetup luksOpen /dev/VG0OO/LV_home home
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ZEttism

8

10.

11.

12.

13.

14.

15.

16.

17.

AR EFE

1s -1 /dev/mapper | grep home
B HRYL -
mkfs.ext3 /dev/mapper/home
BHXHRG
mount /dev/mapper/home /home
R RGTAT W,
df -h | grep home
NI T4 El /etec/crypttab S5 :
home /dev/VGOO/LV_home none
Y /etc/fstab X, B /home IBMIADO, FHHRMUTHS
/dev/mapper/home /home ext3 defaults 1 2
RS BIAH) SELinux ZLIfHE :
/sbin/restorecon -v -R /home
BEHE -
shutdown -r now

/etc/crypttab £BEFIN, EREKNSEAEN luks BHiS5E1E,

YEH root B &R, HIREEHIED,

HEGHE—TMEND X, EMERKCTRIBRE, TREMBEERRENEE.

4.8.1.3. WA R AR BELIE T
RS, RNIIHBESRIERERINE

cryptsetup luksAddKey <device>

RREM AN BB EHTRIEE, SREREEAFTBIEEIE,

4.8.1.4. NBIBR S h B REIEEE
FERAUTHS, MIIBERXEHBRELEIE

cryptsetup luksRemoveKey <device>
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% 4 = AT EMRS ECERNRS
BRTCEMBOBIEE, KRN TRRGTNERRIEE,

4.8.1.5. ff Anaconda Hh @B MBEPE &
B UERGREIEDOEMESE &, XARFEERNFERINESXEERS.

TR INE, WAELEFEBhD RERE NERS (Encrypt System) Si%iE, sECIBMISX. &K
4 RAID (Redundant Arrays of independent Disks, F&ZEIFES) FEFISKZEHERT, 4% M#E (Encrypt)
SHE, EEERORZE, RASRTEHMANBHNERILRIE, EXREBEEIETHRMNB LS. IRES
TIAEEIER LUKS %%, FEEERPREIEDAMZEMNEILEE, BomABEEIENHERRtERES
SHE, REREFERE, SN BEEE RN EENNBIILEHENTHNE,

T B9 K BRELRE (Automatic Partitioning) BI#ERSE (Encrypt System) £i%E4E, AFERE
BEHENSKX (Create custom layout) , XHEEFLARBIRAEMBIZEEITBIIINE,

AR kickstart A DHTINE BRI &I E IR B,

4.8.1.6. fINEEE

*F LUKS =2Z1E Red Hat Enterprise Linux 7 FTIIFEZMEMES, 1EUILAUTHRE -

4.8.2. 0l GPG HHH
GPG (GNU Privacy Guard, GNU [afA T t) BAFIRFIEHMED, FHEMBEHTEHRIF, SIEIRLME
FINHBIA, GPG RVHEMEITILE GPG &R T S MM AR, Haitil, WFELE+SHEE

B EREXLF EMERETE, GPG AUTMEAER. GPGC ERRRNEREMIEE=ARRmIEH
g EiE, BER.

4.8.2.1. It GNOME # i GPG #4A
E7f GNOME Hf/E& GPG 245, NIJEE x5 .

1. &% B9 (Seahorse) LR, BT GPG BHANEIE :

~]# yum install seahorse

2. ZOIE®EY, MM MARK (Applications) - HiBifERF (Accessories) 35, j7ifF BiGHIM
##&5 (Passwords and Encryption Keys) , iX5t/5%) Seahorse N A2,
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Zeteism
3. M (File) ZHAEEE FHXH (New) , ik PGP #H (PGP Key ; Pretty Good
Privacy, M#FEHE) . AE=T %% (Continue) .

4. MINERER, HFHFEURERTHEHREEFMEER (B 298- C 522 Er (John C.
Smith) , jsmith@example.com, ¥4 T#2If (Software Engineer) ) . =il il (Create) .

RERHIIEE, BXREABHANBERIE, EF—NaANEZILNBHEEE, <l 0K, B
MERIFT.

B

= A

A\

MREIC T ENBIEEE, BLERITERDREE,

EEHE GPG B ID, NIZIEFHBREHERN B ID (Key ID) =HEHK, FRZHIERT, MRE
KB AR ID, LIERY ID ZBII0A 0x, #1 0x6789ABCD , BN Y& IEMAEH, HREELREM
A,

4.8.2.2. 1 KDE #fi|& GPG %%H
E1f KDE (R@EIME) 08 GPG B, NIHEMREIXLLSTE :

1. MEZHAHEE NARRF (Applications) - LR (Utilities) - MBI R (Encryption
Tool) , /A3 KGpg 72/, MREMKERT KGpg 2F, LLBFRIEFETMRLIE GPG B
poi:opus *Eo

2. SHIXERE, RREOIBEMBHN, BALKNES, BFHRBEUREERSRINER, SHeh
BB PAEERE, URBHRE (L) MEX,

3. ETF—MXEER AN BEILETE, W, SHNBEASHINE Kepg WEEQ.

A\

MRETIC T EMNEIEIEE, BLERTERDEE.

DIk

==
[w=]

BEERIEI GPG B 1D, NIEHOIEZRASH B 1D (Key ID) HEdEH, EAZHBERLT, NIRE
KRIBEAR 1D, BBLIEEE] ID ZBIMA 0x, #1 0x6789ABCD , BN Y&HDIEMFEH, HREERZSH
7,

4.8.2.3. FAGS TR GPG BH
1. EEALLTF shell 4

~1$ gpg2 --gen-key

XN AR HE A HMAMAERBN BT, REAATERENAHINEN (HE) BBRENRE, B
BIOZARENAY, A2 BLEENBEMNEMERZBOGERIERA, LMER4IIR,

2. —RIMRTERIBEFETRIIE. BFE, BT E%E (Enter) #, KFHAE, F—NMETEN
AR EEF BRI

Please select what kind of key you want:
(1) RSA and RSA (default)



B 4 E AT EMRSwCENRS

(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection?

ENLEMABERRT, BIMEBRERNLERE, RSA/RSA BHRNATFENBEES, LATFENE
X,

EFERKE -

RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)

BUAME 2048 fiI, X FILEMARNAIRN, BHEEWH, MAEBERENREIH,

CEEREEANANE, LFEENE, MAZRER none WENIME, X2REFEE, B, MRBHAS
B FHRFET T, MLBERHRREH A IEERLEAH,

Please specify how long the key should be valid.
key does not expire

key expires in n days

key expires in n weeks

key expires in n months

key expires in n years

is valid for? (0)

~< 3 =200

D
<

plgn, HWA— 1y (€, SEZANERHI—F, (NRERZETHNIE, ETUEBHEKRZEER
SHEEMH. )

. £ gpg2 N ARFHRZEAERZE, NSHILLI TR

Is this correct (y/N)?

Ay ERLELIRRF,

. NIER GPG B A SR R FIiFE, iICELBFRERNILENNAELSD., Hit, SFE
BEXMS, MREEFEBROEFERE, BLEMAZRIEHATRERET . IXEEHEBES
PEAERMEF AT, BN, MREEH4IIRP L GPG BHAFENNANE, BLELIIRFH
A& IR L FHIRFS.

FRFEFERANEHEREER. (BEANTRABNERFARNEH, FHEAFEERAG,
teanOffice”=k & “Open Source Projects”, )

. ERUMRSERYT, NMRMEHABZERYN, FHA 0 F& ; & F A LR REM
d, &iE, NENREEAMABILETL. gpg2 BEREXREHMAPRBIEET, UBRERESER
N

. &E, gpg2 RFUEREYE, URARBBERENEHARR—ITZN, BENER, MARILE
B, RERGBTHSRBEHITEMESRINEL TR, — BRI R, BREARERTE,
ATLAER

pub 1024D/1B2AFA1C 2005-03-31 John Q. Doe <jqdoe@example.com>
Key fingerprint = 117C FE83 22EA B843 3E86 6486 4320 545E 1B2A FA1lC
sub 10249g/CEA4B22E 2005-03-31 [expires: 2006-03-31]

. BRRAREBRVNEE SR, CATERIRMMAZTRIIENELLY, EREHTENR,
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ZetiEm
BAFET TS, EEMANRIEEREIELS, NAERLGS, SHEMHE TR
~]1% gpg2 --fingerprint jqdoe@example.com

1RBY “GPG key ID” B 8 N7t EARKR, AT RHIAH, LR RFIH, GPG HBHID 2
1B2AFALC , ERZEUIBERT, MREXREH AR ID, ILEEE ID ZBIMMA 0x, #0
0Xx6789ABCD ,

A\

MRETIC T ENEIEE, NZBHRTEER, BERZBEHANBNEEREER,

Mgk

==
(=]

4.8.2.4. XM

4.8.3. ERHABEZE P {EA openCryptoki
openCryptoki &—* Linux T8 PKCS#11 FFR=EH, R—F 2 7mZ %" (PKCS, Public-Key
Cryptography Standard) , E X T7T@EMASHEMNEIZFHNBREFED (APD) , SETEREGSEEH

T, =R T openCryptoki R4 2HNM %%, BE, LUXRINMI7E Red Hat Enterprise Linux 7 #{#
o

4.8.3.1. &2% openCryptoki 32 51RSS

BHEENRGI R %L openCryptoki EATE G, SFEATRNNSEOPESLIN, NBVEN root AFE1T
PAUFep4s -

~]# yum install opencryptoki

RIFBEITEEANEGDSERE, AoRFERKAMTEAUIREARFERBER, flt, ZREN o7&
ITEFEEEL” (TPM, Trusted Platform Module) 1% &M%, MEBERE opencryptoki-tpmtok TE S,

E 5 A openCryptoki fR55, EEE 21T pkesslotd SHHHER, /7 root A HUTUA TS, MAEhY
AIRIGHITIFHEE

~]# systemctl start pkcsslotd
ERREFN T BEERRS, WILZITUTHRS
~]# systemctl enable pkcsslotd

KXFfafER systemd REEZRFSHESHER, ESM ( Red Hat Enterprise Linux 7 ZZIEE 18R ) »

4.8.3.2. Edi&EFH £ openCryptoki

BBk, pkesslotd P24 1EY/etc/opencryptoki/opencryptoki.conf E2EX#, ©TATFIK
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$ 4 = AT EARSS MLERRS

EXTFERGITENFIEBHNSHEUREENER.
b3 E T A AN MIIE, SENMENE L AISAHED,. AN SEENIEUREES, UREHES
B ID . 74, EINFERREG BRI RRAIEITE Lo KT SXHE R B95 IR DA K I 37 SR BT 93 B 26 X Lo SR
BYEANHE®R, 152514 opencryptoki.conf(5) FM T,

EHEZ1THMER pkesslotd S #ARERIIT N, NIZER pkesconf SLARRFE, T EAFERERNEESTT
HRRIRE, URIFIEFHENYRIFFEENENSIE, fl, ERRXTHSENER, NHMAHUTRS (F
SER, FTEEH pkesslotd SHFHRFHITEEMIIE root A2 pkesll RGTHBIRR )

~1%$ pkcsconf -t

XF AT pkesconf TEMSHIIZK, ESH pkesconf(l) FAf i,

A\

WHEIL, RERLSAEMNASNARY pkes1l LB G, EHIAHBARA R 58 YR I H b
openCryptoki iR 55HF F 15 I FEC B Y PKCS#11 &,

Tk

==
[w=]
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B 55 REHEK

Linux FiZ BRI NBERRGIRSREEXMNERRE T ER, ETFHREBEN, HMERBFETMMILER
THELHERGP AL ENEHS, X—ERIHUTXEESHNIMELAREE, EUURERLERELRIEHA
BURMIIBIT R, AR NRGREANANRLRT ; HR, CEARLAIRSHERLLEKIENTH., B
AT A B FE A0 SELinux BT LU — 45 i 1E5X 2855 R 4T,
TENIRELS T —LEREXHKERILRNBEXXH :

BHERFON ], KRB, DIREHESER.

E R RAGBURIEIT

EHXBEMLEHNEF G153,

PR B AR B B HE B e S5 1 0] B A% B 7 ST

FREIMENLBIBSEERA, a0 SSH. Kerberos, LAk HAth,

S FAERMEERIRERZ, 5120 /etc/passwd.

ZRIBERMARS, HEMRGPHHER

SENEHRUAF G2, ETENRITEUREMEME ) EMH =4
FRFRRABERSLZELERMINE, KITHKEN TRBREEBIUTIMEHNEFRMIEEHNEK :

SEEEI R (CAPP)

BIRRLRLERIFZEXH (LSPP)

ETF AN A% (RSBAC)

ERITWRZEITIEEFR (NISPOM)

BKIBEERLEEER (FISMA)

T RTIEIER LT (PCI-DSS)

RERAREEIER (STIG)
HIZBAILRZ :

HERESLZEREKE (NIAP) LUksEZRLTIL (BS) Wik

LI AR Linux 5 @5 LSPP/CAPP/RSBAC/EAL4+ IAiE,

IR VAR Linux 6 @it I E R G R ST AT REEE N 4+ (OSPP/EAL4+) NI,

F#l
] S 0 ST 4

HIZBEWEBRESEAVIN., BRHFBZTENHFEER, IERSERTXHELE. XZR
BRAB, GINRINTT M EE X AR & B H T LR AR A R E A SRR .

VAR RS

BRERFENRGERN, BEHZEERBET, Fl, XU BiEsERREFnTt
settimeofday. clock_adjtime F1Eth5Hf[EME<BRG A,
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55 5 & %2

N
E:
s

L

RPICKESIBIT
Ry E A LUBRIZ X M R E #0217, BREFSHANRICEE— M UTE N ERES. Hl,
NE—DEHATHE /binBRIEMN. @it AP B S9w LU SR £ B B ETIM i E K & — AL
FRTHAT B O R,

ILRREEMH

pam_faillock INIEEIREENSICRARMBIE F 2, W wT LU BT i AL R0 SR R B & 5 20,
FIRMA R ZAE KA BIMMER.

HHES
HiZiRft ausearch LARRRF, XHMARFER T, FERHETHFZBERNHFITICTR,
BT ARG

aureport SLRARRF AL AT ARERFICKNEANBERS. RAEERARBITREFE
=S E A ERE,

A B B2 5 ]

iptables UL} ebtables X 2] MRECE AR A B, RIFRAEE SN,

H AT S B B R RE RN R ST RE

5.1. ARG EEH

HRRALEWDEELD : BAZERNNARR. XARRF, UK kernel-side R4TARLE, Kernel B4
HMAFZRANNARFESRSOAR, FEBT = MiEsPr— MBS RIEITIRIE « user. task HE
exit, —BRGIARBTHPN—NTIESR, BT exclude i3I8 HTEE, XREFTHZMNMWEE,
FBERELHZNTIRFHEE—SMIE, & 5.1 “HZRIEN" WX —idiz,
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ZetiEm

Kernel

Task

System Call ' G

Processing

User

©0

Exit o
-

Exclude

Application Audit daemon

& 5.1. HIZRGIRN

A ZE AR HZSFTARBERB T Kernel NER, HEASXHHOERTXHI, HieH A2 EH
SLARFESHRTTHRIFTERRE, Kernel H4AM, HEHZHEEXH :

audisp — FRZFE T RS HRTFIHRBIMTRE, BEHLELEMNARFHEIE—SLE, Fit
REBEMZEN TRAEBANG, XHERIEEN 2 RRFMES HREHITRE,

auditctl — HIZIRFILBIRF S Kernel H A TR EREH ENEHIRETFSILENSE.

MARNHFZLARFICHFZASXHRBFENRMAGR, HETRAEREREHER. £, aureport
KRARFERMAILKEHIRE,

5.2. &% audit {48

KT ERAFEKRRY, EURAERGHRE audit S, audit packages (audit & audit-libs) RERINREEIELL
tE 4V hR Linux 6 A, INREABELEXEHES, E5 root BFHUITUT@ERRE.

~]# yum install audit

5.3. Bdi& audit IRSS
HIZSTIFRF A LUE /etc/audit/auditd. conf BBE X HHFTECE, XN ESIEEREH KT HRR

MHEESH, KRR # TR (#) WEMARITHE XA ERE, FIEERESHNTIRUKRSIIAEREER L
1E audit.conf(5) FAf T A E!,

5.3.1. 5T £ CAPP I 1Ef & auditd

B auditd BEENIZN KSEEMERE R, BRUNREIMERSH TR FRETFE (CAPP) L
BObREE, XFERAHIUEINERN—ED, HTFHEFeMAUTRERE
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5 F RTHK

FREFZBEXHHES (/var/log/audit/) SENZES—ND K, XEEEMT2FERILE S
B, FEVRREE TR AR AUERBIRRI,

max_log file ZHIFMIRAT BN HZATXHRVNERZER, SBUILENTIFRREFFZE
B K ARTFERY AT A 22 1],

max_log file_ action SEURAEXREAMITE), —BEIATE max_log filedFmiXERIMRER, NIRNI%
WEHN keep_logs Bt HRZBEXHHEE,

space_left S¥EAMBIIPAM A P T AEENIE, XFEMiIETEspace_left_action S HRTXEMT
HIARBIAL, LEEWITHLEN— M RECRA T EES BB 8] 3 O] R BTk 5 22 4],
space_left MEBUAFH B EXHERNEE,

HINTHETRAA BB S EIE space_left_action % E Hemail & exec,

admin_space_left S BAMAUIEA B HZE AN &/ E, /T 7 admin_space_left_action &
HHMMEENTIREME, BIRE—1TNSA FEEENBETohE W ZEEMNE,

admin_space_left_action BE WX E single FREBTH—RAER, FEATEBREFR—
LoRg L 2o (A,

disk_full _action SR IIBLEREERAE UMLK EETAZEE, NIZATH, FEK
AXE N halt FE single, XRET UHEKABICTEMN, RAtEEE—BAEXTRHHEZ
ﬁi—c

disk_error_action, BAM1iBRINRIRIFEFH KA ESTEM D KBRS, RIZREITH), AKX
7E syslog. single =& halt, XEURT UM R SBERA RELHHRENLE,

flush BESHE WL E S sync 5E data, XESERIEFTENHF S HHIBRESMARNBESH
ﬁio

FARMEELFENIZRE LS R BRI,

5.4. FF4f audit RSS

—B auditd #FTEYECE, MAUTFBRSEWEFKRER, FEBEXEFETF. £ root B EFFA
HATLLF#E4 auditd :

~]1# service auditd start

A AR M EC & auditd, 1575 root B TE/SShEHFIRERUTES -

~]# chkconfig auditd on

£ auditd EATAHIT—SEMM91T5), (M service auditd action %, action ATBEEUTHAPZ
stop — =1t auditd,

restart — E/Zauditd.

reload =& force-reload — EMNZL auditd 7£ /etc/audit/auditd.conf X{EABIEDRE,

rotate — £ /var/log/audit/ BHlEfs A&,
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ZetiEm

resume — EHIRHREH AT FEF IR, HINEELRERWHHE S XKEFRRFEFHZAEXHE
Blo

condrestart & try-restart — REYNECEZE TN, E/F auditd .

status — R RIZTIRA auditd,

5.5. R X EH AN

HIGRGURE—HMNLZTT, XEMNE LT BEXHRRATRIBIAR, B =M RBR I AT LUF4T
B :

EHRN — RFHEZRANT AN EN — LR ENRNRE.,
XHRGHN — WA SCHEE, RTFFEREAREXGHE B,
RO — RVFIC R ERFMEB RS A,

AN AT LATE 63 54T £ A auditctl SERTEFE T4 BR (lﬁ/EE'lX‘thU“J?fFT —EEH SN —
M) , HEEBIE /etc/audit/audit.rules X, LUTFHAD %‘ZE?TEXEFIWMWJE’JWAITE

5.5.1. {6/ auditctl ARk SCEH A

MBS H RS KRENS DS URFHZEEXHEFEE root [, 1N root A BREHITX LRSS,
auditctl S AU EIEHH AR EARINEEF B IR E N S R EMRLEH T H Eil K,

B SCEEHIAL

LUF R — L2 H i S S RS AT N -
-b

£ Kernel HiXERAKEN S FENFHZE AKX, B0 :

~]# auditctl -b 8192

YBRE R ERTESTRIITE), B0

~]# auditctl -f 2

LA EFREf A kernel ZBRISLABFE B EE R,

EEHREZERAFRRAHEVECHEE, FIN :

~]# auditctl -e 2
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LU Ear S Pl E H BB,

WESWEREBHESR, Fii -

~]# auditctl -r 0

5 F RTHK

M ERREREMRE R A A ERSIEEK,

IREFERRIVAS, Han -

~]# auditctl -s

AUDIT_STATUS: enabled=1 flag=2 pid=0 rate_limit=0 backlog_limit=8192

lost=259 backlog=0

FI AR HETE B AN, Flan

~]# auditctl -1

LIST_RULES: exit,always
LIST_RULES: exit,always
LIST_RULES: exit,always
LIST_RULES: exit,always

watch=/etc/localtime perm=wa key=time-change
watch=/etc/group perm=wa key=identity
watch=/etc/passwd perm=wa key=identity
watch=/etc/gshadow perm=wa key=identity

JHIBRATA ST EEY A, B0

~]# auditctl -D
No rules

T SRS A

SR GN, ERMUTIEE

auditctl -w path_to_file -p permissions -k key_name

Hrp:
path_to_file 2 it I 4=E B
permissions EHICFBINR

r — EIXHEEBR %,
w— BAXHHEB R,
x —IBITXHHEB X,
a — NEEXHFEBTHNEML.
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key_name ZRIEFREER, BIERBEHUTE MR AN R AN A AR 7 B9 B 7S50

fl 5.1. SXTHZRGTHN
T ENFFENEB I RABRURIE /etc/passwd XEHRENEHERRMIN, FUTUTHS :

~]# auditctl -w /etc/passwd -p wa -k passwd_changes

HEERUTFRS -K L2 ERN.

NT EMGEEKMBRFES VIR, UKIE /etc/selinux/ BRAMANXHBEREHRMAN, HITUU T
A .

T

~]# auditctl -w /etc/selinux/ -p wa -k selinux_changes
HTE XA LLUEKINAT /sbin/insmod sHBIFLNI, 7E Linux Kernel fRIEAESR, HUTLAT &S :

~]# auditctl -w /sbin/insmod -p x -k module_insertion

&SGRV R RN
NTELRGRRAN, ERMTIEE

auditctl -a action,filter -S system call -F #jAf*=value -k key_name

Hep:
action UL filter AN BA RN EHAN K0 %, action ATEER always (FHERZ) FH&Enever (MTR)
Hepz—, filter FEAUHBAME Kernel LN EES T IEAS N FAEEHF. UTEREPZ—HS5HINITERT

RGN BFFRER D

system_call i@ ©HIEFIFMIHBARS A, PTERIRETJERER R L
1£/usr/include/asm/unistd_64.h XHEHHE, 72 REHREBERKR— NN, SNEME -S %
i fe AR,

field=value 4B E AT, H—SERMNRSLUFERN, H D, #H2 IDMHEMRE HEME4
M. 775 EEAANE A RBEMEl]NEIE, ES% auditctl(8) FH i,

key_name ZFIEFRER, TIEBHEHTE MRS R AN A4 AR 72 B9 B iS5,

Bl 5.2. RGP

RTENAERRT BWHN, SRBETEFEARSVIA adjtimex (& settimeofday, HXRLifEMA
64 28K, IEPITLL T4 ¢

~]# auditctl -a always,exit -F arch=b64 -S adjtimex -S settimeofday -k
time_change

T EXAIER BTN, ERE ID 2 500 XEAMNRGE O HRHEBEES LU, FH (-F
auid!=4294967295 ‘EUHIFRE B X EE X UDBEF) , HUTU TS :
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~]# auditctl -a always,exit -S unlink -S unlinkat -S rename -S renameat -F
auid>=500 -F auid!=4294967295 -k delete

FRERAAREEEENXGHERGHLEE TN, F -w /etc/shadow -p wa XHRGHNIZE L, LA
Tas MBI RGHARANE T HN :

~]# auditctl -a always,exit -F path=/etc/shadow -F perm=wa

5.5.2. {£ /etc/audit/audit.rules X HE XI5 A B9 5 BHLNFiZH
T ENFEEHEF T U—EEREZIN, EXHTRE(18 57 /etc/audit/audit . rules X4

B, XPMXHERERR auditetl SRITIEERFEM GBI, ER1E # KBEHNEITHEXEX (#) TUR
B

auditctl 55 A LR ASRIRECR B8 EXXHBIAINI, A -RET, Fi :

~]# auditctl -R /usr/share/doc/audit-version/stig.rules

R SCEEHIALN

XHAUR @?ELA'FE’JP"’%U%M”J ERHZRANTH -D. -e. -f. FE -r. MRBRMESE
B, HE&E E AN —

$ll 5.3. £ audit . rulesriZedIBm,

# Delete all previous rules
-D

# Set buffer size
-b 8192

# Make the configuration immutable -- reboot is required to change audit
rules

-e 2

# Panic when a failure occurs
-f 2

# Generate at most 100 audit messages per second
-r 100

T SRS HIR S A AN

25 auditctl EERCUHRREAMRGHBRN, £ C£.5.5.1 1. 8 auditet] 2LATRERE LRI
"> REIHIF TSR A AN ST SRR

f5l 5.4. £ audit . rules HESCHE RGN R G AR
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-w /etc/passwd -p wa -k passwd_changes
-w /etc/selinux/ -p wa -k selinux_changes
-w /sbin/insmod -p x -k module_insertion

-a always,exit -F arch=b64 -S adjtimex -S settimeofday -k time_change
-a always,exit -S unlink -S unlinkat -S rename -S renameat -F auid>=500 -F
auid!=4294967295 -k delete

FilcE RN S 44

1£ /usr/share/doc/audit-version/ B, IRIFFABHIEIRAE audit B4 SR —H BB #1 3X
-

nispom.rules — FRANEBEBEFE (ERTIRELEFBRIEZITIER) WENERIEHHBAMER,
capp.rules — HZMNEBHEH CAPP i EMEXR, BAHIKEINEN—ED,

1spp.rules —FHEZHMNIEEHRHE LSPP KEMERKEAHIENEN—EBD.

stig.rules — HZHMNBEEHEHR STIG FTIXENE XK,

HTEAXERENYE, FEUSERRBXENED /etc/audit/audit . rules 3+ HE HIIEFTEFEME X
/etc/audit/audit.rules SX4EMIECE ST

~]# cp /etc/audit/audit.rules /etc/audit/audit.rules_backup
~]# cp /usr/share/doc/audit-version/stig.rules /etc/audit/audit.rules

5.6. IR H % H &4

BINERT, £ /var/log/audit/audit.log XHHBHRREEFEREI ; RS HBE &R, BATLL
heik it EER— B R P8 audit . log X5

LIRS &ANER T B8R E s E 8 /etc/ssh/sshd_config XHARIZER ¢
-w /etc/ssh/sshd_config -p warx -k sshd_config

IR auditd SFRRFEIZTT, MEEFRASXHRZTUTHRSOEREH
~]# cat /etc/ssh/sshd_config

1t audit.log XHHHEHIN TR :

type=SYSCALL msg=audit(1364481363.243:24287): arch=c000003e syscall=2
success=no exit=-13 a@=7fffd19c5592 al=0 a2=7fffd19c4b50 a3=a items=1
ppid=2686 pid=3538 auid=500 uid=500 gid=500 euid=500 suid=500 fsuid=500
€gid=500 sgid=500 fsgid=500 tty=pts@ ses=1 comm="cat" exe="/bin/cat"
subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="sshd_config"
type=CWD msg=audit(1364481363.243:24287): cwd="/home/shadowman"

type=PATH msg=audit(1364481363.243:24287): item=0
name="/etc/ssh/sshd_config" inode=409248 dev=fd:00 mode=0100600 ouid=0
0gid=0 rdev=00:00 obj=system_u:object_r:etc_t:s0
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P EEHBE=Z/MOTKHR (B type= BIEENTIR) , HEHANNEENRS. BMCOCREEF/LX
name=value , HAZERHEZSH . UTRXTFULEHFEMADT :
FE—MLxE

type=SYSCALL

type BIAFEEIXRKICTE, EXMIFH, SYSCALL HBUEIEANBAERES Kernel B9RSTH A il
& T XMNLE,
T AR E R R B ER ISR, B2 (B B.2 1 “Hikil kKA |

msg=audit (1364481363.243:24287):
msg HAFIILE ¢

audit(time_stamp:ID) FAGHICFBINS MBFIREIR ID. IR SFICTERNER HZEH
B—8R, MLElTLAHZHEBEBIREIBF 1D,

Kernel & B 7 22 8] N BRI A A MZE 445 € name=value “H.,
arch=c000003e

arch M A 8FEXTRECPURIMESR, 1H c000003e 2FM 16 HHIRFERD, HEA
ausearch S E I HZICEN, £ -1 HFE --interpret ETEHIEAE N 16 FHEERT AL
NI EE1E, c000003e H#EARRE ) x86_64.

syscall=2

syscall i AFAIE% T & 5% Kernel BISiARERE, H 2 ATLEE
/usr/include/asm/unistd_64.h X el BB EEELE, EXMERT, 2 2
open RIHMA, 1HEE ausyscall LR IEIE R A 105 Rl 45 ARG T,
&/ ausyscall --dump i 5RERAAENRSGHBNEIINSE, MBERKNELZER, S
% ausyscall(8) FA 71,

success=no
success ALK T RGHHA RSO KERFESGh, EXFHBERLT, ABAKKIL,
exit=-13

exit ARG EFMAHARRSHRAFMREMNREREHNE, EFARNRGEARAS, E&TER,
ST LA LU T iy S I E AR N ATt NLERBIXIZ51E © ausearch --interpret --exit -13 (&
HEWHEZBERTENEHFEERHAE -13) ,

a0=7fffd19c5592, a1=0, a2=7fffd19c5592, a3=a

a0 | a3 MiARIC R TRIMENSE, EXNEHHER 16 #HERIEREER, XESHEBULTFE
AMRSHA ; e Ta L&t ausearch S22 R AEE,

items=1
items HIAF B ESEHHERFICTHBE,
ppid=2686

items BIAFEIERK T Ri#HFE ID (PPID) . TEXNMERT, 2686 =2 bash i##2H PPID,
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pid=3538
pid BARICR T H#RE ID (PID) ., FEXNMERT, 3538 2 cat #HiEM PID,
auid=500

auid MIAFZILR T H A ID, XA loginuid, XNIDZRAAEE RN ERNFRESAA S
PeRR, RGBS NHRRRENZID, (B, @I A FIKS, &8 su - john® %)

uid=500

uid B ARSCFE T A FHRENAF ID, FBLLTIES : ausearch -i --uid vID, BB/ ID
A LEBERE VA EF, TEXNMERLT, 500 2 shadowman BYFAF ID,

gid=500

gid BIARZILR T FFAa A2 A8 ID4A,
euid=500

euid MIARILR T FHADTIARA P NEMRAF ID.
suid=500

suid BIARZIER T IR ORI A FERER 1D,
fsuid=500

fsuid BIAFLIER T FFa 2 IERR A FXXHRSAF 1D,
egid=500

egid BIARZILR T FHAD AR P BEMEA ID.
sgid=500

sgid HIARZICR T IR DT R A~ BXERAH 1D,
fsgid=500

fsgid HIAFLICR T FHa 2 IR A P RIS REEA 1D,
tty=ptso

tty AL E T Ao IR AR,
ses=1

ses FIAZILR T HAS AR KIEHNRIE ID,
comm="cat"

comm FIAFZILR T M GTHET, SRATHAONILR, AXMERT cat arfHH AR H
BEH,

exe="/bin/cat"
exe Hi AFZILF T # AR A 22 TR E.

subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023



subj AL T SELinux 18R, 12 I THIR AT AFE AT (Bl AR E D i AR
key="sshd_config"

key MIAILR TAAEERBEE UMNFRE, SSEFKAERERIZEHINIEG X,
BTILx
type=CWD

EHBTILEH, type HIAEKIER CWD — HETTFE R, XMRBAFICREKRIITHE—ICE
AR R AR A RSO RO AR,

XMERBIBRIZ N 70K SRR ALE LB R B PATH LK REIAEN B E, 2RXD
FIEA LA B R,

msg=audit (1364481363.243:24287)
msg HIAEFE S E— 10k PEERERRNEZF 1D E,
cwd="/home/shadowman"

cwd FIAEEHE A B RRE, EEXPHLZRSAR,

FE=i0x
type=PATH

EE=ICED, type MiARER PATH, BENHZEHSTE— PATH X FTERBERMIHIC R
=B, FRARGEER, EFEKEGD, RE—KKR (/etc/ssh/sshd_config) #H
kERHBH

msg=audit (1364481363.243:24287):
msg A=A S E—FE 2Lk PR EAR RN EIZF 1D 1H,
item=0

item HIARAEREIE AR, WAWBETE SYSCALL EKEIIRA, SEF 7 Halilx, XTERF
BUFENEKE  Ho ERBEEE UL

name="/etc/ssh/sshd_config"

name Hi AFEI0R T X HRE B RMAARRE, FHISEBRERAERSHA. EXMERT, B2
/etc/ssh/sshd_config X4,

inode=409248

inode HIAZBEREILERETF, SICFASFHFIXGRERER, UTaREINT S 409248
KRB RBFHERIIXMHME X

~1# find / -inum 409248 -print
/etc/ssh/sshd_config

dev=fd:00
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dev B ATZBRIBILER 7T X EFREMNEE ID, 28 ICRESHHHNXHENE R, EXWERLT,
HREK /dev/fd/0 &%,
mode=0100600

mode H AFILK T XM B FINR, A 16 #HHIRTERIG, TXMERT, 0100600 AT LA
Ho-rw------- , BB TF /etc/ssh/sshd_config X, RA root BH#AEERFEKA

ouid MIAFIZTR T X RAABEMAF ID,
0gid=0

ogid M ARILRX RIFEERIEEA ID,
rdev=00:00

rdev HIAEEEIL KM FHIFRBTERXMG. AIMERT, EEXHRRARENICRX
e,

obj=system_u:object_r:etc_t:s0
obj MIAFAINR T SELinux 1518, 12 A LLIEE AT LUE HUTIT A AR ARSE D 4 2,

L EA i E REGREHENMA TR EEN—/NEBD. A TIHMESHNME- XA, §5
% (BB “HEEMHTFER) . NTIHMESHRBURER, H5E (FB.2 T Wizl kR

fll 5.5. HhK audit.log B,

UTFHZEHFICE T RNEDM auditd sSFPERF., ver (B AT BELF R EKTFINEFRARA,
type=DAEMON_START msg=audit(1363713609.192:5426): auditd start, ver=2.2

format=raw kernel=2.6.32-358.2.1.e16.x86_64 auid=500 pid=4979
subj=unconfined_u:system_r:auditd_t:s@ res=success

LU TF % EHi0 T ¥4 root FFER UID 500 &5k KNM,
type=USER_AUTH msg=audit(1364475353.159:24270): user pid=3280 uid=500
auid=500 ses=1 subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023

msg="'op=PAM:authentication acct="root" exe="/bin/su" hostname=? addr=?
terminal=pts/0 res=failed'

5.7. BREH K HEXH

ausearch SLARFEATFENFEESHERFRAESH. BRINERLT, ausearch T
/var/log/audit/audit.log X, &R LUEM ausearch options -if file_nametn 4y FiF4H 17 ER
TEMXH, F— ausearch (e S HIRE L MIEREER TFER AND Z2ER,

fll 5.6. £ ausearch EF&FHZAZEXH
R &KW ME5%R /var/log/audit/audit . log XX, EFAUTH S,
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~]# ausearch --message USER_LOGIN --success nho --interpret

BXRAENIKS, B4, ARTE, EERUTHS

~]# ausearch -m ADD_USER -m DEL_USER -m ADD_GROUP -m USER_CHAUTHTOK -m
DEL_GROUP -m CHGRP_ID -m ROLE_ASSIGN -m ROLE_REMOVE -i

HERAEMNBERSER A APUTHILKIEE, ERAAFMNEXRID (auid) , EFEAUTHS :
~]# ausearch -au 500 -i
BIMBERESFAENKRBMRSAA, FEERAUTHS :

~]# ausearch --start yesterday --end now -m SYSCALL -sv no -i

HIHFRA ausearch i1, i55# ausearch(8) FM 1,

5.8. QI H ikE

aureport L AR AITFEERERICREFZAEXGHEHFNEZEMIERNRE, RAVERT, EHE
/var/log/audit/ BxHHFIE audit. log XHRAERE, BALUEERRNXHERZITIREMAERA

aureport options -if file name 34,

f 5.7. {8 aureport EERFREIRE.
ERAEXRTEZRATSE A BERBICRNEY, FHEAUTHS :

~]# aureport --start 04/08/2013 00:00:00 --end 04/11/2013 00:00:00

ERAA AT X HEHN—HIRE, BERUTHS :

~]# aureport -x

R ERTHAT X E MR ELS, EERUTHRS

~]# aureport -x --summary

ERATE R RN E G SRS, EERUTHRS -

~]# aureport -u --failed --summary -i
ERBNREAFERRMMNEEIRE, HEAUTHRS

~]# aureport --login --summary -i
)T ausearch Eifj#s% A/~ 500 FTAMXHI M EHER—DIRE, HERUTHRS

~]# ausearch --start today --loginhuid 500 --raw | aureport -f --summary
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ER—IREAXRMARENNHEZXXGURMESEHNEMERE, ERUTE

=g
o

~]# aureport -t

FIHFFER aureport %%, 155 aureport(8) FAf i,

5-9- Em%‘:\;l\
MBRMEZEXHRRANER, FSELUTHRKR

P _E SRR

RFHIH

XAYE audit B EEIRM, FILATE /usr/share/doc/audit-version/ B A3,

F T

audispd.conf(5)
auditd.conf(5)
ausearch-expression(5)
audit.rules(7)
audispd(8)
auditctl(8)
auditd(8)
aulast(8)
aulastlog(8)
aureport(8)
ausearch(8)
ausyscall(8)
autrace(8)

auvirt(8)
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5 6 % NSRRI
# 6 & M-SR

6.1. ZIIE VAR Linux &£ & HH

"B RRARMBARAENRESEEAMNMREFERHNMAMNEN—NMIR, "SHFE BT IEER
HENBENRETRENL, SELUFRNTX, EREITENER.

AMERETANAAZ AEERANES, BEER—AANTRARS FORIML, FER2ANERETX
ERLNARURE N TR EASNESREME, EHILE R BB O R iR
T K,

ZIPERMLRR Linux R4t T XFFRELBMEEMH TN IR, XETEETRZLRATAIEHI (SCAP) 1
#, BITHE MRS B L REERIT,

FHRAESIAR Linux 7 228841 E

SCAP Workbench — scap-workbench Kt TEFIZIT AE L —HNAMMSKE LR RS LHITEREENR
A, AL TER TSR EERE FXEHBSITHENR SRS,

OpenSCAP — oscap B {TEATEMEIT AEA MRS LHTRENREIE, Bite2aMER
B, UREREFXEHEES TR EER,

MREFBRRESDRALPITENEENHR, EATLUFIA OpenSCAP LI LERRS R, RTHES

6.2. RSP SRRR

LZEEBRFEANERBRBOMLTFIBHE., 1SO 27000750, $74£ @, UREMERIRHNL L FRE
WA LB ISOZN B R BB AR, A, SVMEAERIEBCHEREREFN, TEN RIRERME
o, MESM(IE T REEE, RIEEREFEREN IZEIERLE S B IMEHEXIKRIER, R F%I
FIANZIER TR, RANIZERELEES T —EFEHNATHAPHNAERE, EL2BBERAIIHEH
FHLRE,

IRV AR Linux U RINEERETF SCAP (ZL2ABRBINENI) RN, SCAP B—MiEamM e BiR{EH
HSE, XFHSENAE R S ARIEHIT TR, @i XFiE ST R A RS E ARG RBUR RS E
ER. SCAP 2—MZ AR MIESREME, ©XFEINMLEE. REMATRE, BARGRINENUARZE S
E£,

#1510, SCAP 2— MEM FHNAEABRTFRAZEFRKRN AR, Ebew 2o BFIAREL A,
SCAP HIHIMEITIE T — NESRY, EPZRLMRNENRAZLBINE, RAFEESERERENHITERZ
SREIMER, XFMIRSESEIEVE—BEIEM]BEENELKRIR(ESCAPHE), MEEERMIIRE
BT %VRLRMERE,

SCAP MISFTIRATE T JILNERITE, XA HFRIEMI]E SHITHEETE SCAP NEP#EE B, WA :
SCAP H#

HE — IXHE SCAP IEEHMK, NRIAGMRIERE LT hrEririLFHLIE,
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A EE i &2 (XCCDF) — —fphdkis, HAMEBREEBESHIES,
LRGSR 15E  (OVAL) — —FRIF A R B A MM R A HUTIZ R BRRIE S,
HBCEHAFZNES (OCIL) — —M#RIT AN EWR FREVIETE, MR X T4 E R R

HeiEE.
BERA (Al) — — MR R BT REREER, fIRAEURSISFENREFHIES,

REREBH (ARF) — —MZETHiES, TERRRAGRNAHEER, XL
BWEFHEEHR, URFRMZEREZFIXR,

Fl7 — REBE SCAP TEE L EABN, URMELESREBXGEMNBHEXM - ENTENET
BHEHETH,

ZFESH % (CCE) — —MnNARFMBFERANEEMEXMEETTRATIIH K,

ZE 5 5% (CPE) — —MZ5ffb e £ AR, BERRAGIEREAR (IT) R4 FAEUREH
=2,

RIS B (CVE) — —ME B TSEAFHEHRES NG KN T X,
EE — XHB—RIERAM, BT RAIFIHERENG,

BESHLHRI(CCSS) — —MATIHESREBINEETRNEERY, RN SthrIUMITAON
AXEBA LS EE L BI N HE .

EE R 5 RS (CVSS) — — AT I BB R LR BNEERS, BN e ULHToMA XA
A PSRN R 2 A,

STEM — —FYET SCAP AR SIH4E RTE M SCAP HSE,

EEREE%E B 5 E## (TMSAD) — —HEW, XEHERETIHEMENERGE, ERE8)
BV ER XML X EFXERH, ARARESR. BEE XBEIURSNESR.

F SCAP AHHEECHETF XML BT R & XML Z#RZE A, — SCAP HRFRIAM A SRS EL AT LA
FEHA OVAL E XA XML XX, BUBRXHFEAD zip MRMAR, XTURBE—H{SBaSRTERE
BAH) XCCDF XM XML STHEEXFERN A R,

il
Iy

[

sRllgaTr

6.2.1. XCCDF 3 #44&=X

XCCDF EERIIT A IFER M. EEMR. HAACMBRILEHAE. Ba—BEIXUARFEEITS, 1%
EEXTRRERMNRN, HTESEMARNITEEEAMMNM S, AT, XCCDF AR LUME N EM SCAP 4
HH2E, MAREAEMS, SEITLUEATHIESHRE, BBERFREXRIIFAEXE (OVAL, OCIL) L
HEIRTE BIREA,

BE, AUE—H XML X#HHhE8E— XCCDF FHRMNAERRTEMER, 1% XCCDF X4 EEIRR T
{HER, £ E OVAL, OCIL LLRBIAKESIE (SCE) X, 4, ZXHERLUEEH CPE FEfH
L HTE LT XFRBY OVAL XX,

ER—FETF XML B91EE, XCCDF E X HFEH T KREAAEFEM XML THRUEEE, TRABNETEE
B XCCDF o3 ; BXx XCCDF BZ MY, 1HE M NISTIENMIRES7275 55 MET] k.

XCCDF ¥ EE XML jt5k

<xccdf:Benchmark> — X2 —NEEEN XCCDF XH4MRTHR, Sl 8 s FEmMTHdE, Flms
M, ., EEIIR. RSB UL R E B BUR .
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% 6 & AN S REIIE

<xccdf:Rule> — XZ—NKREITRK, IPTHERAKRTHEENER, ENRETENEDR. ETNEEF
TR, XEFTRE LT ERAENMNEIEHENTEMENNE, HEFREDTIZMNE F,

<xccdf:Value> — iZ X TTRIK A FRIAH A XCCDF st FEMSCHARMEME.

<xccdf:Group> — %Itk # A T EEN — NXCCDF 44, EHERIMETHESZRIUERN, @it sk
<xccdf:Rule>, <xccdf:Value> #] <xccdf:Group> JTHEMN AR, ZTHRHGEELEMB XCCDF X4
HE KGRI,

<xccdf:Profile> — 1%tk Ny XCCDF EEMN—NMEENFAERS. EATEEREENTEN
#, <xccdf:Profile> FIFEZNEFERtikR, U0 <xccdf:select> 5& <xccdf:refine-
rule>, ZEH¥rENEHERAILLFRHFLE IF 4 F E IR S TR,

<xccdf:Tailoring> — ZITRAVFMEENTRE LEMEME, IEXLEMEZREBNSIRIEF T

K
aEo

<xccdf:TestResult> — ZTRAFILRKBHRRA LN FAEREANHESER, 85—
<xccdf :TestResult> &N IZSERFERI TR, XL TTRHE R E NS ERHRE S E RS HL SR,
MEethEESHMEBEIRXNBERREHNEEZE R,

<xccdf:rule-result> — ;X2 <xccdf:TestResult> —NFixtk, AFREMEEINBIRREN
RN R,

<xccdf : fix> — X2 <xccdf:Rule> H—NFitk, ATFEERERTFEAEMNNEIF RS, &9
Da8&—MzTEENRATHNSSHEHE, XNMMSIBEAN T ERAFEHNMmILIT,

<xccdf:check> — ;X2 <xccdf:Rule> — /" Fitik, B—TMAEER, XNAIBRIEE LT 0AF
{25 E IR,

<xccdf:select> — XEB—NEFIHRTHR, BT EEIEHRLERIMINIZE R HEINIH,

<xccdf:set-value> — X2 —MNEFIR TR, ATFEERE<xcedf:Value> JTTRMYEIE, MHF
BUZ TR EMBE L,

<xccdf:refine-value> — X2 —PMitiFZRtHR, ATFERBHZIEHERBEREE
<xccdf:Value> TTEMAIHR,

<xccdf:refine-rule> — X MNMEF R TRATFEELEEMNBBEE,

5l 6.1. XCCDF 7=l

<?xml version="1.0" encoding="UTF-8"?>
<Benchmark xmlns="http://checklists.nist.gov/xccdf/1.2"
id="xccdf_com.example.www_benchmark_test">
<status>incomplete</status>
<version>0.1</version>
<Profile id="xccdf_com.example.www_profile_1">
<title>Profile title is compulsory</title>
<select idref="xccdf_com.example.www_group_1"
selected="true"/>
<select idref="xccdf_com.example.www_rule_1"
selected="true"/>
<refine-value idref="xccdf_com.example.www_value_1"
selector="telnet service"/>
</Profile>
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<Group id="xccdf_com.example.www_group_1">
<Value id="xccdf_com.example.www_value_1">
<value selector="telnet_service'">telnet-server</value>
<value selector="dhcp_servide">dhcpd</value>
<value selector="ftp_service">tftpd</value>
</Value>
<Rule id="xccdf_com.example.www_rule_1">
<title>The telnet-server Package Shall Not Be Installed </title>
<rationale>
Removing the telnet-server package decreases the risk
of the telnet service’s accidental (or intentional) activation
</rationale>
<fix platform="cpe:/o:redhat:enterprise_linux:6"
reboot="false"
disruption="1low"
system="urn:xccdf:fix:script:sh">
yum -y remove
<sub idref="xccdf_com.example.www_value_1"/>
</fix>
<check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">
<check-export value-id="xccdf_com.example.www_value_1"
export-name="oval:com.example.www:var:1"/>
<check-content-ref href="examplary.oval.xml"
name="oval:com.example.www:def:1"/>
</check>
<check system="http://open-scap.org/page/SCE">
<check-import import-name="stdout"/>
<check-content-ref href="telnet_server.sh"/>
</check>
</Rule>
</Group>
</Benchmark>

6.2.2. OVAL XH#1&=R

OVAL (FRFFRREHETES) 2 SCAP Hn A Al DR AIGHIHKER D, OVAL TREMEEBITEFER
£ M ANERERRE, XHTE=MUSBITREE SR

1. BRRGERENRN.

2. NEENRREHEETRN BIRRIFTEBI 2,

3. IRERENSRIREMZ M IFRE 2 BB L EE R,
B THMTEHEOE LHE, OVAL EELUFRIF AR T HRINERIRS. OVAL HERIETERE
BT, MEESE— UM 772489 OVAL TR EINIT, OVAL ATE&EMREEAMFRILT RIHERST
BRETEBENMMERE, I-—REBFREEEN, BhReHETIEBEZTETRRRNESIRL,

OVAL HSEX AMEN S iiEt,. &EKE5 MITRE &8 IT &, LAKRBEBFRET 5 BIRIEE FILH A F .
OVAL Hisc—BEERFLMF b, FARERAEETRASHFITES . HaThk4A5.10.15HF2012F 18,

RUPTEHMAY SCAP A, OVAL EF XML, OVAL fAEE LT LMHXEER, elI&882E8 7T FAEME
MES, RETTEMB,

OVAL X##ER
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OVAL Definitions 18 X 2 & & WL OVAL RN, BEFERTREHE. OVALE XX T Brr5H
BABIR S,

OVAL Variables R E XL 7 —&£ 22 TFEX OVAL E U XH, OVAL ZTEXEE S OVAL E X X H—
EEA, WARBRRAEZITHHNEZERNEA,

OVAL System Characteristics H&NIRFA X I RIMER, OVAL REFFHENEBEE BT EMRRGERE
5 OVAL & A RTE L RITIHERR ST X

OVAL Results RRFERERFITHEERNVELER OVAL R, OVAL LR EE SIEZTE OVAL
EVMEIAR, S4ERM OVAL 272, OVAL RS R ITERNETFREMNE LNt ER,

OVAL Directives #=0@ 14 @ IEHEBIRFE LA TR A RX OVAL L5R AR TTRER D I LLHZE,

OVAL Common Model #8845 7 BFHM /LT OVAL AEHMMESEFHIRENE X, SHEAREXRFIB
OVAL E X, XHEFMATLLURREZ MNP LEEENINE,

OVALE XX —HEEFRRKAAMN, BEFTRKEUATENERZEMTENL : X MWid. B FH,

M PE, EIEDNITTRER T IRl R 2w S ILUME R B A EME Lo MK THRENRSREHRRE
T—, ARGUHEIEP, S IRIFERANHRAUALENRTRFSAERESTRERT, BPoX
MRS BBITH, ZEMIELTHABELE, XLEABLEATRERATHERBRERIHITR.
PRTIXLEER D LIS, OVAL EUNHBELEIE L £4 M 55 0. LL£4 MOREFARXREEKRNESR
LR &#HES BB REHEXBFNME R,

BF—F OVAL UHHEER S BT 3RER o] LABRFA @ 1 FRABTRRRRE T IR -
oval:namespace: type: ID

namespace &—"H A A E LIRS type BELRE LTtk def, BRI tst, BLENER
TR obj, BLgREBxHRste, BELET 2wk var, MAID BinRRFH—NEEE,

$ll 6.2. OVAL & X ¥R pI

<?xml version="1.0" encoding="utf-8"?>
<oval_definitions
xmlns:lin-def="http://oval.mitre.org/XMLSchema/oval-definitions-
5#1inux"
xmlns:oval="http://oval.mitre.org/XMLSchema/oval-common-5"
xmlns="http://oval.mitre.org/XMLSchema/oval-definitions-5"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<generator>
<oval:product_name>vim</oval:product_name>
<oval:schema_version>5.10.1</oval:schema_version>
<oval:timestamp>2012-11-22T15:00:00+01:00</oval:timestamp>
</generator>
<definitions>
<definition class="inventory"
id="oval:org.open-scap.cpe.rhel:def:7"
version="1">
<metadata>
<title>Red Hat Enterprise Linux 7</title>
<affected family="unix">
<platform>Red Hat Enterprise Linux 7</platform>
</affected>
<reference ref_id="cpe:/o:redhat:enterprise_linux:7"
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source="CPE"/>
<description>
The operating system installed on the system is Red Hat
Enterprise Linux 7
</description>
</metadata>
<criteria>
<criterion comment="Red Hat Enterprise Linux 7 is installed"
test_ref="oval:org.open-scap.cpe.rhel:tst:7"/>
</criteria>
</definition>
</definitions>
<tests>
<lin-def:rpminfo_test check_existence="at_least_one_exists"
id="oval:org.open-scap.cpe.rhel:tst:7"
version="1"
check="at least one"
comment="redhat-release is version 7'">
<lin-def:object object_ref="oval:org.open-scap.cpe.redhat-
release:obj:1"/>
<lin-def:state state_ref="oval:org.open-scap.cpe.rhel:ste:7"/>
</lin-def:rpminfo_test>
</tests>
<objects>
<lin-def:rpmverifyfile_object id="oval:org.open-scap.cpe.redhat-
release:obj:1"
version="1">
<!-- This object represents rpm package which owns /etc/redhat-
release file -->
<lin-def:behaviors nolinkto="'true'
nomd5="true'
nosize="'true'
nouser="true'
nogroup="'true'
nomtime="'true'
nomode="true'
nordev="true'
noconfigfiles="true'
noghostfiles="'true' />
<lin-def:name operation="pattern match"/>
<lin-def:epoch operation="pattern match"/>
<lin-def:version operation="pattern match"/>
<lin-def:release operation="pattern match"/>
<lin-def:arch operation="pattern match"/>
<lin-def:filepath>/etc/redhat-release</lin-def:filepath>
</lin-def:rpmverifyfile_object>
</objects>
<states>
<lin-def:rpminfo_state id="oval:org.open-scap.cpe.rhel:ste:7"
version="1">
<lin-def:name operation="pattern match">Aredhat-release</lin-
def:name>
<lin-def:version operation="pattern match">A7[A\d]</lin-def:version>
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</lin-def:rpminfo_state>
</states>
</oval_definitions>

6.2.3. BB RIER

SCAP #IEREB— M HHE, B SCAP 1.2 lRAFIaERH, ©fXEKT XCCDF. OVAL i~ A H A 44
HARHIE, ALU#EREE L —1H XCCDF FHFIRANESHERE, eXha88—1MREIMER, RIFIRE
SCAP H 418 2 FEIE R 2 B2 B M S

BBRER XML R, 887 —1TH—EBENRWASTAHERBEIEL L KR —%5 <ds: component> T3k,
B—1PTERHEE— SCAP A, {5la0 XCCDF. OVAL. CPE LI\REM, #IBRXH4ATLEESHEEREKN
4, FRERBAUERZRFE REND I MEENT 2R,

#l 6.3. — 1 BUEHL=H

<ds:data-stream-collection
xmlns:ds="http://scap.nist.gov/schema/scap/source/1.2"
xmlns:xlink="http://www.w3.0rg/1999/x1ink"
xmlns:cat="urn:oasis:names:tc:entity:xmlns:xml:catalog"
id="scap_org.open-scap_collection_from_xccdf_ssg-rhel7-xccdf-1.2.xml"
schematron-version="1.0">
<ds:data-stream id="scap_org.open-scap_datastream_from_xccdf_ssg-rhel7-
xccdf-1.2.xml"
scap-version="1.2" use-case="OTHER">
<ds:dictionaries>
<ds:component-ref id="scap_org.open-scap_cref_output--ssg-rhel7-cpe-
dictionary.xml"
xlink:href="#scap_org.open-scap_comp_output--ssg-rhel7-cpe-
dictionary.xml">
<cat:catalog>
<cat:uri name="ssg-rhel7-cpe-oval.xml"
uri="#scap_org.open-scap_cref_output--ssg-rhel7-cpe-
oval.xml"/>
</cat:catalog>
</ds:component-ref>
</ds:dictionaries>
<ds:checklists>
<ds:component-ref id="scap_org.open-scap_cref_ssg-rhel7-xccdf-1.2.xml"
xlink:href="#scap_org.open-scap_comp_ssg-rhel7-xccdf-1.2.xml">
<cat:catalog>
<cat:uri name="ssg-rhel7-oval.xml"
uri="#scap_org.open-scap_cref_ssg-rhel7-oval.xml"/>
</cat:catalog>
</ds:component-ref>
</ds:checklists>
<ds:checks>
<ds:component-ref id="scap_org.open-scap_cref_ssg-rhel7-oval.xml"
xlink:href="#scap_org.open-scap_comp_ssg-rhel7-oval.xml"/>
<ds:component-ref id="scap_org.open-scap_cref_output--ssg-rhel7-cpe-
oval.xml"
xlink:href="#scap_org.open-scap_comp_output--ssg-rhel7-cpe-
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oval.xml"/>
<ds:component-ref id="scap_org.open-scap_cref_output--ssg-rhel7-
oval.xml"
xlink:href="#scap_org.open-scap_comp_output--ssg-rhel7-oval.xml"/>
</ds:checks>
</ds:data-stream>
<ds:component id="scap_org.open-scap_comp_ssg-rhel7-oval.xml"
timestamp="2014-03-14T16:21:59">
<oval_definitions xmlns="http://oval.mitre.org/XMLSchema/oval-
definitions-5"
xmlns:oval="http://oval.mitre.org/XMLSchema/oval-common-5"
xmlns:ind="http://oval.mitre.org/XMLSchema/oval-definitions-
5#independent"
xmlns:unix="http://oval.mitre.org/XMLSchema/oval-definitions-5#unix"
xmlns:linux="http://oval.mitre.org/XMLSchema/oval-definitions-
5#1inux"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://oval.mitre.org/XMLSchema/oval-common-5
oval-common-schema.xsd
http://oval.mitre.org/XMLSchema/oval-definitions-5
oval-definitions-schema.xsd
http://oval.mitre.org/XMLSchema/oval-definitions-5#independent
independent-definitions-schema.xsd
http://oval.mitre.org/XMLSchema/oval-definitions-5#unix
unix-definitions-schema.xsd
http://oval.mitre.org/XMLSchema/oval-definitions-5#1inux
linux-definitions-schema.xsd">

6.3.{fH SCAP T{f&

SCAP Workbench (scap-workbench) — 1M EHALHWIE, ©RFAFSEAMSTERS EHITREENRE
i, LRGBS, UREREFHETENRE. FE2EENE, 5 oscap mBTEAIELE

3k, SCAP T RE&REGRMINEE, SCAP TEAtha LU ER L XCCDF XHMEIERX U A EFEENL
= NE

UT& TR %RE, FEohflfER SCAP TG, MMEHITRAEM. BEMAE U, HFERSXEE
FSHXHBIF,

6.3.1. &% SCAP L&
EEERGIPRE SCAP #£HIA, 1HL root HBZTUTHS -
~]# yum install scap-workbench

e R REMARIL SCAP TFEREWIER TIFHNEHE, B1& scap-workbench M BRHNTEXS, F
EXRRE, PTRBEIEIR, 10 gt Al openssh B8, MREBAREEMHIRSFIE, FRIWENER
B R RHRA,

HEEAUFHRBENEMER SCAP THAZH], BEFEREIESA-LERERBIENRAH, ETUM

MENBIMIE T E SCAP R, F#E, MRIEE RPM XHHERKSHIE, ERILUER Yum BHIEEHRM
EENMERE KRR TRE,
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BN, EAILlR%E (SCAP Z£38/) (SSG) &, scap-security-guide, 85 BAT Linux RAREARIER
HREERKE, ESH SSG IE 171, THRENERSGHFREBZIGENEFRT I,

LIRIE RGP RIS scap-security-guide LAE, BRIEAEIEH, TN SSGC ZLNARLUIE
/usr/share/xml/scap/ssg/rhel7/ B T3, AR LUKSHHITEHMREEIIRE,
FTHREEMTREFSEERMINEG SCAP AAXR, HSMH B 6.7 T “WmMER" .

6.3.2. 29T SCAP IT{E&

EMINRLE SCAP T/FA T EM SCAP ABLE, EBEaLIEEHN RSP FAFER SCAP TEET. ATM
GNOME £ £ EmifEH R SCAP TEA, EIRT Super ¥ ASESIHEY, A scap-workbench, %
BE#2F Enter, Super BUZMEXHI, BURTREMEMMES, BEFAR Windows #zt
&“Command”i#, mHBEHIIE Spacebar I,

—BIRE5h%E AR, SCAP Workbench BOmAHIN, SCAP THFEABEOIRITERENAM, ENI%
HEF RSN R AT IX LA A -

WA
ZFREE T MAREREHTERE, BB Rl Browse RHIERERSHEMTF SCAP
HRA,

L

% TNRIPIRIE B R 2R RN A FMAR S RBPIERNEH. MREETIE—DER, EFL
B Rt SR SRR F — N ERE R,

T

ZNHIIRERBENE L ELERBIESE R, BRI LLET iz ThIFIRIERER B E XA
W, SXERNFENBERGIEEF, BIMER (no tailoring), XEREMERANZLERIRFTTR
AN, MREXNFMENRSEEX A T AN, TLh@id R Save Tailoring %
HIEL XML XA R R F X LSRR,

BoiE S
% NHIPIRIES BFTER £ RIGECE X MR, @i =iz THIFIRIE, A LUIM4ER XCCDF

HEHERXGHITLERZLRENS. EEUE— MK TMALTLRIBEE XX BHENFERE
X1, iEmili customize ¥R,

Bir
XA BRI A EA RS RA R AT BENL 22T B,

gtz al: )W
ZFRETHE—RIRZERBINNREMN], FENESEEEMFENREMN L LURERE
éﬁ {E/%\O

RERE

R B ARTFERFE Input file LA Tailoring FEXHEH ) SCAP XHRERIEEM B FKE L
RPM 2R IRET E.

REE
XR—MEMAENTIRS, EREEEITHRERT,
"H&ER
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ZERERFAERS AR EEEEE, MREEHIZELIE, SCAP THFERETRERLET
SRR RIS E SUR SRR E,
Hith

AR A VA S BN R R RO T,

SCAP Workbench - =)

Input file  fusr/sharefxml/scap/ssgfrhel7/ssg-rhel7-ds.xml Browse

Checklist scapocrg.open-scap.datastream-frem_xccdf ssg-rhel7-xcedf-1, 2, xml / scap_org.open-scap.cref.ssg-rhel 7-xccdf-1, 2, xml ~

Tailoring  /mome/fjohndoe/RH-CCF-tailored. xml hod
Frofile Red Hat Corporate Profile For Certified Cloud Providers (RH CCFP) [TAILORED] b Customize
Target @ local machine remaote machine (over ssh

Selected Rules

Enable cron Service

Allow Only 55H Protocaol 2

Disable Host-Based Authertication
Disable S5H Access via Empty Passwords
Cisable 55H Root Login

Cisable 35H Suppart for rhasts Files
Do Mot Allow 25H Environment Cptions
Enable 25H Warrimg Banner

Set 55H Client Alive Count

Set 55H Idle Timeout Interwval

Save content ¥ Gnline Remediation Scan

i 6.1. SCAP T{eE& 0O

6.3.3. HERS:

SACP TFEMEENRERKIRA ER XCCDF HERIRR XM, AREPHRIAHPITREEM, HEITHHE
BRSBEREERAMANZ LR, HEETNLSRK

1. @it Rili Browse 1214 E T HAEN B XCCDF S& BUIER X4 RE FE— TR £ 5K,

EFE—TREREE SRR ERFINEMABRTEER, EEEFNAERNRE, &
WA ANEEXHHEEHHERR, FEIRNE, BIENEBEXRABRLERT
R 2R,

2. WMRBEHE SCAP XHB—MREERXM, RETRIE—NEH, EALLET R Checklist THI
FURMESRIE R ERE H
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$ 6 = A5 ERHE
Y EE
| - |

BREHRARRS

RER SR EEE XA BNEEMEM LM B E UXEFH T ER FHIEH

3. MREBEETLRHET — M ENFERARFANBEE L LEEREXHE, TJLUBT =T Tailoring FHL
FURAEEMNE L X, EHAT BT LTENEREBEX N ARENE—INEE X HE., T
BESER, H5H (56347 "ERNZEMBEXM"

a. MNREAFLEFREMYFIRITENBEE UXE, Eik

AB&EEM B E KBRS

%dh (no tailoring) %M, MR
, 123 E B EIAIET,
f (open tailoring file
SR

) TR SR E R RS M, X EXHR AT HETHR
MREREFERTENHAEH, SCAP IIF
TE—ABPESHNAER

IEXDNXHFHIEERMBIFIRAD, XHIL
4. @1t R it Profile THIFIRAERIELT SENELEREXH.
a. BRfF—TERAMENEESH, 1H=d Customize &, BXREEXMHEE L HIFHIE
B, B <f$f...6...3..4...fﬁ....i?ﬁﬂ.%%.@ﬂ?}?{%_>

IFEM A Target FEIRHIAP SRR — DRI AMFE LT EN
a. MREAFETZRRRS, BIWARF&, ENEURKOGCENAIRIEEE, WTHIAR

7_|_\ .

local machine B remote machine [over ssh)
Target
johndosi@remotelZ3

- |22

6.2. EE— 1 ImiERS

6. EAILLET %R Online remediation B EEARIFREFEBIRIE, BRIZIEIT, HD%ES'F
G R R B E R I A IE,
=

SCAPTFE R RIRRRIEHAT N AN Z £ M Zil 2

MRFEATEE, EEEETERNERTZTRIEHER

DIk

==
[w=]

RERSFBRSELDA
7. mil Scan BHIRF RS,

BEo
6.3.4. ERZLECE XS

T EAENE RN LLREX M LG, B LUE & Customize 1R it
MEBHEED, 1 k
{¢Q

RIS — 5 R, KT —
ORISR S A% P8 XCCDF BB, T35 37 FtEh% B89 XCCDF X
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Tailaring 'Red Hat Corporate Profile for Certified Cloud Providers (RH CCP) [TAILORED] - =

% Prafile Froperties =
Title Type C &
B Guide to the Secure Configuration of Red Hat Enterprisa,.. Benchmark rocdf_org ssgprojec.. 10 tcent_profile_rht-ccp_tailored
- % Documentation to Suppart DI5A 0% SRG Mapping  Group wccdfoorgssgprojec.,
; SERCE T )
A process Tor prompl installation of &% update.. Rule wecdl_org.ssgoroec.. Title | Providers (RH CCP) [TAILORED)]
Guidance Dogs Mot Meet this Bequirement Du... Rule wecdf_org.ssgprajec.. Descrintion
7 Guidance Does Mot Meet this Requirement Du... Rule wocdfoorg.ssgerojec.,
) tian of <he Requi tis Mot S Ful d4F : This is 3 *draft* SCAP profile for Red
mplementation of the Requirement is Mot Sup.. Rule woedf_org.ssgerojec.,
pie 1 = = 9559 ! Hat Carthad Cloud Froviders
Produsct Maats this Requirement Ruls woodf org.s5g .'.hr.'.hjpr
Product Meets this Requirement Rule wccdfoorgssgprojec..
Froduct Meals this Heguirement Hula scodl _ar O.55g00ojeC..
% Introduction Group wccdf_org.ssgprajec..
& General Principles Groug woodf_org.ssgerojec.,
& Configure Security Toals to Improve Syste...  Group wocdf_org.ssgerojec., Selected [tem Properties i B
oF Ercrypt Transmittad Data Whenaver Passi:le Group werdf nrg.s5g .'.hr.'.hjrr )
¥ Least Privilege Groug weedl _orgssgprajec.. Title on of Hed Hat Enterprise Linux 7
W Minimize Software to Minimize Wulnerability  Group x-;:dr_:.rg.as-; bl o] [T
£ sl 5 X Iy vt content _benchmark RHEL -7
W Run Different Metweork Sarvices on Separat... Group wocdf_org.ssgorojec.
& Hew to Use This Guide Group wocdf_org.ssgerojec., iy
5 Dascription
& Formatting Canventions Graug woodf_orgssgprojec
¥ Read Sections Completely and in Crder Groug sccdfoorgssgprajec., This guede presents a catalog of
W Rehool Required Graug dccdlorg.ssgoroec., security-relevant configuration
. % el lings for Hed Hat Enlerprize
# Root Snell Envirenment Assumed Group xccdf_org.ssgorojec.. h_ i e TaoT 'J el "_
il . ) Linuz 7 formatted in the eXtensible
# Tastin Men-Production Enwiranment Groug wocdf _org.ssgorojec.. i
Configuration Checklist Description
& Saruirac =ranm wrrdfF mrn coamrnior = it e E
Format [XZCOF). Providing system
Changes will be saved but Undo [ Redo history will be administrators with such guidance
gess i Finish tailoring AL o El !

Lost if you press Finish tailering’!

K 6.3. EHIATENR SECE 4

Tailoring EOE & T —BESEPHNREEEXHHEXMN XCCDF TR, ILRLEEXHEESTENT
%&EW‘H‘EE’\J#?EEMQ & OB 2 8 OB E E U E R AR N B B R AE SR T FF 508 KM iX L&
TR, ZHEBEOILZHE undo # redo ZhEE ; EAILUEIN Rt B O A £ A& BIFEL KRR BEHZE EME
B E

YIRERENEEBE X4 EFGE, ®id R Finish Tailoring IREIEMIGXLESE, BT EREEE
REF, IR SCAP TEEHKRHISE 4% 7 EL2 L, J:lzilﬂji'ﬁfan NI SCAP RAEHE 75— MR %E

i, AT ENAEREE, IREHFEILETERHERF TR, =T SCAP Workbench & O #ISave

Tailoring B, ZBRERFELL—1 XCCDF IEJ?EXC#FE’\D':'ECE@EPE’\J B X TREENRLHE SUEFT K
MAE, EEITEMNRZARXGUEHTUS HAERE 4 —itiF,

6.3.5. ffF SCAP A&

SCAP I1’E"‘1ﬁ_JLLLﬁifF1&31%Tﬂ&FH FEORGOEE T SCAP AR, BEIrIUSFREFFAEH (FSH <
26.3.4 T “EHREEMEXH) ) AT LUEY s Save content THIZIFRIE, 1% Save into a

directory (3 Save as RPM LK —RMUHREMENEZTEHNE.

Bl i%A Save into a directory %5, SCAP T{E& S XCCDF sEUER XM FZE T4 & 2R E R
BEMME, XALEN—DNERNED AR,

Wil i%r Save as RPM i%EM, f&AILA4 SCAP TEAGIE— 18 E XCCDF siEUER XM THH
RPM 8, XiFoAXHEMNRZRERBRNILETEMTREHEMNRS, SEUNEN T NS EXARABTRH—
TR, BIFBEERLM,
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Input file fusrfshare/xml/scap/ssg/rhel? /ssg=rhel7-ds.xml Browse

Checklist |scap_org.open-scap_datastream_from_xccdf_ssg-rhel7-xccdf-1.2.xml / scap_org.open-scap_cref_ssq-rhel7-xccdf-1. 2. xml |+

Tailering | fhomedjohndoe/RH-CCP-tail ored. xml =

Prafle Red Hat Corporate Profile for Certified Cloud Providers (RH CCP) [TAILGRED] w Customize
Target & local mad Save as RPM

Selected Rules Fackage Mame  ssg-rhel7-ds-tailored-RH-CCF 2

Enable cron Service

Allow Orly S5H Prot
Disable Host-Based 8 pelegse
Disable 55H Access

Wersion 1

-~

w

Disable 55H Root La Summarty An example of RHELT 55G content with customized RH CCP profile
Disable 35H Supporll | arca GPLu+ o
Do Mot Allow S5H E

Enable 55H Warning Cancel ol

Set 554 Client Alive
Set 55H ldle Timeout Interval

Sawve content Online Remediation Scan

K 6.4. LL RPM 2R EFLRIN SCAP RAA

6.3.6. EFHMARFHENITIERE
YRGS RLUE, WK, Clear #1 Report, &HINFEUL Scan R4,

mi Clear ZRH KK AFBPRITMLE R,

f&e LLE T =i Report ?ﬁt%ﬂ%ET%DL SO B R, 1Z3I21FXITH Evaluation Report O, It
B O S & Save MIFIKRE, ABMH R, Open in Browser, #0 Close,

EA LLET =i Save THIFIFRIERLL XCCDF, ARF & HTML jdfFE’Jﬁ/Tﬂ%{%ﬁE#* ZER, % HTML
Report ﬁlﬁxiﬁzjwﬁ%ﬂﬁﬁ%o XCCDF #1 ARF (3ER) A ESH —FHBEIELE, BalRE
EEFFIX =AML,

MREEVEEI AN EEMAREMRE, ETLl=E open in Browser 328, XA —NIGEH
HTML 34 ERIABI R L4 0 0 28 FR T FFxX s i s

6.4. {1 oscap
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oscap SFFITTEARVFAFHEAMRY, RiEREAMRE, ERETXERGHIREFARREME
M. ZILEFH—1 OpenSCAP ERETH, HETFELEH—MREE SCAP RS, MHINELHERRL (F

PPN
PP T o

DUF& TR T 0 %4E oscap, HUTHEE W BERE, #ELT% XETEEXHGF, ETRESZSEEN
FODBERMAR, HER --help LTI Loscap &% :

oscap [options] module module operation
[module_operation_options_and_arguments] --help

module FR—FIETEHLIER SCAP RAEE, module_operation =—#%] SCAP ABHTIFERIENF

PANPEN
PR Mo

Bl 6.4. FRENA X EK oscap EIFHIEEED

~]$ oscap ds sds-split --help
oscap -> ds -> sds-split

Split given SourceDataStream into separate files
Usage: oscap [options] ds sds-split [options] SDS TARGET_DIRECTORY

SDS - Source data stream that will be split into multiple files.
TARGET_DIRECTORY - Directory of the resulting files.

Options:

--datastream-id <id> - ID of the datastream in the collection
to use.

--xccdf-id <id> - ID of XCCDF in the datastream that

should be evaluated.

E T HEFA oscap IR ENENTESIR, 5S4 oscap(8) FMIL,

6.4.1. &3 oscap

N7 & oscap EIEHNRGIH, FTEL root B SZEITU TSRS ¢
~]# yum install openscap-utils

LS R ERERIE oscap EEIZITATSHNMEREDS, SIFRHICEAIEBSM openscap HiE., 0

@ﬁ%%@ﬁ&%témé,@&fﬁt&qmmwpwwm&m@ XNZERTIRE T AR ES|ZE

(SCE) . SCE & SCAP HI—/ "B, RITHBEEFERHANEEEREBCHELANE, fIM Bash
TS, Python iEE=#E Ruby \HS. ZRES AL openscap-utils it SR A R ITRE,

BIEFE, TRE5T oscap }=, BRI LAIG B IR Fr 245 oscap IRARITHEE, LWlEZ#HFM LIHERAE, EN
oscap XHEBFEEMLME, BEFERM AR SCAP MR, UREMERANER, EERIER, HHALL
e :

~]$ oscap -V

OpenSCAP command line tool (oscap) 1.0.4
Copyright 2009--2014 Red Hat Inc., Durham, North Carolina.

==== Supported specifications ====
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XCCDF Version: 1.2

OVAL Version: 5.10.1

CPE Version: 2.3

CVSS Version: 2.0

CVE Version: 2.0

Asset Identification Version: 1.1
Asset Reporting Format Version: 1.1

==== Capabilities added by auto-loaded plugins ====
SCE Version: 1.0 (from libopenscap_sce.s0.8)

==== Paths ====

Schema files: /usr/share/openscap/schemas

Schematron files: /usr/share/openscap/xsl

Default CPE files: /usr/share/openscap/cpe
Probes: /usr/libexec/openscap

==== Inbuilt CPE names ====
Red Hat Enterprise Linux cpe:/o:redhat:enterprise_linux

Red Hat Enterprise Linux - cpe:/o:redhat:enterprise_linux:5
Red Hat Enterprise Linux - cpe:/o:redhat:enterprise_linux:
Red Hat Enterprise Linux 7 - cpe:/o:redhat:enterprise_linux:7
Fedora 16 - cpe:/o:fedoraproject:fedora:16

Fedora 17 - cpe:/o:fedoraproject:fedora:17

Fedora 18 - cpe:/o:fedoraproject:fedora:18

Fedora 19 - cpe:/o:fedoraproject:fedora:19

Fedora 20 - cpe:/o:fedoraproject:fedora:20

Fedora 21 - cpe:/o:fedoraproject:fedora:21

Red Hat Enterprise Linux Optional Productivity Applications -
cpe:/a:redhat:rhel_productivity

Red Hat Enterprise Linux Optional Productivity Applications 5 -
cpe:/a:redhat:rhel_productivity:5

o U1
(o)}

==== Supported OVAL objects and associated OpenSCAP probes ====

system_info probe_system_info

family probe_family

filehash probe_filehash
environmentvariable probe_environmentvariable
textfilecontent54 probe_textfilecontent54
textfilecontent probe_textfilecontent
variable probe_variable
xmlfilecontent probe_xmlfilecontent
environmentvariable58 probe_environmentvariable58
filehash58 probe_filehash58
inetlisteningservers probe_inetlisteningservers
rpminfo probe_rpminfo

partition probe_partition
iflisteners probe_iflisteners
rpmverify probe_rpmverify
rpmverifyfile probe_rpmverifyfile
rpmverifypackage probe_rpmverifypackage
selinuxboolean probe_selinuxboolean
selinuxsecuritycontext probe_selinuxsecuritycontext
file probe_file

interface probe_interface

password probe_password
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process probe_process

runlevel probe_runlevel

shadow probe_shadow

uname probe_uname

xinetd probe_xinetd

sysctl probe_sysctl

process58 probe_process58
fileextendedattribute probe_fileextendedattribute
routingtable probe_routingtable

FER LT aAMEMEA oscap LA TREZAT, BLMERIEFA—LELRERARIENRSP, EAL
MR BIRIEFTE, SCAP AR, =&, RIEEHN RPM XHHEYHS, ETLUER Yum RESTEERSE
MIEERIESHE FRE TR,

B, eIl ( SCAP &£3¥8/) (SSG) ¥#8, scap-security-guide, ZHHSEE T Linux 15T

LIRIE RGP RIS scap-security-guide LS, BRIEAEIEH, BN SSG ZLNARLUIE
/usr/share/xml/scap/ssg/rhel7/ Bk T3, AR LUKSHHITHMREEIIRE,

NTHBHMATREFESERKMINAE SCAP WEXRR, HEM <FE 6.7 T “MINFER"D .

EENRGHRENF SCAP HRLUE, oscap JLLETIEEXHRREATH AN NEXLNRNS, oscap T
B # SCAP 1.2 ikAX, B EME T#ESAE SCAP 1L.1ML.0RAE, XTI LUEREE SCAP ABMBRHIRA
ML EA TR K,

6.4.2. 5.7~ SCAP I&

SCAP TAETE LT ME X HHER, oscap TEAILULIEHERFATFSHANXMY., NTH—FSLIES
SCAP REMBXMLEXMH, BRET BINARIELS EHXHRERZA oscap , MRFHEMMER—T
REERISCH, EERRT LT XA, AT UEEUX N, SHEERATLUERA oscapty info &5, T
#, FLUAEMEIIRIEXER.

BT ARG E SCAP XAHEMRELEN, FETARNER, BIIARE, MSERA. XHEIRE. X
ML HBHE, URXHEEEHREIRAHBE :

oscap info file

He file REEHRENREARTHTERZR, TEMRHIELEVII oscap info M SHAE :

fl 6.5. 5.7~ SCAP RAER

~]$ oscap info /usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xmal
Document type: Source Data Stream
Imported: 2014-03-14T12:22:01

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-rhel7-xccdf-1.2.xml

Generated: (null)

Version: 1.2

Checklists:

Ref-Id: scap_org.open-scap_cref_ssg-rhel7-xccdf-1.2.xml
Profiles:

xccdf_org.ssgproject.content_profile_test
xccdf_org.ssgproject.content_profile_rht-ccp
xccdf_org.ssgproject.content_profile_common

126


https://fedorahosted.org/scap-security-guide/

% 6 % AHESRAL

xccdf_org.ssgproject.content_profile_stig-rhel7-
server-upstream
Referenced check files:
ssg-rhel7-oval.xml
system:
http://oval.mitre.org/XMLSchema/oval-definitions-5
Checks:
Ref-Id: scap_org.open-scap_cref_ssg-rhel7-oval.xml
Ref-Id: scap_org.open-scap_cref_output--ssg-rhel7-cpe-oval.xml
Ref-Id: scap_org.open-scap_cref_output--ssg-rhel7-oval.xml
Dictionaries:
Ref-Id: scap_org.open-scap_cref_output--ssg-rhel7-cpe-
dictionary.xml

6.4.3. AR 4S:
oscap SEEWMINESEAMRS FHTRES BRI, UTE2E 1 GO0 —8E:E

oscap [options] module eval [module_operation_options_and_arguments]

oscap TERLIFH XM AR SCAP IAHERS:, XM A SIEXCCDF (A1 BRMEEKR L B B iEnE
) EEM OVAL (FMBRIFHIES) X, RERIEAILLLEMBOVAL 4 5EXCCDFX IR
£, S PNEME XML XHEREREE, XESD XML XHREXT AENEHE (XCCDF, OVAL,
CPE, CVE, (A BHAM) . FHEERAILUTEI AR, PREM B XML X, ERXEFTLIZZH oscap it
— S BBLUEE AT IRE., TEMNGFIHBET ZaaiE LNEE,

fll 6.6. FFSSG OVAL E VMRS
BEENT SSG OVAL E N XHFENZRE, BN IHERMENEN, HaiTUTHS :

~]$ oscap oval eval --results scan-oval-results.xml
/usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

55 RIS AL scan-oval-results. xml X4 AR EEEYFIEEH,

fll 6.7. FFSSG OVAL E YRS
HTIHERB B SSG HIBERXHRRNELLRIEHFHETHIH OVAL € X, HZITUTHS :

~]$ oscap oval eval --id oval:ssg:def:100 --results scan-oval-results.xml
/usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

55 RIS AL scan-oval-results. xml XM AR IEEEYFIEEH,

Il 6.8. {#f SSG XCCDF MRS

BIERYH N xcedf_org.ssgproject.content_profile_rht-ccp & X147 SSG XCCDF £
HENR, EBTUTeS :
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~]% oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_rht-
ccp --results scan-xccdf-results.xml scan-xccdf-results.xml
/usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

LRI AL scan-xcedf-results. xml XA RIREFEE L BIE T H,

--profile S GITSHMLAER XCCOF HEBIBRX U FitFLRLEEXH, T ANEEXHS
KA LLEITIZ1T oscap info A HRIREX. MR --profile G HITSHMAI T, MW
XCCDF ESEX 4 F}HRYE SCAP MM ZEREMHER, FEEITHZMIAB XCCDF BEEXX 4 AT#E

2, BARFTE—TEaENEERE,

6.4.4. ‘ERIRE IS

oscap #97—E FMIHEER LTS £ BRI LA SCAP RZ. oscap KA TE AV — XML HEH K
HTML SEZEX AR, ZBERATERZLERIEFTE, XLEERMIFATUMENERBER, Rt
AUATHESZERARE, RITIMERBAILSIERE T EERNERRE, —ROGSEENT ¢

oscap module generate sub-module [specific_module/sub-
module_options_and_arguments] file

X E module 2 xccdf = oval HiZ~z—, sub-module 2—F4ERBISRY, FA file {K&X— XCCDF s&
OVAL X 14,

THRRHNZZMSEERTEPRE LBHF

fl 6.9. £ — A EEHMIEE

E ) xcedf_org.ssgproject.content_profile_rht-ccp BEBXH4ER— N E&FHMNEM, Hiz
ITLLTaS -

~]%$ oscap xccdf generate guide --profile
xccdf_org.ssgproject.content_profile_rht-ccp
/usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml > ssg-guide-checklist.html

XAPHERIS 2L ssg-guide-checklist.html X#HB AR EFELABERT.

1 6.10. 5 SSG OVAL iR NiRL
EfH—{9SSG OVAL A RLH AN HTML X4, FizfTUATHS :

~]% oscap oval generate report scan-oval-results.xml > ssg-scan-oval-
report.html

X ERIREMN AR ssg-scan-oval-report.html XEHEMAXEEELFIE R T, LRABEEMNS

scan-oval-results.xml XHEFEHHERAMAEIZITZHS. &, BEEEEZXGERIEHHRER
R REERRIR,
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fll 6.11. $$SSG XCCDF it Rt ik
EF—19 SSG XCCDF LG REEH N HTML X4, HETUTHS :

~]$ oscap xccdf generate report scan-xccdf-results.xml > scan-xccdf-
report.html

X ERIREMF R ssg-scan-xcedf-report.html XE N EHEEELRIE R T, =E, EAILUER
--report NITSHAEITE T RBPEMR LIRS,

~]% oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_rht-
ccp --resultsscan-xccdf-results.xml --report scan-xccdf-
report.html/usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

6.4.5. 55Uk SCAP R&

EXRGHEARLSEKEZE, BNIZEERIEATEANSERE, LERIZRIE RS ENEMIEEXNEEELN
%, oscap LR T EA A TR FrE SCAP XML RIMEZLAR, BIFSERESWITENEITAER AR
(stderr) A, ZEIERFHI—RIEEMT ¢

oscap module validate [module_options_and_arguments] file

X file #REIIERIZHHITEERRR, H—HIANEREIRTER (ds), XEFEANZE ds-validate BERNK
% validate, EEIENZE, MEAEBIERPH SCAP HEHSHBANKIE, MEREETMAAGIFE L
WIEE, XRMTEMGIFHEAITUES :

~]% oscap ds sds-validate /usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

N FEL SCAP AR, bl OVAL #i5E, EtalLAH{T Schematron %1F, Schematron %k EE AR AT IETE,
ERIREH T EZANDH, FRILEVRNEEZMNE R, TEM SSG RAIERT ZiaSrysi A%

~]$ oscap oval validate --schematron /usr/share/xml/scap/ssgq/rhel7/ssg-
rhel7-ds.xml

6.5. f££Lig Satellite _L{#F OpenSCAP

LT NMIER W ARLInux R, REMBENRGHEFTEENRZ LK, BEMN—MIEZBIITREHE
MIEEREEEEN, XEFLLET LEEER Satellite B/ (FBL118 Satellite 5.5 LI EBIFRA) £/
spacewalk-oscap ¥4 SR LI, ZE 4 S LM Red Hat Network Tools #1i5E % E,

ZFRARZFHMMARNMITENTE, B B E—SLEERER, ST LUERA openSCAP satellite
Web Interface sX&EHi#id Satellite API 2T uHIHIA, BRILFBRARNZEEGMM, RHEFRHM

6.6. . FASEH

X—ED R T NAE RRHNENRERNETHELERER.

6.6.1. LI MM EH T 2L RE
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LIRS N ET" RIRMEFF SRR OVAL & L, XLEEUATEESLENTHRARRETEENMEHIT, BT
N
~]% wget http://www.redhat.com/security/data/oval/com.redhat.rhsa-all.xml

2108 Satellite 5B P AIRER A AN T € X A EBIM XCCDF B4, BETHIXLEE X, HTU TSRS :

~1% wget http://www.redhat.com/security/data/metrics/com.redhat.rhsa-
all.xccdf.xml

EHFRRAHEREYTHNEZERE, HoTUTHS

~]$ oscap oval eval --results rhsa-results-oval.xml --report oval-
report.html com.redhat.rhsa-all.xml

oscap T EJ¥Red Hat Security Advisories B5 2] T CVE #iRfFH, XEMAFSERRREEFEEE, B
KR EN LR N ESEBRNAIIRSH,

FTEIEMR, XL OVAL EL#HEIT NN TH RAERA GG EHT P, BEERETHN
BITE X LAE BE R BT R 58 = A B+ TR
6.6.2. {ifl SCAP Z&BHKRAXE
SCAP Z2%KIg (SSG) WR¥HE, scap-security-guide, B&7 Linux RARFNLLERKIGE, 55
KR Linux 7B BRI S, BT scap-security-guide REIEMZRLMNE, 1%$ M oscap info & :

~]% oscap info /usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

XN RHIEAE SSC XMW —Md, E88 T TANREX 4., BEXEMNRIIEBHITHK, 1HkFE—
MEEHNEENH, FoTRYT e, fl, FHNELMNEEXYE, TEMGS NETINERIIE=H#
PR 45 FE B R ET T

~]% oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_rht-ccp

--results ssg-rhel7-xccdf-result.xml --report ssg-rhel7-report.html
/usr/share/xml/scap/ssg/rhel7/ssg-rhel7-ds.xml

6.7. B InBEiR
BXRBLERLEHIFAMNE LS RBRABHIESR, HSHUOTHIR :
TR
oscap(8) —oscap B ITLEFMITIRMH T oI Rt Wn 2SR R B AERME BV,

scap-workbench(8) — SCAP Workbench I BfEFFMIIRE T NARFHNERESR, UR—LEEBEMN
SCAP N&IRAEE,
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B 6 = S S REEM

ZIME VAR Linux 7R 2iXEIER — —fPHTMLX 4, {iiF /usr/share/doc/scap-security-
guide-0.1.5/ B3XF, Ll XCCDF Z 8 NEMRSIREFAMR LB,

FEEXE

MITRE OVAL — iZITHKEKR T — 1 H MITRE 28R #HH OVAL BXIH, MREHM OVAL HXER, XL
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B 7 F BIBARAEFEM,

ERIEZEEY, ARFRENVWERSEIBIRITLEREME, ERMMNAEARS N, RERR T XL
PRAEFIALII B9 —ER 43

7.1. BFBE BALENHE (FIPS)

FIPS (EEBIBIEBLIEIE) HERY 1402, 2—MiTENMRSIE, AEEBRFNLR T EARGIER
R E, FIPS BiRY (8315140-2) ATLAELLTF M

BER BT, FIPS PR T %2 S/EEfE TR EERANTI. MBERaH AL
FNFIE R, XEERBRIT

FER1 — REFR 1 IRUTREFINZ Y, EXNREERNFMBEEREGFMME (b, EVF
EfEA—1 Approved BIEF#E Approved ZE1M4RE) . RERGFHNYMELZENHERLEFN 1 BIMERR
RRIBIE £ FERARNERER, — DN REFHNINNBERRBBFriZE PC (AR MER.

FN2 — REFREIIBM T ESEFEHNER, DR EFRUNBERONER SN, XSETHE
RENEDMBPRRNE, NRRPABSBEN1BBED . ERLEMRRMENERE FNBEER £
R I SR P =5 BN i T A B R A ER i AR ER R B ZE SCR IR AU EHA] CSP (B R R £ 5H) . ENLEN=E
PR ERE T HESE ]| LR LR IBAEIER T,

FEWN3— R T REFNMERNEALIERRZ 2GS, T2FIBFHEIEAERERG A NBERRH
CSP IR, REFHXIMERNMEL G BNEREZ BT FRNM R NA S TN, ERA%N
FIEWIMBELR, HINBERP ARSI E/ [BATFE, PR % ST S 38 6 R iR KB4 FIE ek
I 2R/ L FELER O AR A BY4E XA CSP A%,

FRA—RE2EFEPA RBT I IEFRENEEEFR, EX—R2FN L, MERSNHRETENRE
REFNTERTE, BH2RENFN AR R Z R FHERN, MBERMERAESER
FESHLERIFRINE, SHTABELXA CSP WEIRIHE, Z2FRANMBRELN FYERZRT
IR RZE+ 28 M,

BEXTFIXLEENM FIPS TR E MBS, 1 i http://csre.nist.gov/publications/fips/fips 140-2/fips1402.pdf5e
2 FIPS 140-2F7 4,

7.1.1. ]335 FIPS &=

T ALLINE Linux RSTRFS FIPS  (BFME BLIEEIRAE) B9 140-2 HiRY), EFBFH—LERLBERERIA
AIMBEERGEER, JENRSE (ARIERAZER) tIHE FIPS B, HEFUTHIRK :

1. AT ELURKEREBANERTEY, AHERAERE L, XaLu@ntix
B/etc/sysconfig/prelink ECiE X4 R HIPRELINKING=nO X5, MNAEEMEBEEFENTIERE, N
ZAFE A prelink -u -aZEk, EERGISUEHERIR,

2. TR, BRI dracut-fipst, :

~]# yum install dracut-fips
3. EMmfinitramfsXty :

~]# dracut -f
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B 7 F HIBIRAEREAL

DIk

H
[w=]

4\

XNMRESUN B FNiInitramfs3Xi,

4. {ETRIE /boot/grub/grub.conf XS HEITAKBMRZKG BT, RO TR -

fips=1

IN5R /boot & /boot/efi fI FRMHIDK, WikSHboot=<partition of /boot
or /boot/efi> MR IBIAKBTIT. RIS 7@11i21T df /boot =& df

/boot/efiiXH g%,
~]1%$ df /boot
Filesystem 1K-blocks Used Available Use% Mounted
on
/dev/sdal 495844 53780 416464 12% /boot

EMfE B E/R B X & RN, BB TUTFEREHIA UUID GCERME—IRE) LUAR the
boot= SEEFEDRIZIE,

~]% blkid /dev/sda1l

/dev/sdal: UUID="05c000f1-f899-467b-a4d9-d5cad4424c797"
TYPE="ext4"

R LdBF, UTFHEFERMIIAZXRFITL;

boot=UUID=05c000f1-f899-467b-a4d9-d5ca4424c797

5. EF%RS0
IRNZEE™ K FIPS &8I, fips=1 AKETNEEERARENBRMBIAZKM ST, FEILEEHER
BB EEN U R ERFEMN I IEM TR, BN ZEEETBRBIRUBRRGERETRPER

BERN, FMFRARN, BEBERTUZSRETRE, W FadEarREN%Z% T 256 R, DT 256
REOE SRR TR B T FEME— B RE,

7.2. ER TR 2T RIEREFM

NISPOM (H#5DoD 5220.22-M) , #EA NISP (ERTIWZLUIH) HHKES, NAREMNBFEREEXT
PDREEMBII T —RINEFHER, LYFIH NISPOM F2006F2828HFH, FEZ{LM2013FE3828H

2006 #, B 7T PCl ZEEBIFFR. BB, BIIURER, BRASIZHELZEIE (DSS) .

133


http://www.nispom.org/NISPOM-download.html
https://www.pcisecuritystandards.org/about/index.shtml

ZetiEm

7.4. 2RI IR

(ReBREREIEm)Y (HF STIG, Security Technical Implementation Guide) =it MM HIREL
BERENTFE,
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B A, B
B S% A. INEEFRE

A.l. SN

A.1.1. SENZTRAE — AES

EMER, AES (BRMEIE) BRHEEBFAAXANMBRE, X—inESRZ KRN, AES-128,
AES-192 #1 AES-256, B — 1N B KHWEEH R AL KRN Rijindael, T AES BIEERHF 128 LTI K/,
MEARI K/ A 2128, 19271256045, AES BIS#I 52 0T, BRIMESIKMER, EMHF—K DES (BB

ki) —rt, [

A.1.1.1. AES [jish

AES 2/ NIST (CEEERWWERARFRAR) E435FMETTE, F2001FE11826B7E$E197/0 H R+
% #i, 7E Rijindael BRZIHRIEFEZ§T, 15N ESRITERBRMITEESESM—1, 2002458260 #
TER—ANTAETARER, XMHTERSTARANMESFRER, AES 25— NSA (ZEERRZD
) SBIMENTAENBEAFERNEG, GE0TH AES ZeikxR) M

Rijindael Z 15 B M AL LRI ZtEE Joan Daemen (F7-2[7]) #0 Vincent Rijmen (IFR4F-IiE]) HEF
%, FEMBITERE AES kT2, Rijindael EMAFLEMLIES, B

A.1.2. BIEINE R HE — DES

BB (DES) 2HERVGER HEETE 1976 SR E NI E AEBLEIE (FIPS) MG

(HERBEMBNHR) , BEEERLEARNE, SHKRIESER 56 BN IEAEE, ZEER
SRR TRAE, BHKERSE, HARTREERLLEM (NSA) MEI ], DES BAAEMEA
R, SXERFZREI% T B R INE DI 2R, (6]

A.1.2.1. DES [jish

DES BRI FESEFERINHEBAL L, TEERH H56LEMIAKE XSS, 1999418, distributed.netfih
HHEFITAR SR AE2NT IS AT T — DES WiH, RECIIELITRIETR SRS, thE
— BRERERI DTS RIFSE T BRI SR, REARSEILHE, BLL=AIDES FHiZriT & i\ N 5Lhk
FR%RS, ILRLE, BINDEH AES (BREMBIE) B, [7

FE—Lstrh, FEME AR DES M#RAR ) DEA (BUBMBEITEEN) MzEENIz AREXar, 6

A.2. AN

RAMBER—MHEARSMBEENNBERAXKBNMBE S X, EERTFRZLEEFERFUHRARE, MA
=R, FEANEANTRARE, FRLF-AABRARABZULRE ZAIRANNART BHHERILER
BFEZRINE, ENTERERNHRARENFEN —IPHES MREBHNR MR, SATRAT
tlEgTsg,

AFMEER AT ERANEMEA, 2ELEHERSE (TLS, SSLMES) . PGP fl GPG SHILM
PRERMEE %, 10

FERFAMBEEZRERNEHRARTU MR ARE, INEEPARNBEENEHASREERNEHTZR
—. BTMRAPHE—XNNEBRH — —PAHM— IR, RARMBRE, MARANKIZEE. BERE
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acct ILRAFKS &,
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AP FHEERREERNIEE (B0, B su - john tIHAFA)
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DR EA BN E FTR G =+,

LR EA EINBFICIC REE,

LR EAEMNBFES CPU FKRIEHEZ,

1CSK 2 Be 45 BEFUNLRORT 4% SR E FURRY MAC itk
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MAC_POLICY_LOAD
MAC_STATUS

142

R

YFIPRRFER N R L AR,

Y auditd SFFREFESITEEENEMA
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SEH NetLabel RIEHARA ST ETEN—ED,

Y — LT RYIBR IS SO 4R AR 4 . LSM I5BREYZ H NetLabel fREHIA
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ROLE_MODIFY
ROLE_REMOVE
SELinux_ERR
SERVICE_START
SERVICE_STOP
SOCKADDR
SOCKETCALL

SYSCALL
SYSTEM_BOOT
SYSTEM_RUNLEVEL
SYSTEM_SHUTDOWN
TEST
TRUSTED_APP

B>k B. HERSiEI A

R

L AH NetLabel RIEHRZRASIIEAER BRNGITBUREMR S
AR %,

L {E A NetLabel REHIARASIIEREHESNEIRBIRIN A%

L&A NetLabel IRtHIARASIIERE B — D ERSNEIRBA BRI #5 Ak
Ko
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LRI E IR AR A
éIBIZQ/JL;E,JJbItFﬂ(:F*&,E&#ET*&ﬁEZ%
LRI K AN AR AR A,
e fb & LA ki g RN E.
RIS IR R EH RN E =N A ER,

143



ZEttism

| ¢ R
TTY L TTY WAL X B TR AR L,
USER_ACCT L 2 [E A IR SIS T iR AR A
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VIRT_MACHINE_ID e fh & LA SK RPN 2R RS HP R
VIRT_RESOURCE #efh & LUC K BRI 2R TR ER &
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