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User-space Process makes a System Call

L A 'y A User Space

Service System Call Kemel Space

+ Failed | Denied | Allowed
Check for Errors

v

DAC Checks

* Allow or Deny Linux _ _
LSM Hook < P Sccurity [« SELinuxSecurity
¢ Access Module Server, AVC and

Policy

Return from System
Call

Figure 2.3: Processing a System Call - The DAC checks are carried out first, if they
pass then the Security Server is consulted for a decision.
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SELinux provides the following benefits:

m All processes and files are labeled. SELinux policy rules define how processes interact with
files, as well as how processes interact with each other. Access is only allowed if an SELinux
policy rule exists that specifically allows it.

m Fine-grained access control. Stepping beyond traditional UNIX permissions that are
controlled at user discretion and based on Linux user and group IDs, SELinux access
decisions are based on all available information, such as an SELinux user, role, type, and,
optionally, a security level,

= SELinux policy is administratively-defined and enforced system-wide.
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2 (FFHSELinuxiE L& 2.2 SELInUXBEIBTFH4

SELinux provides the following benefits:

m Improved mitigation for privilege escalation attacks. Processes run in domains, and are
therefore separated from each other. SELinux policy rules define how processes access files
and other processes. If a process is compromised, the attacker only has access to the
normal functions of that process, and to files the process has been configured to have
access to. For

example, if the Apache HTTP Server is compromised, an attacker cannot use that process to read files
in user home directories, unless a specific SELinux policy rule was added or configured to allow such
access.

= SELinux can be used to enforce data confidentiality and integrity, as well as protecting
processes from untrusted inputs.
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SELinux is not:

m antivirus software

m replacement for passwords, firewalls, and other security systems
m all-in-one security solution

SELinux is designed to enhance existing security solutions, not
replace them. Even when running SELinux, it is important to
continue to follow good security practices, such as keeping
software up-todate, using hard-to-guess passwords, and firewalls.
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2 (FFHSELinuxiE L& 2.2 SELInUXBEIETH4

SELinux can run in one of three modes: enforcing, permissive, or
disabled.

m Enforcing mode is the default, and recommended, mode of operation; in
enforcing mode SELinux operates normally, enforcing the loaded security policy
on the entire system.

= In permissive mode, the system acts as if SELinux is enforcing the loaded security
policy, including labeling objects and emitting access denial entries in the logs,
but it does not actually deny any operations. While not recommended for
production systems, permissive mode can be helpful for SELinux policy
development and debugging.

m Disabled mode is strongly discouraged; not only does the system avoid
enforcing the SELinux policy, it also avoids labeling any persistent objects such as
files, making it difficult to enable SELinux in the future.
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SELinuxBY TIFRZ05 TR NBC EE RICR AR E X,
m SELINUXAYBC & SUHFRAY L & 2/ etc/selinux/config
n BEREXHNE: #cat /etc/selinux/config

BlESC#F: /etc/selinux/config

#EM cat HLEF RS SELnux B EXHER
[root@Project-11-Task-01 ~]# cat /etc/selinux/config

#LAT7 SELinux BREHER

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

#SELinux iI=fH&T0 8 enforcing  (GRHIIETL)

SELINUX=enforcing

. # SELINUXTYPE= can take one of these three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

#SELinux 2 5EHE2EEA targeted

SELINUXTYPE=targeted Q
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2 {FFSELinuxi& %

?éll‘i 2.2 SELinuxgeis T4

B SELINUXAYZEITIRES

m #sestatus

BESELNnuxBI T Eig=

m #getenforce
IR B SELINuXAY T{HRI IR $lRz0
m #setenforce 1
IRESELINUXBY TFRIN IR BRI

m #setenforce 0

Use the setenforce utility to change between enforcing
and permissive mode.

Changes made with setenforce do not persist across
reboots.

22 /IRsSELinux
m (ESELINUXAIBECE 4 #vi /etc/selinux/config
n EEERFRER #reboot
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m Policygi2fNE, FZRIRuleESE—RHIZL T Policy,

s IREMACHEN, SIEDEMERT LATEHNEFA RS RIRIF,
BRIFRFISITRRERIFEZ, REBRERESPOlicy AL,
PolicyfiRE¥EIEES, 1HFERLINUIRIERFHIAESERIES AT 5E,
SEERLREMNZAN, RFRPEREFEREAILE,

= RHELFICentOSHIE T =FMEIER.,
iem 7 SELinuxZ FatE, 1ESELINUXBETE 2 R,

RIF 7 KRN S FIRE
RIERBRERARTTEERERESPolicyfRulelI & 5EE,

g

oA
& ;V
5

AEREAKRE / ke / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



Y |

2 {FFHSELinuxi2FHH

Zﬁéﬂ‘i 2.3 %24 T Security Context

SELinuxf LIEdiEE BB =ML E £ FIE,
= T

EXER (HE) ZEUR (RehXE. BR. wOFA) F9NSEEE
e, MNEmMEs 7SRRI EAMERB N D REE— N IR ES A EIE

%, FEN ST AZ IR,

[ | f‘i\trj (Security Context)
ERERGN = H R LK Z A AR S a=Hl B £ A E AR,
SELinux=, ipialiEtlEEiliz s £ R,

SELinuxeR, FrB=IR (3. HIZEBIBE. EEF. MNEZIEF) FER

(1H12) #ESHXBENZE LT,

SELinuxERfE, BEStFERIRIRH=HTIMR, MERE LN,

SELinuxiBE %2 £ NEERTROL =S,
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2 {FFHSELinuxi2FHH

SELinux contexts have several fields: user, role, type, and security
level.

m The SELinux type information is perhaps the most important when it
comes to the SELinux policy, as the most common policy rule which
defines the allowed interactions between processes and system
resources uses SELinux types and not the full SELinux context.

m SELinux types end with t.

Zﬁé'l‘i 2.3 %24 T Security Context

user : role : type : security level [ : category |
AR Ae =8 22fHl [ p=E]
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Z§é’|\$ 2.3 %24 T Security Context

2 {FFHSELinuxi2FHH

T2 FFXAYERMITER
user : role : type : security level [ : category |

AR Ae 28 w2yl [ k]

m user: IEEEREFIIAFEE, Wuser u (BEBAPERESETUR) . system u (FHl
SRR RSHIEAIFNL) . root (rootFIFPEREHIUR) , SEABHEEETBRH (uncon
fined u) H#2,

= role: BN (object r) . HEFIBF (system_r) B9AE, BEALPRS type HIER,

m type: IEEEIERE, MINAE N OFMARERELLEIM AR BRI, #eE T type
ifmo

= security level: [EHIAMANFEE, BAMUENIDEZEER, BMNRIYEEHIE— 15!,
BHDH0~15%% (SOFARK) , BIRRIEEIAMERZELR SIS0,

= category: AIIEFE:, WFHRHEARNDAEDENDE, — I NRALUEZ M DE, WTFE
BRPXHE, ZFERALIAEE, Q
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21% . SELin UX]:ET |j\:| ~Z§é'|‘$ 2.3 & ™ Security Context

Processes and files are labeled with an SELinux context that
contains additional information, such as an SELinux user, role, type,
and, optionally, a level.

m When running SELinux, all of this information is used to make access
control decisions.

m SELinux provides a combination of RoleBased Access Control (RBAC),
Type Enforcement (TE), and, optionally, Multi-Level Security (MLS).

T2 L MNEBMIERA. EHES, (EH-J8MEE,
BENMHNRE L TXER: Is-Z

BEHENRZE ETFXER: ps-Z

SBERAFNZ2 L FER: id-Z

1N -
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Z§é’|\$ 2.3 %24 T Security Context

BeE&SELinux Policy
m SELinux is in enforcing mode, the default policy is the targeted policy.

m Change configuration defaults, such as ports, database locations, or
file-system permissions for processes.

m The policycoreutils-python-utils package is installed.
==
s BCEN e R cheon

WEM L E R ABIAME: restorecon
S18)/1Ec/1EIN/MFRSAHRIBIASELInUXEEEE . semanage
TRSELINnUXEN - seinfo
EIESELINUXFIN : sesearch
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‘Z?é'ri 2.4 Booleans

Booleans allow parts of SELinux policy to be changed at runtime,
without any knowledge of SELinux policy writing.

= XfSecurity ContextBVENHE—ENE W BENFIFERIER

= {$ifFBooleansA] AL MNAIE D NS

m (B Booleans2SELINUXEIERL B E FiR(E

BooleansfIEIE T H

= Y pTEBooleans: semanage boolean -l

m BFBooleanfE: getsebool

% 11-1-8 setsebool w4k

= EgEBooleanfl: setsebool o

B

P

ESR, ARARMIZBIEERES R, I ASETEERIEERE

boolean

RN EN T EERREEATR. AN EES A RBRRENTEREMEZ A <=
SiER

on 2 1
value

RIS . o BB SRR IR PR T T

off 2% 0

RS . s B B SRR MRS Ay
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2.5 2= : SELinux R Bt £IRE
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s
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hitpa R 55 A1 5 FRHE 7Bt 5 o Pl

0 - 13T SELinux 3% FRE| httpd AR SR miFfE
FA 80RO

Bi#r - F{# httpd £ 3 80 RO &R, BRA
BT 80 miAEIEA T - 1EiHIF 80 sROETR
FIRah o M R FIAIE]

hitpd RS 7 PREERBEES AR, TFEE
T PIRATE RS R s

i - B SELinwCERRE BRI E N FiEdiR
Bir: FREEFRMREMERER 0777, FEEFE
&£ i0/EHiz B apache.apache R T, 11T
Pl 72 B 21 Pkt ESR (R i iR e, FiEiE
uhis FETE Pt B R 12 PO i

hitpd BB S % fn ARG R H B B R BTN .
TFEFE RS BRI G

1850 - 1817 SELinux BLE httpd_enable_homedirs
ErtE, ZH nitpd B SFIBFR 6i&EE

BifR - FE nitpd fR S5-HE HFEH SIEEER T
FiLEE

BT nttpd RS LTRAIFRGIEFERAZET
ERTFINGE, ENREFHEREIEA, IR5eEm0
RN e e a = il

{656 - 8BS hitpd_can_sendmail fFi4{E, £
1E hitpd fRE5& R THAM

Bir: hitpd fRS &7 01 M0 B H Bl I EE
BLE IFAA . {BEaFaR S X iR P AT
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Ep 1R / IS IS

#[ZASELinux, B{ERAESIET (enforcing)

2. #RUHR(FES

N o v~ w

H#BEBERFSELINnuBHAFFEiRO

[root@Project-03-Task-01 ~]# semanage port -I | grep -w http_port t
http_port t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
#HIBRTCP 81umHE

[root@Project-03-Task-01 ~]# semanage port -d -t http_port t -p tcp 81

#HRE ML & B F/var/www/htmlZEBL Jghttpd sys content t
[root@Project-03-Task-01 ~]# semanage fcontext -R -t httpd_sys_content t /var/www/html

- #EBRFRENMHNRE L TXER

[root@Project-03-Task-01 ~]# Is -Z /var/www/html/

#Z5 1 EhttpdBRSS FIFE RIS
[root@Project-03-Task-01 ~]# setsebool —P httpd_enable_homedirs off

#ZE 1 EhttpdBRSS A&IXEE F AR
[root@Project-03-Task-01 ~]# setsebool -P httpd_can_sendmail off
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‘Z?Z:E'ri 2.5 2245 : SELinux Al St e (R

LU {155 LIEREzMySQLEEZEIRSS 28] o)
SPZES BB SHITO IR EN L, BEFEIREXE SRS S

] PR 9 %

BETE

DA

mysqld 55l EE A R G E R
1 Fun, {7 R GRS R By A A

fiiifi: JEiL SELinux B E mysql_connect_any &
PE{E, Rk mysqld AR 55242 ) 2ol 55 R 55
Hbx: mysqld J2 5560 & (B8 Hiz 7 B9 fE 5
T, R EEn s A AR 5 i O

EIT httpd AR5 R AMAIMEEFRFFRIIEFE | PE{E, ZE1E hitpd ARSFRERSIZ 2% mysqld 55
2 4% mysqld AR %, EZsheEF/o@itM | Bbr- EDE httpd AR S KA 0l B G AU
st Tt A e ) DAL

folli: @il SELinux B E mysql_connect_http /&

PEshfie HLACE (8, AR Jois plooh i 45 Miodis e
ITHAR AW SR
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#[ZASELinux, B{ERAESIET (enforcing)

2. #RUHR(FES

N o v~ w

#2 FmysqldIRSIERERIRS IR
[root@Project-05-Task-01 ~]# setsebool =P mysgl_connect_any off

#2 | Fhttpd RS IAzIEZE MY sqldiRSS
[root@Project-05-Task-01 ~]# setsebool =P mysgl_connect_http off
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LA [{ESS: @idvsftpdsCIFTPRRSS 28] 94
SHZ RSB SHIT oI 2L, EFENTEXR SRS %
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F5Ma: B3 SELinux Bl E ftpd_anon_write &%
1 FTP IR nvrES M PRI B0, TiEs | (E, ZIEEARHFERE
IER P EENS BT 24t H#r: B{E FTP RS5IFE RFES R RN, E
&R Pk EE
it httpd AR % % 4 () W 12 5 A R B FTP vl - JEE SELinux EEE;_htt[‘Jd_fan_connect_ﬂp
2 | W MRS Y FTP I | i L ppd ISR PR O
6 : H#s: BIE FTP REHE1T Web WIS F,
- Tt M T FTP RS At S R SR
f5Ha: B3 SELinux FLE ftpd_full_access J& 1
FTP R4 aviiRlE RGN P RSy Bt AT | {E, ZEERGNE A FTP i B iR
3 W51 R EThREE, JiERE K A F P RR, Hbs: FTP IR% B FERURENME R E N 0777, B E
RS FTP AR5 F P BRI ELAY KU SREMAEE N ftp:ftp BT, #IERSGHA A
B FTP A% H M R
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oD
v

Ep 1R / IS IS

#/ASELInUx, BfEAEFIET (enforcing)

2 #XREER(E®S

©O© © N o v~ W

HREZEILFTPIRS RITEZBFIAE
[root@Project-07-Task-01 ~]# setsebool =P ftpd anon_write off

HLEZE| Ehttpd IRSSITiE R TPARSS
[root@Project-07-Task-01 ~]# setsebool =P httpd can_connect ftp off

HREZILRMFRGRFINFTPIRS ER
[root@Project-07-Task-01 ~]# setsebool -P ftpd_full_access off




2 (FHSELinuxi2rRtzE e

2.5 26 : SELinux A FiRMZERE

LA [1E55: (EFBINDLIE S f#TARSS ] ol
SPZES BB SHITO IR EN L, BEFEIREXE SRS S

7

DK P ¥

LEWIE

45 ML B O I R LR RS R AR
120, FEREXHREEENHN
[l

fEa- @it SELinux $38 & 2 8 s fH ik 5 912 named
B AFIRIERUR

Hbr: SARCE TR E N 0777, B2 named
MESAh, HA(TE RS BOE R ToiE XA B o 1T i
ST

fESEM E AR E G, HEE )
HAABEEURIERIR, fFEfZT
NEEL 41 G

f&H&- @it SELinux fid & named_write_master_zones
R, 251k named AR5 AT X I G AL B R HEITRAE
H#r: E8{ZEE T named.conf SR E 5, BT
PERUR 4L 1% B 7 0777, named R 58 IE# HiZ{TIE
W, BN R TR E R
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1. #/ZASELinux, BfFERBEEIEL (enforcing)
o #XER(ERS

[root@Project-08-Task-01 ~]# semanage fcontext -t named_zone_t /var/named/*.zone

n‘\ 3 MR EEICREE A Inamed zone t

#EEEEEEHRISELinuxZ 2 ETFER
[root@Project-08-Task-01 named]# Is -Z /var/named/*.zone

Ep 1R / IS IS

#IREnamedRSZ I EZFEnamed.conflie EX 4 BE RiSUR
[root@Project-08-Task-01 ~]# setsebool =P named write_master_zones off

©O© o N o w»



HXISELinuxiH &R
m ERIR(E
o SELinux TR TERE B E SicE
o SELinuxiYB RS2
o SELinuxBeBE T EMZ R SERNIRE
m EHPRRIE
o {ERASELinuxBic &3 Em A f R ud

RAET / DTSR



1. #FEMHsestatusap®, BESELInUINIZTIREEER
2. [root@Project-11-Task-01 ~]# sestatus

n\\ 3. #{FERsystemct! list-unit-filesaps, BTESELINUXIRS BENBEIAES

' 4 #EESELNURSKE static (87 | HBIRS ARKNBEEEE, FOSmrHTERE
5. [root@Project-11-Task-01 ~]# systemctl list-unit-files | grep selinux-autorelabel.service

#{EsetenforcefpSECESELINUXBI TIETU N EIET

[root@Project-11-Task-01 ~]# setenforce 0

[root@Project-11-Task-01 ~]# getenforce

[root@Project-11-Task-01 ~]# sestatus

© ® N o

Ep 1R / IS IS

10. #{Esetenforcefn SR E SELinUXEI TR, 52 HIE T

1. [root@Project-11-Task-01 ~]# setenforce 1

12. [root@Project-11-Task-01 ~]# getenforce

13. [root@Project-11-Task-01 ~]# sestatus .

4 #EFRNMH. BR. #E. APNRe L TER

15. [root@Project-11-Task-01 ~1# Is -Z /var/www/index.htm!
16. [root@Project-11-Task-01 ~]# Is -dZ /var/www

17. [root@Project-11-Task-01 ~]# ps auxZ | grep httpd

18. [root@Project-11-Task-01 ~]# id -Z



#FERyum L E%%Esemanage. seinfo, sesearchTH
[root@Project-11-Task-01 ~]# yum provides semanage
[root@Project-11-Task-01 ~]# yum install policycoreutils-python-utils
[root@Project-11-Task-01 ~]# semanage --help
[root@Project-11-Task-01 ~]# semanage user -
[root@Project-11-Task-01 ~]# semanage port -I | grep http
[root@Project-11-Task-01 ~]# semanage boolean -l | grep http
[root@Project-11-Task-01 ~]# yum provides seinfo
[root@Project-11-Task-01 ~]# yum provides sesearch

]

]

]

]

]

]

oD
v

O o N o v A W

10. [root@Project-11-Task-01 ~]# yum install setools-console

iERg / 1&1ES | = 1. [root@Project-11-Task-01 ~]# seinfo --help

12. [root@Project-11-Task-01 ~]# sesearch --help

13. [root@Project-11-Task-01 ~]# seinfo /var/www/index.html

14. [root@Project-11-Task-01 ~]# seinfo -t /var/www/index.htm!

15. [root@Project-11-Task-01 ~]# sesearch -A -t httpd_exec t | grep httpd t

16. #BooleansEIE T EAYFEH

17. [root@Project-11-Task-01 ~]# getsebool -a | grep ftp

18. [root@Project-11-Task-01 ~]# setsebool -P tftp_anon_write 1
19. [root@Project-11-Task-01 ~]# getsebool -a | grep ftp



oD
v

Ep 1R / IS IS

O o N o v A W

#BEFESELnuxBI TIRELS TN

[root@Project-11-Task-01 ~]# sestatus

[root@Project-11-Task-01 ~]# getenforce

#%2%Apache HTTP Server, FBcEhttpdiRsS

[root@Project-11-Task-01 ~]# yum install httpd

[root@Project-11-Task-01 ~]# systemctl start httpd

[root@Project-11-Task-01 ~]# systemctl enable httpd

[root@Project-11-Task-01 ~]# systemctl status httpd

#ECERH IS

[root@Project-11-Task-01 ~]# systemctl status firewalld

[root@Project-11-Task-01 ~]# firewall-cmd --zone=public --add-port=80/tcp --permanent
[root@Project-11-Task-01 ~]# firewall-cnd --zone=public --add-port=801/tcp --permanent
[root@Project-11-Task-01 ~]# firewall-cmd --zone=public --add-port=802/tcp --permanent
[root@Project-11-Task-01 ~]# firewall-cmnd --reload

[root@Project-11-Task-01 ~]# firewall-cmd --zone=public --list-all
#EUEEMuk Site ORI BRIA R TT

[root@Project-11-Task-01 ~]# echo "<h1>Site0, http://10.10.2.125:80</h1>" > /var/www/html/index.htm!
#AnRuGSite0, FEAMFHIBIL N ST /s

[root@Project-11-Task-01 ~]# vi /etc/httpd/conf/httpd.conf

. [root@Project-11-Task-01 ~]# systemctl reload httpd

. [root@Project-11-Task-01 ~]# systemctl status httpd

. #OUEERIUESite 1RIZRIA R TR

. [root@Project-11-Task-01 ~]# echo "<h1>Sitel, http://10.10.2.125:801</h1>" > /var/www/site1/index.html
. #BIFEMASite2 BB TR

. [root@Project-11-Task-01 ~]# echo "<h1>Site2, http://10.10.2.125:802</h1>" > /var/www/site2/index.htm|
- #RARuLSite]

. [root@Project-11-Task-01 ~]# vi /etc/httpd/conf.d/sitel.conf

- #HRIMESite2

. [root@Project-11-Task-01 ~]# vi /etc/httpd/conf.d/site2.conf Q

. [root@Project-11-Task-01 ~]# systemctl reload httpd

. [root@Project-11-Task-01 ~]# systemctl status httpd




oD
v

Ep 1R / IS IS

O o N o v A W

#BEFSELinuxFeIFhttpBRSS A%

[root@Project-11-Task-01 ~]# semanage port -I | grep http_port t
#1EAN80TFNS021%H [ F feiFim

[root@Project-11-Task-01 ~]# semanage port -a -t http_port t -p tcp 801
[root@Project-11-Task-01 ~]# semanage port -a -t http_port t -p tcp 802
#EFiEshhttpd servicefRss, EARMENBILNILEZE1HEIMLE
[root@Project-11-Task-01 ~]# systemctl start httpd.service
[root@Project-11-Task-01 ~]# systemctl status httpd.service
#BcEhttptEXAYbooleanfE

[root@Project-11-Task-01 ~]# semanage boolean -l | grep http

. [root@Project-11-Task-01 ~]# setsebool -P httpd _enable cgi 0

]
]
[root@Project-11-Task-01 ~]# setsebool -P httpd builtin_scripting 0
[root@Project-11-Task-01 ~]# semanage boolean -l | grep http




3.{FHFirewalldi2A R AL L% 31 Bk

Pk iERRSRmE B2 RER S, BB SR ERIMEEE

EVH, TREMBIBEITIRIRS.

MRIPSIR X7y, B KEER] 70 9 B KSR B KA

s TG AERESBE—EITENASR LRORE, SR TVHITHIR,

n WG NIBEEEEM TWEZEINREN—BEERE, T —
17B51F. BEIEBEMEZOF LSRR, EBEREoAEES
AEXE, XMRNREAMNEREHTITNE, LIXTRIEMEEIIELR,

) y
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3. (EFFirewall 2 FF R et -

AE=ELNux, Unix, Magf@EWindowsi®{E&RSe, ENLKIEERZR

ESIRMFRRSINAENEB 2 BRI—RINRHFE S,

VB EET N, REETAEIER, SABEIIIMNERiR{FR

FZRMEE. SN TRES, BIFEEZINEIMEZANLENEK,

MsEPRT T £V Z 2 ERIBRY,

VBB TFENSE, BT HARRITEI KIS,

s EMEEREAEERIENSR, e M EUERRILER. X, HhibsR s
BUSREHIT DT,

s WNRFYEGRIRANSEZS 1880 STSTIRERIB SN (Filtering Rule)
PCRC, MERERFAIEMNHITAME, SNEEZEFR.
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A
== (DROF)

=8
—

INPUT chain 31 A8

=#

EFE

FORWARD chain (S5

=%

=R

OUTPUT chain (&EdEE

Hia

ERAdE

A ERE




3.[EHFirewalldiZt R R 31 ki

foXiERAREENR L E2iEME, BRI oKL XE, EAkh
KiEEBEE—ENBERME.

» FokESRTLARRBFIG TS, (BAREERINEIR

= [ XIEARERIMEFTHIARR ERISAYI LR

o XIERIF AR HIRS S 2 SRS HE D t

B IKIERT T XI AR S5 25 hilim L AR 7T A PR LE

B KIERT RGN BB A CAY I T Ao AR LE

fo X EAR S SH a2 2K &

o XKIET AR RS
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3.{EFirewalldiE A X SR LEM 3.2 Firewalld

ECentOS 7LARIMR A, (£ iptables fkiE,
ECentOS 7/8R9kkA, A firewalld B kiE,

firewalld5iptablesZ [8Jf9F @ =
n firewalld BB LASIMEN B EMN SEIEMNIES, FE AN AR
=IEMER:, M iptables P kB SFIN /R Eb=ia a7 AT IAERL,
firewalld B XiE(FE R XIEFIARSS, M iptables B XIENIMEAHECAINY,
firewalld Br X IEFIMIBRIAIELS, T iptables Bk EEFINIEAIA S FOIF,
firewalld 0 iptables XS REEFHXIERVINEE, LIRS IEHIEIE,
firewalld 0 iptables RYRH X IEINEE @I N netﬁlter SESCINAY,
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3.{EFirewalldiE A X SR LEM 3.2 Firewalld

firewalld is a firewall service daemon that provides a dynamic
customizable host-based firewall with a DBus interface.
= Being dynamic, it enables creating, changing, and deleting the rules without the
necessity to restart the firewall daemon each time the rules are changed.
firewalld uses the concepts of zones and services, that simplify the
traffic management.

m Zones are predefined sets of rules. Network interfaces and sources can be
assigned to a zone.

m The traffic allowed depends on the network your computer is connected to and
the security level this network is assigned.

m Firewall services are predefined rules that cover all necessary settings to allow
incoming traffic for a specific service and they apply within a zone.
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system-config-firewall D-Bus firewall-config firewall-cmd
iptables (service) firewalld (daemon and service)

iptables (command)

kernel (netfilter)



3.{FHAFirewalldiEH RXF#Z LM 33 Zone

ETFBPUNETRSFNBEEEEE, BhXEENEDEIpANE

HIX1E, (Zone)

n AJLUSE— 1 EORBRENTXE, EOToECRXE R LUEIhXIEEET
BTl E,

s —PEORBEBERET— X, BE— 1 XFERTLIEZ 1O,

s AJUUARNERNXIEENX ABRIMNE, BT ENHe1EREOXTAAIXIE
SCHRIRIA TR KSR &,

n HEFEAZEOFN, SILIAE N EOREXNNARXIE, SCHXIAEREO
AT AR K IENEE, SCIEINR G K IEREECE.,

) y
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X 1 ERUA T2 WS
trusted RVFATA AR R .
home fE2E AN ER IR, ERAHF RS ssh. mdns. ipp-client. amba-client &5 dhcpvé-clie
nt AR 55 L VEXT AR a)
Internal %A T home X1
work JE4E AN AT ) . ERAFF RS ssh. ipp-client &5 dhepve-client AR 55 0 iF&f #h i ]
public Ja#E SRR ). BRATF RS ssh. dhepve-client iz 55 fo it 41 [
external FELE AN ). BRAATF IR ssh RS fovFat Ay fnl
dmz FELE AN ). BRAATF IR ssh RS fovFat Ay fnl
block RZE SHER T [R)
drop 0 28 AhE ]




block

Any incoming network connections are rejected with an icmp-host-prohibited message for IPv4 and
icmp6-adm-prohibited for IPV6, Only network connections initiated from within the system are
possible.

dmz

For computers in your demilitarized zone that are publicly-accessible with limited access to your
internal network, Only selected incoming connections are accepted,

drop

Any incoming network packets are dropped without any notification. Only outgoing network
connections are possible,

external

For use on external networks with masquerading enabled, especially for routers, You do not trust the
other computers on the network to not harm your computer. Only selected incoming connections are
accepted.

home

For use at home when you mostly trust the other computers on the network. Only selected incoming
connections are accepted,

internal

For use on internal networks when you mostly trust the other computers on the network, Only
selected incoming connections are accepted.

public

For use in public areas where you do not trust other computers on the network. Only selected
incoming connections are accepted,

trusted
All network connections are accepted.

work

For use at work where you mostly trust the other computers on the network. Only selected incoming
connections are accepted,




3.{FHAFirewalldiEH RXF#Z LM 33 Zone

Listing Zones
m To see which zones are available on your system
# firewall-cmd --get-zones
m To see detailed information for all zones:
# firewall-cmd --list-all-zones
m To see detailed information for a specific zone:
# firewall-cnd --zone=zone-name --list-all

Changing the Default Zone

m Display the current default zone:
# firewall-cmd --get-default-zone
m Set the new default zone:
# firewall-cmd --set-default-zone zone-name
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3.{FHAFirewalldiEH RXF#Z LM 33 Zone

Create a new zone:
m Create a new zone:
# firewall-cmd --new-zone=zone-name
m Check if the new zone is added to your permanent settings:
# firewall-cmd --get-zones
= Make the new settings persistent:
# firewall-cmd --runtime-to-permanent
To set a target for a zone

m List the information for the specific zone to see the default target:
# firewall-cmd --zone=zone-name --list-all
m Set a new target in the zone:
# firewall-cnd --zone=zone-name --set-target=<default| ACCEPT|REJECT|DROP >

--permanent {:}
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31% - Flrewa"dj:/a-}r ;%2}‘6?@1& 3.4 Firewall-cmd

firewall-cmd

firewall-config

# yum install firewall-config
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31% . Flrewa"dﬂij %éﬁﬁéﬁ'[’}_ 3.4 Firewall-cmd

Firewallpp KIS T LA RIRS HITRIEECE.
n REOTU AR, Y. Rigd. BRI REWIIE,
n [FAHEXEVEENRRUEN RS, JUARINR EHEENEE,

FMETIREZBEIXMLNHIC =,
FUE X IRSFHECE G E R /etc/firewalld/services

[rooti@Project-11-Task-01 ~1# 1s -1 Jetc/firewalld/
SEHE 8

-rW-r—r——.
drwxr—x—-—.
drwxr—x———.
drwxr—x——.
-rW-r—r——.
drwxr—x—-—.
drwxr—x——.

root root 2528 11H 9 @0:48 firewalld.conf
root root 6 11H 9 00:48 helpers
root root 6 11H 9 00:48 icmptypes
root root 6 11H 9 e0:48 ipsets
root root 283 11H 9 80:48 lockdown-whitelist.xml
root root [ llﬁﬂ O 00:48 services
1

root root 46 3H 21 21:52 zones

[t T S T S T S T S
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31@ . Flrewa"dﬂi}r %éﬁﬁ@’[’}_ 3.4 Firewall-cmd

S kB TR TECES, DJLAZENAR, BAEEGRLEnERE,
n ERfrewalldREZEERIRIER TG, BLESELX, WMENRIANRE,

n B KIBERIECERT
runtime configuration: J=TRIECE, BLEFHXIEZHBTHREIHINY
permanent configuration: FERVELE, RN XERIIT=INEEIA
m (FRINIK A EHIRMHBCE BTV
{EF--runtime-to-permanentitli: =8N THIB KSR A RF
{$F3--permanentitIn: EcEFGMIEN, FokAFE
z5451

# firewall-cmd --zone=public --add-port=80/tcp --permanent
# firewall-cmnd --runtime-to-permanent

?’”\“‘g
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31% _Flrewa"dj:El:T %éfﬁﬁé’lﬁz 3.4 Firewall-cd
Starting Firewalld

m To start firewalld, enter the following command as root:
o # systemctl unmask firewalld
o # systemctl start firewalld
m To ensure firewalld starts automatically at system start, enter the following
command as root:
o # systemctl enable firewalld
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31% _Flrewa"dﬂ?:}r %éﬁﬁ@’[’}_ 3.4 Firewall-cmd
Stopping Firewalld

m To stop firewalld, enter the following command as root:
# systemctl stop firewalld
m To prevent firewalld from starting automatically at system start, enter the
following command as root:
# systemctl disable firewalld
m To make sure firewalld is not started by accessing the firewalld D-Bus interface
and also if other services require firewalld, enter the following command as root:
# systemctl mask firewalld
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31% . Flrewa"dﬂij %éﬁﬁéﬁ'[’}_ 3.4 Firewall-cmd

Disabling All Traffic in Case of Emergency using CLI In an
emergency situation, such as a system attack, it is possible to
disable all network traffic and cut off the attacker.
m To immediately disable networking traffic, switch panic mode on:
# firewall-cmnd --panic-on

m Switching off panic mode reverts the firewall to its permanent settings.
To switch panic mode off:

# firewall-cmnd --panic-off
m To see whether panic mode is switched on or off, use:
# firewall-cmnd --query-panic
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3.[EFMFirewalldi2 A RZ AL

3.4 Firewall-cmd

Controlling Traffic with Predefined Services

m Check that the service is not already allowed:
o # firewall-cmd --list-services

m List all predefined services:

o # firewall-cmd --get-services
m Add the service to the allowed services:

o # firewall-cmd --add-service=<service-name>
= Make the new settings persistent:

o # firewall-cmd --runtime-to-permanent
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3.{EFirewalldiE A X SR LEM 3.5 Firewall Log

P iEHERE EE R SR EMMN H SR EMERD
» EREHGEEENAEHTNH TR E
ks SRS RS syslogiRSBHITEIE
HEBOUAFRIE/var/log/messages Hi 34
AR T HEAR B B3
s NS E SR & EM AT ER A IEANE IR E SR 0
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3. AFirewalldi2 A E AT LM 3.5 Firewall Log

=RHEEEZRM:
s BB XIESsyslogdEcE X4, XWX EHEFER. BEXGFRES
=, BEXGRE B ESEHITEENXAE.
s TR EEREHENEE, L3 T HEiR.
SCHIBA K IERT BRI 4R IB S HEICSR
br ks H SR E REZE 3/var/log/firewalldlog
Br X iEHEICRENFARNFTEERIATINCH
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BCENEF: /ete/firewalld/firewal ld. conf

1. #firewalld.conflCEXHABEZ, AMBANERSHAEATEERAXNAST
2.  #85 LogDenied=off ¥y LogDenied=unicast, LHISEBEREBEENEECTE
3. LogDenied=unicast

BE: /etc/rsyslog. conf

1. #rsyslog.conf L EXHAREZ, ABPRETSHAEHTERFRAXOAS
2.  HERBNHHIEINANE, ke FTRAEERBAETHONCHE

3. kern* /var/log/firewalldlog/loginfo
BRAERS:

1 #RERFAMOEREFRNER

2. [root@Project-11-Task-01 firewalld]# mkdir /var/log/firewalldlog

3.

4. #HEFRHNGMIEEESS

5.  [root@Project-11-Task-01 firewalld]# systemctl reload firewalld

6.

1. #EIENEGHEES

8. [root@Project-11-Task-01 firewalld]# systemctl restart rsyslog



3.{EFirewalldiE A X SR LEM 3.5 Firewall Log

AN H SR E =0
s EECEIEMNET, AIENXEZMUFERNESHNCR S
m FTE— KB KIER N F LI MR 3 BT,
FEFALEENYL (10.10.2.100) p1alARIS 28N ttpdiRSS
LB SRS A MINB T R H SR
IREHTICRAPIRNRZSEY3R
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BAFw <

1.

oA W

#HRIEP SN ECE
[root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 sourc
e address=10.10.2.100 service name="http" log level=notice prefix="HTTP" limit value="3/s" a

ccept’
success
#EFE ISR EEE AR

[root@Project-11-Task-01 firewalld]# systemctl reload firewalld




3.

IFirewalld$EF

RpLElE

3.5 Firewall Log

ECentOSH, rsysloghRSZHVEC & A4 TF R &=/ etc/rsyslog.conf,

#11-2-6 HEXRMANEHY

5 H A7 )
1 auth pam F=HFHEREE
2 authpriv ssh. ftp % &5 BMSRIEH &
3 cron B EHES XA EER
4 kern RENESENHERR
5 Ipr ITENRS-AENBERR
6 mail RS AR R EER
7 mark(syslog) rsyslog iz % P #B A 5 £
8 user RPERFFENHEGER
9 uucp unix to unix AL [E]EHESE =4 p B EEE
10 local 1-7 HEXMHERFE
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3.[EHFirewalldf2F

RpLElE

3.5 Firewall Log

ECentOSH, rsysloghRSZHVEC & A4 TF R &=/ etc/rsyslog.conf,

& 1M-2-7 HESHNFRY

5 HS 200 Lo
1 debug EHEERGE, HESEERK
2 info —REREEE, BFH
3 notice RAFHEREENEEXMHEER
4 warning Ll
5 err R, LIRS ERERAGRIER TE~ERNFE
6 crit FEEG], HIEEAN RGARER THEFENGER
7 alert i =LA B (5 B
8 emerg HNEZBERNEEER
9 none HEZHIA 0, fHAlFaiAids
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3. {FAFirewalldiEHEZF L LM 3620 mmpuspieeny

{ERB IR IR E RS A= 2
= UL [{E5: BESSHIZZEECentOS] A, BSXIpr X IEUETEE
RMeiEEERSHIRZEME, SLHLIN 21 BiR,
FVFHEHEBE910.10.2.96/27 MEOS FisITISER RSS2, HHTITIZ ETRAEF
EFIHRITREEIRSEN, [RASDOHAVPTRIER ISR

e | ckiEHchb e | HSHhE RS | s S HHE LAk
1 10.10.2.96/27 10.10.2.125/32 ssh AT PR ) B 43 a4 B I
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#{sEHfirewall-cdap SAHBREAASShARSS HRNY 72
[root@Project-11-Task-01 ~]# firewall-cmd --permanent --remove-service=ssh

#HMsuccessM RN MR BTN
success

oD
v

#N IS B RETRITTAZ S SR
[root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 servi
ce name=ssh limit value=5/m accept'
8. #HIsuccessNFRHAINELLH
9. success
EpCIER / RIES IS 10
. #EEER ISR EER
12. [root@Project-11-Task-01 ~]# firewall-cmd --reload
13. success

N v W




3. {FAFirewalldiEHEZF L LM 3620 mmpuspieeny

{ERB IR Wb ARSI % 2 14
= LU [{E55: (ERApache& b= M arasmub] 6, BERENNIRE
I b iRsSHIZEME, LA N2 BiR,
SVHMERMI VR FIRARMAIRSS, FRIAERLE R TABICR
ROEANE—2F (1010.2.110) —EBHTRENEAD, B IHZEFHAE

B | oRUEHhE 7R9ERS | A AHUhE TR | BhSED | abiE Al
1 0.0.0.0/0 10.10.2.125/32 TCP 80 FVF E%EEWQ%E{]W&
2 10.10.2.110/32 10.10.2.125/32 TCP 80 hg | &
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\\ 1. #fEAfirewall-cdap < RI0SSYFLIRRIUEAR LY
A 2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule port port=80 protocol=tcp log level=notice pr
' efix="HTTP" accept
3. success
4,
5 FRIFEEEMZE LSRRI
6. [root@Project-11-Task-01 ~]#firewall-cmnd --permanent --add-rich-rule="rule family=ipv4 source address=10.10.2.110 port po
rt=80 protocol=tcp reject’
EpCIER / RIES IS 7. success
8.
9. #EHFERMEREER
10. [root@Project-11-Task-01 ~]# firewall-cmd --reload
1. success




3. {FAFirewalldiEHEZF L LM 3620 mmpuspieeny

(SRR ISR A E IR ERS T 2%
n Ll [{15: sLUhimigiEzMariaDBEREERSSEs] A, 1BiIXIph KiE L
N ERAZIEERSIZEM, LA EiR.
AZEFim (10.10.2.100) gefsfEAMySQL WorkBenchiE#EzMariaDBEEZE
A= g (10.10.2.100) gegg@Ed X eesiaalphpMyAdminlIEIE R E,
TEUREWeb (S8

P | OkRPEHIhEFRIRERS | SRR RS | B S sk oAl
1 10.10.2.100/32 10.10.2.125/32 TCP 3306 Wi g
2 10.10.2.100/32 10.10.2.125/32 TCP 80 T i
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\\ 1. #EMfirewall-cmdap <IN R Pk SV S E AR E
A 2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source address=10.10.2.100 port p
' ort=3306 protocol=tcp accept'
3. success
4,

5 #HRINAME PG EREphpMyAdminE SR E
6. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source address=10.10.2.100 port p
ort=80 protocol=tcp accept'

ﬁi/v\jﬁ@/ ?57%’{’|5§|E' 7. success
8.

9. #EHEHXBEOHCEE
10. [root@Project-11-Task-01 ~]# firewall-cmd --reload
1. success




3. {FAFirewalldiEHEZF L LM 3620 mmpuspieeny

AR K ER T SUHE IR S R =14
= LU [1E55: BEvsitpdSLIFTPARSS2R] A, EIEIBK SN SRt
MRS AZ=E, SR BiR,
FVFHEISBRE0.10.2.96/27(9F FikiBId £ SHENERBIFTPIRS
EFIHBIEFTPIRSE, FREEDENERREI0R

g | ckdEihhb RS | H A RS | PRl EEE D ShiE oAk
1 10.10.2.96/27 10.10.2.125/32 TCP 20-21 RVF | PR EERE 10 IR
2 10.10.2.96/27 10.10.2.125/32 Tcpuggm}-g VT | PRI EERE 10 IR
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\\ 1. #Afirewall-cnda S INEBIE EaE =5 AIFTPARSS
A 2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port
' port=20-21 protocol=tcp limit value="10/m" accept'
3. success
4,
5. #HERfirewall-cdap SN INBISHANME R BIFTPARSS
6. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port
port=9000-9020 protocol=tcp limit value="10/m" accept'
EpERE / BRIFE S 7 success
8.
9. #EHFER BN EEER
10. [root@Project-11-Task-01 ~]# firewall-cmd --reload
1. success




3. {FAFirewalldiEHEZF L LM 3620 mmpuspieeny

{ERpI K ERT A R ER S R = 1
= LU {55 (EFABINDsCElE =@ rikss] 06, @IXIBERNR &R
BT IRS A= 2, SEMLIN 2 EKRER,
FVFHEHEBE0.10.2.96/27695 Fi#IIDNSIRSHHTE ), FREUE S MRS

=R

Z g TDNSEIGHY, Xig&icR@imakiT AadiTEEICR
e | ckdgHhbesERS | H Aol AR | Bl S0 F)] (2 oAk
1 10.10.2.96/27 10.10.2.125/32 UDP 53 VT | ieEEAEREE
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#{FEAfirewall-cmdip <IN EDNSIRSS

[root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule=" rule family=ipv4 source address=10.10.2.96/27 por
port=53 protocol=udp log level=notice prefix="DNS" accept'

success

oD
v

. #EHERIIEN B E AW
[root@Project-11-Task-01 ~]# firewall-cmd --reload
success

1,
2.
t
3
4
5
6
7

Ep 1R / IS IS



FXIFirewall#H &<
m EANRE
o Firewall (YEARETE
o Firewallg9Zone =18
o FirewallflYLogETE
0 Firewall B9SRIREIE
_ —— m ERIRE
Rl B R o {EFFirewalRIP BB IL S
o XIBHKEEH ST




oD
v

Ep 1R / IS IS

vos w2

#Z Hfirewalld

[root@Project-11-Task-01 ~]# systemctl stop firewalld
[root@Project-11-Task-01 ~]# systemctl disable firewalld
[root@Project-11-Task-01 ~]# systemctl mask firewalld
[root@Project-11-Task-01 ~]# systemctl status firewalld

#zHfirewalld

[root@Project-11-Task-01 ~]# systemctl unmask firewalld
[root@Project-11-Task-01 ~]# systemctl start firewalld
[root@Project-11-Task-01 ~]# systemctl enable firewalld
[root@Project-11-Task-01 ~]# systemctl status firewalld

. #{FEEfirewalldgy E2tg=t

[root@Project-11-Task-01 ~]# firewall-cd --panic-on
[root@Project-11-Task-01 ~]# firewall-cmd --query-panic
[root@Project-11-Task-01 ~]# firewall-cd --panic-off

#B5&firewalld§9pRSS
[root@Project-11-Task-01 ~]# firewall-cmnd --list-services
[root@Project-11-Task-01 ~]# firewall-cmd --get-services




oD
v

Ep 1R / IS IS

o N o v~ W

#HBNEERFN K AIRIFE) B X 1,
[root@Project-11-Task-01 ~]# firewall-cmd --runtime-to-permanent

HORTBBENEE

[root@Project-11-Task-01 ~]# vi /etc/firewalld/firewalld.conf
[root@Project-11-Task-01 ~]# vi /etc/rsyslog.conf
[root@Project-11-Task-01 ~]# mkdir /var/log/firewalldlog
[root@Project-11-Task-01 ~]# systemctl reload firewalld
[root@Project-11-Task-01 ~]# systemctl restart rsyslog

#EIRMNIFRIX I,
[root@Project-11-Task-01 ~]# firewall-cmd --get-zones

. [root@Project-11-Task-01 ~]# firewall-cmnd --list-all-zones

[root@Project-11-Task-01 ~]# firewall-cmd --zone=public --list-all

H#ECEPTMIBRIBOA X5

[root@Project-11-Task-01 ~]# firewall-cmd --get-default-zone
[root@Project-11-Task-01 ~]# firewall-cmd --set-default-zone home
[root@Project-11-Task-01 ~]# firewall-cmd --get-default-zone




oD
v

Ep 1R / IS IS

#Ec&FirewalldiRss BSHIFIERE
[root@Project-04-Task-01 firewalld]# vi /etc/rsyslog.conf
[root@Project-04-Task-01 firewalld]# mkdir /var/log/firewalld

#{FFARich Languaged#{Ti X iEHINIACE

[root@Project-04-Task-01 firewalld]# firewall-cnd --zone=public --add-rich-rule '
rule family="ipv4"

source address="10.10.2.100/32"

port protocol="tcp"

port="80"

log prefix="[meToweb] "

. level="emerg"

reject’;

#BEELHFIZONeER
[root@Project-04-Task-01 firewalld]# firewall-cmd --list-all

#E X IEERRI RS
[root@Project-04-Task-01 firewalld]# tail -f /var/log/firewalld/fwlog

#EFIRABERESHIIPHbLL
[root@Project-04-Task-01 firewalld]# cat fwlog | awk {print $10}' | sort -n | uniq -c | head -n 20

3




4 (FFANmapLIN Z S eiall 41 BEEHSEEREIT
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T A RERIERZ AT AL N,

QERBEIX R ER SR TLEEEINHE, MITAMESRZERE
FHITEE, T rRsENNTEM,
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4 FFAANmapLIN R Aol 4] BLE SRR T

ZEFITEYBEREVERELT, 28U NAETSEER,

» SChEIR I SRS IR,

MRBFENRETHIRE, BT mSHEN, S8 BirEim RS ( wnfr/KA])
B EN P IRSIEFY RS B AN BT R ER SR AN E B

s LINESEE S TUHTEIIRN,

RIEREE Efn £ ERIBRSVIRFINRANMER, B EmiaEERE, KEEHITEIIIN
THIA, FRMBEFENASHN=LMERE, FHCREREVNIEAES.,

s XEEHI T ERS

XIIRENAINO NS S T \7Fﬁ HWZz2RBEEEEE, BHBERETRLFENRE
REER, WREZEEITRS,

s ZEXRAME,
FHAEERRBEZLHIHRENINS, BRNBERE XM,

FEIERIERYE! A
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4. {FFEANmapLI R ATt

41 REFHTSERLZENT

=z imiIERTIE

TH Dhie 25 (ERL T
Nmap GEHT https://nmap.org
Snort EEPNCEEE:] https://www.snort.org
ClamAV 73 25 i http://www.clamav.net
Nessus N REE=E: https://www.swri.org/nessus
hping P E5 2 http://www.hping.org
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41% . Nma p;f%%éﬁ?@*ﬁ‘;ﬂ” 4.2 Nmap Security Scanner

ZeiwlEERTENRGHTHEEN, WEESFEZTEX L
i, STTAERSZ 2 EIF,

NmapEi s RN LZENEEIZ —, SR EIREL 7 5a KRy
eiFmIee, Bz TR RIIMNSTEZL T, inHmImRa,
N EIZITHIN BIE F SR AMEBIAR IR EAR FHISREL MR A,

g -
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Prevent Security Disasters Before They Happen

Reference
m Guide Book

Download Changelog

Install Guide
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GUI

Bug q Related
Reports OS Detection Propaganda Projects

In the Movies In the News

Docs

Nmap 7.80 was released for DEFCON 27! [release notes | download]
Nmap 7.70 is now available! [release notes | download]
Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack #51 article. #Nmap20!
Nmap 7.60 is now available! [release notes | downlead]
Nmap 7.50 is now available! [release notes | download]
Nmap 7 is now available! [release notes | download]
We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel interactive collage of the top million sites on the Internet!
Nmap has been discovered in two new movies! It's used to hack Matt Damon's brain in Elysium and also to launch nuclear missiles in G.I. Joe: Retaliation!
We're delighted to announce Nmap 6.40 with 14 new NSE scripts, hundreds of new OS and version detection signatures, and many great new features! [Announcement/Details], [Download Site]
We just released Nmap 6.25 with 85 new NSE scripts, performance improvements, better OS/version detection, and more! [Announcement/Details], [Download Site]
Any release as big as Nmap 6 is bound to uncover a few bugs. We've now fixed them with Nmap 6.01!
Nmap 6 is now available! [release notes | download]
The security community has spoken! 3,000 of you shared favorite security tools for our relaunched SecTools.Org. It is sort of like Yelp for security tools. Are you familiar with all of the 49 new tools in this edition?
Nmap 5.50 Released: Now with Gopher protocol support! Qur first stable release in a year includes 177 NSE scripts, 2,982 OS fingerprints, and 7,319 version detection signatures. Release focuses were the Nmap Scripting Engine, performance, Zenmap GUI, and the Nping packet analysis tool. [Download
page | Release notes]
* Those who missed Defcon can now watch Fyodor and David Fifield demonstrate the power of the Nmap Scripting Engine. They give an overview of NSE, use it to explore Microsoft's global network, write an NSE script from scratch, and hack a webcam--all in 38 minutes! (Presentation video)
® [cons of the Web: explore favicons for the top million web sites with our new poster and online viewer.
* We're delighted to announce the immediate, free availability of the Nmap Security Scanner version 5.00. Don't miss the top 5 improvements in Nmap 5.
» After years of effort, we are delighted to release Nmap Network Scanning: The Official Nmap Project Guide to Network Discovery and Security Scanning!
* We now have an active Nmap Facebook page and Twitter feed to augment the mailing lists. All of these options offer RSS feeds as well.

Introduction

Nmap ("Network Mapper") is a free and open source (license) utility for network discovery and security auditing. Many systems and network administrators also find it useful for tasks such as network inventory, managing service upgrade schedules, and monitoring host or service uptime. Nmap uses raw IP
packets in novel ways to determine what hosts are available on the network, what services (application name and version) those hosts are offering, what operating systems (and OS versions) they are running, what type of packet filters/firewalls are in use, and dozens of other characteristics. It was designed to
rapidly scan large networks, but works fine against single hosts. Nmap runs on all major computer operating systems, and official binary packages are available for Linux, Windows, and Mac OS X. In addition to the classic command-line Nmap executable, the Nmap suite includes an advanced GUI and results
viewer (Zenmap), a flexible data transfer, redirection, and debugging tool (Ncat), a utility for comparing scan results (Ndiff), and a packet generation and response analysis tool (Nping).

Nmap was named "Security Product of the Year” by Linux Journal, Info World, LinuxQuestions.Org, and Codetalker Digest. It was even featured in twelve movies, including The Matrix Reloaded, Die Hard 4, Girl With the Dragon Tattoo, and The Bourne Ultimatum.

Nmap is ...

Flexible: Supports dozens of advanced techniques for mapping out networks filled with IP filters, firewalls, routers, and other obstacles. This includes many port scanning mechanisms (both TCP & UDP), OS detection, version detection, ping sweeps, and more. See the documentation page.

Powerful: Nmap has been used to scan huge networks of literally hundreds of thousands of machines.

Portable: Most operating systems are supported, including Linux, Microsoft Windows, FreeBSD, OpenBSD, Solaris, IRIX, Mac OS X, HP-UX, NetBSD, Sun OS, Amiga, and more.

Easy: While Nmap offers a rich set of advanced features for power users, you can start out as simply as "nmap -v -A fargethost'. Both traditional command line and graphical (GUI) versions are available to suit your preference. Binaries are available for those who do not wish to compile Nmap from source.
Free: The primary goals of the Nmap Project is to help make the Internet a little more secure and to provide administrators/auditors/hackers with an advanced tool for exploring their networks. Nmap is available for free download, and also comes with full source code that you may modify and redistribute
under the terms of the license.

Well Documented: Significant effort has been put into comprehensive and up-to-date man pages, whitepapers, tutorials, and even a whole book! Find them in multiple languages here.

Supported: While Nmap comes with no warranty, it is well supported by a vibrant community of developers and users. Most of this interaction occurs on the Nmap mailing lists. Most bug reports and questions should be sent to the nmap-dev list, but only after you read the guidelines. We recommend

+hat sl uears subscribe to the low-traffic nmap-hackers announcement list. You can also find Nmap on Facebook and Twitter. For real-time chat, join the #nmap channel on Freenode or EFNet.
i Dradiict Af tha Vanrt b e

S5 nmap.org... I M b sinn nemarnse soorde fnclidine Mafamaton Co. Lvirnal Infa Wardd ~nd Fodatallar Pianct 1 hac hoan fantirnd in hondeade of maaasine aciclae conral modar dosane of haoke and ann cnmic hoals coardae Vel tha nrace naon for fcthor dataile
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Nmap ("Network Mapper") is a free and open source (license) utility for network
discovery and security auditing. Many systems and network administrators also find
it useful for tasks such as network inventory, managing service upgrade schedules,
and monitoring host or service uptime.

m  Nmap uses raw IP packets in novel ways to determine what hosts are available on the
network, what services (application name and version) those hosts are offering, what
operating systems (and OS versions) they are running, what type of packet filters/firewalls
are in use, and dozens of other characteristics.

m [t was designed to rapidly scan large networks, but works fine against single hosts. Nmap
runs on all major computer operating systems, and official binary packages are available for
Linux, Windows, and Mac OS X.

m [n addition to the classic command-line Nmap executable, the Nmap suite includes an
advanced GUI and results viewer (Zenmap), a flexible data transfer, redirection, and
debugging tool (Ncat), a utility for comparing scan results (Ndiff), and a packet generation
and response analysis tool (Nping).
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41% . Nma p;f%%éﬁ?@*ﬁ‘;ﬂ” 4.2 Nmap Security Scanner
Nmap TR TEVIEEZERNAT, 1BAEI:

NMap [Z&IR] [XIR]

m 1IN
{5/ "--script” EIIBBTE BRI AR ZFR,
ANERBLGIEIN, WBGIAGER default BIARZERY, HITEARIN AR EEIE.
LIPOE S
EEZ eSS REURIEAIPHENEE)IPIBILES,
R
FRyum T HE# 7235 yum install nmap
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# 11-3-1 Nmap A 17 26550 561

TG B
--script R B AR A S B AR B ARG R
--script-args RIS R ZHER
--script-args-file AL A AT S HCCF
--script-trace BRREMEREIRNEEEE
--script-updatedb AT ST A A e
--script-help EREAREMNER




£ 11-3-2 Nmap AR 55 5

L il B

default BOAR AR, EERMESMNARSHNER, RUEEKEADEES

auth RTTALFREAUET (BT8R0 AA
broadcast {E R R A % ST R, W0 dhep/dns/sqlserver 25 55

brute AR AWM, B LAY R A0 hitp/snmp 25
discovery WA HITE 2RI E, W SMB HiES. SNMP B if) %%

dos AT BEATIE 4 iR %5 Bk

exploit A H CRIRIR AR R 5

external A 36 =7 RS PRl BRI, 9 i 17 whois A2 4T

fuzzer BRI A, REFENTR iR, RlHE7ERR

intrusive MNRYERIIAA, BRI RGeS & % 7R IDS/NPS fic 5% 2L 5 il
malware M HILESER T RE. HETENFER

safe 25 intrusive #52, J& T % EtEAA

version TR AR % SR (Version Detection) Thig i) il 4

vuln ARG E AR S W AR (Vulnerability), 077G MS08_067




#* 11-3-3 Nmap 7 HHZERE K 3% 15

bl il
-sn AT ENUREIAS, AT 08
-suU fiasE M A UDP 77 U B AR EHLAY UDP & LR
-Pn Bot ENUR I, HATAIE R ENEMATELIRS, BT OB
-sL WF g e 0 B isENLIP, AT EHLRIE
F P PR, U TTECEE R AR ET 100 i O

--top-ports <number=

R HCE S &) number 45

-PO TR 1P Wi BN B br EALR Sk
-sV nmap #4175 F AR 55 R A< foit i
-0 nmap 1T {E 550 i
--0sscan-guess nmap HEATHRE RGN

BiEs: KNEEAFRY!




4 [FFENmapLI R A2l 4.4 220): WRIBHTRSEN

{FERARNmMapFE T E=N AN
n FANmMap LTEHEEMETERNENETIRES. FEIORS O, 1=
TIRERIRARER., IRERSEERITION,

s SCHA B,
KM L& EHAIF IR
WNFEEVNRCER
KMFRENAWVSEIRSER
KM REVANRERSER
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1. #HFERNmMap T EX310.10.2.0/24 ML RN ENF T2 2t
2. [root@Project-11-Task-01 ~]# nmap -sV -0 10.10.2.0/24

n\\ 3. #EINmMapHRIIRA SHATIR(FRYRT 8]
' 4. Starting Nmap 7.70 ( https://nmap.org ) at 2020-02-26 13:44 CST
5. # AT HARTS LA T H S RIMIENER

6. #FH (IP#EHE910.10.2.125) HHEAUREERAT
7. Nmap scan report for 10.10.2.125
8
9

wSIEE / BE5 & Host is up (0.000014s latency). #ENRERFR
. Not shown: 996 closed ports #E 1000 MRS, B9 MHLT KR
10. PORT  STATE SERVICE VERSION FEIIF AR OARSS, BEETRAER
1. 21/tcp open ftp  vsftpd 3.0.3 #FTPARSS(EFvsftodERAHE3E, hrA</33.0.3
12, 22/tcp open ssh - OpenSSH 8.0 (protocol 2.0) #OpenSSHarefR55iRA/98.0, BERFFRESSH2. 0N
13. 80/tcp open http  Apache httpd 2.4.37 ((centos)) #ApachefRAA2.4.37, EFRERZHCentOS  am
14. 3306/tcp open mysgl MySQL 5.5.5-10.3.17-MariaDB #MySQLERZA5.5.5, EEFRIZMariaDBEIERE
15. Device type: general purpose HRERINBARE (BEBPCEIRSEE)
16. Running: Linux 3.X #ENIRIERGBFRALINUX, ARAA3.X
17.-OS CPE: cpe:/o:linuxlinux_kernel:3 HIRERFNZIRA 3
18. OS details: Linux 3.7 - 3.10 #FENURIFRRIFAETR
19. Network Distance: 0 hops #WEEHIBRR: OBk (BEEIX)
20. Service Info: OS: Unix HRIFRZEEIHUnix

2. HRIERFIRSAMGNER, B FNAIENmMapER_EH TI2AL

22. OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
23 #ZRNmapap & HIfE256itE, Hp47 M ENRLT IS TR, S3t#ErT4603.56%)

24. Nmap done: 256 IP addresses (47 hosts up) scanned in 4603.56 seconds

£y
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NmapiLI R G2 ra 4.4 B2): HREBHTREEN

FRNmMapiHEE A TIRS T EX R
s EINmap T EGIEEFETIRSHNZ 2 X,
m SCIUS BT

A "dns-nsid” iHEERNIDNSIRSEIZ TR ABNF S E

Bz ;d ns-brute” A N 2 B B8RS £ DNSEREZ 220" domain.com & a9 IS
REBE

A "dns-blacklist” ${FHNIDNSIR S 28 2 A S 3B LEDNS R iR AIF T FFProxy B2 BB E L
Exi)ii)

{§F "dns-random-srcport” 184G MIDNS IR SS 28 R B R A UM AYI% B3 RilE

A "dns-random-txid” fEAHNIDNSIRSS 282 B F AR FUNAITXID DNSEIFEIE

L3

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



oD
v

Ep 1R / IS IS

1.
2.

#HRIBHE TR S SR 2N Bind TR TR E

A ot
[root@Project-11-Task-01 ~]# nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist ——sc“por

t --script=dns-random-txid --script-args dns-brute.domain=domain.com 10.10.2.121

Starting Nmap 7.70 ( https://nmap.org ) at 2020-02-26 19:28 CST

Pre-scan script results:

| dns-brute:

| DNS Brute-force hostnames:

|  ns.domain.com -10.10.2.121

|  nsl.domain.com -10.10.2.122

|  www.domain.com - 10.10.2.200
| ftp.domain.com - 10.10.2.200

. Nmap scan report for ns.domain.com (10.10.3.185)

Host is up (0.00017s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

| dns-nsid:

| bind.version: 9.11.4-P2-RedHat-9.11.4-26.P2.¢l8

MAC Address: 00:50:56:9A:DF:D9 (VMware)
Host script results:

.| dns-blacklist:
.| SPAM
.| blspamcop.net - FAIL

| sbl.spamhaus.org - FAIL

#IgfREEdomain.comifZ FENICRER

#BEEDNSIRSZIZ/THIRRA
#{EFEBIND T 4272 DNSARSE S, BINDIRZAS 9

#EEDNSIIRAMAFOProxy A BRI

3

Nmap done: 11IP address (1 host up) scanned in 13.44 seconds
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#HERyum T EZZENmMap
[root@Project-11-Task-01 ~]# yum install -y nmap

#ERyum T AR FHpEARIX T Emailx
[root@Project-11-Task-01 ~]# yum install -y mailx

#EAVIiT BB mailxiIBc B X {/etc/mail.rc, BB FHMEEIESEANEE,
#ELESHE: Jetc/mail.rc
#mail cBeBEXHABRE, AP NNERREBFIMIEEERIAE

HERCEX AP TAE

set from=ruanxiaolong@hactcm.edu.cn HREREANEFEEE
set smtp=smtp.hactcm.edu.cn L EHMAARSS 2SR

- set smtp-auth-user=ruanxiaolong@hactcm.edu.cn  #IRE &4 A HBFEHEIE

set smtp-auth-password=***xxxkx HRBEE P inAAXHMHAIE RS
set snmtp-auth=login HRBHMPANELSNAER
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#EFAViTB7E/optBR FEIEEShel BATRIASE, BIARSIT,
#BIZATER: /opt/autoCheck.sh

#1/bin/bash

rm -rf /opt/CheckReport. txt

netWork="10.10.2.96/27" #TE N BB LS ER I

dnslp="10.10.2.1" #RE N RS BE

userMail="youname@youmail.com” #EN EIRWHMARIEHE A RBBTE, RIBDARBRHITRE
time=$(date +"%YE%MB%dH %H:%M:%S") HIRENN A A TRT AR E)

echo -e "\n----------——--- Host CheckReport--------------- \n\n" >> /opt/CheckReport.txt #EH IR

#XIRLEER AR ENHITZ 2N, FRERNERE LRI/ opt/hostCheck Xt A

nmap -sV -O --osscan-guess $netWork >> /opt/CheckReport.txt

echo -e "\n\n\n-------------—- DNS CheckReport--------------- \N\n" >> /opt/CheckReport. txt #EH o EIRT
#INFZBTIRS I TZ 2N, FEENERREE])/opt/dnsCheck txt3Z A

nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist --script=dns-random-srcport --script=dns-random-txid --

script-args dns-brute.domain=hactcm.edu.cn $dnslp >> /opt/CheckReport.txt

21.

22.
23.
24.

=
#ELEMFHETRE, IMEAEFRN TR hIRE"

echo -e 'LZ2IPHERIEWNIE. \ni RS ES: '$time | mail -s "FERANmMapE TS LI HANRE" -a /opt/CheckReport txt
$userMail

#FNNEIARRIHITRUR
[root@Project-11-Task-01]# chmod +x /opt/autoCheck.sh
#FIITHIARER, BESESIITRIIFHEKWERMHER., SeRIA NS

. [root@Project-11-Task-01]# bash /opt/autoCheck.sh

#HARUSEYE, EERERFEIISITN, 8XR00:00817—K
#[root@Project-11-Task-01]#echo "0 0 * * * root bash /opt/CheckReport.sh" >> /etc/crontab
#RTHEENS, BINREASFI0DHIIT X

[root@Project-11-Task-01]#echo "*/10 * * * * root bash /opt/CheckReport.sh" >> /etc/crontab
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22.
23.
24.
25.
26.
27.

#MuEARSS 2R KIERC B SOVFTCP 80imiAmIal5S

[root@Project-03-Task-03]#firewall-cmd --add-rich-rule="rule port port=80 protocol=tcp accept'
success

#FFEhttpdBRSS AOMRAE N S B RS

[root@Project-03-Task-03 ~]# vi /etc/httpd/conf/httpd.conf

#ServerTokens Prod HERCE SR ServerTokensiEBUH T 5%
#FFEphphRAZ

[root@Project-03-Task-03 ~]# vi /etc/php.ini

expose_php = On #¥gexpose_php = Offitgexpose_php = On

#ELEMySQLAVITIZIERS

. [root@Project-03-Task-03 ~]# mysqgl -uroot -p

Enter password:

#RTHRRSE, MR T B IRRES

#BiZErootimizE A an

MariaDB [(none)]> GRANT ALL PRIVILEGES ON ** TO 'root'@'%' IDENTIFIED BY 'centos@mariadb#123' WITH GRANT OPTI
ON;

Query OK, 0 rows affected (0.001 sec)

#RIFTF PR

MariaDB [(none)]> flush privileges;

Query OK, 0 rows affected (0.001 sec)

- HHITEUREERIER L
- MariaDB [(none)]> quit

#EFEHN NS EEECE R

[root@Project-03-Task-03]#systemctl reload firewalld

#ERhttpdfRSEEEEERL

[root@Project-03-Task-03]#systemctl reload httpd Q
#8EmariadbfRFBEEEEEX

[root@Project-03-Task-03]#systemctl restart mariadb
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#FFANmap TEXIMutiRS 5 THmfIZ SN, -V -OiElL,
[root@Project-11-Task-01 ~]# nmap -sV -O 10.10.2.105

#ERNmap TEMETERENIMubIRSH TR EEN, LW A3 BiR.

#OFER http-methods" AL IR SS FT STFRIHTTPTTEEEY,

#QER http-enum TR NINUEIRS B S FEEURERES

#OERA" http-vuln*" N NILIRS BB FER IR,

#EANmap TEXMMuGARSSHITIEF 2N, GRS EREREA,

[root@Project-11-Task-01 ~]# nmap --script=http-methods --script=http-enum --script=http-vuln* 10.10.2.105

#BISERNmMap TENPHPRY BT etel, SSH A4 BiR.
#OER"http-php-version & INILERSS 28 FPHPIRAEE.,;

. #QfER"http-phpmyadmin-dir-traversal 44N 2 2 HAIPHP B Fai it

#OfEF http-phpself-xss" AT NE Z ZEIFEIE R AL HAIPHP ST
#@EA" http-vuln-cve2012-1823 &G IR B FEFT XIPHP-CGHERAITIZHATHASIRE (CVE-2012-1823) .

#EFANmap TEMSPHPHTIH#IZ QN , KNATEBAEMNMZA, -

[root@Project-11-Task-01 ~]#nmap --script=http-php-version --script=http-phpmyadmin-dir-traversal --script=http-phpself
-xss --script=http-vuln-cve2012-1823 10.10.2.105

#HEANmap T EfiMariaDBHUEERH TR, STH R4 BiR.
#OfEA " mMysql-info HRHGNIEIREEARER,
#OERA"mysqgl-empty-password G HENEIEE RS FET AL,
#QMFEMA"mysqgl-enum" A NIEIRREF EETERIIEF;

- #@ER " mysql-vuln*" G NEIEEFIRS RO F AR 2RI,
- #EMRNmap T B IMariaDBE T fEf I 2tall, 1R ERERMEZ,
. [root@Project-11-Task-01 ~]# nmap --script=mysqgl-info --script=mysql-empty-password --script=mysgl-enum --script=mys

gl-vuln* 10.10.2.105

L3
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#HEANmap TEXNAREMULFFERRIWordPressiE i T2 2N, LI MRS N BiR, 1 O 8
#O{FEA"http-wordpress-enum & HFEUIWordPressE A7 F R SRR AIRIE;
#QFERA"http-wordpress-users"f{F i lIWordPress @A FE B A E R EE
#QFEA"http-wordpress-brute"ff{tHaMWordPress @SR E B 2 Z IR ;
#@FEA"http-vuln-cve2014-8877"{E&NIWordPress 2B FEIE T AIRIE (CVE-2014-8877) ;
#OEF http-vuln-cve2017-1001000 i H @ NIWordPress @ S FAERE S M IIERINEEINRE (CVE-2017-1001000) ,
#EANmap TEXWordPressi {7 3iifNZe e, AN ERERNEIAR,

[root@Project-11-Task-01 ~]# nmap --script=http-wordpress-enum --script=http-wordpress-users --script=http-wordpress-
brute --script=http-vuln-cve2014-8877 --script=http-vuln-cve2017-1001000 10.10.2.105

HRIENMapXHRIER S, MuLIRs38e. PHP. MariaDB, WordPresshyZeeiallss
#HEIATNZ2RNABHTEIELR, REZSFHHIRES,
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1 #ZEENmMap
2. [root@Project-11-Task-01 ~]# yum install nmap
3. [root@Project-11-Task-01 ~]# nmap --version

4. #HEANmap TENZ 2
5. [root@Project-11-Task-01 ~]# nmap -sV -O --osscan-guess 10.10.2.96/27

oD
v

6. EANmapiHEIRE BT RS AZ 2 XK

7. [root@Project-11-Task-01 ~]# nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist --script=dns-random-
srcport --script=dns-random-txid --script-args dns-brute.domain=hactcm.edu.cn 211.69.32.8

[root@Project-11-Task-01 ~]# nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist --script=dns-random-
srcport --script=dns-random-txid --script-args dns-brute.domain=baidu.com 10.10.2.1

Ep 1R / IS IS

@

9. #EEBFHMERIEEFIR TR
10. [root@Project-11-Task-01 ~]# yum install -y mailx fa

1. #HERVITEEMmailxBIBCE {4 /etc/mail.rc, EEBFHMEAKIZSERAREGEE.,
2. #EEI(H: /etc/mail.rc

3. #maillrcBEXHARRE, REONERREBFIHREBXNINE,

4. #EREXEFPIEINNTAS

15, set from=ruanxiaolong@hactcm.edu.cn MR ERSEARHEER

16. set smtp=smtp.hactcm.edu.cn HZ B HBHARSS 2SRV

17. set smtp-auth-user=ruanxiaclong@hactcm.edu.cn HRE R AHBFEIEIE

18. set smtp-auth-password=***x¥kkx R B P RIEHBAH AR TS
19. set smtp-auth=login HLEMHHNELRAER

3



1 #EAVITETE/optBR FoliEShel BUATHIAS 4, BIARSIIT,
2. #HIAFER: /opt/autoCheck.sh

4. #HEEBFHRIREER
5. rm -rf /opt/CheckReport txt

6. #EMFBERNAIRLSER I

7. netWork="10.10.2.96/27"
8. #EMIAIRSES UL

AnPIEm / BMES S 9. dnslp="10.10.2.1"

0. #ENERWIRMFRIEE A RAFE, BIENABRHTEE

‘H user—Ma”:”****@****'***”

12. #FRENBAIAA TRIAYAT E]

3. time=$(date +"%BYEPMB%dH %H:%M:%S")

ﬂ\\ 3. #l/bin/bash

4. #EHE o PRRT

15. echo -e "\n--------------- Host CheckReport--------------- \n\n" >> /opt/CheckReport.txt

16, #REERANENHITRZ RN, FSIENERELE]/opt/hostCheck XA

7. nmap -sV -O --osscan-guess $netWork >> /opt/CheckReport.txt

18, #EgH D EIRT

19. echo -e "\n\n\n--------------- DNS CheckReport--------------- \n\n" >> /opt/CheckReport.txt

20. #FISHBNTIRS TN, FRBNERELE/opt/dnsCheck xS A e

21. nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist --script=dns-random-srcport --script=dns-random-txid --
script-args dns-brute.domain=hactcm.edu.cn $dnslp >> /opt/CheckReport.txt

22 #ECEMMFFHITRIE, BMERIXTIN R IFHIRE"
23. echo -e 'REfFERFNM. \nfUATEA: '$time | mail -s "{E%Nmapﬂﬁik%?/z\i%ﬁﬂ%&%" -a /opt/CheckReport.txt
$userMail



N ZAAIHATAR
[root@Project-11-Task-011# chmod +x /opt/autoCheck.sh

- #FIITIIER, EERESHUTHINAIERNEIHEE, ST

15 / BAF5 S

[root@Project-11-Task-01]# bash /opt/autoCheck.sh

- HHANEYE, RERFRFNESITY, 8X00:005017—X

. #[root@Project-11-Task-01]#echo "0 0 * * * root bash /opt/autoCheck.sh" >> /etc/crontab

- #ATHRENE, HRNREABI0DHHIT X

[root@Project-11-Task-01]#echo "*/10 * * * * root bash /opt/autoCheck.sh " >> /etc/crontab




1 #EMANmap TEXWIAIRSS S8 Tz 20N, (EAB-sV -OiER,
2. [root@Project-11-Task-01 ~]# nmap -sV -O 10.10.2.105
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3. #EMANmMap TEXWIAIRSSHTIEIZ 20N, NATEFRERMAZ,
4. [root@Project-11-Task-01 ~]# nmap --script=http-methods --script=http-enum --script=http-vuln* 10.10.2.105

EpERE / BRIFE S
5. #HEANmap TEXPHPEHTHEMNZ SN, &N EBEREZA,
6. [root@Project-11-Task-01 ~]#nmap --script=http-php-version --script=http-phpmyadmin-dir-traversal --script=http-
phpself-xss --script=http-vuln-cve2012-1823 10.10.2.105

e
7. #{EANmap TEXMariaDBH TR eta, ANASERAENAZA

8 [root@Project-11-Task-01 ~]# nmap --script=mysgl-info --script=mysgl-empty-password --script=mysql-enum --
script=mysql-vuln* 10.10.2.105

9. #FERANmap T EXWordPressiH @i, # N EREREA
10. [root@Project-11-Task-01 ~]# nmap --script=http-wordpress-enum --script=http-wordpress-users --script=http-wordpress-
brute --script=http-vuln-cve2014-8877 --script=http-vuln-cve2017-1001000 10.10.2.105

3






