LinuxfRFes1E S

=+

Bl

13938213680 / rxl@hactcm.edu.cn

http://linux.xg.hactcm.edu.cn

WP EAARFEEEESEERRLAE
EERAERMNBSEERGRHATIEE

2020.5

AT




i

FTPARSS 28

s EANRE

m (EAVStpdiIZEFTPIRSS

m SO MV AIERFTPIZAARSS
NFSHRSS 38

s EANRE

n FIEENFSSARSS

S TIEEEARNNESHEZEERS

Sambafss s
n EARNRIE

m MESambafRS
s SO MEEDESRIGHINEHZIRS

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




1.FTPR53E: 11 FTPROE AR

FTPE23%EitNX (File Transfer Protocol)
n BT TCP/IPIIMNGERI—EB D

s TEFFOSICERENNBE. TRENSIEE
s FHiROS 821, #IEEERAS920

FTPAF=®I3 I @&, Einternets]HEERIEM, BirEie
EMHNHEEE, RHIFERERTETEY, EFENTRNEFE
A1) eSO TR AR,

s FIPISEIREAAEE, AT EIR LIRHIRSS

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



1.FTPR53E: 11 FTPROE AR

fERRFTPERSS HEIME X TPERSFS SFIZNIAARRFI O TER,
i =N LSREENARE, A LERFTPIRS 25 AIRSS.
EEERMNFIE—EoFTPIRSETER (anonymous) "My, RIESR
FTPARSS2E,

n ERFTPIRSSAVBERNZ N ARIBENE FERS, ~EKHAP VIR

FTPRRSS B RVEIC EM A,
s ERFTPIRS 25 hOTtREB A&/,
FF&=E455RAFE . anonymous

) y

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



1.FTPR53E: 11 FTPRUEL AR
FIPSZHFZ M Em AT, XERIUBERFTPRESIAE.
m ARGI

EXAEEERS, EEE LS TAZE, FEARI AN AEIRERSZRE]
. 7. GRGFHTEE, BEBSEEER BRI ENAI UGS,

n HFHIEI:
AR GEERS, R®RENERMIFR, LUBERBFHIE RN, 1ZE&R s
AT AR DI AYZ 2L,

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



1.FTPR53E: 11 FTPRYRLA IR
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FTP: Standardf&E=
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FTP: Passivefg=t,
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FTPEF-Client/Server (C/S) 519, BEEFintlIRSEMERT .
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fip & FE(Fan & AATA B EREAANR 6-3 Pim.
% 6-3 ftp FetFa s
W HEA
1 FT Pﬂﬁjj& %% 1 [ shell [srg] | Efﬂﬁ:ﬁ:mﬁﬁﬁ shell, exit 1) ftp FFg. #01s* . zip 12 FIPX {54
= macro-ame[args] HWATESE S macro-name

account[password] EHERRERSREhNRSEERMENHROS
append local-file[remote- | FEMTHHEMEIEE RFEEY, . EFFRIEEDERAEE, NER

file] FHTE
ascii i ascii 2584 HIH A/‘\?j_-
bell SiashiTREETENEY—FETE
bin R T R F T P
bye B fip SiEHE
case TEfEF moet B, Bimdz T FEhRIAERE | ExE EA#F
cd remote-dir A mEINER
cdup # R 0 ERA B R
chmod mode file-name ﬁ?ﬁ%ﬂﬂﬁ file-name FI7FEL/SZ\ A4 mode: #0: chmod
close HERSIRIE AR 23R fip &iF (5 open 7R
or {BF asscll AR EHIC AT WBEERITEHRARTT

delete remote-file FRImIE T

HHETAD, BREERDEINESEESS . IN: debup 3,
FiEA 0, FRELH debug

dirremote-dirllocal-file] | ETnEENEFR . HFHEREASHIIE

debug[debug-value]

form format BT TR E Y format, Fhh file 55
get remote-fileflocal-file] | #5m3E A remote-file £EEHRFERTF M
glob % mdelete, moel, mput ATTHEEHTR, MEHTH EIHE Q
B IR0 88
hash k% 1024 =, BF—1 hash 55 ()

RREZ KT / Bubeie / 1393821: help[cma] ST fip FI&0a % cmd BIZEENISE, #0: help get
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idle[seconds]

HintE RS 28R AT 2% A[secondsRh

image

B T HEIERAR (F bind

lcd[din]

BT FEFIHAZE dir

1.2 FTP3f4{& s

[tp EfFan 2]
fip & FE(Fan & AR 2 HiRERA0SR 6-3 Firr. 1 6
# 6-3 fip #fFird
e A

AN
ap<e

Is[remote-dir][local-file]

ETnIEEF remote-dir. H7EAFEHETE local-file

macdef macro-name

EX 5 1EF| macdel THITEITRY . EENER

mdelete[remote-file]

ffsiniE S

mdir remote-files local-file

5 dir2lh, {BEHEES- TR 10 -

mdir *+ 0+ *. zipoutfile

mget remote-files

iz iE

mikdir dir-name

EniE EFE—BF

mis remaote-file local-file

@ nlist: {BEHEES S

mode[modename]

B ERA TR E A modename, & stream A,

modtime file-name

FrndE E R SR

mput local-file

B M EREIRE £

newer file-namea

ISR file-name FAERIE EIEL A HITE R ElE S AR EE
ik MISEEEH

nlistiremote-dir][local-file]

ETREINEFRIESESR. HFASHRERAT local-file

nmaplinpattern
outpattern]

REV ST ER RN, TR E AR
#i+ #0: nmap $1- 52 $3[31, $21. [$2, 53] MHEHEHF al-
a2, a3y, ZHEFAal, a2o EadHRERTIEEENASE
UNDX HFIER

nirans[inchars[outchars=

IRE N EFIRENFELE]: 40 ntrans 1R, MEAE LLL B34
RRR

open host{pori] BuieE fip RH=5EE, AEEEERD
passive HAEN R R,
prompt ERS RN EER
TEREEHESES . TR oas, ,<nn SRIREEFT o iR
proxy fip-cmd ey LIEA MRS SEER . B fp &S open, 1L

ERELR RS EERTEE

me1T

FTP

U




[itp #iEns]
ftp & A A S AR B HiRBAINEE 6-3 -
63 ftp TfF S
W HEA
& = put local-file[remote-file] | jgEH7 i local-file &5 R84,
1_ FT P Hﬁ 73 E’% pwd ERTEENASE T EER 1.2 FTP3{4&ian<
quote arg1, arg2... BEinE=EZ=mnAE fip R552E. #: quote syst
regetremn RO | s T gets (B localfle fr7E s M LA MM
rhelplcmd-name] TG ERIRRIE EHAVEERD
rstatus{file-name] ERIEET R MEBTEEENMAE . SETRHRS A/\
rename(from][to] EpnfE EN S
reset HPREELAT) F T P
restart marker MISTERMTE marker £t BEFFYE get g puts d0: restart 130
rmdir dir-name il R = EA#F
runique ifgif#@.ﬂ—ﬁ#ﬁ#s B WREENEMEE. 15 -
sendport %8 PORT #<-flisE
site argls arg2... BEHEN SITE &S FETLEERIE fip T4,
size file-name ST EN A 0: site idle 7200
status TR A fip iATE
struct{struct-name] T P AN T 2 struct-name,  ELeSRTER stream 454y
sunique i EN SRR AE— (5 runique 246 )
system TTrAT AR R
tenex B HERIZEANT T X TENEX 1 ARSIz
tick AT Ehes
trace iy ki
typeltype-name] %iﬁgg?ﬁ%ﬁ type-name. HA#& % ascii. #type binary, % Q
umask[newmask] TR IR 22 AEE umask % newmask, #: umask 3
STIRIREEZIALE / EBETE / 13936213¢ | nameipmcondiaccou] | iR R, RECIEH: BRGNS, M0: usor
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vsftod BLINUXIRFR R TE BHFTPIRS =2,
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R, FRLZEHBIABA T &P ads, Feeaukt eBhofFRiadiE
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1.36EvsftpdtZFTPARSS

3 6-4 vsttpd ¥PHTE AR FH EERER
Xt i
fusrisbinfvsftpd vsfipd ¥0iHHIEIE R
letelvsfipd vsfipd I EBF
fetcivsfipdivsftpd. conf vsfipd 3r iR EET R i

Jetc/pam. divsfipd

ET PAMB] vsfipd $0 ISR S

fetc/rc.d/finit. dfvsfipd

vsfipd $#ritHSshiilE . HEk! = service #TIRR Bah

fusrishare/docivsitpd-x xx

vsfipd R ISEHIEE

Ivsrffip FhARY vstipd R ERF
Jetcivsftpdfippusers A vsfipd AR
letcivsfipd/user_list fEp R AR BB WA SR R

letcllogrotate. divsfipd RS EnEREN
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1.3{#ERAvsftpdiTFEFTPIRSS

/ete/re. d/init. d/vsftpd

ﬁl}

/ete/pam d/vsftpd

e

iﬂ'ﬁ
user llst ftpuser
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E551. (ERFTPasATIHIAFTPRIRARSS

TR REpEFin
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1551 ERFTPap TIRIFTPRIRIRSS
= ESER:
o CentOS_E{FRftpan L Ipa BEXNERFTPIRSS
o ftp://ftp.sjtu.edu.cn
o ftp://ftp.redhat.com

RAET / DTSR



[root@Project-07-Task-01 ~]# yum install -y ftp

[root@Project-07-Task-01 ~]# ftp
ftp> open ftp.redhat.com
Connected to ftp.redhat.com (209.132.183.61).
220 Red Hat FTP server ready. All transfers are logged. (FTP) [no EPSV]
Name (ftp.redhat.com:root): anonymous
331 Please specify the password.
Password:
10. 230 Login successful.
iERg / 1&1ES | = 1. Remote system type is UNIX.
12. Using binary mode to transfer files.
3. ftp> dir
14. 227 Entering Passive Mode (209,132,183,61,123,106)
15. 150 Here comes the directory listing.
16. Irwxrwxrwx — 1ftp - ftp 1Dec 19 2009 pub -> . —
17 drwxr-xr-x 34 ftp  ftp 4096 Apr 17 11:46 redhat
18 drwxr-xr-x 3 ftp  ftp 4096 Sep 10 2019 suse
19. 226 Directory send OK.
20. ftp> cd pub
21. 250 Directory successfully changed.
22 ftp> s

oD
v

O o N o v A W
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F552: (ERvsftpdiBIRERFTPIRSS

LT Tovsftpd
T2 BEEZFTPIRS

T8I EEFTPIRSHRNR MR

S TARSS Mial

IS \EidFileZilla ClientliXFTPIRSS
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s [F5E5Br
o B vsftpdBIREZFTPIRSS
0 SERFTPIRSSRINLEBE
0 (AN @ EFileZilla ClientlUitFTPIRSS:

RAET / DTSR



[root@Project-07-Task-01 ~]# yum install -y vsftpd
[root@Project-07-Task-01 ~]# systemctl start vsftpd
[root@Project-07-Task-01 ~]# systemctl enable vsftpd
~]
]

[root@Project-07-Task-01 ~]# systemctl status vsftpd
[root@Project-07-Task-01 ~]# systemctl is-enabled vsftpd

oD
v

[root@Project-07-Task-01 ~1# cp /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf.bak
[root@Project-07-Task-01 ~1# vi /etc/vsftpd/vsftpd.conf

O o N o v A W

10. [root@Project-07-Task-01 ~]# cat /etc/vsftpd/vsftpd.conf | grep A [ #]
iERg / 1&1ES | = 1. anonymous_enable=YES

12. write_enable=YES

13. anon_root=/var/ftp/pub

14. anon_world readable only=YES

15. anon_upload _enable=YES

16. anon_mkdir_write_enable=YES -
17. anon_other_write_enable=YES

18. anon_umask=077

19. dirmessage_enable=YES

20. xferlog_enable=YES

21. connect_from _port 20=YES

22. xferlog_std_format=YES

23. ftpd_banner=Welcome to linux lesson FTP service.

24. chroot_local _user=YES

25. allow_writeable chroot=YES

26. listen=no

27. listen_ipv6=YES

28. pam_service name=vsftpd

29. userlist_enable=YES 'Q



[root@Project-07-Task-01 ~]# sestatus
[root@Project-07-Task-01 ~]# setsebool -P ftpd_anon_write on
[root@Project-07-Task-01 ~]# setsebool -P ftpd_full_access on
[root@Project-07-Task-01 ~]# getsebool -a | grep ftp
ftod_anon_write --> on
ftpd_connect_all_unreserved --> off
ftod _connect db --> off
ftpd full access --> on
ftod_use cifs --> off
10. ftpd_use_fusefs --> off
EpERE / BRIFE S 1 ftpd_use_nfs --> off

12. ftpd_use_passive_mode --> off

13. httpd_can_connect ftp --> off

4. httpd_enable_ftp server --> off

15 tftp_anon_write --> off

oD
v

O o N o v A W

16. tftp_home dir --> off -
17.
18.

19. [root@Project-07-Task-01 ~]# systemctl status firewalld

20. [root@Project-07-Task-01 ~]# systemctl is-enabled firewalld

21. [root@Project-07-Task-01 ~]# firewall-cmd --permanent --zone=public --add-service=ftp
22. [root@Project-07-Task-01 ~]# firewall-cmd --reload

23. [root@Project-07-Task-01 ~]# firewall-cmd --zone=public --list-all

25. [root@Project-07-Task-01 ~]# systemctl restart vsftpd



1.FTPR53E8 1415

1553 #EEAERFTPIAARSS

LB RN SHELR

TR FTEvsftpd

$IE3: FRHpamEtEMKF

TR EERSHREIEHE

£S5 WFTPARSS
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m [FEER
o 1MV ARERFT PSR SS I 5 22 ALK
0 SSRkFTPI 4RSS AVERE
0 SeRkFTPSAHBRSS A0

RAEAR / BZE



\ . . \ p
WA TSN ARFIIRS, FEERFTPXRS.

O 1THER. RITER. FFREFBIRIUZIKS

@ IMUWKSHE, BABRENIER

® FMEIKSEEBNEEEHOAEN IER, BEGIZENR
@ REIHKS, NAPZHAHEERAE

® HIERKSH
RRIR B S

© HEHI RS

@ (ERPAMBH TS EIB

0 N N N

THER admin /var/ftp/admin
2 IRITED design E5 /var/ftp/design
3 FFAER develop =5 /var/ftp/develop
4 N public S /var/ftp/public



#Z2ZEvsftpd,pam

yum -y install vsftpd pam pam-*
#BeEvsitpdIBRSFIFIL B B
systemctl start vsftpd

systemctl enable vsftpd
systemctl is-enabled vsftpd

o oA w2

oD
v

/. #OEFTPRRSHFHEER

8 mkdir -p /var/ftp/admin

9. mkdir -p /var/ftp/admin/adminfolder1
iERg / 1&1ES | = 10. mkdir -p /var/ftp/admin/adminfolder2

1. mkdir -p /var/ftp/design

12. mkdir -p /var/ftp/design/designfolderl

13. mkdir -p /var/ftp/design/designfolder2

14 mkdir -p /var/ftp/develop

15. mkdir -p /var/ftp/develop/developfolder1 fa
16. mkdir -p /var/ftp/develop/developfolder2

7. mkdir -p /var/ftp/public

18. mkdir -p /var/ftp/public/publicfolder?

19. mkdir -p /var/ftp/public/publicfolder2

20. chown -R ftp:ftp /var/ftp

21. chmod -R 755 /var/ftp

22. chmod -R 777 /var/ftp/admin/adminfolder?

23. chmod -R 777 /var/ftp/admin/adminfolder?

24. chmod -R 777 /var/ftp/design/designfolder1

25. chmod -R 777 /var/ftp/design/designfolder2
26. chmod -R 777 /var/ftp/develop/developfolder?
27. chmod -R 777 /var/ftp/develop/developfolder?
28. chmod -R 777 /var/ftp/public/publicfolder? 'Q
29. chmod -R 777 /var/ftp/public/publicfolder?

30. Is -I fvar/ftp/




HIBERIUKS RS

cat > /etc/vsftpd/vuser_passwd.conf << EOF
admin

adminpwd

design

designpwd

develop

developpwd

public

10. publicpwd

oD
v

O o N o v A W

EpERE / BRIFE S il EOF
12, RIS R B RS G N dbARI SR EE S+
13. db_load -T -t hash -f /etc/vsftpd/vuser_passwd.conf /etc/vsftpd/vuser passwd.db
14. echo "EHIKSOIETTH"

15 #fgEvsftpdROpam, fESEAighlauthflaccountfic & Y
16. sed -ir 's/*/#/g' Jetc/pam.d/vsftpd
7. echo-n'

18. auth required /lib64/security/pam_userdb.so db=/etc/vsftpd/vuser passwd

19. account required /lib64/security/pam_userdb.so db=/etc/vsftpd/vuser_passwd
20. ' >> Jetc/pam.d/vsftpd

21. echo "PAMECESERY"

2. #OIZATFFTPEIK SRS ERFAF, HREILZBPEHRIERS
23. userdel -rf vsftpd

24. useradd -g ftp -d /home/vsftpd -s /sbin/nologin vsftpd

25. echo "FTPRRSSBANRFRAKSBIZTAL, WSEHvsitpd”

26. #3vsftpd B E S IFHITED ‘Q
27. mv -b /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf.anon.bak
28. echo "&fpvsftpdEpIh, &inSi4a/etc/vsftpd/vsftpd.conf.anon.bak”



HERE VSRR E 4
rm -f /etc/vsftpd/vsftpd.conf

cat > /etc/vsftpd/vsftpd.conf < <EQF

#ARSFERIAIE

anonymous_enable=NO

HREANBBFALIAG, FE: TERAENEERAF, NRZMEREANOIAFRERIBFAEL A
local_enable=YES

e\
#IRVFSIR(F
write_enable=YES

- 0. #elEey EAEESUFRIUR B

e / BIES IS 7. local_umask=022
2. #ZIFEEAF EE
13. anon_upload_enable=NO
4. #ZIFEERPEIEER
15. anon_mkdir_write_enable=NO
. HHANERNILIER—ERENER, FLiBIImessage_file=.messageskiz & -
17. dirmessage_enable=YES
8. #FERE
19. xferlog_enable=YES
20. #EMMEENIKS
21. connect_from _port 20=YES
22. MRERIE HENHESIEE
23. chown_uploads=NO
24 #HAFIRRERE, BEWHEEHEN chown vsftpd.vsftpd /var/log/vsftpd.log
25. xferlog_file=/var/log/xferlog
26. #EIHHEE
27. xferlog_std format=YES
28. #ZbvsttpdikSEE, ELtSvsftpdakEgAnobody

29. nopriv_user=vsftpd ‘Q

O o N o v A W




HRESISFEE AL
async_abor_enable=YES

HZTESTIFASCIEAY &

ascii_upload_enable=YES

HRESIFASCIE I L1
ascii_download enable=YES

BhEImE
ftod _banner=Welcome to Linux Teach FTP service.

)
#REBFENABRRIAIE,

- 10. chroot_local_user=YES

e / BE3 S 1. chroot_list_enable=YES
2. #REET ABRAILEHNBRERYIZE
13. chroot list_file=/etc/vsftpd/chroot list
14 #standalone5 st/E5h
15 listen=YES
16. #/etc/pam.d/ TFHIvsftpdITi4 P
17. pam_service_name=vsftpd
18. #7E/etc/vsftpd/user listhBIFBFEAREEFRFTP
19. userlist_enable=YES
20. #I=FRREPAABFINEE
21. guest_enable=YES
22. #EPARFPIBRPISRAIBEEARF,, BEAF AN ERFAF
23. guest_username=vsftpd
24 #EHUB P RIvsttpdBCE SRR R,
25. virtual_use local privs=YES
26. #vsftpd_configRBR, EEFEMINHEFIELARZE2HNTE—,
27. user_config_dir=/etc/vsftpd/vuser_conf
28. EOF
29. echo "Bl2vsftpdiIEREH, FeEE" ‘Q

O o N o v A W




#BEEchroot_listlZHEHBANXHRE

rm -f /etc/vsftpd/chroot list

touch /etc/vsftpd/chroot _list

echo vsftpd > /etc/vsftpd/chroot list

echo "ZEIEFTPKS 1518 L4 B RAVECE TR

vos w2

oD
v

#R IR P RIECE M E AR E
rm -rf /etc/vsftpd/vuser _conf

mkdir -p /etc/vsftpd/vuser_conf

cd /etc/vsftpd/vuser_conf/

©O© © N o

Ep 1R / IS IS
10. #9adminFBF ellEvsftpdAIEL B 314
1. cat > admin << EOF
12. local_root=/var/ftp/admin
13. write_enable=YES
14. anon_umask=022 -
15. anon_world readable only=NO
16. anon_upload enable=YES
17. -anon_mkdir_write_enable=YES
18. anon_other_write_enable=YES
19. EOF

20. #9designFBF Bl vsftodBIBEC & 314

21. cat > design << EOF

22 local_root=/var/ftp/design

23. write_enable=YES

24. anon_umask=022

25. anon_world_readable_only=NO

26. anon_upload _enable=YES 'Q
27. anon_mkdir_write_enable=YES

28. anon_other_write_enable=YES

29. EOF



#3developF BlEvsftpdAIEC & X4
cat > develop << EOF
local_root=/var/ftp/develop
write_enable=YES

anon_umask=022
anon_world_readable_only=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES

10. EOF

oD
v

O o N o v A W

Ep 1R / IS IS
. #J9publicAAF el vsftpdRIBL & 4
12. cat > public << EOF
13. local_root=/var/ftp/public
14. write_enable=NO
15. anon_umask=022 -
16. anon_world readable only=YES
17. anon_upload_enable=NO
18. anon_mkdir_write_enable=NO
19. anon_other_write_enable=NO
20. EOF

21 echo "FTPERES MK SCIEFECETH, €JEEIKS"admin design develop public”
22. echo "FTPRRSIKSHIERS A [KSE] + [pwd] , #il0publicowd”



#Z2MECE: SELinux Firewalld

systemctl is-enabled firewalld

firewall-cmd --permanent --zone=public --add-service=ftp

firewall-cmd --reload

echo "FokiEERIEA: "

firewall-cmd --zone=public --list-all

echo "SELINUXROIEITIRES A "

sestatus

setsebool -P ftpd_anon_write off

10. setsebool -P ftpd_full_access on

iERg / 1&1ES | = 1. echo "SELINUXZTFftpf9ta/R(ER "
12. getsebool -a | grep ftp

oD
v

O o N o v A W

13. echo "F2RSELINXFOFirewall dHIECE"

14 #EFEAVspdIRS =
15. systemctl restart vsftpd
16. echo "FTP Service is OK."



2 NFSHR55 8 2.1 NFSHIEAS R

NFS (Network File System) BIMZENHZE S, ©HSUNAEITF1985
FHEL RN, REBSHILINUXEITRIRIISZIENFS,
= NFSfCLfFﬂQQEPE’Jﬁ‘ZMLQTCP/lPﬂfm,\;;/ﬂ%‘?, HEEFIhee 2B X
FEARIRERZ 2 B0 LRI = AR,
q NFSﬁli%%%fBifFNFS%Fﬁ%ﬂ%‘@ﬁ%NFSH&%%%J%E’J;E EESEEIEIENIElEY
NN ===
n EAMNFSEFiRRINEEER, NFSIRSSRiHREZ=HB ZRRANEYNERI
o XBER—F, eliiEFina] LUEBM S oiRE s RIS E S,
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2 NFSHR55 8 2.1 NFSHIEAS R

RPC (Remote Procedure Call Protocol) ElmiEIiEARINY, BT

SR RV, BENFSIRS S TERIEEN 1,

s AFNFSSHFNEERZ, BRI ARRBRABRARNRE, ~EIgEE=E
NN ERYm KGR AR,

 in O FNEESIEANFSEFinSNFSIRS=:5imAVIEEES, MEZ2EMARPCIRSS XK
yeax My AIDINIE N

RPCHEEFNFSE FimSNFSIRSE S5 iR 2UIR (M2,

s RPCEREENIEEERIEET INFSIIREI IR S, FHEERGE im, 1L
= Fim e LOEZ R IERBAYG O _ B3 7@,

s SRS EEEEAINFSITSREVIEARE N iw, FEaNBLRPCEA,

s RPCUEAREIEmAINEKEIFE FPind0iEskFiREIE Fin EEYimE, SGFERPCHL
B LURIES N im XS R AINFSIHEE,
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2 NFSHR55 8 2.1 NFSHIEAS R

NFSWHIMEGRPCRERT 7 Bep MR IR SS
m FINFSZHT, WRSEREIRPC, BNINFS&EIEABMRPCEM, ER2EFHS
HIRPCHY, ZELEMAYIROSINEEREIRESIEL,

s SHTEEIRPC, EEKRHEENBEFREENEM, EnAITRPCEM.
» NFSEIRININgEER W REZERPCEM, XHERPCHEE 7 MENFSIRSBAIRININ
BeAYport number, PIDAINFSTEENFTSITAIIPE, EFinA 8@l
RPCHE a1 E IEAENT M AR .

s NFSHRPC Serverfg—7,
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2 NFSHR55 8 21 NFSHOE AR

NFSERSseEZRHITRIENDSE, HSMXREX,
NFSRRSS R fanig 2/ DFEM I TIFHE

» BIEEFRIEANR

s EIEEFiRAVERIEANR

NFSRRSS 2V IERIZ TR IMEE Y TIFHE

m rpc.nfsd

® rpc.mountd
m rpc.lockd

rpc.statd
roc.quotad
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2 NFSHR55 8 2.2 NFSHUBRE {4

NFSZERfa, RAEIMABIE—EEHZRH,
NFSBRSS Pl 2RI Z 34 aNZR6-9Fh 7,

7 6-9 BFEPHEHEH
i HEH
{usr/sbin/exportfs BIATI . T NFS RS PR SRR
fusrisbin/showmount AHATY S, o NFS RS2 EATNEER

Jusr/sbin/nfestat BIHATH . BT ARFRSRAS
letcfexport DNS BFIEEERS
fete/init.dinfs BeEhE{E Lt nfs RS
letcfinit. dfrpchind Behaki{2 1L rpcbind ARE
letcfsysconfiginfs mOs#

fsbin/mount.nfs HHFE TR
Ishinfmount nfs4 H#REE R (NFSvd)

fsbinfunmount.nfs ENEPEE T I R
{sbinfunmount.nfs.4 ENFhfdg 3T Rdf (NFSvd)
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2 NFSHR55 8 2.2 NFSHUBRE {4
NFSIRS AR TIEmME, QBRI

/etc/init. d/nfs rpcbind
showmount nfsstat B Bz /usr/sbin/exportfs
\ / i
EEETRICH ZitE 2 Exr
mount. nfs Al mount. nfs4 EE Nk p  /etc/exportfs
i3lE37
l HOSH
umount. nfs Al umount. nfs4
/ete/sysconfig/nfs
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2 NFSHR55 8 23 NFSHYESET A

e Dt
SIENFSIRSE s H= exportts & FITEIE NFS RS SHEHIH Rbr, SEETN “letclexportts”s &S
A BRI NFS RIS R

HIS A& 5e (]

exportfs [RIR] [ZEh]

exportfs Liwes _
exportfs sr S HHATA R IRER, W03% 6-10 T
% 6-10 exportfs Sk TnRAA
pr3T] HEH
-a SHBEHHAEER
-d et hEE
-0 {esE— RIS S RIRM0 rw. async, root_squash)
i R/etciexports Fetc/exports.d BR T34
T EHASHEER
-u il =N = e ey e = =
i NS /profifs/infsd sf/procifsints S PITEEATET ik
MEATAERZLE
-V BT HAEFRFEER
-5 T A Fetclexports IS RISLEFTIE
[24ikBA1
exportfs &r SIS IR REA, 0% 6-11 .
% 6-11 exportfs ar-S3nEEA
3 HEH

ORREZ RS / Bkefe / 13938213680 / http:// HETHRS e TR NFS RS EHEMER, 520 “ home/directory




2 NFSHR55 8 23 NFSHYESET A
FEENE NGRS Oy

nfsstat 8% AT 27T NFS 2P Anisdfi2 A (RPC) BORKRITER., %5

Nnfsstat SRS S TS -
[5Z]
| nfsstat [5&1M]
| §-A T |
nfsstat 25 PETA IR 1HAH, 05% 6-12 AT
% 6-12 nfsstat §rS Rk TnEER
IR HAA
-5 RS SRMHEER - BTSSR F RS
€ RETEFRIIEEER
-n {RET NFSIHFEER  EHAET NFS Ii7EE 24 RPC
21304 75, NFS B 20304 ks
-m FTENELANEER nfs ST ARz
I {RFTEN rpc 75
-0 BTEEXANTERER
-l BRI TENE R
-8 FTENE RIRIERI #iriE
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2 NFSHR55 8 23 NFSHYESET A

ERNFSERSS a8 LAY (el \ . ‘
showmount &4 FRF&1A “mountd™ SFFHTE, FEELIRTE NFS JRS2E_LR) NFS TR
MEEE:
| §:5773
shownmount [I5]
showmount o
showmount Ag< BL%ImkERER, 03 6-13 AT
% 6-13 showmount S=3%TEER
i ] HEA
-a Ll hostdin ZHRMEA F R TEAEN SR CBER
-d RETHEFESNBERS
& T NFS fRE SRR R
-h ETHEER
v BTHREER
—no-headers FHRILEFLEER
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2 NFSR55 28 245

E554: TIRBRRMNSHEZFEIRSS

LB HMEL = EIRS A5

£ER2: FBENFS

B3 RENFSIRSSENES

£]4: FEWindows EERMEHZFEIRS

S5 TELinux EERAMBHEEFERS
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RET / s

154 TEARRINEHEE=FERS
n (EZBFR:
= %)uizﬂﬂén/\;—ﬁﬁﬁﬂﬁ%ﬂ’ﬂﬁ =
BB LN E L= FEIRSS
O EWmdovvsJ:IEI'ﬂﬂfm/\?—?_ AR5
o fELinux EIREWNEHEZFERSS




BRI LEEHERENHFRR, aFEENE=5HE
NAEFME, BAFFIER=,
MEEIFENTEIEZE, LR ENSRZEFRIHEE,
HAREK:
@O BRASESHURINEHEZ=EFMERS, ERERSS LLDEREH
BH BT RaidIARSLINE TI%ED'CO
@ RHEBEI20TBNFHREE, LUSB=NEFHEIRS.
® FHEMacOS. Linux. Windows&Z1{EE %,
FRIRER
@ EBINFSEIZMEZEIRS
@ (XA IIEERERMNLEANEEIAIL
Q IFEMRERFHITHEIES

| —

I
| = '~

LTh >
N
N

N ((( ))) } I
|
Tl - —— —— hY ﬂ TR | o .1
— A — I =]
o TEEAR TAFE3E {—
. SRS

NFS + Raid + Disk
it AR / .
Yz
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1 #EIERATHENAR
2. [root@Project-07-Task-02 ~]# mkdir /opt/WorkGroupShare
3. [root@Project-07-Task-02 ~]# chmod 777 /opt/WorkGroupShare

4 #ZERnfsfRsS
5 [root@Project-07-Task-02 ~]# yum install -y nfs-utils rpcbind

oD
v

6. #XINfIRBEHITIE

7. [root@Project-07-Task-02 ~]# systemctl start rpcbind

8 # systemctl enable rpcbind
9 # systemctl start nfs-server

# systemctl enable nfs-server

[root@Project-07-Task-02
[root@Project-07-Task-02
10. [root@Project-07-Task-02

~]
~]
EpERE / BRIFE S -]
~]
1 #XINfsH TECERAIA
12. [root@Project-07-Task-02
13. [root@Project-07-Task-02

4. [root@Project-07-Task-02
15. [root@Project-07-Task-02

~]# systemctl is-enabled rpcbind

~]# systemctl status rpcbind fa

~]# systemctl is-enabled nfs-server

~]# systemctl status nfs-server

16. #EI@EnfsH=

17. [root@Project-07-Task-02 ~]# echo "/opt/WorkGroupShare 10.10.2.0/24(rw,root_squash,no_all_squash,sync,insecure)" >>
/etc/exports

18. [root@Project-07-Task-02 ~]# systemctl reload nfs-server

19. [root@Project-07-Task-02 ~]# exportfs -rv

20. [root@Project-07-Task-02 ~]# showmount -e



#ECENfARSSBEAIR AKIBFNSELinux
[root@Project-07-Task-02 ~J# rpcinfo -p
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --zone=public --add-service=nfs
[root@Project-07-Task-02 ~]# firewall-cmnd --permanent --add-port=111/tcp
[root@Project-07-Task-02 ~]# firewall-cmnd --permanent --add-port=111/udp
[root@Project-07-Task-02 ~1# firewall-cmd --permanent --add-port=2049/tcp
[root@Project-07-Task-02 ~]# firewall-cmnd --permanent --add-port=2049/udp

~]

~]

~]

~]

oD
v

[root@Project-07-Task-02 ~]# firewall-cnd --permanent --add-port=20048/tcp
[root@Project-07-Task-02 ~]# firewall-cmnd --permanent --add-port=20048/udp
10. [root@Project-07-Task-02 ~]# firewall-cmd --reload

iERg / 1&1ES | = 1. [root@Project-07-Task-02

O o N o v A W

# firewall-cmd --zone=public --list-all

12. [root@Project-07-Task-02 ~]# setsebool -P nfs_export_all_rw on
13. [root@Project-07-Task-02 ~]# setsebool -P nfs_export all ro on
14. [root@Project-07-Task-02 ~]# getsebool -a | grep nfs

5. #1EnfsPRSSER Lipmnfs R, HiTARSS Mk

16. [root@Project-07-Task-02 ~]# mkdir /mnt/sharedisk

17. [root@Project-07-Task-02 ~]# mount -t nfs 10.10.2.126:/opt/WorkGroupShare /mnt/sharedisk
18. [root@Project-07-Task-02 ~]# cd /mnt/sharedisk

19. [root@Project-07-Task-02 sharedisk]# touch a.txt

20. [root@Project-07-Task-02 sharedisk]# Is -

21 #BEENSHEZRSHPIRE
22. [root@Project-07-Task-02 sharedisk]# cd ~
23. [root@Project-07-Task-02 ~]# nfsstat



feLinux i) 327 i ARk 55
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EWindows 10_Ejjj 3255 R 5%



3.Sambaf[g5528 3.1 Sambafly TEEE
SambafJh SERIER :

n BHRZSUNIXRSZH R LUBIINFSIEFTE RUNIXRF 2 8ISt R R =,
M T7iEWindows (BIZATRIDOS) RS E e LSCIRBELES, 12417
— MNRETFTNFSHISMB  (Server Message Block) S, FEMLZF
RO RS, FIEDE T LISCII R RH =,

s BTFRRAERBEBSMBIN AT, WREEUNIXSEWindowsHZ&RR
HIRAEME, EARBBIFTPLI,
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3.Sambaf[g5528 3.1 Sambaf T/EEE

SambaRyh SEIHIR

= 19914, j(—T—EAndrevv Tridgwell 8 7 #RIXERS, BEXIEIEERID
i, 5 T SambaB B,

m ERUNIXRES E[FASambafikss, BIRJRASMBIMYSWindows&RFH 2
[BSCI R R =SB X INEE,

m Samba2HRURCIBRIGPLERKE, EHigR 7RUNIXSWindowsZ[8)iE
T SMBIMY I TRIEREZ 51509,

Andrew Tridgwell: https://en.wikipedia.org/wiki/Andrew_Tridgell
Samba: http://www.samba.org
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About Samba Donations
Samba is the standard Windows interoperability suite of programs for Linux and Unix. Nowadays, the Samba Team needs a
I\ dollar instead of pizza -}
. Samba is Free Software licensed under the GNU General Public License, the Samba project is a
member of the Software Freedom Conservancy.
Since 1992, Samba has provided secure, stable and fast file and print senices for all clients
using the SMB/CIFS protocol, such as all versions of DOS and Windows, OS/2, Linux and many Latest News E
others.
15 January 2019
Samba is an important component to seamlessly integrate Linux/Unix Servers and Desktops Samba 4.10.0rc1 Available for
hack Samba into Active Directory environments. It can function both as a domain controller or as a regular Download
X domain member. This is the first release candidate of
the upcoming Samba 4.10 release
series.

The uncompressed tarball has been

support Samba signed using GnuPG (I
6F33915B6568B7EA). The source
code can be downloaded now. See

the release notes for more info.

P Current stable release ) Commercial Support
’ Samba 4.9.4 (gzipped) L‘ Global - By Country 08 January 2019
Release Notes - Signature Call for Papers SambaXP 2019
T i Eonialerces From June 4th to th 2018, developers
elease History sambaXP by Serhet and users wil meet again in
Versions & Notes SDC by SNIA ‘Goettingen, Germany at the 18th
international SAMBA. conference, the
“samba eXPerience 2018".

Maintenance
Patches - Security Updates - GPG Key The call for papers and early bird
registration are open until February
Erin 28th 2019. Please find all necessary
uture information at the conference site.

Release Planning - Roadmap

Further News >>

|
Related Sites
SAMBA e THINK SAMBA LEARN SAMBA - ewrap.org

* linux-cifs.samba.org
- talloc.samba.org

- tevent.samba.org

- tdb.samba.org

LK SAMBA HACK SAMBA CONTACT SAMBA * ldb.samba.org

* jeifs.samba.org

- rsync.samba.org

- ccache.samba.org

- ctdb.samba.org

- ppp.samba.org




3Sambaﬂ|§%§'§ 3.1 SambafI T{FRIE

SambaRfEREUNIXELAIWIndowsiBEE0NR, gt Foilx

UNIXZFIIAEIWindowsizg, mAZiEWindowsOAZEUNIXRY

=,

m 7EWindows 98, WindowsMe. WindowsNTiR{EX %R SMBIRSE(H
137(UDP). 138(UDP)X139(TCP)um[,

= fEWindows 2000LAEhR ARV ER FE R fEE 445 (TCP)im .,
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3Sambaﬂ|§%§'§ 3.1 SambafI T{FRIE

SambafRSHIRE N FEHIE
s Nmbd: #7NetBIOSEFREET, FHEMENESRS BR-ME LI ZER
A
m Smbd: BESambafkFZes LAIHE=HZRE. FIEIHE,
FEZEXINE W HEERRH TEIERIIRS.
B RFREERH =R, FESMbAIX MHIAEEIBEIRIE i,
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SMBE P SMBAR %525
3.Sambaf[g5528 ?@}4 e &
SambafREZ5Sambaz s T {Emfe res
ORI

@_L }% SWBZ i SMBFR: % 25

|

> ¥ SME SessstupXidik FiES >
» HIEHEER @ g
] LEJ:F }K ? SMB SessstupXifEf HiEE

RIE

SMBZE i SMBAR 25 2%
@ SMB ToonXif K HIEE
? < SHB TconXIfil 2126

VRH=ER

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



3.Sambaf[g5528 3.1 Sambaf T/EEE

SambafRSSEMNLZEIRT
m shareZ 2K BIE
ZRimExRSambaiRSes, FEEMABPAMNZEHMALIXIIESambafkSSE1I2RR, &
BFAHNHEERR, @2iE, FERSHEMSTRRERFIELZEE.
n UserZERHET
ZRimExRSambaiRSSes, FERRXGAMKSIEME, SUIRSSRIEALOpEHEZER
R, IRBEREIASNLRIIELL,
n serverZ e pIET
ZFinE BB RIERE, BREREEN—&SambaiksSes B TI0IE, ANRIGUEHI
IR, EPuRsBuserdkBlinia), SEIERASAEETE,
m domainZ e BIiEL
IOAWindowstgiIA iz, I T/EBHEWindowsigizdlgstass,
n adsTZENFIRT
B& 7 domaink 2SR ra RIThREH o) LUE S5 28I TIRE,

gy
oI
‘ﬁ.‘ -

<

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




3.SambafR55Es

3.2 Sambaf9EE {4

SambaE BRIEFE N G, WZFERMT:

% 6-16 Samba RRSSAHEECFHRER

X

HEA

letcisambal/smb. conf

Samba ¥ EEE

fetciinit. dismb {e=fi| Samba BRERY smbd RES
Jetcfinit.d/nmb {e=ifi| Samba BRERY nmbd BRS
fusr/bin/smbclient Samba REHIEFwITE
fsur/binfrpcclient TS P MS-RPC Thsp T B
fusribin/smbpasswd & SMB R PEEES
fusr/bin/smbusers FA P frR i 57 i
fusr/binffindsmb T, SMB =3rEiE L RrREEER
fusr/sbin/smbd 12t SMBICIFS BRE
Jusrisbin/nmbd 121 IP s ARS LAY NetBIOS F iR

letc/pam.dfsamba

PAM A ES

fusr/bin/eventlogadm

rig Samba FiFHEILFE

fusr’bintestparm

15T smb.conf BIE RIS FRAtE
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3.SambafR55Es 3.2 SambafERE i

SambafkFBHZNAHRIKER, WEIFTR:

~

Bzl BTl
smb. conf }V
g /ete/pam d/sanba
PAMIAIE 3
| smbclient }7 B3R
ol BITIERF
|3 Sambaf . . ~

HEXH

Log. % m

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




3.Sambaf[g5528 3.3 SambalERIIIHY
SMBHMX :

= SMB (Server Message Block) @& FTCP-NETBIOS, um[fFERITCP
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[root@Project-07-Task-03

[root@Project-07-Task-03
[root@Project-07-Task-03
[root@Project-07-Task-03

[root@Project-07-Task-03
[root@Project-07-Task-03

[root@Project-07-Task-03
[root@Project-07-Task-03

[root@Project-07-Task-03
[root@Project-07-Task-03

. [root@Project-07-Task-03

[root@Project-07-Task-03

[root@Project-07-Task-03

~]# yum install -y samba samba-client

~]# mkdir -p /opt/smbfile/smbshare
~]# mkdir -p /opt/smbfile/smbwork
~]# mkdir -p /opt/smbfile/smbpublic

~]# useradd smbshareuser -s /sbin/nologin
~]# useradd smbworkuser -s /sbin/nologin

~]# smbpasswd -a smbshareuser
~]# smbpasswd -a smbworkuser

~]# chmod 777 -R /opt/smbfile/smbshare
~]# chmod 777 -R /opt/smbfile/smbwork

~]# chmod 777 -R /opt/smbfile/smbpublic
~]# Is -l Jopt/smbfile/

~]# mv /etc/samba/smb.conf /etc/samba/smb.conf.bak




1. [root@Project-07-Task-03 ~]# cat > /etc/samba/smb.conf << EOF

2. [global]

3. workgroup = hactcmit

4. server string = linux lesson samba server version %v
5. netbios name = lessonsmb

6. security = user
7.

8.

9,

oD
v

interfaces = enp0s3
hosts allow = 10.10.2.0/24
max connections = 10

iERg / 1&1ES | = 1. time server = no
11. log file = /var/log/samba/samba-log.%m
2. max log size = 10240
13, passdb backend = tdbsam
[smbpublic] ;

1

2 comment = workgroup public share disk
3 path = /opt/smbfile/smbpublic

4 admin user = smbworkuser

5. public = yes

6 browseable = yes

7 readonly = yes

8 guest ok = yes



1. [smbshare]

2 comment = workgroup open share disk
3 path = /opt/smbfile/smbshare

4 admin users = smbshareuser

5. public = no
6

7

8

9
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browseable = yes
valid users = smbshareuser, smbworkuser
readonly = no

read list =
10. writable = yes
iERg / 1&1ES | = il write list = smbshareuser, smbworkuser
12. create mask = Q777
13, directory mask = 0777
14. force directory mode = 0777
15. force create mode = 07777
-
16. [smbwork]
17. comment = workgroup work share disk
18. path = /opt/smbfile/smbwork
19. admin users = smbworkuser
20. public = no
21. browseable = yes
22. valid users = smbshareuser, smbworkuser
23. readonly = no
24. read list = smbshareuser
25. writable = yes
26. write list = smbworkuser
27. create mask = 0777
28. directory mask = 0777
29, force directory mode = 0777
30. force create mode = 07777

31 EOF
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[root@Project-07-Task-03
[root@Project-07-Task-03
[root@Project-07-Task-03

[root@Project-07-Task-03
[root@Project-07-Task-03
[root@Project-07-Task-03

[root@Project-07-Task-03
[root@Project-07-Task-03
[root@Project-07-Task-03
[root@Project-07-Task-03

. [root@Project-07-Task-03

[root@Project-07-Task-03

~]# systemctl start smb nmb
~]# systemctl enable smb nmb
~]# systemctl status smb nmb

~]# firewall-cmnd --permanent --zone=public --add-service=samba
~]# firewall-cmd --reload
~]# firewall-cnd --zone=public --list-all

# setsebool -P samba_enable_home_dirs on

# setsebool -P samba_export_all ro on

# setsebool -P samba_export_all_rw on

# chcon -t samba_share_t /opt/smbfile/smbshare
# chcon -t samba_share_t /opt/smbfile/smbwork

~]
~]
~]
~]
~]
~]# chcon -t samba_share_t /opt/smbfile/smbpublic
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