LinuxRZ 12 51nHEEE

2£01%E: #FLinux

i)
13938213680 / ruanxiaolong@hactcm.edu.cn

http://linux.xg.hactcm.edu.cn
http://www.51xueweb.cn

WREFEAXRFEREBSERRRHAE
SRRARFE RN SERRFER TEE

2021.2



24X

LinuxHEiA
m Linux@E7N. Linuxiz. &ITARSTEEITIR
HETFVirtualBoxZZELinux

m VirtualBoxpIM4EHECE
m CentOS, Ubuntu, UOS. openEular

Wé%@ﬂ% ifconfig. nmcli. nmtui
VSRR TE SSH. VNC. Telnet

1

n WEEETH
arp. arpwatch, arping. ifconfig. ifup. ifdown
mii-tool, route. ethtool. tc

m W2 T B ping. traceroute. netstat, mtr

m WZEIEIE T B iftop. ngrep. tcmdump
WEHPELD R / el / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




1.1 LinuxR{ER S

1.LinuxfifiA

BEITRRILINUXIELINUXIEIER S,

LinuiRERF 22— ER R REFEATNEBEEIIERUNXRIER S, 2— 1EFPOSIXHD

UNIXBIZ P, 23185, Y5 28BNZ2CPURSIRIER %, EFEG S Linux Kernel,
GNUFIN B2 =27

WREPEA KRS / Bbel / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



1.LinuxfifiAR 11 Linuxig{ER S

NE=FI0BRIEILENELInUuIRIERS,
AL HZLINUXBI B RE260%L L,
BRI ENMIZmLINuUXEBZRIA99%,
R _FEIT80%EBEFH _LizfTLinux,

MWD E = = §

O B0 D &0
- 06
R

WREPEA KRS / Bbel / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



1L|nUX¢E%]\ZE 1.2 Linux Kernel
JREELinuxtgLinux Kernel,
= Linux Kernel fERVE—MRHEIREIE]. ERZ. HIEEE. WEBEZFIIEERY

RES, BFRLiINnuXZ,
m Linux Kernel ~"2—EZBANRIER S, RERIERFAIZL,
m Linux Kernel 2FFEINE, TERLNuxESSREHER,

FFLinuxEESHNEZEE, TJLUAREESMG (http://www.linuxfoundation.org) 15407 ##,

WREPEA KRS / Bbel / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



1.Lin uxd‘ﬂ%iZE 1.2 Linux Kernel

1969 UNIXZAT&TAE)R I /RECIG =AY— P SEie I,
19738 UNIX#ETGEIRMHEERZ RKEF LR E=RRINE, UNXFIESFEARES
YEFF A&, REETBSD (Berkeley Software Distribution, {HFefEERITAR) .
19796 AT T NS HF I E EREEUNIXRIRA e, FER=Andrew S.
TanenbaumZdEH /& 7 MinixRX g BF20=,
19918 =R AZF A Linus TorvaldsItMinixdt i TifsR, HEFIKF A TEHCH
MERS: Linux (LinusBUNIX)

m [F)ATLinus TorvaldsBE R FRTRCHS_ HERITFEMN, Sl TIRZ ARISHE,

m MIELINUXIETUIREAE,

WEHPELD R / el / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2 11 Linux ‘EEA S

1.LinuxfifiA e "

199159 F | Linux 0.0.1§EE
199145108 | Linux 0.0.2 {4, 3B IFE&E4 Linux
19925 4 87 | B Linux ¥5)EH comp.os.linux 4
1892 10 8 | B—-7 kI F#ER) Linux M SLS | Softlanding Linux System ) {4
1992 HF£-1994 & | Slackware . RedHat. Debian jE4
1994 3 B Linux 1.0.0 4> Linux $£[5] GPL BRiv Hpis
19953 8 | Linux 1.2 #H
19955 115 | Alpha 38§46 Linw 1L
1906F 6 H Linux 2.0 4. Debian GNUW/Linux 1.1 34
1999 15 | Linux 2.2 #H
2000 =F Linux E3=nt7
20118 | Linux 2.4 4,
2003412 8 | Linux 2.6 it
2004 5 Ubuntu F—E7F, MR 4.10
2009F 98 | BaREARERS Android &7
2011 & EF Linux £ IBM f] Watson 1+ B imi5 T Jeopardy Ehkst

WEHPELD R / el / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



R EDAE

2 The Linux Kernel Archives

1.Lin

x |+ ]
¢ C O hitps//wawkemelorg itk https://www.kernel.org s @

The Linux Kernel Archives R

About Contact us FAQ Releases Signatures Site news !\)4/

Protocol  Location
HTTP https://www.kernel.org/pub/ Latest Release
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mainline:  5.11-rcé 2021-01-31  [tarball] [patch] [inc. patch] [view diff] [browse]

stable: 5.10.13 2021-02-03 [tarball] [pgp] [patch] [inc. patch] [view diff] [browse] [changelog]
longterm: 5.4.95 2021-02-03 [tarball] [pgp] [patch] [inc. patch] [view diff] [browse] [changelog]
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GitStats - linux

‘General‘ ‘Activity‘ ‘Authors‘ ‘Files‘ ‘Lines‘ ‘Tags‘

Project name:
linux
Generated:
2020-01-01 09:00:10 (in 8567 seconds)
Generator:
GitStats (version 55c¢5¢28), git version 2.20.1, gnuplot 5.2 patchlevel 6
Report Period:
1969-12-31 19:00:01 to 2085-06-18 11:57:19
Age:
42173 days, 5474 active days (12.98%)
Total Files:
66492
Total Lines of Code:
27852148 (52733303 added, 24881155 removed)
Total Commits:
887925 (average 162.2 commits per active day, 21.1 per all days)
Authors:
21074 (average 42.1 commits per author)
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A The Linux Kemel Archives X | P Gitstats - linux x |+

< C @ htps

/phoronix.com/misc/linux-eoy2019/authors.html

Authors

|Genera|| ‘Activity| JAuthorsI ’E‘ ’m‘ l?gs‘

List of A
Author Commits (%) __+ lines es commit__Last commit Age Active days __# by com,
Linus Torvalds 28815 (3.25%) 6775122 | 75895 2005-04-16 2019-12-31 5371 days, 20:54:22|4369 1
David S. Miller 12212 (138%) |187314 |161370 |2005-04-16  |2019-12-29 | 5369 days, 220513 | 3440 z
Mark Brown 7373 (0.83%) 263833 121037 |2006-02-01 2019-11-22 5041 days, 19:56:36| 1744 3
Takashi Iwai 7067 (0.80%) 224238 266693 | 2005-03-24 2019-12-17 5380 days, 20:30:02| 2212 4
Arnd Bergmann 7003 (0.79%) 76759 555085 |2005-05-18 2019-12-16 5325 days, 0:35:50 |1237 5
Al Viro 6711 (0.76%) |121249 |162783 | 20050403  |2019-11-12 | 5336 days, 12:557.14| 1480 5
Mauro Carvalho Chehab| 6259 (0.70%) 599401 545384 | 2005-06-24 2019-11-26 5268 days, 8:35:04 | 1472 7
H Hartley Sweetan 5842 (0.67%) 127904 200103 | 2009-03-31 2017-09-03 3077 days, 19:19:59|405
Ingo Molnar 5786 (0.65%) 129827 101816 |2005-04-18 2019-12-17 5355 days, 17:29:26( 1826 9
Greg Kreah-Hartman 5786 (0.65%) 919955 1696150 | 2002-04-09 2019-12-16 6459 days, 13:58:09(1573 10
Christoph Hellwig 5525 (0.62%) 207354 383629 |2005-04-03 2019-12-04 5357 days, 21:41:08| 1264 11
Chris Wilson 5160 (0.58%) 185917 130318 |2009-01-30 2019-12-18 3973 days, 13:30:21( 1457 12
Thomas Gleixner 5058 (0.57%) 134793 245232 | 2005-01-18 2019-11-20 5419 days, 7:25:24 1158 13
Russell King 4803 (0.54%) 200337 166685 | 2005-01-24 2019-12-19 5441 days, 23:34:58( 1537 14
Johannes Berg 4458 (0.50%) 233450 161415 | 2005-12-10 2019-11-22 5094 days, 9:00:52 (1510 15
Tejun Heo 4209 (0.47%) 161635 124071 | 2005-04-03 2019-12-16 5370 days, 1:38:54 | 1070 16
Geert Uytterhoeven 4199 (0.47%) 103295 76898 2005-04-18 2019-12-23 5361 days, 16:15:48| 1172 17
Hans Verkuil 4066 (0.46%) 251330 257702 | 2005-11-09 2019-12-02 5136 days, 12:31:28( 1162 18
Dan Carpenter 3741 (0.42%) 13045 14320 2006-11-20 2019-12-13 4771 days, 3:14:53 | 1436 19
Eric Dumazet 3695 (0.42%) 68107 54203 2005-06-22 2019-12-23 5296 days, 21:40:33(1739 20

These didn't make it to the top: Amaldo Carvalho de Melo, Rafael J. Wysocki, Kuninori Morimoto, Dave Airlie, Olof Johansson, Alex Deucher, Linus Walleij, Daniel Vetter, Trond Myklebust, Laurent Pinchart, Joe Perches, Ville Syrjéld, Ben Skeggs, Axel Lin, Peter Zijlstra, Colin lan King, Paul Mundt, David Howells, Paul E. McKenney, Bartlomiej Zolnierkiewicz, Hans de Goede, Bjorn Helgaas, Lars-Peter Clausen, Andy
Shevehenko, Wolfram Sang, Julia Lawall, Ralf Baechle, Fabio Estevam, Johan Hovold, NeilBrown, Randy Dunlap, Tony Lindgren, Sachin Kamat, Alan Cox, Thierry Reding, Jens Axboe, Masahiro Yamada, Eric W. Biederman, Stephen Hemminger, Andi Kleen, Viresh Kumar, Wei Yongjun, Adrian Bunk, Jiri Olsa, Jean Delvare, Guenter Roeck, Jingoo Han, Dmitry Torokhov, Heiko Carstens, Florian Fainelli, Andrew Morton,
Herbert Xu, Benjamin Herrenschmidt, Dan Williams, Stephen Boyd, Christian Konig, Magnus Damm, Ben Dooks, Kees Cook, Chuck Lever, Jan Kara, Felipe Balbi, Michael Ellerman, Borislav Petkov, Bart Van Assche, Steven Rostedt, Maxime Ripard, Tomi Valkeinen, Joerg Roedel, Peter Ujfalusi, Patrick McHardy, Jeff Layton, lan Abbott, Ben Hutchings, Oleg Nestercv, Krzysztof Kozlowski, Marc Zyngier, Gustavo A. R.
Silva, Jiri Slaby, Will Deacon, James Smart, Jes Sorensen, Larry Finger, Uwe Kleine-Kénig, Jeff Garzik, Alexandre Belloni, Adrian Hunter, Alexander Duyck, David Woodhouse, Len Brown, John W. Linville, Alan Stern, Rob Herring, J. Bruce Fields, YueHaibing, Yinghai Lu, Namhyung Kim, Felix Fietkau, Jiri Pirko, Paul Mackerras, Alexey Dobriyan, Sergei Shtylyov, Rafal Milecki, Dave Chinner, Daniel Borkmann, Baris
Brezillon, Jani Nikula, Antti Palosaari, Mike Frysinger, Emmanuel Grumbach, Malcolm Priestley, Johan Hedberg, Chris Mason, Paul Gortmaker, Markus Elfring, Jakub Kicinski, Alex Elder, Steve French, Marcel Holtmann, Lee Jones, Frederic Weisbecker, Florian Westphal, Guennadi Liakhovetski, Avi Kivity, Philipp Zabel, Sam Ravnborg, Josef Bacik, Rusty Russell, Matthew Wilcox, Michael Chan, Luis R. Rodriguez, Ard
Biesheuvel, Javier Martinez Canillas, Darrick ). Wong, Jasgeuk Kim, Miklos Szeredi, Shawn Guo, Masami Hiramatsu, David Sterba, Simon Horman, Staphen Rothwaell, David Ahern, Vinod Koul, Michael Krufky, Bob Moore, Jonathan Cameron, Thecdore Ts'o, Sascha Hauer, K_Y. Srinivasan, Michal Simek, Roland Draier, Arend van Spriel, Thomas Patazzoni, Chen-Yu Tsai, Martin Schwidefsky, Pablo Neira Ayuso, Aaro
Koskinen, Tomas Winkler, Artem Bityutskiy, Stephen Warren, Anton Blanchard, Sebastian Andrzej Siewior, Jeremy Fitzhardinge, Pacle Bonzini, Andy Lutomirski, David Brownell, Aneesh Kumar K.V, Akinobu Mita, Christoph Lameter, Greg Ungerer, Chao Yu, Marek Szyprowski, Michael S. Tsirkin, Arvind Yadav, Paul Burton, Heiner Kallweit, Stanislaw Gruszka, Eric Biggers, Sylwester Nawrocki, H. Peter Anvin, Rex Zhu,
Andrew Lunn, James Hogan, Bill Pemberton, Clemens Ladisch, Jiri Kosina, Stefan Richter, Kumar Gala, Nicolas Pitre, Fabian Frederick, Steven Whitehouse, UIf Hansson, Takashi Sakamoto, Lorenzo Bianconi, Kalle Valo, Imre Deak, Maarten Lankhorst, FUJITA Tomonori, Catalin Marinas, Li Zefan, Brian Norris, Ido Schimmel, Lennert Buytenhek, Jesper Juhl, Sujith Manoharan, Grant Likely, Daniel Mack, Pavel Emelyanov,
Hugh Dickins, Paulo Zanoni, Gustavo Padovan, Ming Lei, Sage Weil, Sakari Ailus, James Bottomley, Charles Keepax, llya Dryomov, | A Shutemowv, Vineet Gupta, Jan Beulich, Mika Westerberg, Mike Rapoport, Mel Gorman, Mark Rutland, Kevin Hilman, Wey-Yi Guy, Paul Walmsley, Peter Hurley, Jesse Barnes, Hannes Reinecke, Sven Eckelmann, Harvey Harrisan, Christophe Leroy, Jiang Liu, Nicholas Bellinger,
Vivien Didelot, Neil Armstrong, Nicholas Piggin, Eric Paris, Alexander Aring, Andreas Gruenbacher, Anton Vorontsov, Ezequiel Garcia, Heiko Stuebner, David Daney, stephen hemminger, Marek Vasut, Jacob Keller, Mikulas Patocka, Roel Kluin, Sagi Grimberg, Alexei Starovoitov, Oliver Neukum, Lucas Stach, Dominik Brodowski, Archit Taneja, Xin Long, Dave Jones, Yoshihiro Shimoda, Masanari lida, Yan, Zheng, Mike
Christie, Johannes Weiner, Steven Rostedt (Red Hat), Srinivas Kandagatla, Bartosz Golaszewski, Helge Deller, Richard Weinberger, Bjorn Shiyan, Konrad Wilk, Michal Kazior, Daniel Lezcano, Sudip Mukherjee, Jerome Brunet, Eric Sandeen, Sergio Paracuellos, Jeff Dike, Rob Clark, Shachua Li, Chaehyun Lim, Nikolay Borisov, Michael Hennerich, Nicolas Ferre, Laxman Dewangan, Paul
Bolle, Jarkko Nikula, Eliad Peller, Ben Widawsky, Mick Piggin, Eric Anholt, Jason Guntherpe, Tero Kristo, Benjamin Tissoires, Sebastian Ott, Matt Carlson, John Stultz, Michal Hocko, Gregery CLEMENT, Andrzej Hajda, Rasmus Villemoes, Bhumika Goyal, Mike Snitzer, Lv Zheng, Tvrtko Ursulin, Hauke Mehrtens, Tony Luck, Thomas Hellstrom, Luciane Coelho, Gavin Shan, Bruce Allan, Max Filippov, Lars Ellenberg,
Atsushi Nemoto, Anson Huang, Tobias Klauser, Robert Richter, Christian Lamparter, Oleg Drokin, navin patidar, David Rientjes, Alexander Graf, Martin Blumensting, Jesse Brandeburg, Philipp Reisner, Christian Borntraeger, Jean-Francais Moine, Roger Quadros, Damien Lespiau, Dmitry Eremin-Solenikov, Chris Metcalf, Finn Thain, Kukjin Kim, Leo Kim, Gerrit Renker, Rodrige Vivi, Kishon Vijay Abraham I, Jan
Engelhardt, Samuel Ortiz, Andrew Vasquez, Thomas Graf, Leon Romanovsky, Keith Busch, Ivo van Doorn, Or Gerlitz, Mateusz Kulikowski, Filipe Manana, Ajay Singh, Stefan Agner, Vasanthakumar Thiagarajan, Robert P. J. Day, Pekka Enberg, Xiac Guangrong, Maciej W. Rozycki, Peter Chen, Michasl Buesch, Alexandre Courbot, David Hildenbrand, Jonathan Corbet, Antoine Tenart, John Fastabend, Davidlohr Busso,
Jan Kiszka, Rajkumar Manoharan, Gabor Juhes, Vitaly Kuznetsov, Pierre-Louis Bossart, Tomasz Figa, Scott Wood, Benjamin Romer, Liu Bo, Josh Poimboeuf, Huang Rui, Julian Wiedmann, Arjan van de Ven, Cong Wang, Arik Nemtsov, Chanwoo Choi, Dave Hansen, Steven Rostedt (VMware), Shuah Khan, Robin Murphy, Brian Foster, Amitkumar Karwar, Jon Hunter, Biju Das, YOSHIFUJ| Hideaki, Sudeep Holla, Petr
Machata, Jaswinder Singh Rajput, James Morris, Viad Yasevich, Jeff Mahoney, David Herrmann, Krzysztof Helt, Matt Fleming, Cyrill Gorcunov, Sara Sharen, Ryusuke Konishi, Roland Vossen, Nishanth Menon, Zhang Rui, Stefan Wahren, Tom Herbert, Pavel Machek, Eric Miao, Andrey Smirnov, Wu Fengguang, Sarah Sharp, Lai Jiangshan, Jouni Malinen, Alex Williamsen, John Crispin, Geliang Tang, Santesh Shilimkar,
Robert Jarzmik, Michael Neuling, Gleb Natapov, James Simmons, Evan Quan, Rabin Vincent, Jussi Kivilinna, Tetsuo Handa, Grygorii Strashko, Ondrej Zary, Nikolay Aleksandrov, Mika Kuoppala, Marc Kleine-Budde, Parav Pandit, Jason Wang, Bjern Mork, Yuval Mintz, Viadimir Zapolskiy, Steven Toth, Allan Stephens, Ursula Braun, Alexander Shishkin, Sujith, Kay Sievers, Gerd Hoffmann, Steve Wise, Harry Wentland,
Srinivas Pandruvada, Shannon Nelson, Sean Young, Suzuki K Poulose, Mark Fasheh, Qu Wenruo, Nishka Dasgupta, Christoffer Dall, Sonic Zhang, Michael Straube, lan Campbell, Devin Heitmueller, Roland McGrath, Cornelia Huck, Pavel Shilovsky, llpo Jarvinen, Jeff Kirsher, Miao Xie, Gilad Ben-Yossef, Henrique de Moraes Holschuh, Francais Romieu, Marcelo Tosatti, Kirill Tkhai, Matthew Garrett, Stephen M.
Cameron, Vivek Goyal, Jesper Nilsson, Sebastian Reichel, Wanpeng Li, Shawn Lin, Nicolas Dichtel, Brian King, Sean Paul, Jesper Dangaard Brousr, Wang Nan, Miquel Raynal, Kent Overstreet, KAMEZAWA Hiroyuki, Corey Minyard, Andrze] Pietrasiewicz, Mike Isely, Dave Martin, WANG Cong, Steffen Klassert, Jon Mason, John Whi , Sean Christopt , Liam Gird , Dmitry Osipenko, Glauber Costa, Mitch
Williams, Heikki Krogerus, Eduardo Valentin, Daniel Drake, Tac Ma, Timur Tabi, Christophe Ricard, Fabrizio Castro, Yoichi Yuasa, Noralf Trennes, Christophe JAILLET, Tom St Denis, Antonio Quartulli, Lukas Wunner, Jared Wilsen, Markos Chandras, Kenji Kaneshige, Vladimir Kondratiev, Haavard Skinnemoen, Peter Huewe, Paul Moore, Juergen Gross, Jack Morgenstein, Denis V. Lunev, Saeed Mahameed, Bob
Peterson, Boaz Harrosh, Suresh Siddha, Suman Anna, Joonsoa Kim, Chen Gang, Andrei Emeltchenko, Matthias Kaehlcke, Amir Goldstein, Mathieu Desnoyers, Kevin McKinney, John Johansen, David Vrabel, Antonino A. Daplas, Trent Piepho, Hante Meuleman, Rajendra Nayak, Stephane Eranian, Sebastian Hesselbarth, Nicholas Mc Guire, Hariprasad Shenai, Mike Marciniszyn, Dave Jiang, Douglas Anderson, Andy
Walls, Kyle McMartin, Andrea Arcangeli, Richard Cochran, Konstantin Khlebnikov, Haojian Zhuang, Dmytro Laktyushkin, Michel Dénzer, David Henningsson, Jean-Christophe PLAGNIOL-VILLARD, Changbin Du, David Kershner, Barry Song, Manuel Lauss, lcenowy Zheng, Baruch Siach, Lorenzo Pieral nand Jain, Alexey Khoroshilov, Sean Wang, Joel Becker, Franky Lin, Niklas Séderlund, Emil Tantilov, Peter Rosin,
Ivan Safonov, Pierre Ossman, Neil Horman, Nathan Chancellor, Mathias Nyman, Manu Abraham, Dinh Nguyen, Amitoj Kaur Chawla, kbuild test robot, Willem d n, Alexey Starikovskiy, Jean-Frangois Moine, Minchan Kim, Mathias Krause, Martin K. Petersen, Denys Vlasenko, Ricardo Ribalda Delgado, Andy Whitcroft, Joe Thornber, Andy Adamson, Zhu Yi, Andy Grover, Tobin C. Harding, Peter Meerwald,
Jisheng Zhang, KOSAKI Motohiro, Philippe Reynes, Mohammed Shafi Shajakhan, Stefano Stabellini, Devendra Naga, Lad, Prabhakar, Oleksij Rempel, Tom Zanussi, Quinn Tran, Andres Salomon, Michat Mirostaw, Tariq Toukan, Peng Tao, John Garry, Christian Gromm, Thomas Abraham, Chunming Zhou, Brian Masney, Michal Marek, Kan Liang, Joachim Eastwood, Helmut Schaa, Omar Sandoval, Huang Shijie, Eli
Cohen, David Gibson, Bob Copeland, Johannes Thumshirm, Jose Abreu, Jaroslav Kysela, Fangguang Wu, Enric Balletbe i Serra, Corentin Labbe, Baclin Wang, Ander Conselvan de Oliveira, Pacle ‘Blaisorblade’ Giarrusso, Alexey Kardashevskiy, Olaf Hering, Luis de Bethencourt, Stanislav Kinsbursky, Simen Wunderlich, Markus Pargmann, Marcin Slusarz, Andrew Victor, Andre Przywara, Mike Travis, Mark Einen,
Michael Holzheu, Martin KaFai Lau, Vasily Gorbik, Oded Gabbay, Ying Xue, Rashika Kheria, Peter Senna Tschudin, Luca Coelho, Laura Abbott, Paclo Abeni, Jon Paul Maloy, Huang Ying, Himangi Saracgi, David Teigland, Zhenyu Wang, Mimi Zohar, Jia-Ju Bai, Nathan Scott, Monk Liu, Mathieu Poirier, Paul Cercueil, Glen Lee, Ben Greear, Mike McCormack, Radim Krémar, Andrii Nakryiko, Rik van Riel, Jan Glauber,
Andrey Grodzovsky, Julian Anastasov, Haiyang Zhang, Josl Stanley, Felix Kushling, Corantin Chary, Avinash Patil, Alexander Bersgalov, Sathya Perla, Nicolin Chen, Linas Vepstas, Sargey Senozhatsky, Sasha Levin, Mark A. Greer, Rickard Strandquist, Nadav Amit, Michal Wajdaczko, Andrew F. Davis, Stanislav Fomichev, Sekhar Nori, Juuso Oikarinen, Geoff Levand, Reinette Chatre, Dong Aisheng, David Miller, Marcel
Ziswiler, Lubomir Rintel, Josh Boyer, Matt Ranostay, Glauber de Cliveira Costa, Viastimil Babka, hayeswang, Richard Purdie, Marek Belisko, Inki Dae, Daniel Scheller, Xiubo Li, Jonas Gorski, Hawking Zhang, Thomas Bogendoerfer, Matthias Beyer, Hannes Frederic Sowa, Andreas Herrmann, Matt Roper, Kim Phillips, Jyri Sarha, Joonyoung Shim, Jeremy Kerr, Huang Weiyi, Benoit Coussan, Shraddha Barke, Keith
Packard, Jordan Crouse, Jacope Mondi, Frank Schaefer, Wim Van Sebroeck, Kailang Yang, Den Skidmere, Keerthy, Holger Schurig, David Lechner, Vladimir Davydov, Ludovic Desroches, Kinglong Mee, Francisca Jerez, Thomas Renninger, Peter Griffin, Bard Liao, Jerome Glisse, Jason Coeper, lan Kent, Waiman Leng, Ulrich Hecht, Prarit Bhargava, David Chinner, Jack Steiner, Gao Xiang, Nobuhire Iwamatsu, Kashyap,
Desai, Hendrik Brueckner, Daeseck Youn, Christof Schmitt, Yaniv Rosner, Chunfeng Yun, Bhaktipriya Shridhar, Pavel Roskin, Lendacky, Thomas, Yijing Wang, Vladimir Oltean, Naoya Heriguchi, Marek Lindner, Jayachandran C, Jason Wessel, Eilon Greenstein, Alexander Usyskin, Alexander Gordeev, Viad Buslov, Jozsef Kadlecsik, Janusz Krzysztofik, Bryan Wu, Yuchung Cheng, Jassi Brar, Fabrice Gasnier, Dmitry
Monakhov, Benny Halevy, Dmitry Kasatkin, Xenia Ragiadakou, Andrey Ryabinin, Vaibhav Hiremath, Takeshi Kihara, Kefeng Wang, Florian Tobias Schandinat, Eric Sesterhenn, Stefan Roese, Jiri Benc, Javier Gonzalez, Chengguang Xu, Lyude Paul, Kevin Cernekee, Jeeja KP, Tilman Schmidt, Tushar Behera, Todd Poynor, Takuya Yoshikawa, Ron Mercer, Lothar WaBmann, Jernej Skrabec, Auke Kok, Sunil Mushran,
Gertjan van Wingerde, Doug Anderson, Colin Cross, Chad Dupuis, Dmitry Kravkov, Yonghong Song, Toshi Kani, Matan Barak, Mariusz Kozlowski, Greg Rose, Thomas Meyer, Coly Li, Anton Altaparmakov, Yan-Hsuan Chuang, Patrice Chotard, Michal Nazarewicz, Kieran Bingham, Andre Guedes, zhong jiang, James Morse, Lu Baolu, Daniel Walker, Manivannan Sadhasivam, Stephan Mueller, Sinan Kaya, Giuseppe
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The Open Source Definition

Introduction

Open source doesn't just mean access to the source code. The distribution terms of open-source software must comply with the following criteria;

1. Free Redistribution

The license shall not restrict any party from selling or giving away the software as a component of an aggregate software distribution containing programs from
several different sources. The license shall not require a royalty or other fee for such sale.

2. Source Code

The program must include source code, and must allow distribution in source code as well as compiled form. Where some form of a product is not distributed
with source code, there must be a well-publicized means of obtaining the source code for no more than a reasonable reproduction cost, preferably downloading
via the Internet without charge. The source code must be the preferred form in which a programmer would modify the program. Deliberately obfuscated source
code is not allowed. Intermediate forms such as the output of a preprocessor or translator are not allowed.

3. Derived Works

The license must allow modifications and derived works, and must allow them to be distributed under the same terms as the license of the original software.

4. Integrity of The Author's Source Code

The license may restrict source-code from being distributed in modified form only if the license allows the distribution of *patch files* with the source code for the
purpose of modifying the program at bulld time. The license must explicitly permit distribution of software built from modified source code. The license may
require derived works to carry a different name or version number from the original software,

5. No Discrimination Against Persons or Groups

The license must not discriminate against any person or group of persons.

6. No Discrimination Against Fields of Endeavor

The license must not restrict anyone from making use of the program in a specific field of endeavor. For example, it may not restrict the program from being used
in a business, or from being used for genetic research,

7. Distribution of License

The rights attached to the program must apply to all to whom the program is redistributed without the need for execution of an additional license by those
parties.

8. License Must Not Be Specific to a Product

The rights attached to the program must not depend on the program's being part of a particular software distribution, If the program is extracted from that
distribution and used or distributed within the terms of the program’s license, ail parties to whom the program s redistributed should have the same rights as
those that are granted in conjunction with the original software distribution,

9. License Must Not Restrict Other Software

The license must not place restrictions on other software that is distributed along with the licensed software. For example, the license must not insist that all other
programs distributed on the same medium must be open-source software.

10. License Must Be Technology-Neutral

No provision of the license may be predicated on any individual technology o style of interface.

The Open Source Definition was originally derived from the Deblan Free Software Guidelines (DFSG).

Version 1.9, lost modified, 2007-03-22
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CentOS Project shifts focus to Cent0S Stream
B8 Tuesday , 8, December 2020 # Rich Bowen @& Uncategorized @ 673 Comments

The future of the CentOS Project is CentOS Stream, and over the next year we'll be shifting focus from CentOS
Linux, the rebuild of Red Hat Enterprise Linux (RHEL), to CentOS Stream, which tracks just ahead of a current
RHEL release. CentOS Linux 8, as a rebuild of RHEL 8, will end at the end of 2021. CentOS Stream continues

after that date, serving as the upstream (development) branch of Red Hat Enterprise Linux.

Meanwhile, we understand many of you are deeply invested in CentOS Linux 7, and we'll continue to produce

that version through the remainder of the RHEL 7 life cycle.

CentOS Stream will also be the centerpiece of a major shift in collaboration among the CentOS Special Interest
Groups (SIGs). This ensures SIGs are developing and testing against what becomes the next version of RHEL.
This also provides SIGs a clear single goal, rather than having to build and test for two releases. It gives the

CentOS contributor community a great deal of influence in the future of RHEL. And it removes confusion around

what “CentOS” means in the Linux distribution ecosystem.

When CentOS Linux 8 (the rebuild of RHEL8) ends, your best option will be to migrate to CentOS Stream 8,
which is a small delta from CentOS Linux 8, and has regular updates like traditional CentOS Linux releases. If
you are using CentOS Linux 8 in a production environment, and are concerned that CentOS Stream will not meet

your needs, we encourage you to contact Red Hat about options.

We have an FAQ to help with your information and planning needs, as you figure out how this shift of project

focus might affect you.

[See also: Red Hat's perspective on this.]

:—JEEEF' IE—{,]" 673 thoughts on “ : CentOS Project shifts focus to CentOS Stream”
) E4S
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FAQ - CentOS Project shifts focus to CentOS Stream

The future of the CentOS Project is CentOS Stream, and over the next year we'll be shifting
focus from CentOS Linux, the rebuild of Red Hat Enterprise Linux (RHEL), to CentOS
Stream, which tracks just ahead of a current RHEL release. CentOS Linux 8, as a rebuild of
RHEL 8, will end at the end of 2021. CentOS Stream continues after that date, serving as the
upstream (development) branch of Red Hat Enterprise Linux. R he rest of

Table of content

. announcemer
. 0% r The following are some of the questions that we've been asked about this transition.
: Question 1: What is the future of CentOS?

Answer:

While the word “CentOS" (Community ENTerprise Operating System) has long meant a
i reliable Linux distribution in the Red Hat ecosystem, it also means the people who create
. and use the technology. With this move to CentOS Stream as the project focus, the CentOS
community will continue to bring the same features to our Linux distro. If you are a CentOS
Linux user, don't worry! There will be a CentOS distribution here in the future.

Our goal is to have a distribution which is influenced more by the community, but to retain
the strong focus on security, stability, and a clear developer workflow.

Q2: What about the other releases of CentOS Linux?
A

Updates for the CentOS Linux & distribution
Updates for the CentOS Linux 7 distribution cc
* support for RHEL7.

Updates for the CentOS Linux 8 distribution continue until the end of 2021; users can
choose to switch over directly to CentOS Stream 8

. = Updates for the CentOS Stream 8 distribution continue through the RHEL 8 “fu
support” |
* ! We will not be producing a CentOS Linux 9, as a rebuild of RHEL 9. Instead CentOS Stream C OS 2
. 9 fulfills this role. (See Q6 below regarding the overlap between concurrent streams,) e nt i IJ § I ; )
| . Q3: Will the source code for Red Hat Enterprise
|

Linux continue to appear on git.centos.org?

N ’jj #j(% f— ylj;z | A: Yes, the source code for Red Hat Enterprise Linux will continue to be published on
/j B3 EFI IEZ’\] - / B)-E HJ'D / h git.centos.org. Nothing will change about how the source code is published. This change is
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CentOS Stream: Building an innovative

future for enterprise Linux

December 8, 2020

Tags

In September 2019, we announced CentOS Stream, an upstream development platform

designed for CentOS community members, Red Hat partners, ecosystem developers, and
many other groups to more quickly and easily see what's coming next in Red Hat Enterprise
Linux (RHEL) and to help shape the product. Since its introduction, we've seen great

enthusiasm from partners and contributors around CentOS Stream and the continuous #& “Intel has a long history of
stream of innovation that the project provides. Given this, we've informed the CentOS supporting the Linux
Pro

that we are shifting our investment fully from CentOS Linux to

= ecosystem by driving open
CentOS Stream. G v <

source innovation across IT
Before we jump into details, it's worth sharing examples where we've seen our ecosystem environments, from
embrace CentOS Stream as a "rolling preview" of what's next in RHEL, both in terms of corporate datacenters to
kernels and features. Facebook runs millions of servers supporting its vast global social cloud deployments. We are

network, all of which have been migrated (or are migrating) to an operating system they excited about the potential

of CentOS Stream within
our customer ecosystem.

derive from CentOS Stream. While Facebook continues to drive internal innovation on

CentOS Stream, the company has recognized the value in collaborating within the Red Hat

ecosystem to further push their platform’s capabilities.

Red Hat's long-time partner Intel is also engaged with CentOS Stream:
Mark Skarpness

“Intel has a long history of supporting the Linux ecosystem by driving open source innovation

across IT environments, from corporate datacenters to cloud deployments. We are excited

about the potential of CentOS Stream within our customer ecosystem.”

L 4
-- Mark Skarpness, vice president, Intel Architecture, Graphics and Software Group, Intel
When Red Hat first brought CentOS Linux into the Red Hat ecosystem, the project fit the
need as an innovation platform as-is. Community projects like OKD, RDO and more needed a t m
stable base to build upon, which CentOS Linux provided. But the model for open source
development is not static; it's constantly evolving and changing to fit the emerging needs of SUBSCRIBE VIA RSS

enterprises and communities alike.
|

N ’jj *Fj(% — j/—E‘ The technology world we face today isn't as simple as what we faced even a year ago, let
~ D £y i < %
/j + EFI %’/j € / B)-E HJ—D / h alone five years ago. From containerized applications and cloud-native services to rapid =
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& centos

The CentOS Project

mmmunity ffort fc

s a robust
und a Linux platform

dona

open source ecosy

We offer two Linux distros:

CentOS Linux CentOS Stream

News and events

ommunity =

B Documenta

Sponsorship

February 4th and 5th: CentOS Dojo @ FOSDEM

chedule for the CentOS Dojo at FOSDEM 2021
be held online. Reg

s now available. Both FOSDEM
tration is free, and is now open

, and the Dojo, wi

We are shifting focus to CentOS Stream

Over the coming year, the CentOS project will be shifting focus from CentQS Linux
to CentOS Stream. See full deta th

Around CentOS

. 3tur 3 > Rer rt ) 15
Hi Everyone, Ne r,same CPE weekly(ish) If you would like to see this report and
toggle to the s DU are most

s Friday Jan 15th : CentOS Blog: December updates
1 usually include the below report in the monthly newsletter, and overlooked it this
month. So, without further ado, her

+ Tuesday Jan 12th: CentQS Blog: CentQ mmunity ! tter

Dear CentOS Community, As we enter the new year, I'm sure there's really only one
thing on your mind, and so Il start
+ Saturday Dec19th: Ce 3log: Balancing the
These past few weeks I've read through and listen
about the futu

ponses to our N

entOS would not be possible without the

In)

support of our sponsors. V
thank the following product/service for
being a CentOS sponsor:

Secure Serve H
artmotion
If you value our work, please consider

Hetlk: https:.//www.centos.org
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ubuntu. Enterprise Developer Community Download ~ _

End-to-end wiring using
Kubeflow, Kafka and

ElasticSearch

Our latest webinar provides real world application and demo
for end-to-end wiring using Kubeflow, Kafka and ElasticSearch.

Register for the webinar

‘l CentOS users, 6 things to know when considering a migration to Ubuntu LTS »

e Hotik: https://www.ubuntu.com

® 15 mmsmiESS

Modern enterprise open source aws  JE Moot S arer

Publisher of Ubuntu.
Security. Support. Managed Services.

Google Cloud NETFLIX

Latest news from our blog
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SRR AR R BT y, y, y, X
FHEN T MR, GO ; y, y y,
R AN y, y, y o
T A bEHL BB B i B y, y, y o
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3. IX—)EI g%@ﬂ% 3.1 VirtualBoxAIMZEECE

TN ENRINERNE R NEECEER, fETEIMFEIRIE!T,
ERCEI LA N LD EEAAREIEEING, FRit T,
= NRENFIFRITESSSLERT, RENMSIEITT,
S IR=INEV
AU EIT AL RS FRE i AES, oLk FRas R rhAk IR,
AU B F ST E DHCPA K SMEEE, &7 AL IL
AUEHENFLIE MBI B EAS &S, WF. FiR. BURE
» IR ARRAVEIE T BRI RSN BN E(ES, SETLIRHRS
BIIR AT IS MR Y IPHEILY IR, s I55 el RVEUY LR v FRRYIPHENE
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3. IX—)SI g%@ﬂ% 3.1 VirtualBoxAIMZEECE

NEREENMELINUXIRS est9Z 5i1zEE1E, 183 Oracle VM VirtualBoxGlIiERE
WMLABERRSS2E.
A7 X ERREUEIENR N BIRSHE TN, FSEEUN S A EYA N ZE
), RETMSZAHENGEIL 150 BEXNFIEEIEBE.
n EEEFIEPORSESENBZEN—MIER, EFOracle VM VirtualBoxE{4IHEESE
bR, ZEEEENNEINEG, UIRNERERNBIMNEEEK,

d

ANRIEHEF RN E R R M 4=

L
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AR RN E R RN SR

| ,
| TABSEZERY IPHEAE: 172161231
137y [ —(‘ﬁ’) ééf‘j:""ﬂ — |
0 \\H‘n___‘ [@tl ZKf@E;Iﬂ:
A Hodit - 172.16.123.100 /24
1. X 172.16.123 .1
([ —
TrvEe L, DNS: 8.8.8.8
REFLAH,:
etk 172.16.123.101 - 130 /24
o wmmf%ﬁi : E;Iﬂl\?é 237;.;6;23.1
$HEEEHE EI- %
_{r—i_{’ i_ffl _f_l i__ ZIKiWEMWFEMMQHZE—/I\%ﬁW
ERERERERE EJ‘S%%E&EEI%%E’\JNATID%*E}%)\EH
2L InUERAE 2 BIEEIOL ®

VirtualBoxrsh EIERAEZILLN,




3. IX—)SI g%@ﬂ% 3.1 VirtualBoxAIMZEECE

TEREIAVLRAAPIRE T
s fEVirtualBoxBGrMESEECE, BN R LIFRINIREN THEMNK"

£ Project-01-Task-01-Cent0$8X64-GUI - B8 ? x

M =g S

&] =& FrE1 MEz RE3 R4

@ =25 R ()
EEASA): | FHERE -

) ==
EmmEina):  Gualcomm QCAZITT 802, 1lac Wireless Adapter -

On == b =)
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3. IX—)SI g%@ﬂ% 3.1 VirtualBoxAIMZEECE

TERFFUNFANAPRE T -
s fEVirtualBoxE G HESREINECE , BN R TIFRIUREN THEMNK"
EENREIML, HENRERS, B EXECEH S IVZNERCE,

m BCE N /etc/sysconfig/network-scripts/ifcfg-enp0s3
HIRIEM SR E S
[root@TeachLinux ~]# vi /etc/sysconfig/network-scripts/ifcfg-enp0s3
FEEEIMNEREZ, MESRINBEXELAS
BOOTPROTO=static
ONBOOT=yes
IPADDR=192.168.1.150
NETMASK=255.255.255.0
GATEWAY=192.168.1.1
DNS1=8.8.8.8
#HREREE, BERM-FT
[root@TeachLinux ~]# nmcli ¢ reload enp0s3
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|X__| @EE 3.1 VirtualBox iR RS

AN FENEITEM S _G%)\IT?Q
O ZE%EMTR)\HQQT BT TGRS, MeEdBEEERZADSL, BARXM/IR
n HEENERABEERNT

QTR S, A AARPIEFHE,

57 }WWEEHNAT, BlZWindows ML F Il 55,

EAERNAT, BidVirtualBoxAYim [ BESTNEE, (EARMENIAEIEIUTLSS,
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E S A FHLHFEER: ADSL Z3th = AL gt ol = 2 i Bl X ol e o)

(1) 2N AL A [ P S 35 o 2kbe B 25,
WAL HE, BRABRENE.

Bkt mes, BEAEE (2) 40 Hm = A el 2R A {50 P e 2B R gs
. i ] B Pl el PO 32 3525 1P Hhib R, 045 RIS
FEPIEE, ol PR P E AR 1P
it

HEFENE

B NAT F4E, 7£ VirtualBox L &/ Windows FE 1l .
TEEREA A MENREAT, BEATE Windows BRI EFHiTHR{E.
BEEHE
FRhELSE FTUERE, EFLMBETE.
FRFHEFERSE: windows BN S RAE AT AEE.

B NAT MR, A ENFE NS0 TR, A E:957(0)
FMEA, ERAMENTEEE R ENAL.

£ VirtualBox FIATEHFESE [E1E]1 [£/EE] [ME]Y, BE NAT MERIROR
%, 1B R D% & R AL RS LU AT . B0z A E AL 8001 DAY 1H

o], A ELL A B 80 ik O /(.

o
3
o
A

ANFENRZE: AGHARENTRE.
ANERRE: FEEMSEM, RIBLSXFEREEARITHRDE SRE.
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ToE & HEsRIWANERPPPOE
RSENCURMAIZRRESH
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ZELnuIBER SRR
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EFIDHCPTRERHIIPHELL X E), WITESEE AN
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EISIRERIPHENHE LS E EIASHEERI P HER 2R = B,
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@ FIR . EREIERINAT + inORRES 52
TENSENER, EENENHNEERE

B TIPHEIE L

B Virtual BoxAINATRIZE
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3.MNEZELE 3.2 CentOST & EEI-R TR

CentOSERER G35 LI BRIMZEEEY, flalEthernet, PPPZE,
CentOSIR{ER G ML RV Z 5% :
m CentOS 6 R ZBIRBES AL A
LA ethX, [0,00), fBla0ethO, ethd, ...
PPPRIZE: pppX, [0,...], f512A, pppo, pppl, .
m Centos 7/8RFBETEMS. I UEERHITHA.
FMNT: @0Firmwarez & BIOSIRHAIRE RSS2 BRtAttasE, @lenol,
N2 gOFirmwareskBiosAIPCI-EY RIEEEE 0] HRiLALL &5, dlensl,
A3 wnREHHEONVEEE B EGE, Wenp0s3
M4 FBIEMACHLTEE, tbalenx7d3e9f, BRIAATFFELARN,
A5 RIS RTEERT, BlMES =R,
&=t RGBT 3=8biosdevname,
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3.MNERELE 3.2 CentOSHREERO-FHEE
. UEBEEHTHE,

\\/

= B HWAM

Termius - CentOS-7-10.10.0.100

Tlink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
link/ether 08:00:27:19:af:03 brd ff:ff:ff:ff:ff:ff
0 ERIRERS S
-~ valid_lft forever preferred_lft forever
Kernel modules: ata_piix, pata_acpi, ata_generic
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet Controller (rev 02)
OUTOA.0 System peripheral: Innolek Systemberatung GmbH VirtualBox GUest Service
00:0d.0 SATA controller: Intel Corporation 82801HM/HEM (ICH8M/ICH8M-E) SATA Controller [AHCL mode] (rev 02)

en AR Ethernet
Q > in = XX WWLAN ] inet 127.0.0.1/8 scope host lo
WW —_ —, valid_lft forever preferred_lft forever
inet 10.10.0.100/24 brd 10.10.0.255 scope global noprefixroute enpBs3
E O [root@Cent0S7Teach ~1#
S ?' E* E/\J % g |—€ [root@Cent0ST7Teach ~]1# Llspci -k
= IS 00:00.0 Host bridge: Intel Corporation 440FX — 82441FX PMC [Natoma] (rev 02)
é 00:02.0 VGA compatible controller: VMware SVGA II Adapter
p<bus>s<slot>  PCH E&\4 o e Sven 51 e
Subsystem: Intel Corporation PRO/1000 MT Desktop Adapter
00:07.0 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPL (rev 08)
Kernel driver in use: ahci

é N S
W| %—i%iglz |XX| W I_A N : [root@Cent0STTeach ~1# ip addr
- inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
00:01.0 ISA bridge: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton II]
Kernel driver in use: vmwgfx
Kernel driver in use: €100
Kernel driver in use: piix4_smbus
Kernel modules: ahci

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
S —— Vs m N valid 1ft forever preferred 1ft forever
. % /\ 171:&}% Q7I<;:FU ;E |§ET:% 2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1580 qdisc pfifo_fast state UP group default qlen 1000
inet6 fe80::a00:27ff:fel9:af03/64 scope link
< > % MAC 00:01.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev 1)
X I Ia C 1 j_ l:l D Kernel driver in use: ata_piix

Kernel modules: vmwgfx
Kernel modules: el@e
Kernel modules: i2c_piix4

[root@Cent0S7Teach ~1# I
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3. MR ECE 3.2 CentOSXIMMEEEE-FATESER

Centos 7/8@65@51?% PR A TLECE A

m JRIEENZSE, ZEBsystemdap B H T
{Eﬁﬁ\/llﬁ{l%ﬂ/etc/defauIt/grub@ﬂgﬁz{’—t
F£GRUB_CMDLINE_LINUXi&InAiga0net.ifnames=0
[EoSEER

GRUB_CMDLINE_LINUX="crashkernel=auto net.ifnames=0 rhgb quiet"
| ﬂﬂgrubZEﬁE@EEﬁUﬁF
IEMECE {4 /etc/default/grubfg, EFrAERLgrubBCE S {4

ER{Fa<:
# grub2-mkconfig -o /etc/grub2.cfg
ERRERILAER
SRBRFRS, ERFINRap2MNEIIN <, FESEFH TNSEE
ER{Fa<:
# reboot
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3. IX—)SI g%@ﬂ% 3.3 CentOSLRHECE

B RO EREERERS

IP / Mask Gateway / Route

ImRHZ HEER ERSE GUITE
RERMRTR —IRIEBURAER CentOS 7/81EFa< BEENZA
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3. IX—)SI g%@ﬂ% 3.3 CentOSLRHECE

Centos Fit AR ar S ITAIATGHITRIZEDR, EIEMEZErEETENT, ER
e Wb

1Pl P #nFfE A ifconfig A%y, HAs SI0T Fror -
# ifconfig ens160 10.10.3.174 netmask 255 255.255.0
Ee 2= £ route 25y , Hen S0 T Frm.
# route add default gw 10.10.3.1 dev ens160
g £, A hostname 2as , Han S 0T Pror.
# hostname £
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3.MEHELE

3.3 CentOSMKHE

CentOSHERZ M B E X HHTNERELE,

% 3-2 CentOS TEPESFREV

B A EER ik
letcizysconfig/network-scripts/if IP it TR &
letciresolv.conf DMNS B E
fetcizysconfig/network =BT
letc/hosts WEENA P YEERER
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3./ Z& L.

WREREDKRSE / b / |

TYPE=Ethernet
PROXY_METHOD=none
BROWSER_ONLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE_FATAL=noO
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens32
UUID=04fdcf6d-021b-4caa-b471-5a65el1771a%e
DEVICE=ens32

ONBOOT=yes
IPADDR=10.10.3.213
PREFIX=24
GATEWAY=10.10.3.1
DNS1=211.69.32.8
DNS2=211.69.32.10
IPV6_PRIVACY=no
[root@centos7teach ~]# _

B SR RS SRR

ssh://root@211.69.35.213:22

& Teach-CentQS 7 - root@centosTteach:~ - Xshell 5 (Free for Home/School) — O x
R #WEE =SV TR #EE-EE s00W =EiH) @ sshyfroot™ = ===@311.69.35.213:22 -
5o - | G- O E-m-9-4- ¢ 00 FH- - - B SENSESE, SEEME.
I - -
[root@centos7teach ~]# cat /etc/sysconfig/network-scripts/ifcfg-ens32 ”

TYPE="Ethernet”, FRERANLIAM.

BOOTPROTO="static”, F-riBREEMIPHL
, BikEnone. MBHAEHEFWIPHIX B R
s dhep.

DEFROUTE="yes”, ZrEhiAiid .

NAME="ens32", #R-~FEEXHHARH—
2, MEXPELeth0, MFHREX I
Hifcfg-eth0.

UuD, RREE—IRA, RESHBER-
HWADDR, R-FEIMACHEHE.

IPADDR="10.10.3.213", &R EMIPIRI. &
ZCentOS THRAZ LFIEM— 1 ohik. WIL#HER
FREXHIRES NP . MEEREE—
MPHE, T[5AIPADDRY, fkikZif.

PREFIX="24", REFREN. 8, XERE
TREBNTENZ AR, 2414
#%255.255.255.0, 26443255.255.255.192

. PREFIX05 T MIPADDROGYFEEAL.

GATEWAY="10.10.3.1", REMEHiE, B
LR B letelsysconfiginetwork X fF th . N8
EHTEREREX A RERX, B

2. letclsysconfiginetwork £ th Bt B B R =ik
BN, BABRTRMAREXH hEEMH
B letefsysconfiginetwork X £F d g B F% .

DNS1="211.69.32.8", ®EDNSHhit.

.

& S85H2  xterm [T BOwd40 . 2324 185F CAP NUM

3.3 CentOSMKHE




& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/Schoal) — O x
WEHF) fREE) BBV TR BEEB) #S0OW)  #EEH) @ sshyfrogtmrmmremrs @211.69.35.213:22 - 8 2
=R G- O a@-B-9-4- €p 06 F- - . P> SENSESE SEEE.

T _
2& [ o | [Foot@centgsgteach -]ﬁ cat /etc/resolv.conf
# Generate Yy Networ Manager‘ Q
3.|§XI,|:| @EE nameserver 211.69.32.8 3.3 CentOSIZEECE

nameserver 211.69.32.10 L
[root@centos7teach ~]#

[root@centos7teach ~]# cat /etc/sysconfig/network

# created by anaconda

[root@centos7teach ~]# cat /etc/hosts

127.0.0.1 localhost TestName localhost4 localhost4.localdomain4
iz localhost localhost.localdomain localhost6 localhost6.localdomainé |
[root@centos7teach ~]# cat /etc/nsswitch.conf
#— L
# /Jetc/nsswitch.conf

An example Name Service switch config file. This file should be
sorted with the most-used services at the beginning.

The entry '[NOTFOUND=return]' means that the search for an

entry should stop if the search in the previous entry turned

up nothing. Note that if the search failed due to some other reason
(1ike no NIS server responding) then the search continues with the
next entry.

valid entries include:

nisplus Use NIS+ (NIS version 3)

nis Use NIS (NIS version 2), also called YP
dns Use DNS (Domain Name Service)

files Use the local files

db Use the local database (.db) files
compat Use NIS on compat mode

hesiod Use Hesiod for user lookups
[NOTFOUND=return] stop searching if not found so far

HHEFEHEFEHFEFEHEHFEFEHFEHFETEREEFTETETTEHR

# To use db, put the "db" in front of "files" for entries you want to be
# looked up first in the databases

#
# Example:

#passwd: db files nisplus nis

.

B AR SRIERE ©

\;E.J’::EEFI Egﬁki / B}TEHJX/D% / http//'” ssh://root@211.69.35.213:22 @ S5H2  xterm [ B0x40 #4038 1845 CAP NUM




& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/Schoal) — O x
TR fREE) ZEE(N) IR EEEE) s0O0m)  EEH) @ sshy/rogtrmmmrseen @211.69.35.213:22 - 83
OG- & G- O &-pB-9-4- €9 - - @, REENEEes SSanss.
1 Teach-CentOS 7 = [d v
Q (== # looked up first in the databases 8
3. [Xx 4 S 3.3 CentOSMLRELE
n ’D xample:
1 #passwd: db files nisplus nis L
#shadow: db files nisplus nis
#group: db files nisplus nis
passwd: files sss
shadow: files sss
group: files sss |
#initgroups: files sss
#hosts: db files nisplus nis dns
hosts: files dns myhostname

# Example - obey only what nisplus tells us...
#services: nisplus [NOTFOUND=return] files
#networks: nisplus [NOTFOUND=return] files
#protocols: nisplus [NOTFOUND=return] files
#rpc: nisplus [NOTFOUND=return] files
#ethers: nisplus [NOTFOUND=return] files
#netmasks: nisplus [NOTFOUND=return] files

bootparams: nisplus [NOTFOUND=return] files

ethers: files
netmasks: files
networks: files
protocols: files
rpc: files
services: files sss

netgroup:  nisplus sss
publickey: nisplus
automount: files nisplus sss
aliases: files nisplus Q
[root@centos7teach ~]# cat /etc/hosts_

- Rrlsarsmre o aned -

\;E.J’::EEFI Egﬁki / IZ)-_EHJXID% / http//'” ssh://root@211.69.35.213:22 @ S5H2  xterm [ B0x40 #4038 1845 CAP NUM

.




|x__| @EE 3.4 nmdli

nmcli is a command-line tool for controlling NetworkManager
and reporting network status. It can be utilized as a
replacement for nm-applet or other graphical clients.

nmcli is used to create, display, edit, delete, activate, and
deactivate network connections, as well as control and display
netvvork device status.

[ERRMNREIE— P INEER,

m [ J—iE?sz = + MNEBCEEE
m connection: R4RIEREE

m device: WK
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3.MEHELE

3.4 nmcli

1Bk

m nmcli [OPTIONS] OBJECT { COMMAND | help }

m OPTIONS

O OO OO0 O0ODODODOOMOoOa oo a

-a, —-ask

-¢, --colors auto|yes|no

-e, --escape yes|no

-f, --fields <field,...>|alllcommon

-g, --get-values <field,...>|all[common
-h, --help

-m, --mode tabular|multiline

-0, --overview

-p, --pretty

-5, --show-secrets
-t, --terse

-V, --version

-w, --wait <seconds>

ask for missing parameters

whether to use colors in output
escape columns separators in values
specify fields to output

shortcut for -m tabular -t -f

print this help

output mode

overview mode

pretty output

allow displaying passwords

terse output

show program version

set timeout waiting for finishing operations
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3|X—)$|2§EE§ 3.4 nmcli

\E: .
[r=ppay

m nmcli [OPTIONS] OBJECT { COMMAND | help }

m OBJECT
o gleneral] NetworkManager's general status and operations
o nletworking] overall networking control
o r[adio] NetworkManager radio switches
r clonnection] NetworkManager's connections
o dlevice] devices managed by NetworkManager
o algent] NetworkManager secret agent or polkit agent
o mlonitor] monitor NetworkManager changes
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3|X_>S|Q§EB§ 3.4 nmcli

.
n  # BFip, FETFifconfig. ip addr

nmcli

# &BZEconnectionyl|Z&

nmcli ¢ show

# BEconnectioni =&

nmcli ¢ show {ME:}

# BEMEEOIREIIE

nmcli d

# [J3Fconnection, Z&RETFifup

nmcli c up {M+=73}

# {=1tconnection, ZREFifdown

nmcli ¢ down

# HiBrconnection, FREIFifdown/EiBkifcfolicE {4
nmcli ¢ delete {/MK3}
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3.MEHELE

3.4 nmcli

)

# glgEconnection, BiEgH&ip, FRITERELENH, BOOTPROTO=static, ipup/aaniz,
m  nmcli c add type ethernet con-name {M£&ix g4} ifname {53} ipv4.addr 172.16.123.201/24
ipv4.gateway 172.16.123.1 ipv4.method manual

= # BlEconnection, FESIp. FERTELBCESH, BOOTPROTO=dhcp, ipupEzsitEd
nmcli ¢ add type ethernet con-name {1k &3} ifname {M-K%&} ipv4.method auto

# {g2ip (FERER)

nmcli ¢ modify {W-E:Z} ipv4.addr '172.16.123.201/24'
nmcli c up {5}

# {EMip (E=R)

nmcli ¢ edit {PN-£22}

nmcli> goto ipv4.addresses

nmcli ipv4.addresses> change

Edit 'addresses' value: 172.16.123.201/24

Do you also want to set 'ipv4.method' to 'manual'? [yes]: yes
nmcli ipv4> save

nmcli ipv4> activate
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3.MEHELE

3.4 nmcli

AN
. ERREERESLE (fcfg. route) | {BRAR

m  nmcli c reload

w  # BEIEE(NRARIECENH (ifcfg. route) , BARERL

m  nmcli ¢ load /etc/sysconfig/network-scripts/ifcfg-{/d—=}

m  nmcli c load /etc/sysconfig/network-scripts/route-{f-£53}

n #EEMEEO, FREFWN, FETFsystemctl restart network
m  nmcli c up {M-E2}

s nmcli d reapply {M-~5&}

m  nmcli d connect {M-K&}
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3MQ§EE’§ 3.5 nmtui

nmtui is a curses-based TUI application for interacting with
NetworkManager. When starting nmtui, the user is prompted
to choose the activity to perform unless it was specified as the
first argument.

The supported activities are:
m edit

Show a connection editor that supports adding, modifying, viewing and deleting connections.
It provides similar functionality as nm-connection-editor.

m connect
Show a list of available connections, with the option to activate or deactivate them. It provides
similar functionality as nm-applet.

m hostname
Set the system hostname.Corresponding to above activities, nmtui also comes with binaries
named nmtui-edit, nmtui-connect, and nmtui-hostname to skip the selection of the activities.
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Termius - CentOS 7-172.16.

EESSEEES

BEIFET

B HEE
BERAGENSE

Termius - CentOS 7-172.16.123.201
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ZES
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#EN
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v

D N N N

BEAIMEHEE . IP/Mask, Gateway/Route. DNS
ifconfig: IGRTECEMEERE

config file: ¥EFZ{EMH, (BRVIESIMNBECES Y
nmcli: ¥#EFER, CentOS{ERNetworkManager
nmtui: EGUIFE FH{TMNERE
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. TETESEEENEEE, — SR T .
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o MBS )GHEY, SO SENNS, ERNIHREE, THTRSe
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i, Lhéﬂ%fm+\iz RS —mRIEEZUETOF, WIRFBEHTE
ENEEEE BT ITE ST,
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4.15iEETH 4 SERSETEEA
LinuxZ BROIciEE B MY G Telnet, SSH. VNC,
m [elnet:

PREEURAENS LARERN G, (LB EERIRSRITBANRARZIER, Bk
PIZERLABRS G TUE R, FE—ENRERE.

m SSH:
£iRZESecure Shell (Z£Shell) , FASSHIPEBEEFVSIiEiRSE 2 BHIBEEIEH
ThiE, MmigemiEE=INEEk,
BHEIUNIX / LinuxiBER G = BN EEIE S,

m VNC:
B =AY ENIABFE S I EaiEiRS=s0BIFE RmE, #TVNCEREY, BalfFRE
IEFimikt, BelERENEESHITE R,
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4.1 FE = 1H 4.2 CentOSSLHISSHIEAZ &S

B SSHIMMN I TIiE S IR 2 C/S5E), FE:
m i (BIANZEELinudR{ERGRIMRSS88) RHSTFSSHIMXAVARSS R um e {4
s T (GBS IEAIWindowsiH &) L3=s7FSSHIMY YR Pkt

OpenSSHELINUXIRER S 12 (ERBAISIFS SHMY BIBRSS a5umiR (4,

OpenSSH is the premier connectivity tool for remote login with the SSH protocol.
Remote operations are done using ssh, scp, and sftp.

The service side consists of sshd, sftp-server, and ssh-agent.
OpenSSH3Z#FSSHYAY1.3. 1.5F02hR AR,

http://www.openssh.com Q
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The following operating systems and products are known to integrate OpenSSH into the base system.

Thus list 1s 1n chronological order, with systems that mntegrated it first listed earlier. Wtosgﬂkflﬂs S H ﬁ%%%f@

mmk

4.7viE

OpenBSD

FreeBSD

BSD1 BSD/OS

NetBSD

Computone

Stallion

Cygwin

Mac OS5 X Version 10.1 and later

HP Procurve Switch 4108GL and 2524/2512
IBM ATX

Sun Solaris 9 and later (named SunSSH)
SmoothWall

SGI Inix

ThinLinc

Nokia IPSO

Cisco C5511500 series content services switches
Cisco SN 5400 senes storage routers
TopLayer IDS balancers

NTI 55H Seral Port Switch

Bluecoat (formerly Cacheflow) Proxy 5G
Novell NetWare

Digi CM Console Servers

Alcatel OmniSwitch

Dell PowerConnect L2 and L3 Switches
HP-UX (known as HP-UX Secure Shell)
o Packeteer PacketShaper 6.0 and above.

o Juniper Networks JUNOS

o All Linux systems, such as Red Hat.

o Microsoft Windows
We are certain there are many other vendors, systems, and products, but we prefer to work on the software Q
rather than maintaining a list on a web page, so please only tell us about 1tems missing on this list when 1t is
important.

WRETEDRS / bkl




A—lv _
4. =TH 4.2 CentOSSEHISSHiTF &R

= CentOSJ:;&I SSHERXAIZEEREES R
—2. 7ECentOS_EZ&EOpenSSHERA,
B2 BEOpenSSHEBIRIERZE B0,
F=2: 12 0penSSHMBLE M4/ etc/ssh/sshd_config,
FIUE . BoER KIS SIS SHMY A,
FEht: ERSIFSSHIMYAIE FiniHriEEIECentOS,

= STFRFSSHIMXAYE Pimii4a -

Windows¥-&: Putty. Termius, XShell, Bitvise SSH, MobaXterm
DameWare SSH, SmarTTY, Cygwin

Mac&: OpenSSH Client, Shuttle, Secure Shell, Termius

Android¥-&: JuiceSSH. Termius, Android Terminal Emulator

IOS¥&: Prompt, Termius, iSSH
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4.5 =18 4.2 CentOSSEHISSHiTF &R

CentOSTEER/ MU T =R ERAZEESSshdIRZEFVIBiEs), FXEmE i
sshdfR5%.

#EE sshd iIBTHS
[root@Project-01-Task-02 ~]4 systemctl status sshd |
® sshd.service - OpenSSH server dasmon
Loaded: loaded (fusr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
# running BTEER
Active: active (running} since Wed 2020-02-12 22:51:21 CST; 3min 44s ago
Docs: man:sshd(8)
man:sshd_config(s)
#sshd [EEHISRREES 874
10. Main PID: 874 (sshd)
11. Tasks: 1 (limit: 5038)
12. Memory: 7.0M
13, CGroup: feystem.slicefsshd.service
14, L—874 Jusr/sbinfsshd -D -oCiphers=aes258-gcm@openssh.com,chacha20-poly1305
imopenssh.com,aes256-ctraes256-cbe,aes128-gcm@openssh.com,aes128-ctraes128-che -=

bl o

16. Feb 12 22:51:20 Project-01-Task-02.localdomain systemd[1]: Starting OpenSSH server daemon...
17. Feb 12 22:51:21 Project-01-Task-02.localdomain sshd[874]: Server listening on 0.0.0.0 port 22

e+ w5 Q
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# 3-5 OpenSSH ERFERBE

FRER ax
Port HESSHAWOS
Protocol SR SSH MRt
\— oy - ListenAddress i 5 AR5 HEOT At
4 oiEE1E susan 4.2 CentOSSTHISSHITIZETE
I AllowUsers FEFRIENRIAR
PermitRootLogin BBEETEIL root B PEFE
PermitEmptyPasswords REAPERRSEETRIME
PasswordAuthentication ETBROSMEARR

FEREZD AT / bkl / http://linux.xg.hactc

AcceptEnv

BEFFmEENPETETERSW FBF&EE+H. 58 SSH-
2HEHFREENGE

AddressFamily

$85E sshd(8) Gz 2 A BPR L BE - BNERERZ : "any™(3iA)
“inet"({2 IPv4) + “inet6"({X IPv6)

AllowGroups

B4 EERRE —BATR S RAE BT RE R LER 1B E
#)e BNTITMAASER

AllowTepForwarding

LT TCP &% FhAEN yes"

AuthorizedKeysFile

TFiiZ A PRI LA RERA RSADSA 45

Banner

BESEENT R AETAARTAIR ETATERP - B4
RHEA T S5H-2, EHAHAMTNTET « "none" RIRERR 41

ChallengeResponseAuthentication

BT 50iF B 5E-5 % (challenge-response i\ E » BFil (R "yes"

Ciphers

$85E SSH-2 M HARNER L 21T EA 7z AFRAES DR

ClientAliveCountMax

sshd(8)fE F M E T AT FIRE R AIHE RIFRES - "alive B8 -
FINEZ3

ClientAlivelnterval

i E— AR . INRBEIE A R EE TR FIRA T 2
1B, sshd@)RIF 2R BEREFRERE—"alve "HE . HFERE
& o BiAE 0 BRrRE alive AR - 2N SSH2 FHH

Compression BTy REHIERTINGE, F2IRBNAFETh Y SEMREHENE

ForceCommand B TIRBEENG S M2RE iREHA T e S - B adiEE
F B PREF shell 14T

GatewayPorts EEATRE ENEEFNNEERD

LoginGraceTime

FR 1 A P AR FEER PR FLME RS 0 FoTufR#l - BhAER 120 32

MaxStartups BRI RS D IRIAERES - BHAER 10

MaxAuthTries EESMEERARFAINERS - BHAER6

U 167 sshd(8) 2 &G Rt R EMEMITREMT . LligEHENEZ
seDNS

E5EIP Mt BRI - A EA yes”




Find a host or ssh user@hostname...

CentOS 8-VM-Group

VM-Project-05-Task-03-10.10.2.112

VM-Project-05-Task-02-10.10.2.111

VM-Project-05-Task-01-1010.2.110

@ Tags v

CONNECT

Arrange by: Date v



B SSHAT L EIEIizCentOS
fECentOS_EZ&%0OpenSSH
[EalsshdRFHEERSEITINE

IR EsshdiRSBEED

BeEsshdi3s (/etc/ssh/sshd config)
ZBRIEHISSHEFIRMN A windows, android

AN N N N
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s

\\\\\r_'

I SSHA TN EIEimizopentular
Z#OpenSSH
BElsshdiRSHEBERSEITIRNE
IREsshdikss Biaah
BeEsshdRSS (/etc/ssh/sshd config)
ZRiRRISSHE FimN A windows, android
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4.1 EIE 4.3 UbuntusCIVNCIEie e
VNC

VNCHMY £FRZVirtual Network Computing,

VNCEMYXETRFB (Remote Frame Buffer) il#EITIBER, S FSLRAVERERRIIN,
VNCHY AT &TSERE =R A,

VNCIMYERE w1 2main:5900 (C/S) #Ohttp:5800 (B/S) .

VNCEMY SZ3EXTT _(Unix/l inuxEEmE%) - Windows  Macss

RFB XN EX WindowE %, s EZRAY
\\l—l/a'_lQ é
RFBIY S FREIT WE R 5,

RFBEMY TEENA X1127EUnix. LinuxiR{ExR S 2 BB
mizegisAAER PR E T ESMY, FeIREF LF k.
stz PTEIUMTIRIER S,

REBEETTCPEY y115@an9it . BE2Unix/Linud(ERZH e £y
HEES,
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4.1 =1 4.3 UbuntuSCHVNCITAZ T2

}

B VNCIM I TIniz BB R R (/S5 , B3735B/SEEH1),

==dh -
™3 -

. IR L R VNCMYAIRRSS seimiit, f2ftvncserver
. FRIRLESFVNGMYXAIE Fimiit, f2ftvncviewer

RealVNC VNC Connect

s VNC® Connect is screen sharing software that lets you connect to a remote computer anywhere in the
world, watch its screen in real-time, and take control as though sitting in front of it.

= VNC® Connect is for everyone in your organization. Remote access enables colleagues, suppliers and
customers to communicate more effectively, breaking down barriers and driving growth.

m VNC® Connect covers every remote access use case with a single subscription. You don't need to buy,
deploy, manage and secure separate products or modules.
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« RealVNC® - Remote access X [Eg
R *4 ING@D & & 8B =

~

< X @ © & https://www.realvnc.com/en/

ReALvVNC Products v Company v Contact us EN v Signin

Connect & take control -

Accelerate your business with secure remote ®
desktop access and support for a connected world.

Try VNC® Connect for free \ See our key products )

Or bhy VNC® Connect now

VNC® Connect now has audio '

Our most-requested feature is now here.
Download VNC® Connect to experience HD
remote audio.

Audio it's finally here. VNC® Connect now supports HD audio, download now for the most immersive remote access experience yet. Find out more

Secure, reliable screen sharing

Our products and services connect people and devices wherever they are, for control, support,
administration, monitoring, training, collaboration and more. Save time and money, increase
efficiency, reduce risk and create new business opportunities.

For IT Pros, MSPs, enterprises and consumers

VNC® Connect v

https://www.realvnc.com/audio



= VNC® Connect - Simple, se. X [l

BE - InN@Dé& st =

~

& X @ © & https://www.realvnc.com/en/connect/

ReALvVNC Products v Company v Contact us EN v Signin

VNC CoONNecCT Discover Pricing Download Support Partners

Be a hero with VNC® Connect

"Being able to remotely support our bus depots located throughout the
city has increased efficiency in our department, and made our colleagues

happier as we gan respond to their [T issues faster."
Andrew Moate, Assistant Systems Manager, Go-Ahead London. Read more.

Start your free trial See all our case studies

VNC Connect features high-speed streaming for our fastest remote access experience ever! Find out more

Simple and secure remote access and support

VNC® Connect is screen sharing software that lets you connect to a remote computer anywhere in
the world, watch its screen in real-time, and take control as though sitting in front of it.

Watch our product overview video

https://www.realvnc.com/en/onboarding/trial/ = S



= Download VNC Server | VNC X JBg

« X @

© & https://www.realvnc.com/en/connect/download/vnc/

I+ IN@D & B =
ReALvNC

-~
Products v Company w Contact us EN v Signin

vnC connecTt

Discover Pricing Download - Support Partners

VNC® Connect consists of VNC® Server and VNC® Viewer

Download VNC® Server to the computer you want to control, below. Then, get VNC® Viewer for the device you want to control

from.

= - .’ & ' sotaris @UX @

Windows macos Linux Raspberry Pi Solaris HP-UX AlX

nload VNC Server 6.7.1

SHA-256: beb1a8c10c33c7dd5df5e0dcb37730014e34af0725df10d2036966a2bb079e76
EXE x86/x64

Looking for VNC® Viewer?

AN

Important information Related downloads

Release notes Policy template files
Supported platforms Remotely configure and lock down programs using policy.

Installation instructions I_'.Downluacl.'_] Vista and later
https:/fwww.realvnc.com/enfonboarding/trial/ Terms & conditions




= Download VNC Viewer | V' X% ESH

<« X @ © & https;//www.realvnc.com/en/connect/download/viewer/

B IO & » B =

s
ReALvVNC Products v Company v Contact us EN v Signin

VNC CONNECT Discover Pricing Download - Support Partners -

VNC® Connect consists of VNC® Viewer and VNC® Server

Download VNC® Viewer to the device you want to control from, below. Make sure you've installed VNC® Server on the
computer you want to control.

=- .’ Q ' 05 G sotans (ux @

windows mac0s Linux Raspberry Pi i0s Android Chrome Solaris HP-UX AIX

Download VNC Viewer

SHA-256: €993a515379bd54add8f9ce13222fe2f864c0e24bb0429780508f1d6ab204583
EXE x86/x64 -

Looking for VNC® Server?

— i

Important information Related downloads

Release notes Policy template files

Supported platforms Remotely configure and lock down programs using policy.

Terms & conditions ( Download | Vista and later

https://www.realnc.com/enfonboarding/trial/ Pr ivacy pO| icy
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B VNCEMOH TIie BB 2C/S3EM, EE.
. IR LE S T VNCMYAIRRSS seimi s, f2ftvncserver
n FRIRTEETIRFVNCMY I E Fimicfs, 24tvncviewer

TigerVNC

m TigerVNC is a high-performance, platform-neutral implementation of VNC (Virtual Network
Computing), a client/server application that allows users to launch and interact with graphical
applications on remote machines.

m TigerVNC provides the levels of performance necessary to run 3D and video applications, and it
attempts to maintain a common look and feel and re-use components, where possible, across the
various platforms that it supports.

m TigerVNC also provides extensions for advanced authentication methods and TLS encryption.
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TigerVNC

e

c @

© & hitpsy//tigervnc.org

& TigerVNC

TigerVNC is a high-performance, platform-neutral implementation of VNC (Virtual Network Computing), a
client/server application that allows users to launch and interact with graphical applications on remote machines.
TigerVNC provides the levels of performance necessary to run 3D and video applications, and it attempts to maintain
a common look and feel and re-use components, where possible, across the various platforms that it supports.
TigerVNC also provides extensions for advanced authentication methods and TLS encryption.

History

TigerVNC was originally based on the (never-released) VNC 4 branch of TightVNC. More information regarding the
motivation for creating this project can be found in the project announcement.

Downloads

The latest release of TigerVNC can be downloaded from our GitHub release page. Besides the source code we also
provide self-contained binaries for 64-bit and 32-bit Linux, installers for 64-bit and 32-bit Windows and a universal
binary for Intel-based Macs. We also try to provide packages for various distributions when we easily can.

Pre-release builds of the experimental next-generation code can be found here.

TigerVNC is also provided with many distributions, such as Fedora, OpenSUSE, FreeBSD, Arch Linux, Red Hat
Enterprise Linux and SUSE Linux Enterprise.

Community

The project has three mailing lists:
Announcements
Moderated announcement list for new releases and other important news.
Subscribe
User Forum
Suppert and general discussion list for users of TigerVNC. Please use this list for bug reports.
Subscribe
Development Forum

Discussion list for TigerVNC developers. This list can be used for patch submissions and other development
ideas.

Subscribe
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B

T&?‘ FE: £CentOS_ESCIMVNCAH R HITIEEIE

=izumfEATigerVNC,
m Az)jlﬁﬁ{?fﬁﬁReal\/NC \/NC Connect Viewer,

s ATREIVNCEITHEE, 1A% ZEUbuntu Desktop,

E:Vk@ﬂgif 2
—25 |ImATEFISELINUXFOFirewalldiRSS,
F 8 LEETigerVNC Serverixi4,
HB=4 BeEtigervnc-serverfIfEiR S,
EOE . FeEtigervne-servertg RIERFECEBIRIER KB R,
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B viC Viewer — O * A centOs Teach - Properties — O x>
File View Help

General Options Expert
|Er1ter a VNC Server address or search | & Sign in.. - -

Cent0S Teach

VNC Server: |10.10.1.4:1] |

Mame: |CentDS Teach |

Labels

To nest labels, separate names with a forward slash (/)

Enter a label name, or press Down to apply existing labels |

Security
Encryption: Let VNC Server choose w
[] Authenticate using single sign-on (550) if possible

Authenticate using a smartcard or certificate store if
possible

Forget sensitive data
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@ BT VNCHE RN EEImiZUbuntu Desktop
FASELINUXFOFirewalldRSS,
h 2% TigerVNC Serverixf4,
Ao E&tigervnc-serverftRIR S {4,
BoEtigervne-servertiZ BBRIEINAL EREIRIER Z BB,
{ERAAVNC Connect Viewenis&18

AN N N N




CHO

AN N NN

JVNCHILEEIZZUOS
2% TigerVNC Serverixf4,

Ao &tigervnc-serverfItai sS4,

BoEtigervne-serveriZBEINAL EREIRIER Z BB,

{HAVNC Connect ViewenieeEi®

el
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System Call Interface (SCI)
Process Virtual File
Management (PM) System (VFS)
Memory
Management (MM) Network Stack
Arch Device Drivers (DD)

System Call interface, SCI

Process Scheduler, PM

linux kernel

/I Memory Manager,, MM ]

—[ Virtual File System , VFS

[ Inter-Process Communication, IPC ]—/

\[ Network Stack , (&7 Z5: ]'@

Arch, CPUZRIDIEAHES ]

DD, EEAHEE ]

[ bash | [ovim ] [XServer | [ ssh | [ gec | [ firefox |
User Space
Kernel Space
Virtual File System
Process Memory Nsi;v::;k I‘
Management Management Subsystem File Systems
Drivers Character
& for Drivers
Architecture Physical & Block Friends
Dependent Virtual Device Drivers
Code Memories
Hardware Protocol Layers like PCI, USB, I12C, ...
Kernel Space
Hardware Space
Network Storage All other
CPU Memory Interfaces Devices




linux kernel

)

e

System Call interface, SCI

J

\

Process Scheduler, PM

7

Memory Manager, MM

»

-

Virtual File System , VFS

J

Programmatic Network Interface |

"

Network Stack , FEEFES

|
| |
¥ 0/S Services| | | yornkemal [
| Layer
Network | I
+ Interface | (
Virtual FiIeI: ¥ Kernel Sub{ |
System [*] System CaII.InterTace : System |
: | '
Frotocol Independent Process | Wodwl |
Interface Scheduler| | neule I
37 —
I )
Metwork Protocaols | Multiple |
; Modules |
17 =
Device Independent | :
Interface | —Depends on—a |
£y
1 : ---------- Control Flow.....:~ |
1 | =——Data Flow =i |
u Metwark Device Drivers | |
F 3 e ———
Kernel
¥y ¥
| Device Hardware |
Hardware

Network Device Drivers , RIESIZEHBRE

Device Independent Interface , Fi—iFSiERE

MNetwork Protocols , SLHIRIEEEEHNYL

Arch, CPUZRIIEFAAED

R

DD, & E T2

—

-{Protocol Independent Interface

;ﬂ —

System Call interface , EgiEAEL

®

EEL R E IS Y

—— LIEEATESIREED (socket)
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linux kernel

Network Device Drivers , FESEBREN

Device Independent Interface , Si—igE &

Network Protocols , SCHIREEEEHY

~

Network Stack , RIEFEGE

Protocol Independent Interface

\6'._4&_)\_)

System Call interface , ZF0AEEN

systemd-networkd

Network Manager

REERETE

&



[ systemd-networkd ]

B systemdEfreedesktophIInH.,
« B https://www.freedesktop.org/wiki/Software/systemd,
- ZIRERAIE github E&#, BTLME https://github.com/systemd/systemd &BEFIE
FRZANEEFHT. Bug Fix FDARARIRIHISASSE,
B systemd-networkd 2 systemd BHIMEHAINKZEIRIRS.
«  systemd-networkd AJLATE2EIELAKN, BREEIRTEMN K. PPPE,
«  systemd-networkd 2T EENEN AR SRS, ©eeBEQNFREMNSEERE, MaeE
B REPAM IR TS




[ systemd-networkd ]

B systemd-networkdfELEEIE=""T5H.
systemd.link: EoEIRI FMERMRKBIDIEIER,
systemd.netdev: BIEEELINEILZE,
systemd.network: EcEFTE ILECHIMEE RIS IS A,
B 2 systemd-networkd BRSFIBHAY, BE MU OIRIE, IMFRSINELEFTEN
MR TSR EBLE T,
M initramfs HRRISSFRMESUE R F AR B RIZ SRS EA = SE S &+ I
EHMEELENMFER systemd-networkd REZZ /G, BREEHIEHIMKRECE U4
ELEMIERAEIANEZIRE (netdeV(BRFET RS, BUEHEZ2FMIER,
B RENBCE XHFRUEKIBE TR AR MmAE,
SR EARAIFE AL/ usr/lib/systemd/network B3
7R /& aITFRAE/run/systemd/network B 3%
P em=mIFERAE/etc/systemd/network B



[ NetworkManager ]

B The NetworkManager daemon attempts to make networking configuration
and operation as painless and automatic as possible by managing the primary
network connection and other network interfaces, like Ethernet, Wi-Fi, and
Mobile Broadband devices.

« NetworkManager will connect any network device when a connection for
that device becomes available, unless that behavior is disabled.

« Information about networking is exported via a D-Bus interface to any
interested application, providing a rich APl with which to inspect and

control network settings and operation.




[ NetworkManager ]

B The point of NetworkManager is to make networking configuration and setup
as painless and automatic as possible. If using DHCR NetworkManager is
intended to replace default routes, obtain IP addresses from a DHCP server

and change nameservers whenever it sees fit.

« In effect, the goal of NetworkManager is to make networking Just Work.

«  Whilst it was originally targeted at desktops, it has more recently been chosen as the
default network management software for some non-Debian server-oriented Linux
distributions,but understand that NetworkManager is not intended to serve the
needs of all users.

« NetworkManager includes three commands nmcli, nmtui and nmcli-examples,




CentOS

B CentOS#B1EER% £E NetworkManager #1 systemd-networkd FFREEEIRET

B, NREmHEPEcE =5 ks,
o CentOS 7TRZERA, FZFRNetworkManagerfRSS KL ERIBCEFNETE,
«  CentOS 7LARIBINR A FZE 21BII systemd-networkd RS EEEMZE,

Termius - Teach-Demo-172.16.123.201

[root@Cent057TeachBasic ~1# systemctl status systemd-networkd
Unit systemd-networkd.service could not be found.
[rootRCent0STTeachBasic ~1#
[root@Cent0ST7TeachBasic ~1# systemctl status NetworkManager
* NetworkManager.service - Network Manager

Loaded: loaded (/usr/lib/systemd/system/NetworkManager.service; enabled; vendor preset: enabled)
L4 Active: active (running) since Fi 2020-03-13 10:49:26 CST; 2h 58min ago

Docs: man:NetworkManager(8)
Main PID: 696 (NetworkManager)

CGroup: /system.slice/NetworkManager.service
Lgoe fusr/sbin/NetworkManager ——no-daemon

3 13 1@:49:27 Cent0STTeachBasic NetworkManager[696]: <info> [1584067767.9812] device (enp@s3): state...d')
38 13 10:49:27 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067767.9881] device (enp@s3): state...d')
38 13 10:49:27 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067767.9951] device (enp@s3): state...d')
38 13 10:49:27 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067767.9975] device (enp@s3): state...d')
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0009] manager: NetworkManage...CAL
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0250] manager: NetworkManage...ITE
3H 13 1@:49:28 Cent0STTeachBasic NetworkManager[696]: <info> [1584067768.0262] policy: set 'enp@s3' (...DNS
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0320] device (enp@s3): Activ...ed.
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0368] manager: NetworkManage...BAL
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0400] manager: startup complete
Hint: Some lines were ellipsized, use -1 to show in full.

[rootRCent0STTeachBasic ~1#



[ CentOS ]

B CentOSIR{EERS H NetworkManager 1 systemd-networkd FEFRRLZEIE T

B, MNEMWHEIRCE =S [fefse,
o CentOS 7TRZERA, FZFRNetworkManagerfRSS KL ERIBCEFNETE,
«  CentOS 7LARIBINRA EE 21T systemd-networkdBRSZEIERIZE,

B systemd-networkd #1 NetworkManager@MW&EEE T E,
«  EZBIWLinux Kerneli# 732 E, LMK, MEERZHEE. SIES,
B LUAGEEEOIR, B ENEREX LM MEEEEFEEBEL, K@D
systemd-networkd 1 NetworkManager 5B EEEHEENEIREMIRS.



o
3]
o
MR
o

systemd-networkd & Network Manager

pILEEC RILEE
B8TH =
net-tools ethtool ping arpwatch
iproute?2 : ip iproute?2 : tc traceroute iftop
nmcli / nmtui mtr ngrep
netplan tcpdump
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Network Device Drivers , RIEBSE59EE0

Device Independent Interface , i—FEEE

Network Protocols , SETL RIS S

Protocol Independent Interface

)
)
)
]—C EE R e EFIRETRY

Network Stack , (B FEE

LAERERTETEREGED (socket)

net-tools <(i2)

iproute2 - ip

systermnd-networkd ]
/[ ] rpin @

Network Manager
nmcli «7)

nmtui -(3)

ethtool

iproute? - tc

System Call interface , 2FERED ping

traceroute
mtr
arpwatch
iftop

ngrep

tcpdump



/etc/netplan/*yaml — —

net-tools 12
iproute2 :ip

https://netplan.io

generate

netplan ——— yaml

A

general
backend config

networking

~ [ S

systemd-networkd ] radio
Network Manager ] nmcli connection
ethtool device
iproute2 : tc agent
- ) monitor
System Call interface , Z&EEEL ping
R TR traceroute edit a connection
nmtui activate a connection
mtr ——
set system hostname
arpwatch
iftop
PSR TE
ngrep

tcpdump



arp

hostname
/ ifconfig
/ ipmaddr
% iptunnel

| — mii-tool
- net-tools —{

t nameif

netstat

plipconfig

rarp
systemd-networkd ]

route
Network Manager ] slattach

-

\[System Call interface , ZF0EMEO iproute2 : ip <1

netplan (1)
nmcli —@
nmtui -@

PoaZ T B



net-tools <12

link
address

addrlabel

o~
:

neigh

/-— ntable
- iproute? : ip —{
systemd-networkd ] / \— tunnel

MEERETH \

Network Manager tuntap

\[System Call interface , EEAEN MEZSETE maddress
\ mroute
\ mrule
monitor
xfrm

netplan (1)
nmcli @)
nmtui —@



Network Device Drivers , RIEBSE59EE0

Device Independent Interface , i—FEEE

Network Protocols , SETL RIS S

Protocol Independent Interface

)
)
)
]—C EE R e EFIRETRY

Network Stack , (B FEE

LAERERTETEREGED (socket)

systermnd-networkd ]
/[Network Manager ]

ethtool

net-tools <(i2)
iproute? - ip
netplan -(7)
nmcli «7)
nmtui -(3)

iproute? - tc

System Call interface , 2FERED ping

traceroute
mtr
arpwatch
iftop

ngrep

tcpdump
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o1
3]
o
MR
o

net-tools (12

iproute2: ip

systemd-networkd J
Network Manager ]

MEUWETE €

\[System Call interface , £FuEREO
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net-toolsiSf FBSDAITCP/IPT B8, ERAAZIRALiInuxPIZ PECE /N4
Ineel TR, (BLinuxtt XB2001FEEXNEF LR, S=HBILinux&1ThR,
anArch Linux, CentOS 7/8. RHEL 7R LIEIRAZ 2L T HZEnet-tools,

ANz HFiproute?,

iproute2 B9 I EFEMIIEE LB {Tnet-tools,

= net-toolsi@igprocfs(/proc)flioctl R GRS O M RILMEEELE, iproute2 @S
netlinkEZFEASMIZET,

= iprouteBYFF AL net-toolsENNEM, WHFRBRIR (A0link, [Pl EEMEE
WERSERINSHREENY, FERAFFER— AZE?J@%%EET HE’JXT%

Hei1/ Z2{ERRIfconfig. hostname, mii-tool, netstat. routeFEEIEa<,

BT net-tools THE, EINAEHF,

i

=)
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net-tools

m net-tools is the collection of base networking utilities for Linux, including a set
of commands: arp, hostname, ifconfig, ipmaddr, iptunnel, mii-tool, nameif,
netstat, plipconfig, rarp, route und slattach.

m net-tools Project Home: http://net-tools.sourceforge.net

net-tools

net-tools, the collection of base networking utilities for Linux.

Project Home: htips://sourceforge net/projects/net-tools/

Commands: arp(®), hostname(1), ifconfig(8), ipmaddr, iptunnel, mii-tool(®), nameif{®), netstai(8), plipconfig(8), rarp(8). route(8) und slattach(8).
Additional mal pages: ethers(3) -- /etc/ethers file for arp(8)

NB: some projects (like Debian and RedHat) use a net-tools based but different hostname command.

The project iz hosted by Sourceforge.net

WREPEA KRS / Bbel / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn
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net-tools

7
[roat@Cent057TeachBasic " 1% yum instzll net—tools
ErgidE . fastestmirror

Determining fastest mirrors
% base: mirror.bit. edu cno
* gxtras: mirror.bit. edu. cn

* ypdates: mirror. bit. edu cn

base 3.6 kB 00:00:00
extras 2.9 kB 00:00:00
updates 2.9 kB 00:00:00
(1/4)}: base/T/x86_B4/group_gz 165 kB 00:00:00
(2/4): extras/7/x86_64/primary_db 164 kB 00-00-00
(3/4}: base/7/x86_64/primary_dhb 6.0 MBE 00-00:00
(4/4): updates/7/x86_64/primary_db 6.7 MBE 00:00:01
EESgrEEsR

—r EEEEES

——3» 3% 4& net—tools. x86_G64. 0. 2. 0-0. 25, 20131004git. €17 #iF £ 5

— BAGBREEES
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net-tools arp

H
arp [£7] [£#]

BEIR
—al{EH>: ETarp B EmFEFH:
“Hghgh A >, H#E arp EAEFAELEEE,;
—d< = A Hoarp B Mk rE ZHET arp £6;
-D: EREEE0HE S 4,
—e: Linx W EFAEET arp B EFHE£H;
-, HEEBFEapEFRFEED,
—s{EHMAC B A, EEHEEAE IP M4 5 MAC M Ay § e A
-n: HEFF= B TFarp BFKFHEE;
-v: BrRi#sEtarp EHEFEH, €RETREELEENETEE;
£ WEEALEY IP A5 MAC Ay 4,
=3
FH: Fifarp EFEXFHEEEN T arp £ 8,

SAEREZSAS / ety / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn
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net-tools arp
ANl

[root@Cent0STTeachBasic & #EF arp EFEE£H
[root@Cent0STTeachBasic ~1# arp —v

Addre=s H¥tvpe HVaddress Flag=s Mask Iface

172. 16. 123. 115 ether 50:64:2b:94:37:a9 C enpls3
172, 16. 123, 123 ether 00:ec:0a: 77:23: 84 C enpls3
gateway ether 3d:ce:00:36:b7: 30 C enpl=3
172, 16. 123. 53 ether a4:34:d9:68: 84. 46 C enpls=3
Entries: 4 Skipped: 0 Found: 4

WREPEA KRS / Bbel / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn
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net-tools

WRPEZA RS / Bl / http://linux.xg.hactcm.edu.cn

\_:E:
Tai

ifconfig [£41]

=
add<# &E>: WE P& IPve &Y ip Mk,
del<#EE>: B Pk & IPvE 89 IP Mot
down: FA4EE AR E,
<hwi{F 5 E &R EO>CGE B, EEFSEENEE EE AN,
io_addr<I/0 #4k>: HEFSERER /0 4t
irq<IRQ 3%.4L>: WE P &R &5 IRQ;
mediad F & E-E 2>, EERASEEENEMFEE,
mem_start< FE R AR HERAEBEETATER EAE M,
metric<# B>: EEEHESF SIS RINEE, FERLOEE:
mtud FHF > % E P& & B MTU;
netmask<F FA&HEL>; wERAEETEHTRAES,
tunnel<{# A>: o IPve 5 IPV6 = [E Ay B B AE A
up: BB E B A
—broadcast{# A>: HEREFEREHEF AL B FHELRLE;
—pointopoint<#hAk>: SHEEanAEtEETIEES, HES EFREE,
—promisc: F A EFNEE F#EF £ 8 promiscuous 7 ;
IP 34k: R AR & IP 4k
S SiE- HEEFEREHLT.



bl

sEEFSEDEE
[root@Cent057TeachBasic ~J# ifconfig
X 2 Vaxlim Ea enp0s3: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
. = EI -4 inet 172.16.123.201 netmask 255.255.255.0 broadcast 172.16. 123. 255

inet6 fe80::a00:27ff:fel9:af03 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:19:af:03 txgueuelen 1000 {(Ethernet)
net_tools RX packets 133215 bytes 22152007 (21.1 MiB)
RY errors 0 dropped 0 overruns 0 frame 0
TX packets 4554 bvtes 436972 (426.7 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
#5A lo AskED
[root@Cent0S7TeachBasic ] ifup lo
SEEMSEDGFE, Lo AKENLERA
[root@Cent037TeachBasic ~1# ifconfig
enp0s3: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 172.16.123. 201 netmask 255. 255. 255. 0 broadcast 172.16.123. 255
inet6 fe80::a00:27ff:fel9:af03 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:19:af:03 txgueuelen 1000 {(Ethernet)
RX packets 133236 bytes 22153819 (21.1 MiB)
RY errors 0 dropped 0 overruns 0 frame 0
TX packets 4567 bvtes 439108 (428.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inetf ::1 prefixlen 128 scopeid 0xl10<host>
loop txqueuslen 1000 (Local Loopback)
RY packets 32 bytes 2592 (2.5 KiB)
RX errors 0 dropped 0 overruns 0 frame 0

TX packets 32 bytes 2592 (2.5 KiB)
SRR EAE / ksl / http://linux.xg.hactcm.edu.cn / http//\/\/\/\/\NS TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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net-tools

i

mii-tool [-VvRrwl] [-A media,... | -F medial [interface ...]
eI

-V BETREAEEE;

-y BERASEEDHER;

-R B MIT 2 B4R 5

-r EZExthEED;

—w EEWEHEOEENRET U,

-1 ENEEIEETDE;

-4 i FHEED,

-F FuREEOHE T

media: 100baseT4, 100baseTx-FD, 100baseTx-HD, 10baseT-FD, 10baseT-HD,
(to advertise both HD and FD) 100baseTx, 10baseT
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net-tools
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[root@Cent0S7TeachBasic "J# mii-tool —v enp0s3
enpls3: 1000 Mbit, half duplex, link ck

product info:
basic mode:
basic status:
capahilities:
advertising:

link partner:

Yukon 88E1011 rev 4

100 Mbit, half duplex

autonegotiation complete, link ok

1000bazeT-FD 100bazeTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD

1000bazeT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD flow—control
1000baszeT-HD 1000baseT-FD 100baseTx—FD 100baseTx-HD 10baseT-FD 10baseT-HD

[root@Cent0S7TeachBasic ~1#

[root@Cent0S7TeachBasic ~1# mii—tool enp0s3 -F 1000baseT-FD
enpls3: 1000 Mbit, half duplex, link ok
[root@Cent0S7TeachBasic ~J# mii-tool —v enp0s3

enp0s3: 1000 Mbit, half duplex, link ok

product info:
basic mode:
basic status:
capabilities:
advertising:

link partner:

Yukon 88E1011 rev 4

1000 Mbit, half duplex

autonegotiation complete, link ok

1000baseT-FD 100baseTx—FD 100baseTx—HD 10baseT-FD 10baseT-HD

1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD flow-control
1000baszeT-HD 1000bazeT-FD 100baseTx—FD 100baseTx-HD 10baseT-FD 10baseT-HD

[root@Cent0S7TeachBasic ~1# mii—tool enp0s3 -F 100baseTx—HD
[root@Cent0S7TeachBasic "J# mii-tool —v enp0s3
enpls3: 1000 Mbit, half duplex, link ck

product info:
basic mode:
basic status:
capahilities:
advertising:

link partner:

Yukon 88E1011 rev 4

100 Mbit, half duplex

autonegotiation complete, link ok

1000bazeT-FD 100bazeTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD

1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD flow-control
1000baseT-HD 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD
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net-tools &

route [#IA] [H#]

Al
—A: WERMEE,
—C: fTETHS Linux oI B HEF,
—V: ‘iﬁéﬁﬁgﬁﬁ,
-n: THATING RHEDR, EEITHF T IP L
CH netstat ﬁhﬂ]i?ﬁ%—ﬁ%,
—net: B Pl E B E
—host: B -MENSEEE,
=3
Add: i EaEEER;
Del: HeHEEmEails;
Target: HHFET =4,
gw: WEEV X
mss: WE TP R AR SHKE (MSS), £ MB;
window: EEET B e R TP 288 TCP & o b
dev: BEiLEfEraNEED,
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net-tools

N

[root@Cent0S7TeachBasic ~1# route

Kernel TP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default gateway 0.0.0.0 G 100 ] 0 enpl=3
172, 16. 123. 0 0.0.0.0 255.255.255.0 U 100 (] 0 enpls3

[root@Cent057TeachBasic &
[root@Cent0S7TeachBasic ~1# route —n
Kernel IP routing table

Deztination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 172.16.123. 1 0.0.0.0 UG 100 0 0 enpls3
172, 16. 123. 0 0.0.0.0 255.255.255.0 U 100 0 0 enpls3
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net-tools

‘_:E‘T
I'=71]

netstat [2E7]

1751
-a F—all: ERAHE S 78 Socket;
A FHAE T —(FHEE FloZFR&EREES PaysERnd;
—¢ T ——continuous: FEF| L P S
—C ZF—cache: ETEsZAFEENREREE;
—e F——extend: ERFASEEAEREL;
—F Fi—fib: £ 7R FIB;
—g H—groups: ETZE B FHERLE;
~h F—help: &R A
—i F—interfaces: ITFASEFEEERE;
-1 F—1listening: BoR S PR £ 389 Socket;
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net-tools

BN
t8 T tep 3 O
[root@Cent057TeachBasic ~J# netstat —at

Active Internet connections (servers and estahlished)

Proto Recv—0Q Send-Q Local Address Foreign Address State

tcp 0 0 localhost:smtp 0.0.0.0:=% LISTEN

tep 0 0 0.0.0.0:ssh 0.0.0.0:= LISTEN

tep 0 64 CentO57TeachBasic:ssh 172, 16. 123. 53: 55260 ESTABLISHED
tcph 0 0 localhost:smtp [::]:= LISTEN
tcph 0 0 [::l:ssh [o:]:= LISTEN
#FFudp %o

[root@Cent0537TeachBasic ~J# netstat —au

Active Internet connections (servers and estahlished)

Proto Recv—Q Send—Q Local Address Foreign Address State
udp 0 0 localhost:323 0.0.0.0:=%
udpf 1] 0 localhost:323 [::]:=%
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net-tools

BN
#Fit tep WO EE

[root@Cent0S7TeachBasic ~1# netstat —st

IcmpMsg:
InType3: 16
OutTyped: 22

Tep:

32 active connections openings
1 passive connection openings
0 failed connection attempts

0 connection resets received

1 connections established

4817 segments received

3811 segments send out

13 segments retransmited

0 bad segments received.

9 resets sent
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iproute’

m iproute? is a collection of utilities for controlling TCP / IP networking and traffic
control in Linux. It is currently maintained by Stephen Hemminger. The original
author, Alexey Kuznetsov, is well known for the QoS implementation in the Linux
kernel.

m Most network configuration manuals still refer to ifconfig and route as the
primary network configuration tools, but ifconfig is known to behave
inadequately in modern network environments.

m They should be deprecated, but most distros still include them.
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iproute’

m iproute? is usually shipped in a package called iproute or iproute2 and consists
of several tools, of which the most important are ip and tc. ip controls IPv4 and
IPv6 configuration and tc stands for traffic control.

m iproutel Git:
https://qgit.kernel.org/pub/scm/network/iproutel/iproute?.git

m iproute? wiki:
https://wiki.linuxfoundation.org/networking/iproute?

m iproute? Utility Suite Howto:
http://www.policyrouting.org/iproute2.doc.html
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proute?
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#Cent0S 7/8 R A E iproute2 T A, ERFATE.
[root@Cent05T7TeachBasic ~1# vum install iproute
EmEiE#: fastestmirror
Loading mirror speeds from cached hostfile
# base: mirror.bit. edu.cn
# extras: mirror.bit.edu. cn
# updates: mirror. bit. edu. cn
34 iproute-4.11.0-25.e17_7.2.x86_64 DEZEFEEZRFH £
TAEARAE
[root@Cent057TeachBasic 12 ip —help
Usage: ip [ OPTIONS ] OBJECT { COMMAND | help }
ip [ -force ] -batch filename
where OBJECT := { link | address | addrlabel | route | rule | neigh | ntable |
tunnel | tuntap | maddress | mroute | mrule | monitor | xfrm |
netns | 12tp | fou | macsec tep_metrics | token | netconf | ila |
vrf |
OPTIONS := { —Vlersion] | -s[tatistics] —d[etails] | -rlesolve] |
-h[uman-readable] | -iec
~flamily] { inet | inet6 | ipx | dnet | mpls | bridge | link } |
4|6 |-1[-D|]-BI|-0

-1loops] | maximum—addr-flush-attempts } | -brlief] |
—olneline] | -t[imestamp] | —tslhort] | -blatch] [filename] |
~relvbuf] [size]l | -nletns] name | -alll] | -clolorl}

$EF iproute? AIH A
[root@Cent0S7TeachBasic ~1# ip -V
ip utility, iprouteZ2-ss170501
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iproute2
&

ip [ #5 ] & [ &4 [ &40 1]

eI

-V: ERESRAE R

—s: HOEEENER;

—f: T 18 2 Ay R DLER

—4: 5 2 ER A& ZHLE TPve T

—6: 5 = &R & Z LR IPve Tl

—0: MOFEEEFLERD 7T, FENEF S A BRITIT;
-T: BREANE, FERIP L, MERE/AEE.
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iproute2

W IEEREEIMEER;

link: physical or logical network device.

address protocol (IPv4 or IPv6) address on a device.
neighbor ARP or NDISC cache entry.

route routing table entrv.

rule rule in routing policy database.

maddress multicast address.

mroute multicast routing cache entry.

tunnel tunnel over IP.

23
RS REEHNETEERAERE
help: BRMENELHHNBESLNTHEE. X
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iproute2 D
6
BREEMAFSEDFRLREE

[root@Cent057TeachBasic & ip a
1: lo: <LOOPBACK,UP,LOWEE_LP> mtu 65536 gdisc nogueue state UNENOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: enpl=3: <BROADCAST, MULTICAST,UP,LOWEE_UP> mtu 1500 gdisc pfifo_fast =state UP group default glen
1000
link/ether 08:00:27:19:af:03 brd ff:ff.ff:ff:ff:ff
inet 172.16.125. 201/24 brd 172. 16. 123. 255 =scope global noprefixroute enp0s3
valid_1ft forever preferred_lft forever
ineth fe80::a00:27ff:fel9:af03/F4 scope link

valid_1ft forever preferred_lft forever
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5./ K E1H 5 IRARE TR

iproute2

il
tEEEOSUEER
[root@Cent0S7TeachBasic ~J# ip —=s link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNENOWN mode DEFAULT group default glen
1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
RX: bvtes packets errors dropped overrun mcast

2592 32 0 0 0 0

T¥: bvtes packets errors dropped carrier collsns

2592 32 0 0 0 0
2: enpls3: <BROADCAST,MULTICAST,UF,LOWER_UP> mtu 1500 gdisc pfifo fast state UP mode DEFAULT group
default glen 1000

link/ether 08:00:27:19:af:03 brd ff:ff:ff:ff: £f:£f

RX: bvtes packets errors dropped overrun mcast

23729197 158804 0O 0 0 1152
TX: bvtes packets errors dropped carrier collsns
567002 5556 0 0 0 0

PR I el
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5./ E=TH 5 IR E TR
iproute2 D
=
R EREENEEERE

[root@Cent0S7TeachBasic % ip route

default via 172.16.123.1 dev enp0s3 proto static metric 100

172. 16. 123. 0/24 dev enpls3 proto kernel scope link sre 172.16.123. 201 metric 100
BB F arp FEE

[root@Cent(0S7TeachBasic ~J# ip neighbor show

172, 16.123. 115 dev enpls3 lladdr 50:64:2b:94:37:29 STALE

172, 16. 123, 123 dev enplsd lladdr 00:ec:0a:77:23:84 STALE

172.16.123. 1 dev enpls3 lladdr 34:ce:00:36:b7:30 REACHABLE

172. 16. 123. b3 dev enpls3 1laddr a4:34:d9:68:84:d6 REACHABLE
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A WS EFEEW net—tools A iproute? 44 % L

BEAZR net—tools iproute?
ZEMEED ifconfig —a ip link show
BEEAFEED %fcunf%g enpls3 up %p 111'11{ set up enpls3
ifconfig enplsZ down ip link set down enp0s3

4B IPvd ik

ifconfig

enp0s3 172.16.1.2,/24

ip addr add 172.16.123.2/24 dev
enpls3

ip addr del 172.16.123.2/24 dev

Hil k& IPvd4 ok ifconfig enpls3 0
enp0s3
EEFZEURE ifconfig enpls3 ip addr show dev enp0s3
ifconfig enpls3 hw ether ip link set dev enp(s3 address

FE FEED Mac

0A:0B: 0C:

0D: OE: OF

0A:0B:0C:0D: OE: OF

EERAXR

route —n

netstat —rn

ip route show




A WS EFEEW net—tools A iproute? 44 % L

BENE net—tools iproute?
A ER A route add default gw 171.16.123.1 ip route add default via
T enp0s3 171.16.123.1 dev enp0s3
 Bp ) route del default gw 171.16.123.1 ip route del default via
B B T o enp0s3 172.16.123. 1 dev enp0s3
e A B route add —net 172.16.124.0/24 gw ip route add 172.16.124.0/24 via
s 172.16. 123. 254 dev enpls3 172.16. 123, 254 dev enpls3
: i i del 172.16.124.0/24 via
85 te del -net 172.16.124.0/24 1P route -
e 8 A 5 e route ged mnet o 172. 16. 123. 254 dev enp0s3
P tstat :
#F & socket HATEE netsta 5=
netstat -1 ss —1
T Z& arp 7= arp —an ip neigh
EEFNAL hostname
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5./X2& =18 5. 2R TH
Ping s
ping [#&T] [£#%]
1510
—d: & A Socket 89 SO_DEBUG 8 ;
e FE R ED: WERZ R EREFe e
-f: R
—-i<E > EEWRELrEREE;
“IKAEFR®E>: EREENASR TR REEL;
I ES O EFEEZHERFELY, AT EEHEES;
-n: R giE;
PR A I REEREBANELERE;
—q: TETREAFTILE, FLUEEIHEXEERM,
-r: Her L E A Routing Table, EERHELEZITHEEN L;
-R: EREEITE,;
—s<EIE A WEHE LT
—t<EFEED WEFEEE TIL 77
—v: FEIREAHTLE,
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5. /MR =TH 5 RS TS

ping =l
£ A wow. baidu com B9 EEE, WFE 25, SREAB 0T, AHEiHE
[root@Cent057TeachBasic ~J# ping www. baidu. com —c¢ 2 —=i 10 -n
PING www. wshifen. com (104.193. 88 77) 56(84) bytes of data.
64 bvtes from 104. 193. 88. 77: icmp_seg=1 ttl=48 time=232 ms
64 bvtes from 104. 193. 88. 77: icmp_seg=2 ttl=48 time=237 ms

—— www. wshifen. com ping statistics ——

2 packets transmitted, 2 received, 0% packet loss, time 10013ms

rtt min/avg/max/mdev = 232, 114/244 563/257. 013/12. 459 m=

HJUEA wiw. baidu com BT EE N, REMRHEL, FFEEH 1024bytes, Wi 100 K, FTERLE
[root@Cent057TeachBasic ~J# ping www. baidu. com —f —s 1024 —c 100 —g

PING www. wshifen. com (103.235.46. 39) 1024(1052) bvtes of data.

—— www. wshifen. com ping statistics ——

HERRUEERLT, 0WEXER

100 packets transmitted, 70 received, 30% packet loss, time 1280ms

rtt min/aveg/max,/mdev = 390. 331/395. 282/398. 494/2, 238 ms, pipe 35, ipglewma 12. 931/393. 647 ms
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5.2MEMA TR

traceroute

\E:
=]

iraceroute [ﬁ@] ["é‘-ﬁ]

LEIR
—d: EF Socket B pvHs gk,
~fOEBHED: WEE - MEAEEANFFELE TIL 8 7b;
-F: WE A E AL
—g{ [ %0: WEXRERaFx, FFTEE L
i< FERE: EREEMASFAEELEEAR;
-1: EF ICMP Bl E% IDP F 45 &,
- E B A WEANGEBIHFAFFTHE TIL 2720
-n: EEER IP AT A =414 5
—pCEEEH DI WE P #a i ilayEEso;
-r: HegEiE B Routing Table, EERHECEI TR L.
—s(EEHLD: WEAM T EHEE T IP M4,
—t(HR A A, W E W E AR TOS #4E;
—v: HaEE R4S TEA;
—w{ B FO: RESFST L EHRAEHE;
—x: FERXALELNERELE,
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5. /MR =TH 5 RS TS

traceroute il
#Cent0S T/8 EEEA vun TEERZEEFTEH
[root@Cent(0STTeachBasic ~J# yum install traceroute
D iE %, fastestmirror

Loading mirror speeds from cached hostfile

* base: mirror. bit. edu.cn

% extras: mirror.bit. edu. cn

# updates: mirror.bit. edu. cn
L T3ESR

EEE:

traceroute. x86_64 3:2.0. 22-2, el7

FE
£33 M LT EAE linux. xg. hactem edu. cn S BB EEE
[root@Cent0STTeachBasic ~1# traceroute linux. xg. hactcm. edw cn
traceroute to linux. xg. hactem. edu. cn (211,69, 33. 161}, 30 hops max, 60 byte packets
1 gateway (172.16.123.1) 1.587 ms 1.755 ms 2.498 ms

2 192.168.179.1 (192.168.179.1) 3.004 ms 2.977 ms 3.004 ms
3 10.0.1.18 (10.0.1.18) 2.820 ms 2.943 ms 2.916 m=s

s THAEER, IREEAFEEIMX

O
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5./ B ETH 5 2T T2

mitr
a8
mtr (%% [£%]

Al
~h: REEEHe4
v ERmtr IR EEE
-r: RERA BT
-5z Fi 48 & ping $3E AT AN
—no—dns: A5 IP Mo AL BUE Z AT
—a: FEENAEIP A
—i: ICMP 3£ Bl 2 E] a9t E FIFE, il 1%
—4: IPv4
—B: IF+6
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5. /MR =TH 5 RS TS

#Cent0S T8 BEEEA ym TEEXEEFTEH

[root@Cent0ST7TeachBasic ~1# vum install mtr

fmtr 3T tep M A linux. xg. hactem edu. cn B9 E R, EFFZF 0424, UisE4£ETR
[root@Cent0STTeachBasic ~1# mtr —tcp —rwe 50 linux. xg. hactcm. edu. cn

Start: Fri Mar 13 18:47:48 2020

HOST: Cent0S7TeachBasic Loss%  Snt Last Avg Best frst StDev
1. |— gateway 60. 0% 50 T018. 2758, 1.5 T0Z5. 3282.2
2. |— 192.168.179. 1 0. 0% a0 1003. 183. 1 1.9 1007. 388.9
3. — 10.0.1.18 0. 0% 50 2.9 2.5 1.9 3T 0.1
4. |— 10.0.1.29 0. 0% 50 2.0 10. 4 5.0 134.1 19.7
5. |— 211.69. 33. 161 0. 0% 50 2.6 67.7 2.2 89.5 30.5

# Lossh¥l: EREHRHEZATHH

# Snt Fl: HEZEHFEAY

#last Fl: ZEEZEHGEANER

§ g Pl FRGEANTHER

£ Best Fl: IEGEAFSENER

#Wrst7l: AEGFEAFSEER

# StDev F|: HEMERE. FEEEFA, EENEZANEZFHA,
# Last. Avg. Best. Wrst FIV E G R EF
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5.|X_)$|g|:|%:'f£§ 5.3 MIET

B

\
/!

arpwatch

15
arpwatch [T

i ]
-d: E@FErEE
—fARFE > REFE ARP R L4E, TiE # /var/arpwatch/arp. dat;
Oy FEEWARP HYE D, TEED # eth;
rAEFERH: NEEHXEFERARPEE, MAENFE B0,
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B

5. 4% T s s

arpwatch
Pl

#7 Cent0S 7/8 F{£ 4 yum install arpvatch ZZEFTEH

BAE M 5 O enpls3 _+F B arpwatch

[root@Cent0S7TeachBasic ~J# arpwatch —i enp0s3

farpwatch £ arp TEF, €10F % linux log &

[root@Cent0STTeachBasic ~1# cat /var/log/messages grep arpwatch

Mar 12 10:36:18 Cent0S7TeachBasic yum[1330]: Installed: 14:arpwatch-2. 1al5-36.el7. xR6_G4
Mar 12 10:36:24 CentO57TeachBasic arpwatch: listening on enpls3

Mar 12 10:36:38 Cent0S7TeachBasic arpwatch: new station 17Z.16.123. 112 Tc:49:eb:54:9a:9d
Mar 12 10:36:53 Cent0S7TeachBasic arpwatch: new station 17Z.16.123. 201 08:00:27:19:af:03
Mar 12 10:36:53 Cent0STTeachBasic arpwatch: new station 17Z.16.123.1 34:ce:00:36:b7:30
Mar 12 10:36:58 Cent0OSTTeachBasic arpwatch: new station 172.16.123.53 ad:34:d9:68:E4:d6
Mar 12 10:37:11 CentO57TeachBasic arpwatch: new =station 17Z.16.123. 115 50:64:2b:94:37:a9
Mar 12 11:17:48 CentO57TeachBasic arpwatch: new =station 17Z.16.123. 80 8c:86:1e:90:ec: 71
Mar 12 11:21:05 Cent0S7TeachBasic arpwatch: new station 17Z2.16. 123. 50 bB:09:8a:bc:7e: 19

,EJF:EEF' Eé@j{?— / UG/ / 1 ILLDL/ / THTUALAYL IACLCT T LSUULLET / TILL./ / WYV VYL O TAUCWE . UL

BETH

O
:
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o
5.2 18 R =]
iftop

F2p

iftop [HET]

eI

-i: v AN e -

-B: Ll bytes A EM B REHEE (B Z bits)

-n: % host EEEVERIP

-N: EHmuEEFIETRGEOF

—F: ETREERENE /EHEEAND

-p: ZATEEED, (ERER-—FELEMEAHNER)

—b: EREETE, FIEER

—f: ETiHEZEREEE

-P: Fhost EEREOFA, B EF

—m: FERTS LR ENEAE, AESAEANAEET

~ — Mg
;ﬂ E3 EF'IEZ’*] A ? / FJUMIL/AD [ VILLN e/ [ T TUAAY L TUC UG LU T/ LU/ [ VY VY VY L TV VY S



BN
4 ZEapel FEE

[root@Cent0STTeachBasic ~1# vum install epel-release

5./MEEIH SR
u —D E - [root@Cent0STTeachBasic ~J# vum install iftop

[root@Cent0STTeachBasic ~J&iptop

Termius - Teach-Demo-172.16.123.201

i 1.91Mb 3.81Mb 5.72Mb 7.63Mb 9.54Mb
: L 1 ! 1 1
Cent057TeachBasic => 172.16.123.53 736b  2.31Kb 29.3Kb
= = 184b 317b  7.16Kb
= Cent0S7TeachBasic =» 123.126.45.68 ab ab 101Kb
<= ab ab 191Kk
o Cent057TeachBasic =» 211.69.32.50 b ab  85.6Kb
<= ab @b eb
239.255.255.250 => 172.16.123.104 ob @b 6b
€= ab ab 11eb
Cent057TeachBasic =» dns.google ab @b 38b
o= ob ab 57b
172.16.123.255 =» 172.16.123.184 ab @b 6b
<= ob @b 16b
TX: cum:  1.10MB  peak: T75Kb rates: 736b  2.31Kb  216Kb
RX: 585KB 6T9Hb 184b 317b 108Kb
TOTAL: 1.68MB 1.42Mb 928b  2.62Kb  324Kb
ERERETHAFETAE
HTX: REFE AN

HRY: s EEAA
HTOTAL: F-FEZEFEEAN
Houm: E4T iftop B B et E ey B FEE A0
fpeak:  HERE
SR EZS S / eiely, / http;//\mux.xg.hactcm_ed frates: SFFEFREE 2z, 105, 40s HFEHFEE




5. )2 ETE

5.32

0

By

BETH

ngrep

\E:.
'=71]

ngrep <—LhNXViwgpevxlDtTRM> <-I0 pcap dump> <-n num> <-d dev> <-A num>
{-s snaplen> <-S limitlen> <-w normal|byline|single|none> <-c cols>

{—P char> <-F file> <match expression» <bpf filter>

eI

ETRZHEL

L, E

F#ELE

don't do privilege revocation logic
LL16 # a2 B R

LL 16 3 &4 2 LB

EFLE
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5.2 &= 1H 5 3RRYTR T B

ngrep
B
tEFEepel HFBE
[root@Cent037TeachBasic J& yum install epel-release
EEZZ iftop
[root@Cent(57TeachBasic ~1# vum install ngrep
#4535 E 3T 80 % O F linux. xg. hactem. edu. cn EFBTERFHE X
[root@Cent0S7TeachBasic ~1# ngrep —q port 80 and host linux. xg. hactcm. edu. cn
interface: enpls3 (172.16.123. 0/255. 255. 255. 0)

filter: ( port 80 and host linux. xg hactem edu.cn ) and ((ip || ip6) || (vlan && (ip || ipB)))
T 172.16. 123, 201: 42758 -> 211.69. 33. 161:80 [AP] &7
G

YHERT E%, ngrep RERFRANE, FTUENECEHEAENEEL
T 211.69.33.161:80 —> 172.16.123. 201:42758 [A] #9
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5. /B ETH 5 3N TE

tcpdump
Bk

tepdump [ 3% T |

i ]

—a: EEEFERT SR EE S L,

—cHEAHE: WEEZHGBABER. BELHTHEASEE,;

-d: TRELIHFELRDEH T Haaits, FHREIFES S,
—dd: FREFIHHFEORDISH T CETHHE, FHREIFESR S,
-ddd: FREANGELEE S g T EEHFHEE, FHEIFES S,
-e: EEFEEER LEFEEEHH 4L,

—f: AEF R RFARFF &Mt

~FORIE I E: 6 E &R0

- AERE: EREENAZETEHHEL;
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&4 A ping %3 www. baidu. com, F3& 3 EFR

[root@Cent0S7TeachBasic ~1# ping www. baidu. com —c 3

Y axlawm
5 |§XIQEI '_‘“EI IEi PING www. wshifen. com (104.193.88.77) 56(84) bytes of data.
| | -— A
G4 bytes from 104. 193. 88 77 (104.193.88.77): icmp_seqg=? ttl=48 time=219 ms
t(:F)(jl“erWF) —— www. wshifen. com ping statistics ——

ERERTAEET 3iEER, BE 1 AHE, BREXER
3 packets transmitted, 1 received, 66% packet loss, time 2013ms=
rtt minfavg/max/mdev = 219.567,/219. 567,/219. 567,/0. 000 ms

#4€ B ping 77 (8 www. baidu. com [ B3 T4 03 E

[root@Cent0STTeachBasic ~J# tcpdump host www. baidu. com

tcpdump: verbose output suppressed, use —v or —vv for full protocol decode
listening on enpQs3, link—type ENIOMB (Ethernet), capture size 262144 bvtes

A EZ| 3 ¥ A ALK 7E www. baidu. com B9E R AT, WE| 1 3 www. baidu. com 7T A AL 8798 LR 50
SR UE A ping TR B

20:16:37. 231831 IP Cent(05TTeachBasic > 104.193.88.77: ICMP echo request, id 2683, seq 1, length 64
20:16: 38. 2531817 IP Cent0S7TeachBasic > 104, 193. 88.77: ICMP echo request, id 2683, =eq 2, length 64
20:16:38. 451321 IP 104, 193. 88. 77 » Cent057TeachBasic: ICMP echo reply, i1d 2683, seq 2, length 64

20:16:39. 245358 IP Cent(05T7TeachBasic > 104.193.88.77: ICMP echo request, i1id 2683, seq 3, length 64

C

4 packets captured

53 packets received by filter
WEPEARE / Bk / http://linuxxg.l 0 packets dropped by kernel




net-tools (12 1 70
iproute2 : ip

systemd-networkd ]

)

ethtool

netplan
nmcli -(7)
nmtui ()

yaml

Network Manager

iproute2: tc

[System Call interface , EF&iERZEO

ping

traceroute

M TR
mtr
arpwatch
iftop
ngrep

tcpdump

WE: WLNnuRMERZNESIBANARSIERE https://www.bilibili.com/read/cv5112146







