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1. SN EiRE

1.2 SRS EEE

Application layer

Operating
System layer

Physical infrastructure (switches, NICs,

servers, SANs, disks, etc.)

Physical layer
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1. SN EiRE

1.2 SRS EEE

RAC AlwaysOn

Application layer Micro-Services Architecture

_ RAC AlwaysOn
Operating Micro-Services Architecture
System layer Application Proxy

vSphere High Availability (HA)
Virtualization layer vSphere Fault Tolerance (FT)

vSphere Replication

Physical infrastructure (switches, NICs,

servers, SANs, disks, etc.)

multiple network interface cards (NICs)

. Host bus adapters (HBAs)
Physical layer san

RAID
Redundant powpply
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no one-size-fits-all solution
no a-package solution
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2. vSphere High Availability (HA) 2.1 S5 HA

vSphere HA 32 T #i{8 i IHLE) & v F

m (EREEET) A EHL I AL AR S o

m RGN B A AL BB, B SRR i AR R L _EE TS s
SN REFURIL, I B KRR b el AL AT, AR Bl 55 R 22 1

vSphere HA {47145 :

m 413 ESXi Host R {5 4 47 4 gD
= G EIEHLL N oy / =
= G ESXi Host HRIMEHURIIME I 47 = A A | mm

n

TR P 2 RS BB BE BRI EARE A HIBA / https://internet.hactcm.edu.cn




2. vSphere High Availability (HA) 2.1 527 HA

vSphere HA J5 f iR AR
m vCenter Server
HA K HT vCenter Server A RESLIL, % F vCenter Server J5 012 A5 FHHA
® 5 1 vMotion
4 BSXi Host & AE BRI, HA S8 ESXi Host X REMLEHTE BT /5, X
IR FEERS T L.
B AL YA Z vMotion, 8] HA w755 FvMotion{E Y Hi g o
m TR
HA SRS EAGTURTIRE, WRITARIEIEMZ, HA 2 RICEHR.
m Z-AE VMware Tools
AU T AR SIRE e, #B53 HA R H tidid VMware TOOﬁ%)ﬁo
m FEEE BSXi Host 023K : /02 1ESXi Host 7 i,
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vm vSphere Client
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2. vSphere High Availability (HA) 2.2 124 HA B T{EIRiE

vSphere HA 247 5 ¥

m J5H HARY, A&/ H s —& ESXi Host {E N E1EEMNL Master),
H4x BSXi Host /E A M@ 1 (Slave) o

m Master 5 vCenter Server HHATIH(5, A 2 RIPEIME EVLIRES

m Master {51 & 2R W 28 A0 B A A 5 5 SR e i Y 23 28
14 ESXi Host #{ &I, Master F N2 IF B s EE b, LEREDHLERTE 5.
24 Master A 5 HINEL R, Slave 23 B FTE 4% =42 1Y Master,

vSphere HA {4, LM H =2 .

m R FEHUE IRIETT.

m BEE: ENLHIE L R

m X EHVR A S E G ENLRY M2 ®
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2. vSphere High Availability (HA) 2.2 124 HA B T{EIRiE

vSphere HA fifif T/E?
m FFEEP AR BSXi Host ¥ HATHEP B THY VM #1156
VM YL FAELZEMER) [vSphere-HA/<FDMEEREID> H %] o

w DB ESXi Host SEMLEBRERS, Nkdas At gerh iy Hfth ESXi Host
Ja3l VM,
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vSphere Client
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2. vSphere High Availability (HA) 2.3 vSphere HA heartbeats

OBk T ff ESXi Host &5 3515217
m WERAE R I R A oA R R0, WA ESXi Host EL5K 4]
w [T, filk HA SHAREHEL .
FEIEH BT ESXi Host £, FTJH 870, ESXi Host A VM
vSphere HA #E47 .o As: I iy w5 32X -
®m Network heartbeat:
Master node 3EH1H 1 ICMP Hp G2 Slave node 11T W28 2 43R LA
® Storage heartbeat:
T AE & BESXi Host HRFEIL 20 B A7l — 2530
SL A B SCPE R G SO R ESXE Host Bi%E -
MG SCPFAMBIAE M I% SO Y ESXG Hose Jo ik i Tl 5
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2. vSphere High Availability (HA) 2.4 VMCP

VMCP: Virtual Machine Component Protection, i #IMLEME R
BT VM, $RABE0% 2 105 0L PR R i 32 Fr o

m PDL: Permanent Device Loss, 7K ATXETFE4R
PDL ZFa /71 15088 H Ik A e i e AT 7 =0 8 R al HERRIN O TG 00, T H iz &l ke
AFA
MG FES S TCIETT RIS, G RESS 2 ki%—1 SCSI #5431 ESXi Host,
ESXi Host T84 )5, BHF 1A% ﬁﬁ%‘ 11%1_1? 10 4k,
m APD: All Path Down, 4 Epi&iaR

JWDWEéf%m%M%ﬁ%éﬂﬁﬂﬁ%,@ﬁﬁ@%ﬁ%ﬁ%ﬂﬁﬁﬁ%ﬁﬁﬁ&%%
S A TG I o

N5 BESXi Host JCIETT [RIAFAH RS, Ef%%ﬂ&&ﬁkLS$Hﬁ%,WE%ﬂbm 2%
AR RO AT H o o~

{H/2, ESXi Host ¥ /R IR 720 1R 45 K% 10 $84, EE| APD #il.
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RMRSEN VMCP IIERE

Storage Failure Generate List of
Detected Affected VMs

Start APD Timeout

APD or PDL APD APD Recovered? Yes No Action

(+140 Seconds)

PDL

Start APD Failover

APD R d?
Delay (+3 Minutes) ecovere

PDL Response ——Disabled— No Action

Restart VMs

v

Terminate / Restart

VMs Disabled— No Action <+«—Disabled

<«—Restart VMs APD Response

Recovery Response

Reset VMs Reset VMs
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2. vSphere High Availability (HA) 2.5 Proactive HA

Proactive HA: FZh¥i bl & 4
w (GHEH HA QB , PR SRS by, A =02 (R VM B 21 5
fliy o5 dn L2 IAEERMR S ar) ARl fr R e Diee, i+
TR B P RE -
= vSphere 6.5 X LUR A, FLAE 5 LU T R4 FR)RGUEE T HAHSE
B, DASEERF )77 HA (Proactive HA), f|U0: Dell Openmanage. HP
Insight Manager. Cisco UCS Manager
m flRo5an) Y ARGUE T RSO SS de i) — 22 E R DLIA] vSphere 75
BIARFEA AR XURR A A, BG4 A 5 5 AP 3 H I PR T 2 5
L E R AN, BRI gR A TR HORES, vSphere BEAAUIX & iRk F5ar A0 T

B (Quarantine mode) , IXEREIZRF dr EASHE I ENL, FFH
vSphere 23T BB AR 5 4 LI REAUML vMotion | HABAR TS dr £
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2. vSphere High Availability (HA) 2.6 Admission control

Admission control: #E A\
m vSphere HA fifi F #E A 32 Tl B PR AT S AL HE Bl i ¥ B 2 0% 5 FH Tk
= vSphere HA A J2 il 1N Al @ A G2 PR IE R] R D146 1Y) FE AL Bei 4o
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2. vSphere High Availability (HA) 2.6 Admission control

vSphere HA #i N5 :

https://docs.vmware.com/cn/VMware-vSphere/ 6.7 /com.vmware.vsphere.avail.doc/ GUID-
53F6938C-96E5-4F67-9A6E-479F5A894571 .html

TR P 2 RS BB BE BRI EARE A HIBA / https://internet.hactcm.edu.cn




3. vSphere Fault Tolerance (FT) 3.1 THE FT

vSphere Fault Tolerance (FT) 22524t VMs v A, 1
P VMs ZFML (a zero-downtime technology)
vSphere FT ) T/E 53 :
= fEW G ESXi Host IS il [F]— VMR
the primary VM, FVM
the secondary VM, i BjVM
w1 RE LS R AL T T = A, O B A B R AL AT LATE H i
EEARMPIGS N T, KRII AT AR 265 PR3P
WA IEFT EREUNLEY ESXi Host AR, =TT BT SE D03, 3721005 4 B
REFUBL LA e 3= R0 L o [R] IS QR B 4 B R UL, B Sh B FT JTAR

I SRIE 1T B REAUALY ESXi Host ﬁﬁfﬁwﬁ, TENT BIFEHTHY ESXi Host L@J@Mzﬁa
FH B ET B REAL, SEEE FT U4
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3. vSphere Fault Tolerance (FT) 3.1 THEFT

vSphere FT #JZhgEFR 1 :
= 4 VM HREf A% 8 vCPU,
» £ 5 BSXi Host g2 3CHF 4 PHHBIREIUNL
= ] FT {9 ESXi Host W70 FItHIR] R 4JHY CPU. FCE EVC.
= (] FT 1y ESXi Host 2470 ] 10Gbps B MIZ%, HEFE % /.
w3 FT (0 BUBUR S F T vSphere FR2E3RE
Storage vMotion
Linked clones
VMCP
Virtual volume datastores
Storage-based policy management {)
Snapshots
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Comparing FT and SMP-FT

# CPUs supported

Memory virtualization hardware assist
Disk format

VMDK redundancy

VADP backups

Required network bandwidth

DRS

Protected VMs per host

Paravirtualized Devices

FAULT TOLERANCE

1

Not supported
Eager zero thick
Not supported

Not supported
1GB

Partially supported
<4

Not supported

SMP FAULT TOLERANCE

<8

Supported

Thin provisioning
Mandatory
Supported

10 GB

Partially supported
<4

Supported




3. vSphere Fault Tolerance (FT)

27

3.2 51 FT

vSphere FT #j5 FlARH H 8, HRLHETHRE VM TR E .

& VM-VMware vCenter Server Appliance-10.10.1.250 LI - © Bt~

mE ae EE OR BEFE  BE Lo

B10i0118
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=] .
AL RS . ~
B_IE »

10.GB, 13 GB ENREF

L
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M Network-101 (iR

L 3

BN %o
Lo .

ame
wEE .

AR SIS, PO S LR

TRERIES (RS 10)

Mee
B Bos
AREES WE
aHER v HR - EEE v AR
Ltss g a (=204 BETCLOUD LOCAL wator 54 TEF
Update Manager .
vSAN .

PU (EFNSE

O 167 MHz
.
@ 1368
RS
1 367568

enter Server Appiiance
R ~
Sphere HA
L
IR LR
Ly Lt
W
vsphere s @i« 2EF @
- Fhba v SRR - EEm
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3. vSphere Fault Tolerance (FT) 3.3 FT-enabled VM HSR(F

VM jGH FT )5, ¥mi5 FT #HRM3RIER
®m L[4]: Turn Off Fault Tolerance
14 W o 2 B R FULMIL A HLBC B DA K2 B T S 3055
m K& : Suspend Fault Tolerance
m g Resume Fault Tolerance
w TR HIB)REPIL: Migrate Secondary
FERAFEZREANLFT T vSphere Fault Tolerance 2 Ji7, AJ LAUTHS H OGR4 Bl B2 #UATL o
m I P K S . Test Failover
R LATE I35 2 sk = 2 RE DMLYt Bt DI A S R
TS 34 B B Test Restart Secondary
T LSE 8 2 B0 L 2 A 58 A st T 2 LR A P A R 47
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3. vSphere Fault Tolerance (FT) 3.4 FT S1EHERIRNG

FT {552 SAUALAN B AR e B AL () %, (L RESUUML B P RE 2 52 21 0
m 52 FT ORI VM B9PERE R PR
B CPU H4 I SEICEAE i 1/O #FF B HIEI R VM,
m HUE AR, FT OB AT RRAE K B W45t it o
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Kernel Compile

This experiment shows the time taken to do a parallel compile of the Linux kernel. This is a both a CPU- and
MMU-intensive workload due to the forking of many parallel processes. During this benchmark the CPU was 100
percent utilized. This workload did some disk reads and writes, but generated no network traffic. As seenin
Figure 2, FT protection increases the kernel compile time a small amount—about 7 seconds.

Kernel Compile FT Traffic:
(in seconds)

1 vCPU: 2.1 Gbps
2 vCPU: 2.6 Gbps
4 vCPU: 2.4 Gbps

1 vCPU
161.03

2 vCPU

4 vCPU

80 100 120 140 160 180

o
N
o
NN
o
(o))
o

mFT Off mFT On

Figure 2. Kernel compilation performance (lower is better)




3. vSphere Fault Tolerance (FT) 3.4 FT S1EHERIRNG

QQ) VMware vSphere 6 Fault Tolerance Architecture and Performance
https://www.vmware.com/files/pdf/techpaper/VMware-vSphere6-FT-arch-perf.pdf
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4. Virtual machine clustering 4.1 HiRERIL SRR A

m HHER RS54 MS SQL Server, Hy 3 5 R 55w LIRS 55 o
n BARERS A VM L (Bd&: 16 vCPU. 128G RAM. 2 * 1GbE)
m TR B S IER Y S5 HY = R

HA FT Cluster

YRR TR EERS
HEAEL 1ERER TR

R SERSR
SLERT A
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4. Virtual machine clustering 4.2 Clustering VMs

Clustering VMs: XfERIHLIHEITRE, EHHERL
w R REVHSE i, TR AR E R AT RERY BERT
I RS = R PTSEPEAT AT e, SEEL ST o
o ERRGSERE S R E RGN HFE P AR S 58, AT vSphere JooK
vSphere W7 FF Clustering VMs BHEE B
® vSphere ¥ Z RGEMM N — B — 12 IR E
a vSphere 755 = H A HERESIIL
Cluster-in-a-Box : VMs/E[a]— ESXi Host SEHLEEHRE
Cluster-out-of-the-Box : VMs [ 4 ESXi Host SEHLEEHE,
VM and physical server clustering : WerF &=

RN — T R E R 55 4% B8 1T.
SRR T AEN VM AE ESXi Host _EiaT.
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vSphere }F Clustering VMs BIEREIE

Cluster in a box Cluster out of a box Virtual with Physical
Node 1 Node 2 Node 1 Node 2 Node 1 Node 2
VM |« > VM VM |« > vMm VM o=
I=E=LC I=r="r

Shared Disk Shared Disk Shared Disk




4. Virtual machine clustering 4.2 Clustering VMs

vSphere #4tf{ Clustering VMs 8 i A
m SCSI bus sharing for virtual disks on VMFES volume:
24> VMs 0] LA B3 ) [A]— RE LR A
m SCSI bus sharing for RDM devices:
VM AEH] VMES R, B Raw HESUHLIS 3o
B Multi-writer flag on the virtual disk:
A VMs TS R R
® In-guest iSCSI:
VM A VMES R84, 5 1Y iSCST £7i.

Y

7 T BE 25 K 2447 BBORFBE IR M BA / https://internet.hactem.edu.cn




4. Virtual machine clustering 4.3 RDM

RDM: Raw Device Mapping, JRignismsf, B ik

= RDM ¥ — P AL E DT A SAN HHH)— 77 LUN (Logical Unit
Number)

= RDM fid4 SEBLRE UL B fe il A Py LUN, M Al L=
i FIRDM, VMkernel A% LUN #4748 AE, 10 EE SUPL% - #dt:
454 LUN #7484k
B fEAERERBERIT 1O R RE |, RDM LAy READLAE A B S I A P
= RDMilH (AR 10 iy VM B, fian:
Oracle. SQL Server £ RDBMS

FATARAT s Bl SO ey R B e Sl 5
Docker 874 K8S EERE AR &5
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4. Virtual machine clustering 4.3 RDM

¢ RDM #5352 iz 1L

QQ https://docs.vmware.com/cn/VMware-vSphere/6.7 /com.vmware.vsphere.vm_admin.doc/GUID-
4236E44E-E11F-4EDD-8CC0-12BA664BB811.html
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RDM MIT(EiiE

Microsoft

VM » L L'
‘Sharcd g wem | Shared

lm RDM Disk =18 [RDM Disk

VMFS Datastore




Configuring

SQL Server Always On
Failover Cluster Instances
: , Using RDM On vSphere

Shared Storage

T4 RAlways Ona] B4R :
https://docs.microsoft.com/zh-cn/sql/database-engine/availability-groups/windows/overview-of-always-on-
availability-groups-sqgl-server?redirectedfrom=MSDN&view=sqgl-server-ver15

ZRBIERT:

https://tech2fun.net/configuring-sql-server-always-on-failover-cluster-instances-using-rdm-on-vsphere-7/

faImAlways On:;
https://blog.csdn.net/dba_huangzj/article/details/54015470

Getting Started with Always On Availability Groups :

https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/getting-started-with-always-
on-availability-groups-sqgl-server?view=sql-server-ver15



5. VMware Solutions 5.1 VMware BC-related solutions

MALRGEL 55 ) i AL TE R W e R A Bl ) i bS58 S bS5 ] o
o JEA BT IRS e G oTIR. FIIHEE, SERFEARIT sy H bR,
m RV B TR T M OSSR R R 2 RCE
m MDY S5 ST A) Y R ZA W1
JETHRIERA IR S5 il
TR IR aedEdr S
VMware $@ft 7B MR T SEREETE AT A i
m VMware BC-related solutions:
BC: KI5 5R5, business-critical applications and setvices

= TRAARES M. S5 EL whE R
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5. VMware SOIUtions 5.1 VMware BC-related solutions

VMware BC-related solutions:

AiRIA: Local availability vSphere HA, vSphere FT, vMotion:--

EE{RIP: Data protection Clone, Snap, Backup--

REWKE : Disaster recovery: vSphere Replication, VMware SRM

083 N D TE S GG EN M vSphere Metro Storage Cluster(vMSC)
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5. VMware Solutions 5.2 VMware Site Recovery Manager (SRM)

VMware Site Recovery Manager:
M FIESNEAIMER S fR T 5, Wi A iﬂﬂiﬁ%ﬂ%ﬂﬁﬂ%ﬁj
vCenter Server Vi i 51k & vCenter Server w5 2127 [B] B RE UK B
AR, HE vSphere Replication [ B 34t 4w HE T E.

VMware Live Recovery:
m OGP RS 2], SCIL One + One = More,
® VMware Live Cyber Recovery
(formerly VMware Cloud Disaster Recovery + VMware Ransomware Recovery)
® VMware Live Site Recovery
(formerly VMware Site Recovery Manager)
m https://www.vmware.com/products/live-recovery.html {:)
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Site Recovery Manager automates the failover and migration of VMs to a secondary site.

VMware Site Recovery

VMware Site Recovery
vCenter Server Manager

vCenter Server® Manager

vm vm vm vm vm vm

vm

vm vm vm vm vm vm vm vm

~

vSphere Replication -

VMware vSphere VMware vSphere

vm vm

. i . 1] vm

N




5_ VMware SOIUtionS 5.3 vSphere Metro Storage Cluster (vMSC)

VMware vSphere Metro Storage Cluster
= VMware vSphere s (7 BERE, 72— M@ AVEHE-HIOAE AR 0T 5
= REMSAE I B N B 2 D8 )s H O TR S A7 H P [R) CAERLA, S0
Y [E] 25 2 AT DR D) RE
m SCHR S AN IR MR B A D B2 DB RO 2 R s AT PR RS HE T -
m SEIT vSAN SEEL, B T vSAN By AT RN EERF T RE, LAMEE— 1 E—
s B EHUFRE SR, X BRI AR 5 2 BRIl
i1 vSphere Metro Storage Cluster \] }J, :
m LEANE A HRA B A B LG 0, S DO O H IR al T s X
REAS LB 55 DI 2 HA G0, ARUEY S5 OIS AR e Y e
o SR EOR R EL S, Rt 1 R A9 RKMEKE A 55 1S R i o
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Wi

vSphere Metro Storage Cluster (vMSC)
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