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= ECESCI

= VMCP : Virtual Machine Component Protection
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1, SEMS e

A (High Availability) &R SEoMR 557G A S AERE AL
R I, RAE R SR EHIEAT, HORFF—EMIRSTRED -
R R B T R A
m A

REASTRSE OGP ALPFAOE, AT BRPFERIRSE, TS B0 D RSt
m PR fE

BRI, RS ERISIPRA, W0 s hIn 1A .
m FRELARTS -

TRLER 22 B P AR S M T AR PR S5

1. 5 BEBNS EEE 1.1 1 ESTR

A (High Availability) J& R S5oMR 55720 A S A Sl
B AT, TYREBRSREHIZTT, R EMRSTEES -
SR AT P A PO
= JUAI

HFTTTAR (2SR RIS RITTA (amER. BA%) .
m G

o TAR SIS P BE 2 RVELE, BT LSRRI 2
S

S HEI AR GEIRAS, B A BLIANIH: & HH B A

m AR

1 A % e 17 5 ) SR AT ©
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1. SR ARG EIEE

1.2 SUANSEEE

Physical infrastructure (switches, NICs,
servers, SANs, disks, etc.)

Application layer

Operating
System layer

Physical layer

] BE 2O R 5 ELB M B AR B HIBA / https://internet.hactem.edu.cn

1. FAI NS EEE

1.2 SRS EER

Physical infrastructure (switches, NICs,
servers, SANs, disks, etc.)

RAC AlwaysOn

Application layer Micro-Services Architecture

) RAC AlwaysOn
Operating Micro-Services Architecture
System layer Application Proxy

vSphere High Availability (HA)

Virtualization layer vSphere Fault Tolerance (FT)
vSphere Replication

multiple network interface cards (NICs)

’ Host bus adapters (HBAs;
Physical layer gan pters (HBAS)

RAID
Redundant poweﬁpply

o B2 A1 A B FB B AR S EHIBA / https://internet.hactcm.edu.cn




no one-size-fits-all solution
no a-package solution

28 =T, —HF HEREGE

2. vSphere High Availability (HA) 2.1 L HA

vSphere HA E 2T 1R UL = w] F o

w ERESEPRY 2 AL M I LA RS

w GBI AL IR, A shEt R A BN SRR 3%
SUMRE REAIAIL, AT S KRR E el AL ), PR ol 55 Y IR SR

vSphere HA R 5 :
m %} ESXi Hose BEPEM 11747 L
m SRR BRI R A a1
= 1% BSXi Host HHEISMENURIIER = A b=

n

3T B2 7 AR B TR M BAR$# HIBA / https://internet.hactcm.edu.cn




2. vSphere High Availability (HA) 2.1 ST HA

vSphere HA J& B ACZR
m vCenter Server
HA K #i T vCenter Server A RESLINL, & vCenter Server ¥4I JH FIHA
= /5 vMotion
4 ESXi Host &A=, HA 2XIEFHT ESXi Host X ERILIEATEHE 30,
MR FURT R FL.
TR R FHATHOR R vMotion, ] HA W /iUS HivMotion/E N HiTH2 «
LRSI
HA BRI B A TURDIGE, WMITCIURIVEILMZ, HA 2RSSR
m ZZ23E VMware Tools
AN T EDAWLEKSIRE Y, #5> HA A2 IHLE] i VMware Tootﬁ)ﬁio
m JHEEE ESXi Host BUREER: /D2 ESXi Host 7 1

] BE 2O AR 5 ELBR M B AR B HIBA / htps://intern

et.hactcm

ix

edu.cn
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2. vSphere High Availability (HA) 2.2 12 HA WTERE

vSphere HA j&a17 )58
m 5 H HARY, RESIERFES H 301824 — & ESXi Host /E AT IE AL Master),
H4x ESXi Host /M JEFH (Slave) o
® Master 5 vCenter Server AT, JHIEIEITAZRIPHIME EHIRE.
m Master {57 FH 55 7 W 2RI A7 s IS 5 SR i i B ) 28 28
4 ESXi Host #UBRIT, Master #2Z15 B ShabBERLR , 1ERERWIE BT E 3.
24 Master A By HINHRERS , Slave 2 EFHEAS ™ 24 H T Mastero
vSphere HA ##8Er, FHLRRE d =Fp 3570 :
m R FEHUFIEISETT.
mEE: BN IR .

m G BN I B LA R4 L3
11
2. vSphere High Availability (HA) 2.2 B HA W T{ERIE

vSphere HA {ifaf T.4E?
m FEEEHRAE S ESXi Host 4 BATZEHISTHY VM F1j3 .
m VM FIFRAEAEEILZAF4# Y [vSphere-HA/<FDMEEHFID> H %] o

m YOERREIE] BESXi Host TAILEERS, WMESES SR AR EEHR Y HAth ESXi Host
a3 VM,

Lx

3T B2 7 AR B TR M BAR$# HIBA / https://internet.hactcm.edu.cn
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13
2. vsphere High Availability (HA) 2.3 vSphere HA heartbeats

OBRASI R A fk ESXi Host &3 g figT.
w A SRAE D B I () S A oA BRI EE, IAC BSXi Host E5K o
m [T, fildk HA S FEHLE
FEIE 12T ESXi Host |, FHT/H BHJCH LY, ESXi Host R VMo
vSphere HA #E47 Lo BkASIN B A0 J5 5K -
m Network heartbeat:
Master node 5EHE T ICMP A& 2 Slave node 1835 W 2% 2 A5 A] DA% o
m Storage heartbeat:
HEERPINAE D ESXi Host #RAEH T AA il B A7 — 12530
AP LSO B ST ESXi Host BIE -
SO ARRBIE , VLA SCHE X ESXi Host Toiky i3t 2 ki,

3T B2 7 AR B TR M BAR$# HIBA / https://internet.hactcm.edu.cn
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2. vSphere High Availability (HA) 2.4vMmcp

VMCP: Virtual Machine Component Protection, E ¥IMAZH IR
EFXF VM, $RAAE 8 2 5 WL 3 AR i <2 o

®m PDL: Permanent Device Loss, 7K ARG FEHR
o ;1_331; %}%ﬁﬁﬁ%iﬁ%ﬁ%ﬁ%ﬁfﬂ@ﬁiU\%fiﬁfﬁ?ﬁﬁz%ﬁﬂ?%ﬁﬁ@%ﬁ, Witz ki
N H °
o YAFRERER SEATCIE VIR, (70 MEF 423 %% — > SCSI #54-F ESXi Host,
o ESXi Host WWEITE4f5, 3445 L ML A7 i A 06T 1O $4E
m APD: All Path Down, 2%
o APD NI Y7 5 A 19 T B AR AR B, (A I R TR IR Rk AR R R & %

KA DL o
o WR ESXi Host T VT AR 41, ELAFARFESILBIA &% SCSI 34>, T ESXi Host 2544 1%
FRER A ARIC AN AT o L3

o fHJ2, ESXiHost BBl & 1% 10 154, HE] APD R,

o B2 A1 A B FB B AR S EHIBA / https://internet.hactcm.edu.cn
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Detected

1S ZEFERY VMCP ITERTE

Generate List of
Affected VMs

APD or POL

PDL

PDL Response

Restart VMs

Terminate / Restart

'Ms

Reset VMs

APDTI
FALATDTimeok I APD Recovered?

(+140 Seconds)

Start APD Failover

Delay (+3 Minutes)

e ’m

v

No

«—Restart VMs APD Response Disabled—»

< Reset VMs
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v
No Action +—Disabled
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2. vSphere High Availability (HA) 2.5 Proactive HA

Proactive HA: FZhTHi ki & St
m R HA B, FUA YIRS a4z /iy VM 5658 2] 1L
RS a8 £ . MAEERMRSS ) Mitgiie R s ee, i
T AT BE
® vSphere 6.5 LUGRUA, wLUB 5 LAT RS &) H RS EH TEME
A%, LASZERES)7if =0 HA (Proactive HA), ##1: Dell Openmanage. HP
Insight Manager. Cisco UCS Manager
m R55A) I AR EHE T E SRS w1 — L EIRL ] vSphere 454
o AN BRI e & AR B, R A ) 152 i B R Y I R Y R S S
0 YEEL R, ERERS AT AR HBEIRES, vSphere B HIX B AR5 20 T-FR
B (Quarantine mode) , IXEMWEHIZRS# EASE RSB EN, FEE.
vSphere 23/ AT REHBA IZ AR 55 2% AU RE UM vMotion ?U;H\:ﬁﬂﬁﬁ%%%i@

] BE 2O R 5 ELB M B AR B HIBA / https://internet.hactem.edu.cn
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2. vSphere High Availability (HA) 2.6 Admission control

Admission control: #i \$5H]
® vSphere HA {8 FH Y A\ 42 B R AE AL H 0 i I o B A2 008 8 T
® vSphere HA A $2 il 19 BE A2 AEAR ORUIE 1] Bt D048 1 SE BLIBS B
m A] =R T AR E AU D A
o FFEEVEIRE 4 H
o J I SR G
o T AR
w I AFE SR IR S, A0 AT BE i B SR B R AR 28k i
o A FEAEERINUES, ATREAR SR VF B
FTIF ML

IER RERIAL L
SEIMEERFLEY CPU SO fE1 R

] BE 2O R 5 ELB M B AR B HIBA / https://internet.hactem.edu.cn
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2. vSphere High Availability (HA) 2.6 Admission control

vSphere HA # \$#54 :
% https://docs.vmware.com/cn/VMware-vSphere/ 6.7 /com.vmware.vsphere.avail.doc/ GUID-

53F6938C-96E5-4F67-9A6E-479F5A894571.html

 ®
23
3. vSphere Fault Tolerance (FT) 31 TRFT
vSphere Fault Tolerance (FT) 42554k VMs o] fi:mEA, B
P VMs ZFEHL (a zero-downtime technology).
vSphere FT ) T/EJ#H:
m EW 5 ESXi Host F3EZEE Hl[E— T VMAPIRE:
the primary VM, EVM
the secondary VM, #fiBivM
w T ERB RS LA T IT 2RI, ELAH B ST AT EATCHR T it
B TR T, BT AR LA IR
WERIBAT T ALY ESXi Host & AR, H4osATd s b, 7RIS TR
RERMLEAR e AL RIRT QUSRS B AL, B S EHE#ESL FT 7R
WIS T4l Bl ALY ESXi Host A4, A7 RIAEFY ESXi Ho&i@ﬂ@éﬁlﬁ%
T BB ML, SEBLFT JTR.
24
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3. vSphere Fault Tolerance (FT)

3ATREFT

vSphere FT fJIIEEFRH :
m & VM HEER H A /RZ% 8 vCPU,
» £} 5 BSXi Host FHp 40 S0 HF 4 B EAUAL

= f§if] FT [¥] ESXi Host 0f FAH R R 51 CPU. & EVC.
= fii] FT [ ESXi Host 0f ] 10Gbps HI45, HE#A L Rk

w A FT BB SCHF I vSphere 2 IRE:

Storage vMotion

Linked clones

VMCP

Virtual volume datastores

Storage-based policy management

Snapshots B B2 A O BE IRIGHR BB/ https:/ /internet.hactom.edu.cn
25
Comparing FT and SMP-FT
FAULT TOLERANCE SMP FAULT TOLERANCE

# CPUs supported 1 <8

Memory virtualization hardware assist Not supported Supported

Disk format Eager zero thick Thin provisioning

VMDK redundancy Not supported Mandatory

VADP backups Not supported Supported

Required network bandwidth 1GB 10GB

DRS Partially supported Partially supported

Protected VMs per host <4 <4

Paravirtualized Devices Not supported Supported
26
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3. vSphere Fault Tolerance (FT) 3.2 T FT
vSphere FT #j AEH fi 8, (HRSAET ARG VM TR E.
o - oo ]
¥
3 7 BE 2 KA B AR e ELBE M AR EF HIBA / https://internet.hactcm.edu.cn
27
3. vSphere Fault Tolerance (FT) 3.3 FT-enabled VM H1R{

VM J5H FT )5, iy FT HRGHRIEAR:
®m 5G] Turn Off Fault Tolerance
A4 W Bk By RE AL R LD & AR i s SR 30 5% o
m K4 : Suspend Fault Tolerance
m }ifd: Resume Fault Tolerance
m TR BIREINL: Migrate Secondary
FENFZEEAUNIATIF vSphere Fault Tolerance 2 Ji, ] LA R HICHE 4 B HE Lo
m JCH RS Test Failover
AT LATE I35 S T S I FUMATL ) i e D) S 2 B DR A
m RS s B REUPL: Test Restart Secondary
T L Sl 375 4 0 DU 52 2 A A 5t A 0 o S e LA (e A

3T B2 7 AR B TR M BAR$# HIBA / https://internet.hactcm.edu.cn
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3. vSphere Fault Tolerance (FT) 3.4 FT 3EHERIRN

FT i RESOBLAI R FIFR 3 B AL oA 2, fERESILAY I RE 2 32 2 5 -
= % FT 471 VM (9PERES FEAIG
A CPU 4% IAFER Ak 1/O #vT ZE I 2% ) VM.
w MR TAESEL, FT I REA MUK RS8R

£y

3 7 e B 2 A AR S B LI B AR ¥ I BA / https://internet.hactcm.edu.cn

Kernel Compile

This experiment shows the time taken to do a parallel compile of the Linux kernel. This is a both a CPU- and
MMU-intensive workload due to the forking of many parallel processes. During this benchmark the CPU was 100
percent utilized. This workload did some disk reads and writes, but generated no netwaork traffic. As seenin
Figure 2, FT protection increases the kernel compile time a small amount—about 7 seconds.

Kernel Compile FT Traffic:
(in seconds) 1vCPU: 2.1 Ghps

2 vCPU: 2.6 Gbps
4 vCPU: 2.4 Gbps
1 vCPU
I 6103

0 20 40 60 80 100 120 140 160 180

uFT Off mFT On

Figure 2. Kernel compilation performance (lower is better)




3. vSphere Fault Tolerance (FT) 3.4 FT SHEHERIRN

QO VMware vSphere 6 Fault Tolerance Architecture and Performance
https://www.vmware.com/files/pdf/techpaper/VMware-vSphere6-FT-arch-perf.pdf

£y

S BE 2 IR0 VA B B M B AR B HIBA / https://internet.hactcm.edu.cn
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4. Virtual machine clustering 4.1 BIRE SRR

m R 5518 MS SQL Server, H 3 G55 LIRS
m BRI S 2E VM S2B0 (BB : 16 vCPU. 128G RAM. 2 * 1GbE)
m SR L S5 AT

HA FT Cluster

PRSP EEE®
HiET RS MREE TR

SRS
SCHSATA

Lr

37 P BE 2 R AR S b BB A RIBA / https://internet.hactcm.edu.cn
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4. Virtual machine clustering 4.2 Clustering VMs

Clustering VMs: XfREHIBLHEITRIE, MBHIPERL
m GRS E R, T EARERENI D RER SR -
w E SRR AR REAUMLE PSR AR R, SEE S5 S T A
m BRIGERAFSCEL A RN HRE P A B 528, M1 vSphere TooK
vSphere fE % ## Clustering VMs BB E B
= vSphere K 2> RGN I E R — B — I MR TR
= vSphere SCHF =R SEHESC I :
Clustet-in-a-Box : VMs{[E]— ESXi Host SZIIEERE,
Cluster-out-of-the-Box : VMs 1% & ESXi Host SCFIEERE
VM and physical server clustering : HEf7 J7 5
SRR — 5 SRR 55 2 AT ©
SEREPII S — 1735 VM £E ESXi Host Figf7.

A

30 7 BE 2 A ARt LB )

S AR#FHBA / https://internet.hactcm.edu.cn
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vSphere %¥F Clustering VMs AIEREIRT
Cluster in a box Cluster out of a box Virtual with Physical
Node 1 Node 2 Node 1 Node 2 Node 1 Node 2
O LI S O R
== I=L=r I=r=
Shared Disk Shared Disk Shared Disk
34
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4. Virtual machine clustering 4.2 Clustering VMs

vSphere #4itf) Clustering VMs 87 3 FH A :
m SCSI bus sharing for virtual disks on VMFS volume:
2> VMs 1] LARI 5 )[R — 4~ DU A
m SCSI bus sharing for RDM devices:
VM A VMES @4, BHEMT Raw RELIUE
® Multi-writer flag on the virtual disk:
24~ VMs AL S Al R A
® In-guest iSCSI:
VM A# ] VMES 4%, AT iSCSL A7 .

A

1] BE 2 A VB e LB M B AR B # A/ https://internet.hactem.edu.cn

35
4. Virtual machine clustering 4.3 RDM
RDM: Raw Device Mapping, JRIRIX& M, B2
= RDM Fo¥F— P REANLEHE ] SAN Hi)— 7 LUN (Logical Unit
Number)
® RDM 4% S BLREAUNL B e A7 A R B LUN, AR Zid lESL 2
f#FIRDM, VMkernel 2% LUN #7404k, i kg #0L% 7 #AF
RGN LUN P74k
w FEAFRERCEA 10O PERE L, RDM HUGEEIN LG4 B SR A 26 90
= RDMi# & e 10 1Y VM &, fil4n:
Oracle. SQL Server 2 RDBMS
T A R R B S R A R S S IR 55
Docker B K8S LERER 55 {':‘"
36
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4. Virtual machine clustering

4.3 RDM

H¢ RDM S5 I E] fE L

% https://docs.vmware.com/cn/VMware-vSphere/ 6.7 /com.vmware.vsphere.vm_admin.doc/GUID-

4236E44E-E11F-4EDD-8CC0-12BA664BB811.html

] BE 2O R 5 ELB M B AR B HIBA / https://internet.hactem.edu.cn

37
> =
RDM B I{EifTE
Microsoft
S Ciustering %
VM
Shared
VMFS Datastore Raw Lun
38
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I Configuring
o | s SQL Server Always On
E@ Failover Cluster Instances
L Using RDM On vSphere

AR Always OnmT FateRMH :
https://docs.microsoft.com/zh-cn/sql/database-engine/availability-groups/windows/overview-of-always-on-
availability-groups-sql-server?redirectedfrom=MSDN&view=sq|-server-ver15

BREIER:

https://tech2fun.net/configuring-sql-server-always-on-failover-cluster-instances-using-rdm-on-vsphere-7/

{@J9Always On:
https://blog.csdn.net/dba_huangzj/article/details/54015470

Getting Started with Always On Availability Groups :

on-availability-groups-sql-server?view=sql-server-ver15

https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/getting-started-with-always-

39
5_ VMware Solutions 5.1 VMware BC-related solutions
MAE G0 55 10 E AT RS W I RERZD ) A k452t 55 RmT H -
BB T IR G FIIHSE, SRR IT Ay Hbr.
m ERMCE A TS A kS5 o ROl S SR
m SO S5 S A AT Y R 2 A A 7
| Sa R Ui & e
TPRIEM: MRSy s
VMware $@ 4k 7 #AK g0 J5 R F 7T i
® VMware BC-related solutions :
BC: X455 5MkSS, business-critical applications and services
o FRIVEFRIN. G BERE.
40
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5_ VMware s°|utions 5.1 VMware BC-related solutions

VMware BC-related solutions:

FiaIA: Local availability vSphere HA, vSphere FT, vMotion:---

#4R{RIA: Data protection Clone, Snap, Backup--

KR¥EWRE : Disaster recovery: vSphere Replication, VMware SRM

SCMEEA . Disaster avoidance vSphere Metro Storage Cluster(vMSC)

£y

B AT A IO | ikps:/ /internet. hactom.egu.cn
41
5. VMware SOIUtions 5.2 VMware Site Recovery Manager (SRM)
VMware Site Recovery Manager:
w e IS ESE IR E T 5, T R T 2 PR
vCenter Server Wi A5k vCenter Server %l j5 2 [A] Y REAN LK S o
m BRI, B vSphere Replication F [ Bk 4tk T.L.
VMware Live Recovery:
w BT AR SE] R, S8 One + One = More.
® VMware Live Cyber Recovery
o (formerly VMware Cloud Disaster Recovery + VMware Ransomware Recovery)
® VMware Live Site Recovery
o (formertly VMware Site Recovery Manager)
B https://www.vmwate.com/ products/live-recovery.html Q
e W ——
42
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Site Recovery Manager automates the failover and migration of VMs to a secondary site.

VMware Site Recovery VMware Site Recovery
vCenter Server® Manager vCenter Server Manager

L Y i S Y REEERIE

vSphere Replication
VMware vSphere VMware vSphere

[ | [ | B MEE |

] ] (][] [] ] ]

43

5. VMware SOIUtions 5.3 vSphere Metro Storage Cluster (vMSC)

VMware vSphere Metro Storage Cluster
® VMuware vSphere Sl fF A SERE, 2 —Rh BBl O F ik itk 7 %
® REAS LSRR I 22 DR O Z RS AR O PR E] AR, SR AbEds
() ) 25 2 RO s T4 g
w SCEEE S [ M AL A S B EEE RO 2 AT e T PR O S BE
m JEE vSAN SEHL, FIH T vSAN F A AR SR RE, DI — R —
) B8 R R, IX DT RE S S M AR L
i1t vSphere Metro Storage Cluster AJ DA :
m (ER[E B PR AL B E AR D, Y EEE O H B E TR TERE RS
REAS PRI 55 DIt 21 HAD AR L, SREl 55 B E S FIER 19 2 41
w SEEMEBARRELS S, Nl it 1 58RI IREE Il 553 S TR i o

] B2 K AR e TR R B AR # S HIBA / https://internet.hactem,

edu.cn
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