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3_ Eégﬁ 3.6 vSphere FIZLMME
vSphere Z2NNERIFF
4 N\ . N\
vCenter Server ESXi Host VM
PSC Limit Templates
SSO Lockdown Mode Minimize use of VM Console
NTP Networking Prevent VMs from taking over resources
Transparent Page Sharing Disable unnecessary functions
VIB Acceptance Level VM Secure Boot
Host Encryption Mode
ESXi Secure Boot
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3. Eé%ﬂ 3.7 vCenter Server fIZ2INE
vCenter Server Fij& Linux MRS 250 ittt windows iz
® ESXi Host HY4 44t [ 118 FH T VCSA,
B VCSA [ 400 %% 85 PSC:
Check password expiration:
BRI vCenter SSO R U 2 90 Ko
Configure NTP:
W ERFTH RS AR ARSI R (BRI SR R A A B ) o
1 RGEXTT vCenter SSO IE A4 R0 LA oAl vSphere 1iFE -9 A0ME 2 2 X Y o
HE AR B ERE T NTP,
3 g B 2 KA AR A B T BB AR AIBA / https:
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3. f’cé’éﬂ 3.8 ESXi Host B 2NNE

TR ESXi Host HS2 RERBUMNAZFIIR T, 2 = 2t 50t 22 2 ik
7 T L
® Limit user access: [R#|X] ESXi Host [{) B E15 1]
o Lockdown mode could be used to limit access to the hosts to all users.
Limit shell access: R Shell B SSH [ 3510 77 =
Limit services: PR A/ MRS
Limit network connections: 11 [ A FR 1] WX 25375 1]
Use secure connections: {i F 4244552177 1]

0 Starting with vSphere 6.5, the Transport Layer Security (TLS) protocol versions 1.0, 1.1, and
1.2 are enabled by default.

Patch your hosts: M\ VMware 5 JT 2T Ly
o Use only VMware soutces to upgrade or patch ESXi hosts.
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3. 2251 3.8 ESXi Host lYZ211E
S Secure Boot e
gt A e
N rivers and modules -
Fra Ry VIB 3£, Filn s
S z
m it UBFT, J3hie H Il
T A E ) ESXi
VMkernel 7 GEW 2 5l 1
Root
of trust
enabled machine
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3. T2E1H 3.9 VM %2 HIE

HTHIF VM %4t
= vSphere 6.0 LURHIA, VM BARLE 24 F2A IR A 70
w B, AT A

KT VM BUMERECEFR, TR

https:/ /blogs.vmware.com/vsphere/2017/06/secure-default-vm-disable-unexposed-
features.html
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3. 2251 3.9 VM g2 e
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3. T2E1H 3.9 VM %2 HIE
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3. Re2EH 39 VM 2 e
FEADMIL 22 Atk i s
% https://docs.vmware.com/cn/VMware-vSphere/ 6.7 /com.vmware.vsphere.security.doc/ GUID-
14CCC8CD-D90D-4227-B2C3-0A93D3C023BA.html
1 7 o BE 2 K20 AR 2 B T R HE AR ##HIBA / https://internet.hactcm.edu.cn
74

37



3. iégﬁ 3.9 VM HZ2MNE

S PR 55 AR IR 22 A, TR A T R L -
i A RS AR 4P BIOS

HERAE RGN AFET B THRb T R

J& H Secure Boot

VIBELIPAS:

VM Secure Boot Ak

® Virtual hardware version 13 or later

m EFI firmware in the VM boot options

® Guest OS that supports UEFI Secure Boot
Windows 8 and Windows Server 2012 +
RHEL/Centos 7.0 +
Ubuntu 14.04 +

®

3 7 e B 2 A AR S B LI B AR ¥ I BA / https://internet.hactcm.edu.cn
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Backup is not security
Snapshot is not backup
Availability Security
High Availability Hardening Monitoring
Fault Tolerance Authentication Analyzation
Backup Encryption Optimization
Replication Log management
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