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1. vSphere Network 1.1 EEEHE

OSI model
m OSTAERLZEMESATARL, FR W28 gl i an T I — it 1) i — st o

Application

Presentation

Session

End-to-End connections
TCP, UDP

1P, I

Transport
Network

Data link

Physical
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1. vSphere Network 1.1 EBSES

£ HfiRdR . Encapsulation and de-encapsulation
I ) A A SRS AR T A5 1) A 305 it R A g e, e P
BB o LIRS 28] VXLAN Sy

[ VRN Encapuiatad Frame 1

[ nner |
14 bytes 20 byes 8 bys 8 bytes
uter Ethernet
| |u-nnu ln—um-u- Jamer DST MAC | lnner SAE MAE |mmm| Inner 802.10 | EherTyper |o.u-|»...|-|| s |

S EE - —

210
|a-um+:—u|u| o |n-mn| Ebartype |
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1. vSphere Network 1.1 REEFHE

MACH#: % F 5 HY 21 : MAC tables and MAC learning process
m ESXi ] VMkernel #2214 — A4 ARP £,
% ESXi [f) ARP ) frs:  Braess ww

esxcli network ip neighbor list

1. vSphere Network 1.1 MEBAHS

Maximum Transmission Unit (MTU)
 NLUKMTES S, EA21 [EEE friff O R HAl g e iz i,
VLAN tagging (802.1Q): additional 4 bytes in the Ethernet header.
Provider Bridge (PB) 802.1ad: additional 8 byte.
FCoFE frames: MTU of 2,500 bytes.
Multiprotocol Label Switching (MPT.S):
‘This increases the maximum Ftherner frame size to 1,518 bytes + (n * 4 bytes).
VXLAN: adds another 50 bytes.
Jumbo frames:
These are Ethemnet frames with more than 1,500 bytes of payload, typically around 9,000 bytes.

They are mostly used for [P-based storage traffic.

Should use jumbo frames (MTU 9,000) for iSCSI or NI'S traffic.




1. vSphere Network 1.1 EEEHE

Virtual LAN (VLAN)

® VLAN 22— #Rl, PSR VLAN & LUK R Bt f 7 B o

m 2 TR EE T — ek > VLAN,

m 802.1Q Frgkdg B LUK WIMiZE 42y, R g b i se Bl 4 % 2 A )Y VLAN,

[ Ethernet Frame |
4 bytes
DSTMAC SRCMAC | BOZ.1QEtherType |  Inner 802.1Q EtherTyper Paypload
2bytes 1 2bytes

3 bits 1bit 12 bits ﬁ
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1. vSphere Network 1.1 EBSES

IPv6
m M vSphere 4.1 JF4f 3CHF TPv4 1 IPv6 450K, (H TPve ELIAEE
® M\ vSphere 5.1 1y, BRAE I T A VMkernel it J5 H TPv6.
= [ Linux f1 Windows {1 REEHYER, HUAZEE] ESXi f] IPv6

®
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1. vSphere Network 1.2 vSphere Network B2 &

Virtual VMkernel Virtualized

Ports NICs
ESXi fI-E EBRE

Switches
s

{3
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1. vSphere Network 1.2 vSphere Network 3RS

Virtual Switches: [E#IA#4L
® vSphere A3 PIFIE I Y READSCHRAIL -
o vSphere Standard Switch (vSS) : vSphere FrifEsz Htll
1877 G P LUK R Ag eIl oL, SRS A g el At — ke LAGI g AR R 25
il 5 HL R AU AT A R N AU, T2 (5 B ) R Y LR A it AT A LA

ARIERCH: (HFRh FATHERGERCHR) WE WSS g m W IER2s, LAY vSphere brifE Sefiutilid: 5
ELL s .

FIE vSphere Al AL AL BT T 0 S0 AC AR L, RS H A PR ALY — 2 e 2 g
o vSphere Distributed Switch (vDS) @ vSphere 4Mi =l sc #AL
HFE L EAR PO I AT SR AL s, SRR B PR L R I .

HLATE vCenter Server 2%t LRC L vSphere Distributed Switch, B2 ¥4 [a]25 2] 5% 3 e WL G B Fir T
ESXi ML, MR FANL AT 7R85 & BN T B e fr LR 2 RO B AR — 3

®
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Af It vSphere standard and distributed vSwitches

Feature Standard vSwitch Distributed vSwitch
L2 forwarding Yes Yes
VLAN support Yes Yes
NIC teaming Yes Yes

i (Outbound traffic shaping|Yes Yes
Inbound traffic shaping |No Yes

fErp i |Centralized management|No Yes
PVLAN support No Yes
Netflow export support [No Yes
Port mirroring No Yes
Multicast support No Yes
Traffic filtering No Yes
Network IO control No Yes

11
1_ vSphere Network 1.2 vSphere Network BA S

Port Groups: 40
m e [12H
R 28 F 55100 gk v [ 2R R AR s 4L, o 1120 Sk se A L R 28 1 T =K
BAFRAERS LS — el 2k AR
i VAN R LR AE T R IS BRI VAN BRI SR 28 i LI C 20T
. SHR L]
1EA%S) A VMkernel B HE ALY vSphere Distributed Switch [l o
. SMs 141
5 vSphere Distributed Switch I — i 4.
S Air 2 1 2H AR 1 5 4 8 s I RC R 100, I SUB TS vSphere Distributed
Switch j:4E 3 M 24519 77 o £y
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1. vSphere Network 12 vSphere Network BHIRE

VMkernel Ports: VMkernel s&fi%%/30 (ESXi f§)

®m VMkernel i&[iCde o] TALEEOER) 2834 27137 vMotions IP {7fiff« Fault
Tolerance H L% vSAN TERF 1 Rt o

{3
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1. VSphere Network 1.2 vSphere Network BA S

Virtualized NICs: JE#IMF

nxen
. “
" b
- »
] L
tac mean
- Bemn
P
.....
e om0
"

®
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1. vSphere Network 1.2 vSphere Network B2 &

Virtualized NICs: 4l
® 10005
o Intel 82574 IR {7 LA R AL AR A o
o E1000E 4 Windows 8 fil Windows Server 2012 [{J2E A5G BLET
m 11000
o Tntel 82545EM T-IK (v LA 19 Pl A B R A o

o MRS R AR AL BRI & PRI E R PRI AL, 4T Windows XP K HH S U] Linux
2.4.19 R A B LA

® Vlance
o AMD 79C970 PCnet32 LANCE W R (U A, &— R4 IHY 10 Mbps [ .
o HIRSFFAE 32 AEI0 R PHILRATE R gl i
o e T 3 R 45 T A Y R AR AT 7 RS e 25 O
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1. vSphere Network 1.2 vSphere Network 3RS

Virtualized NICs: E#IMF
® VMXNET
o AR A A A PR R T T AL, B P o Hk
o BAERGMN RIS A AR B AKEIRT . T4 %E VMware Tools LAfE 2 VMXNET [
e IERC AR AT A (SR SRR .
m VMXNET 2 (5450
o BT VMXNET GRS, SO e e soag, sl B WA k.
o VMXNET 2 (Bf587%) HAETE ESX/ ESXi 3.5 R Ehfi A L a] .
® VMXNET 3
o A e REAT HE I HE AR o
o VMXNET 3 $2{i VMXNET 2 fp B4 Gl FEhaE, HEES S 7 JLI0E e, #iin
Z A ZFE (18 Windows FPBFRA RSO S0+ TPv6 HIFERT MST/MST-X %fﬁ
0 VMXNET 3 5 VMXNET 8 VMXNET 2 A~H] 5.
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1. vSphere Network 1.2 vSphere Network B2 &

Virtualized NICs: FE#IMF
= PVRDMA
o SRR OFED verbs AP L FE AN 0] Ff e B 5 47077 ) (RDMA) FrHE FERUE <
o JF A RERHLER AT AT PVRDMA 545, I W 20 a3 43 A 20 A e
PVRDMA 3 % VMware vSphere vMotion FIHLIHE A,
TR AR 13 A POHLERTE 5240 0 Linux N 4.6 MCE ERA B2 2355 -
® SR-IOV Eifi
o B SR-IOV SRR | L REdilsh B (Vi) Rt
o AL AR A s IR AE AN A VMkemel {ER R4
o ICIEACAF S ALE & AR vl RE S SR ol T B E CPU BRI R AL

{3
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B 10-1. vSphere SR-10V ZHch MR G HEE

L R L i
VF BRI VF ERE

LB

7777777777777777777777777777

EI=} ]

#10-1. B 5R-10V iR THNRE
e R

im0 | | EiTEmmO

HEET o0 i |
' ¥ 1 '
PF Bshign :

T
1 . PF JEzhiEE
+ VMware ESXi

IOMMU

PCI Express

VF VF PF PF

i SRAOV MR SR = i SR-IOV iR R iEal S
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2. {§H vSphere Standard Switches

vSphere Standard Switches: vSphere ;lsﬂﬁjziﬁm
m (] VMkernel #J8:J-4E VMkernel FiZ47,
m RERET E T RE . —
o JEHEIH Telnet. SSH HF{ TR,
o HAETEAlEH vSphere £ 7.
o TAFFE Layer 2 (BURHEHR)

o S FF VLAN
w AU A PR G 14 o
o P BATHHR S R . .
o WADMLIAUEH ! VMkemel o, VM LRz |2
m U CTRCHH L B SRR 3
R P A AP R LA B (IR BT kPR ) WAEEE S B & / htfps://internct.hactem. cdu.cn
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' : vMotion
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LRS00 EASNE01 LiTERR02 : : EfTEBIRO00 EfTeES01 LiTERED 2
of KX | = | of KX ] = |
vSphete Standard Switch (vSS) = vSphere FRift Az #7 AL
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2. {# [ vSphere Standard Switches

vSphere Standard Switches ¥
m G vSphere FrifE sl
w AL T 2HAC B
AL L 1 20
g S e (Tt /| K M
M vSphere $7HE A ERHILES B 120
®w vSphere FREAZHALIEN:
B vSphere FRUEACHRAIL | MTU [y A/
B B i 8 (1 7R ST
IR AL A RS O R i
A4 vSphere FrAEz SR {:)
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vSwitch##R: A RS HLA — 38R, Gl EAREE .

MTU:
L A, S N AT B AL AT AR R A B S, i

e 5 WSwitch,

AT
FEHESCHAR A — R A EATBER IR o
BUAGHLE, 851 A AL B R AR A B Swieh ) EA 7
1

G 1.
S22 A A T LA e 1 ) o 5 A o

SRR
— . A
ines fiilfr: Liswen, BRAKENT, vSwichfHEZ 5 H ME4H CDPR.
— - fi%: Advertise, vSwitchif F14B R0 HE S RS EL, TEADELATIR

HL KA BB || 5 SO fe R B

Widr: Both, ESXifi#55 a5 M fifids & .

JC: None, CDPEEF],
B
i Cisco BHLHHILCDP).
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MAC HihlEE 2
- fE#: VMORFTLL AT IS M ZE RCHS 9 MAC Hik,
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» g vSwitch G EFFTMAGE MAC Ml AE VM SE SLREURI.
o 3% vSwitch ARATBARMILIETIRE, FiF A B b

23

TR
W
e ) Jei P I s B BOANIL A AE R R

FEEE (kbie/s) -
AE S B E R

V(A (kbie/s) -
SE SRR _E PR

KRR KB):
S SCIRE MR IR RE S A1 T3 B

24

12



o BT
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(1) FFJu CIDF #e . BRIAIEI

vSwitch it - VSSaE VDS _| VMG | TR Ei7HEis .
VT A A L TR, B R BR.

(2) HFPEMACKT (M5
vSwitchFEFVM MACHHEESF— 1 BT
vSwitch {E ] BEUHIMACHBHEFT b f PR B i VM |
Frikig.
BT ER R AT A A BB AR e, YT ELTT R A
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3. {§H vSphere Distributed vSwitches

vSphere Standard Switches: vSphere 43 Afi 88 2 4L
m vDS AT A TR R 25 R B AL SR T A R A o
m jiliid vCenter Server 51, FFIR 4B 5 1ZACHML LI ATE FHL L.
m vDS GIA IR S LA IR . REUBLAT VMkernel 26 B0 3.
o AT 14 -
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ATEAY% 1L R U E) Distributcd Switch |1 47568 o
TP LI 1A R 1 5 1 0 SRR A5 o o
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RAZEAM s 14T FRCE e . MR e SR, VLANL e VR ASAIILASRNK.
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vSphere Distributed Switch (vDS) : vSphere 7347222 #ith/l
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3. {#F vSphere Distributed vSwitches

vSphere Distributed Switch #(#&ii
® vSphere Distributed Switch AR R A 4 Tk BN EE S B 3 R 2420 A

BT AL 25 VMkernel [ 2553
A 14

Distributed Switch 234 1D 0 £ 4
PRI 23 Ficids [, 3205 5 ) A o
ity [ TER W AT o 2505 R AL 1 R
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3. {#F vSphere Distributed vSwitches

vSphere Distributed Switch ¥(#ifi
m vSphere Distributed Swirch | [0 - i £F 5 193 A

AE LA, BEAEILRT VMkernel fI 55
3T e e e s 1 i 34
SR

Bt MAEPLT LAY VML Zik 4L
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3. {# F vSphere Distributed vSwitches

vSphere Distributed Switch &5

m {il| it vSphere Distributed Switch
o SRR AL
o FLEH R vDS
o R 2R AR A R R 24 1] YR
o FANIGH vDS L E

m (i [l =C 12H  (Distributed Port Group)
o il AoE. BERR. IR

m ] VMkernel Adapters
o % VMkernel i il #5T £% 21 vDS
o ££ vDS [0 VMkernel JG L% L3
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3. {#F vSphere Distributed vSwitches

vSphere Distributed Switch 5
» vDS [WZEEPLIRE
{4i [l Netllow
Ji1 T Switch Discovery Protocols (CDP)
Jei BRI ZH45  (Multicast)
¥ PVLAN (Privatc VLAN)
fil'¥ LACP (Link Aggregation Control Protocol)
® vDS AT LA
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MAC bk # % (MAC address changes)
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vDS-igE-LACP
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vDS-ig&-PVLAN
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WESA VLANEE  tercasosmes
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I8 NetFlow igff  teenCioosmec
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4. EhHliFie

%@ 1: Nginx Proxy RG2S MiLES

2= 2: MySQL/MariaDB Cluster

RbI 3: ZEURPORIRELLZT
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4. ZFlhhie 4.2 561 2: MySQL/MariaDB Cluster

M55 g T 35 AE VMware vSphere, 2% vSphere Standard Switch

MLERITHE
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4. ZEHFe 4.3 B0 3: EEEFORMERLIRIT

RS-0

LES
1. ESXi Host{i 1]10.10.1.0/24
WA sw-2 2. VM-A-Groupfili 1110.10.2.0/24
3. VM-B-Groupfii[1110.10.3.0/24
4,8W-1. SW-2fli ] VLAN[X 3
* 10.10.1.0 vlan 101
* 10.10.2.0 vlan 102

ESXi-Node-1 ESXi-Node-2 ESXi-Node-3 ESXi-Node-4 .
10.10.1.15/24 10.10.1.16/24 10.10.1.17/24 10.10.1.18/24 * 10.10.3.0 vlan 103
101001 1010.1.1 10.10.1.1 10,1011
SW-1:GE0/0/13 SW-1:GE0/0/14 SW-1:GED/0/15 SW-1:GEO/0/16
SW-2:GE0/0/13 SW-2:GE0/0/14 SW-2:GE0/0/15 SW-2:GE0/0/16 Q
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ESXi vSwitch Fi&

VM Network-102

]

ESXi-Node-1 ESXi-Node-2 ESXi-Node-3 ESXi-Node-4
10.10.1.15/24 10.10.1.16/24 10.10.1.17/24 10.10.1.18/24
10.10.1.1 10.10.1.1 10.10.1.1 10.10.1.1
SW-1:GE0/0/13 SW-1:GE0/0/14 SW-1:GE0/0/15 SW-1:GE0/0/16

SW-2:GE0/0/13 SW-2:GE0/0/14 SW-2:GE0/0/15

SW-2:GE0/0/16
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ESXi Network ft5H

ESXi-Node-1 ESXi-Node-2 ESXi-Node-3 ESXi-Node-4
10.10.1.15/24 10.10.1.16/24 10.10.1.17/24 10.10.1.18/24
10.10.1.1 10.10.1.1 10.10.1.1 10.10.1.1

SW-1:GE0/0/13 SW-1:GE0/0/14 SW-1:GE0/0/15
SW-2:GE0/0/13

SW-2:GED/0/14 SW-2:GED/0/15 SW-2:

SW-1:GEQ/0/16

P T———
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