oitTESEMEEAR

$07%: Availability and Disaster Recovery

https://internet.hactcu.edu.en
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= AR BRE
vSphere HA
= ECESM

= VMCP : Virtual Machine Component Protection
s E#hE, HA : Proactive HA:

s EANEH] : Admision control

vSphere FT

= BH

= FT-enabled VM BHZ{E
= FT 3i4EEAIRZIR

Virtual Machine Clustering
VMware Solutions
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1. 5N BB 11 fru@amA

A (High Availability) £ ZR Stk £ SMEE. FE1EL
BE e, AR e ZlT, A EREE T
A R R
m BT

REASE ZEN P AMFRYEE, WHEERRE. FUFEiRE, MASHENRAER-
m PEKERET

BEREWER, P MERE EFETRES, BUPRS FRRIETE.
m FERS:

TRRTERZEUE R T H P R REfsae s R FE AR S -

£y
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1. 5N BB 11 fru@amA

A A (High Availability) & RS8R SG AR SMEFE. FBRE1E
BRI, AR E iR e iz T, HRFF—EMARFSEET
PR AT AR R -
m TLRIEIT:

BIFEEFTTR (WZHRFH. FHERES) 8FETTs (EhEdE. BIEF) -
m IEI

B TIERFS S 2 RIEL, PFESESBENTH.
m EIETIE:

SEETIRI RGOS, MERTAEF R HER-
m EERR:

] 7B BT & M R B RS AT E - ©:

AR EN RS ANRER (FRET TSR FRES S [ hitps:/ /mtemet hactaw odien




1. 5o ERE 1.2 BEI NS RIS

App App App App Application layer

Operating
System layer

Physical infrastructure (switches, NICs, Physical layer

servers, SANS, disks, etc.)
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6
1. 5o ERE 1.2 BEI NS RIS

RAC AlwaysOn

App App App App Application layer Micro-Services Architecture
. RAC AlwaysOn
Operating Micro-Services Architecture
System layer Application Proxy

vSphere High Availability (HA)
Virtualization layer vSphere Fault Tolerance (FT)
vSphere Replication

multiple network interface cards (NICs)

. Host bus adapters (HBAs
Physical layer gan pters ( )

RAID
Redundant poweapply

AR ESREEAIRER (FEER TR SEERSEE / hitpe:/ /mtand hacton edinen

Physical infrastructure (switches, NICs,

servers, SANS, disks, etc.)




no one-size-fits-all solution
no a-package solution
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2. vSphere High Availability (HA) 2.1 I HA

vSphere HA FZ T Ha R i HIAL A = 77 ok
m FERREHHZL ) N B RS
m LR NE D EVHASER, B3 EEEFHEME RV EEHE%
SOMREY FEAUNIL, AT & KRR B e =L 1], PRIEDL 55 B 42 1 -
vSphere HA 1472 5 :
m £1 %7 ESXi Host FE{FHLERT PRIF
 SERPREH IR &R - y

m F1XF ESXi Host T4 AMEFIANRAE R FRAF = A

FRRER AN B AR (FEEN LA SEESNEE [/ hitpe)/ /mtene. hactou edien
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2. vSphere High Availability (HA) 2.1 SEHL HA

vSphere HA g I ZEAZL K
m vCenter Server
o HA PR LT vCenter Server A RESEH, %78 vCenter Server 14701 B FIHA.
m 5 vMotion
0 3 ESXi Host E4HUER, HA £iEIFHHY ESXi Host X EMVIFTEFED), X
AR RETEEEL-
o 3T ENLFE AR AR R vMoton, {# /A HA ME AvMotdon{EARITR .
m ZETT R
0O HA BERMBEFTTREE, WTETANEEMEZ, HA RREEHR.
B %4 VMware Tools
O MU T EWIEEER, &9 HA R &L VMware Tootﬁﬁﬁie
m F£EE ESXi Host 2182k : Z£/D21ESXi Host7 (5

AR R B A A AR AR (AR LR WA HIE / htps/ /intemet hactaw edinen
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2. vSphere High Availability (HA) 2.2 126 HA (O T{FIREE

vSphere HA i&17 )5 #
m 5 HARY, RESEREF EIN%EE—5 ESXi Host {EAE LN (Master),
H 4 BESXi Host /EA MUBZEHL (Slave) -
® Master 5 vCenter Server HHTEAT, FFIETEFT A ZRIFEIME ETRES.
m Master {§ FE M FEUE FiE NG5 R E = R EL.
%4 ESXi Host B{/ERT, Master 18F|3F 534 3EHE, iLEDVIERHED.
U Master A5 5 HINEERT, Slave S EINEZ T4 FHA] Master.
vSphere HA Bf&Erh, FHLBEHR=FIER:
m & EVUFEIRISET
m [BE: ENHIMLEEE.
m X EEESEERTVHI MG ER. :©;
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2. vSphere High Availability (HA) 2.2 126 HA (O T{FIREE

vSphere HA #ifa] TA/E?
m FHEFES ESXi Host HJHTHIFIZTH] VM 7%
m VM 7| ZEFEEEEEFEE [vSphere-HA/<FDMEFEID> BE]

m 0B NE] ESXi Host EALEERT, N{RIEY|RAEREEFRIE b ESXi Host
E3) VM.

£y
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2. vSphere High Availability (HA) 2.3 vSphere HA heartbeats

LERE A F iR ESXi Host ©iE30filiafT
m IR ER B RS A A REELORE, NI ESXi Host B5% .
m [BfE, A& HA EHCHENFH .
fEIEEIZ(T ESXi Host |, EHFINTCIL ESXi Host _EH] VM.
vSphere HA #17 L BkA I B9 7 A J5 5K
®m Network heartbeat:
Master node FHA1BEIT ICMP P& Slave node 1817 252 E 0] LLIi%EE.
m Storage heartbeat:
HETHE S ESXi Host SIEREFE LS FHE— =304
K LRI SO B B SCHFRY ESXi Host 817E
LI STHERTEBE, MM A% TR RLAY ESXi Host To i1 A1 $E 7GR

ARFESRSEATRSR (FREF LS SHEFSHE [ hitpe:/ /mtemet. hactouw sdien







2. vSphere High Availability (HA) 2.4VMcP

VMCP: Virtual Machine Component Protection, i #IPLF iR
BExt VM, $REBA7 if 2 L PR ECRRE R SE 8 o

m PDL: Permanent Device Loss, 7K AIREEER
;PEI;_%I;HE iR E Pk A SR VR T AR B R R B, Tt izRE skl
AT
LEEEFI LT BRI, FHEEFES%EE—1 SCS1 54 F| ESXi Host.
ESXiHost I ElIfE 4 /5, HBFLLAZFEIZE#T 10 B(E.
m APD: All Path Down, £ 25 E
APD | 2L FEIRE TR R HIERE, EREFTSRAXBKAETEYEMN ERES

RETRIESR -
N5 ESXi Host TTIET AITFME T, EIF6EEFtiF &% SCSI 54, M ESXi Host 2 4i%
FEIREmIC AN A, L3

{B&, ESXiHost BRHr=mAFiEiRE Rix 10 154, EF| APD #ht.
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tEMEIREERY VMCP T{ERIZ

APD e APD Recovered? Mo Action

PDL

PDL Response Disabled—» No Action APD Recovered?

Restart VMs

Disabled—» No Action «+—Disabled

Reset VMs Reset VMs







2. vSphere High Availability (HA) 2.5 Proactive HA

Proactive HA: FzhFiiplj & Sl fE

n E5H HA R, RALMESEEn, F2mBRFa VM B HEE
(BERR G55 b . BTSSR RA LB ISR, (B
ST AT B

n vSphere 6572 LUBHRA , T LUEIE £ 145 LU TR 558 IR0 R4 P8 T B g

A, PASEERFEZNTAG R HA (Proactive HA), fl#i: Dell Openmanage. HP
Insight Manager. Cisco UCS Manager

n 5% A REEE TESER S S=H—ERF RO A vSphere &
PR TP REERE, EREZNESHEXREN ERRETEFS.

LEERERN, ERERFRIUTILREBARS, vSphere RABXEMF 4T IR
B (Quarantine mode) , XEWREZMFG o EAZFENFHEN, FE
vSphere 23 RAT REHIIE % AR 538 IR vMotion ?ll_ﬁ;{mﬂﬁ%%ﬁj:@
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2. vSphere High Availability (HA) 2.6 Admission control

Admission control: #E N5
m vSphere HA {# FEAZEHIFREE VI HIILEER TS R 92 R A TR E -
m vSphere HA 18 A\ 12| B B2 S R IER] Bt [E TR N EIEST.
n B =T R CRIREEVIAETR AR
O HERFEES T
o TETE RS
0 ERBET#RE
m JEABHRTRIRERMINRS], (A0 s8E R IRF FBREESASH 2T
0 BREAEENIEE, TREAR R IFRERIE:
T EMEIR

TTRE EIAL {)
EIERMLE CPU S ETY

AR R B A A AR AR (AR LR WA HIE / htps/ /intemet hactaw edinen






2. vSphere High Availability (HA) 2.6 Admission control

vSphere HA ¥ N2
% https://docs.vimware.com/cn/VMware-vSphere /6.7 /com.vmware.vsphere.avail.doc/GUID-

53FG938C-96E5-4F67-9A6GE-479F5A89457 1. hitml

£y
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3. vSphere Fault Tolerance (FT) 3.1 THRFT

vSphere Fault Tolerance (FT) 2& 5 x4 VMs 7] RN A, B
SCHL VMs ZF ML (a zero-downtime technology).
vSphere FT B T/EJFH :
m FEM 5 ESXi Host EjEZE HIFE—TVMAPRE:
the primary VM, FEVM
the secondary VM, FHEIVM
n AT BRI S ERIWLRIST T AR, BB EAIWLR] AT A it
FEEMRES TRAT, EATLREEERF.

INSRBATEENIVIET ESXi Host KRR, B TERTIETR, LA1E R
REMWIAEREREMDL. FECERESBENT, BERNEL FT IR,

W SRISATH BN E ALY ESXi Host RAEEE, £ RIFERTHY ESXi Hose, LEIEHE
EVLEBREEIENL, I FT TR

AR EN RS ANRER (FRET TSR FRES S [ hitps:/ /mtemet hactaw odien




3. vSphere Fault Tolerance (FT) 3.1 TRFT

vSphere FT By REFR ] :
m 0 VM Rt B A% 8 vCPU,
m 5 ESXi Host &% 0HF 4 1 HHBI E L.
= {E /] FT B ESXi Host /477{# f fH[E] 55/ CPU. FCE EVC.
m (£ FT B ESXi Host W/0U{E ] 10Gbps BIM4%, JEFER TR
m 5 FT B RERAA S NERY vSphere HZRIIRE:
0 Storage vMotion
0 Linked clones
0 VMCP
0 Virtual volume datastores
0 Storage-based policy management Q

0 Snapshots

ARTESRSEAIRAR (HEERTLEm SEERSHE [ hitpe:/ /mtame hacton edien



Comparing FT and SMP-FT

# CPUs supported

Memory virtualization hardware assist
Disk format

VMDK redundancy

VADP backups

Required network bandwidth

DRS

Protected VMs per host

Paravirtualized Devices

FAULT TOLERANCE

1

Not supported
Eager zero thick
Not supported
Not supported
1GB

Partially supported
<4

Not supported

SMP FAULT TOLERANCE

<8

Supported

Thin provisioning
Mandatory
Supported

10GB

Partially supported
<4

Supported




3. vSphere Fault Tolerance (FT) 3.2 S FT

vSphere FT #yji3 FAER # 8, (HRLHETHE VM #HTRE.

=) £ WM-VMmare vCants
- o
- : - =
- g

R

FARFERRAE AT RSN (FRER LS SFHEFTHE [ hitpe:/ /mtemet. hactouw sdnen




3. vSphere Fault Tolerance (FT) 3.3 FT-enabled VM RR{E

VM 5/ FT J5, 5 FT HXARIER:
m < F]: Turn Off Fault Tolerance
o 5 B B R L R HEC B LA e T 2% .
& : Suspend Fault Tolerance
FE#E: Resume Fault Tolerance
EEE B EEFAL : Migrate Secondary
0 FEAEZEWINITH vSphere Fault Tolerance 2 &, AT LATH2 EKERAY 6 B EEAUL-
M FERE : Test Failover
0 W LA 5 & Frit EE ETET SR e R R A S R P -
MR EHTEDN B HERIAL: Test Restart Secondary
o ALLEIT B R B H R R A LA A e S E R R e AR R,

AR EN RS ANRER (FRET TSR FRES S [ hitps:/ /mtemet hactaw odien




3. vSphere Fault Tolerance (FT) 3.4 FT SHIEAERORZA

FT 5 i LRI L AR 3 RIS AL [ A 2, fELE S BLAG 1tk BB & 52 252 -
m % FTRIFEY VM RIPERES TR

o & CPU RS MFENEFRE /O BFEZEHZIHE) VM.
m RIELIERZ, FTIRAREERARENM S ME-.

£y
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Kernel Compile

This experiment shows the time taken to do a parallel compile of the Linux kernel. This is a both a CPU- and
MMU-intensive workload due to the forking of many parallel processes. During this benchmark the CPU was 100
percent utilized. This workload did some disk reads and writes, but generated no network traffic. As seenin
Flgure 2, FT protection increases the kernel compile time a small amount—about 7 seconds.

Kernel Compile FT Trallic:
(in seconds) 1 vCPU: 2.1 Gbps

2 vCPU: 2.6 Gbps

4 vCPU: 2.4 Gbps

146.15

el jum
- —

31.22
svcpy NN

(=]
%)
o
£
=]

60 80 100 120 140 160 180

mFTOff mFT On

Figure 2. Kernel compilation performance (lower is better)



3. vSphere Fault Tolerance (FT) 3.4 FT SHIEAERIRIIA

% VMware vSphere 6 Fault Tolerance Architecture and Performance
https://www.vmware.com/files /pdf/ techpaper/VMware-vSphere6-FT-arch-perf.pdf

£y
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4. Virtual machine clustering 4.1 HiEESSRESRI A

oK

m EEHARE M S{E A MS SQL Server, 3 5 MRE2LIMEREMS

n FUEERESEEE VM ] (BIE: 16 vCPU. 128G RAM. 2 * 1GbE)
n EELIAGEEN SRS A

Cluster

NP
S

£y
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4_Virtual machine clustering 4.2 Clustering VMs

Clustering VMs: Xf E#INLEITRE, ERPIERL
m B REPWASE R, Wlk— " BEERERET R SR
w B RIERIES EN R AT R AT B, EILSER A
n BRRERIHIRERBMAEFARS LI, 1 vSphere TX .
vSphere Bz % 7 Clustering VMs BJE BB
m vSphere - Z N REMVAEA— T E—HIBEEATRERE.
m vSphere ST =FEARIEFH LTI :
Cluster-in-a-Box : VMs{E[G]— ESXi Host SLFI E£58%.
Cluster-out-of-the-Box : VMs fE£2 & ESXi Host SCFEERE,
VM and physical server clustering : JEFEHE

SENN— T REYERSS LIET- ©
SERMES—TRER VM 7 ESXi Host_HiE{T.

AR ER S B E (FHRER TSR FEETEME [ hitpo/ /mtemne. hactou edinen




vSphere %35 Clustering VMs RIERERT

Cluster in a box

Node 1 Node 2
| VM |- l-| M
| — —|

Shared Disk

Cluster out of a box

MNode 1 Node 2
VM |= = VM
’@1
Shared Disk

Virtual with Physical

Node 1

VM =

Shared Disk

Node 2

- [EoE==




4. Virtual machine clustering 4.2 Clustering VMs

vSphere £t Clustering VMs i 7 FriK -
m SCSI bus sharing tor virtual disks on VMES volume:
o 220> VMs 7] LAE] RS 77 8] [|] — 1 E LR 5
m SCSI bus sharing for RDM devices:
o VM NER VMES @8, ERMS Raw ERIPIE.

B Multi-writer flag on the virtual disk:
0 24 VMs AT LAES B — 1 i .
® In-guest iSCSI:
o VM N#E R VMES @5, (F FREAY iSCSI (.

£y
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4. Virtual machine clustering 4.3 RDM

RDM: Raw Device Mapping, JFIfi%&WE, BEiE 2O a
= RDM flf.)ifF—’i\ REFUN ERETT 0] SAN FHAJ— 76 LUN (Logical Unit
Number) .

m RDM #&E LI ENN EREEAFETR LUN, MAZEEDE.
f#FRDM, VMkernel A% LUN BEf745304E, T B EDIPLE P #R4F
FZ4txF LUN $uf7Hs 504E .

m TEFFEREREEA 10 MERE_ L, RDM L6122 B & B A E i =M.

= RDMEFERAER 10 B VM £, filfn:

Oracles SQL Server Z RDBMS
AT S ERERNREBEE RS
Docker 5 & K8S EFER & Q
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4. Virtual machine clustering 4.3 RDM

¥ RDM R £ 2 s UL

% https://docs.vmware.com /cn/VMware-vSphere/6.7 /com.vmware.vsphere.vm_admin.doc/GUID-
4236E44E-E11F-4EDD-8CC0-12BA664BB81 1.html

£y
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RDM BT AETRIE

Microsoft

VM p 4 W™

RDM Disk

VMFS Datastore Raw Lun

Shared Shared




Configuring

SQL Server Always On
Failover Cluster Instances
Using RDM On vSphere

fraRAlways Onal Bt
https://docs microsoft. com/zh-cn/sgl/database-engine/availability-groups/windows/overview-of-always-on-
availability-groups-sgl-server?redirectedfrom=MSDN&view=sgl-server-ver1s

3=
hitps://tech2fun.net/configuring-sgl-server-always-on-failover-cluster-instan ces-using-rdm-on-vsphere-7/

{I5Always On:
hitps://blog.csdn.net/dba_huangzj/article/details/54015470

Getting Started with Always On Availability Groups:
https://docs microsoft.com/en-us/sgl/database-engine/availability-groups/windows/getting-started-with-always-
on-availability-groups-sgl-serverview=sgl-server-ver15




5_ VMwa re Solutio ns 5.1 VMware BC-related solutions

MALGE 55 ) i AL TR B e Rz ) 2 b 55 3% Settk kS mmT A
s B EBTIRSSRZESRR. MIBFE, EIRFEIRIT KA Bir.
w EPMCE B TRER AT, S5 BIEsEmE Rz
m ML SRS A R ERE R TE:
FETREE: RFFUHES
ITHIEG: MFREFF
VMware $2 {3t 7 84K 1 f# o J5 SoRAR THAT
B VMware BC-related solutions:
BC: REWF SRS, business-critical applications and services
» TREARBESH. BFa. HERE. o
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5_ VMwa re 50|uti0 ns 5.1 VMware BC-related solutions

VMware BC-related solutions:

ZFinJf: Local availability vSphere HA, vSphere FT, vMotion:--
£4iR{®#P: Data protection Clone, Snap, Backup--

RMEPEE : Disaster recovery: vSphere Replication, VMware SRM

07835 D ITE S ETENGILERTES  vSphere Metro Storage Cluster (vMSC)

£y
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5_ VMwa re 50| utiO ns 5.2 VMware Site Recovery Manager (SRM)

VMware Site Recovery Manager:

n B— M SEEEMTOERERERTTR, Bttt M FHHRIT=RIF
vCenter Server 15 51K E vCenter Server 15 /1 27 8] B EFUAIKE -

m E{ERYIE, BUZ vSphere Replication B H LA HE T B
VMware Live Recovery:
n FEFHNTEREAE#E, LI One + One = More,
m VMware Live Cyber Recovery
0 (formerly VMware Cloud Disaster Recovery + VMware Ransomware Recovery)
B VMxware Live Site Recovery
0 (formetly VMware Site Recovery Manager)

m https:/ /www.vmware.com/products/live-recovery.html ©
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Site Recovery Manager automates the failover and migration of VMs to a secondary site.

VMware
vCenter Server®

Site Recovery
Manager

wm ¥m vm vm

D

VI ‘

VMware vSphere

S8888

wm vm wm

—

vSphere Replication

glajs

Storage Replication

VMware Site Recovery
vCenter Server

vm vm

Manager

VMware vSphere

B THRE 1

SE8888




5_ VMwa re Sol utio ns 5.3 vSphere Metro Storage Cluster (vMSC)

VMware vSphere Metro Storage Cluster
® VMware vSphere Sl FFiEERE, B —MaEREAIRFOEERBRTR.
B EESTEINEGE B MR 2 MR D2 RIS FEE A TAEVLH], REEEdE
B [E2E B SRR U EE 77 .
s IHEARMIECERN S N EEER O B ER A IEMREREE T -
m GBS vSAN SEHE, FIF T vSAN By U SR ThEE, LiigE— 58—
B BB EREETIRGL, XM RIREEEEER S M EEEFIL.
il vSphere Metro Storage Cluster A] }):
s EARBIHIEMCETZBLZIRFD, S— 20RO ISR E R K AERT,
BRI S VR R EAEGEF D, RIEIS AR E TSR Z 2.
n SEMUEARZEES, Nl E M BARNTERE LS AT R .
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vSphere Metro Storage Cluster (vMSC)

l 3 site for l

witness
Wi RAID-0
lo 00| [o []1[][]] lo 000} lo000] [o 00| [o 000
lo 000 o 00| |o 00D lo 00| [o 00| |o OOD|
|— Clu%ster 4| |— Cluster Q
vSphere P34 VSAN
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