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o WA RFEFHEEEEKLIME.
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E#iin% Encryption during transit
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https://www.vmware.com/security/hardening-guides.html

VMware Security Hardening Guides _

Hardening Guides
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3. ﬁé%ﬁ 3.6 vSphere f&ZLNE

vSphere Z2MNNERYFF

4 N\ . N\ )
vCenter Server ESXi Host VM
PSC Limit Templates
SS0O Lockdown Mode Minimize use of VM Console
NTP Networkj_ng Prevent VIs from taking over resources
Transparent Page Sharing Disable unnecessary functions
VIB Acceptance Level VM Secure Boot
Host Encryption Mode
ESXi Secure Boot
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3. EQEE 3.7 vCenter Server {12 NE

vCenter Server Fif2 Linux W IR o8- #itisF Windows syamsis
m ESXi Host B9 R AEE F T VCSA.
m VCSA By 4R E % 3| PSC:
0 Check password expiration:
BRIAA] vCenter SSO AR 90 K.
0 Configure NTP:

WA RS AERBEME R (BFERNEAELRESR) .
FZERRFXTT vCenter SSO IEHE T LL L E A vSphere IE PR B EREREER .
IEREREEFRET NIP.
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3. T2EH 3.8 ESXi Host f9Z2 2 &

AT R ESXi Host ZRERMNRMIRA, REZEMBEZ 2,
FHE 77 L B I -
m Limit user access: [RH| %] ESXi Host FY E 7217 [A]
0 Lockdown mode could be used to limit access to the hosts to all users.
Limit shell access: R Shell ¢ SSH A1 [a] 77 =
Limit services: PR R/ N5
Limit network connections: 18 1= 7 A 3% PR H1 X 25175 7]
Use secure connections: {8 F 22 4555277 [A]

0 Starting with vSphere 6.5, the Transport Layer Security (TLS) protocol versions 1.0, 1.1, and
1.2 are enabled by default.

® Patch your hosts: )\ VMware B 7718 12TT2R 3

0 Use only VMware sources to upgrade or patch ESXi hosts.
FAEPESAHHAICRER (FEEFTLER) SEETSEME / httpe:/ /internet hactcm edu.cn
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3. T2EH 3.8 ESXi Host RIZ & HIE

ESXi Secure Boot

Managemenl apps (hostd, dcul, elc.)

= ESXi Host %2 3% ,
R
i z

- i%ij UEFI § E @Eﬂ‘ﬂﬁﬁ Secure boot VIB verifier

% AR ESXi
1

VMkernel A GEA% H 7 . 1
bootioader

Root
of trust |

A UEFI secure boot
= enabled machine
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3. 2518 3.9 VM GRS IE

AT T VM #y 2z 2tk
m vSphere 6.0 R EAERRA, VM BUABCEZ S M2 MmEEmM U THY .
m ERBONE, FUATAMSEIRR 22t

0 XT VM BUAERNEREE, TLAEE:

0 https:/ /blogs.vmware.com/vsphere/2017/06/secure-default-vm-disable-unexposed-

features.html
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3. 2518 3.9 VM GRS IE

KE S0 BIL 2 2 e A 5

= EULEILRT
o EAFERZEE R T FE TR 5%
o EEMTFKASWERIER N Z2E75.

m {5 IR HBCREE UL
o EEUN EFEEERE P IRERSNEARFR, S RICE % K.
o B FAEEIE R T REAEARFNBREEMRERZBEG, TURRELIENNZL

EIER A eI A EML.

» RESHEUIZESE
o EIER & 8 EURER IS WER 5 & LR R EER .
o BHEMIZS] 677 [EARAT A 7 AT LATT (R E DL B VR S A AT B2 R iR I A
o B, fE & A AR AT RE i Ao LR R R I - '
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3. 2518 3.9 VM GRS IE

ME FOUBL 22 2 ik fo A%
= B Ik BB TR

o Y—AERPLEES 2 EIRET#E =V _ BRI BT E T IEER, TRESH
HIEERRF (DoS).

o SAPF L EHPLE R DoS [AIEL, EFEAENRREERTE (FlzBEMFHNERTRD) -
m ZEFHEMP AR TIRE

o ERHLAIEITRYERIAR 5 B A FTRES | R I

o BEHEATFRAG LETHERRFERFIELFTNRGENF, TR MR .
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3. T2EH 3.9 VM fIZ L@

BRIl 2 B

% https://docs.vimware.com/cn/VMware-vSphere/6.7 /com.vinware.vephere.security.doc/GUID-
14CCC8CD-D90D-4227-B2C3-0A93D3C023BA html
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3. 2518 3.9 VM GRS IE

Sk 55t B 2 250, [FARSE R T AL
m {FHEEAEF BIOS

n HBRERENNAEFREFRATEF

m EH Secure Boot

LIPS |

VM Secure Boot flREAZE K -

B Virtual hardware version 13 or later

m EFI firmware in the VM boot options

m Guest OS that supports UEFI Secure Boot
o Windows 8 and Windows Server 2012 +
o RHEL/Centos 7.0 +
o Ubunt 14.04 +
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Backup is not security
Snapshot is not backup

Availability
High Availability
Fault Tolerance
Backup
Replication

Security
Hardening

OpManager
Monitoring
Analyzation

Optimization

Log management

Authentication
Encryption







