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DHCPIRSZAYBFHEAUR I :
B DHCP/R 4 £ A 8APIR L, H4sh A T 52 8L PRy % BT 4L, 5 4M4
AT R4 ER,

> SLILIPFH BL: Discover. Offer. Request. ACK
> XM EFZRIE I : NAK. Release. Decline. INForm




DHCPT {E/RIE

DHCPARSZAISFHIEEIR I :
W DHCP Discover (K IIRIL) : K ILWM %+ ¢9DHCPIR 4 %
> UDHCPE F 3w ® — R BN, WREF i x WAN L&A EFMIPHAFHE XS
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DHCPT {E/RIE

DHCPIRSEHISFHSEEIRZIL :
B DHCP Offer (RAER L) : HF X P35a AR5 BT AN LR IPxuAL

> 4 W %+ 8917 — A-DHCP AR % & Yk 2| & 7 3 & H BIDHCP Discover/ #& &, [
% % P 3 — ANDHCP Offerdk X, & E F w8 7 R a9y IPH 4 % 15 B A 25,




DHCPT {E/RIE

DHCPiRSZAISFISSEURI
B DHCP Request (iFRKIRL) : BAHK FPRANIR 5 5 F24E 09 P AL,
> WwRE P B W% % EDHCPAR &2 o0 B i, U & K i3 —/NDHCP Offer
(% RERAZNKWAA) , HFELHME %% —ADHCP Request/ 4k 4E
H,, EVRFTADHCP R %8 v ik FH — & R 5 B R e IPH A,
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DHCPT {E/RIE

DHCPiRSZAISFISSEURI
m DHCP ACK (A4INIRSL) : @4 JH P o] LA ] O BLay P AL,
> WUDHCPR £ £ 2 2| & /3% BYDHCP Request) #EHERE, 2 HWE A H
DHCP ACKIE iz, DL#AIPH A IER £, W4 x T — /N DHCPTIEL &, [F
it, Wi EEDHCPIR & B Z IPH AR, TBMFAEMEFF A,
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DHCPRSSHIBFRRBLR L :

m AR IR T
> DHCP NAK (R &% ) : A1 E P 3 Lk 4 B 418 BV [Pt
> DHCP Release (GERM XD : & KBEHAR B A IPH AL,

» DHCP Decline (iFKMX) : HFHRE B IPH A AT A, FLEKE W
IPH# A,

> DHCP INForm (iF>K4R ) : DHCPZE F 3% & MDHCPAR & 25 3k BUE A ¥ eV L &
= BB, U DHCP A - 8 & 5 DHCP INFormig K3 >C .
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& KEIFMEIA

IP: 192.168.100.1 /24

DHCP Server

1ERE:
192.168.100.200~ 192.168.100.240
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PRI N

AT FARES NT

Host-1 Host-2 Host-3

SETERTESKFE (RS AHER) BAZHFHEK




SEEFTEHKFE (ME&RAHR) BAAKFHEK




> [o]gn1 .

PR R BIEDiscoveHE AT, BRIt AR ?

W Bl PR SRR T,
> JEMAC?  /  E BIMAC?
> J]ip?  / HEIP ?

W OREE:

> B, ZFPALE &% A IPHA, & A %08 DHCPAR % & #y TP Hy 4t




INEL4534F: DHCP discoverfR ™ - &

ﬁ|31lzl JJEN

| Discover &=

" R >—

SN

BMAC: ZFHIMACHELE

No. Source Destination

HEIMAC: | #Eibit

Protocol

82 ©.09.0.9 255.255.255.255 DHCP
! 83 192.168.108.1 192.168.166.282 DHCP
85 ©.0.0.0 235+255:255:255 HDHCP

| 86 192.168.108.1 192.168.100.202 DHCP

N
Info

DHCP Discover - Tri
DHCP Offer - Try
DHCP Request - Tru
DHCP ACK - Tri

> Frame 82: 410 bytes on wire (3280 bits), 410 b
Ethernet II, Src:|54:89:98:f3:0a:28, Dst: ff:f

ytes captured (3280
IERA e e

Internet Protocol Version 4, Sr

cC: ©.0.0.0, Dst:

255,950 /255,255

User Datagram Protocol, Src Por

t: 68, Dst Port:

.

HAVIP: 217 &bt

> Dynamic Host Configuration Protiocol (Discover)
l IRIP: 0tk ,
AT W TR ik : 68 (B/ik)

HiimO: 67 (ARSSesin)



HUELSYFT: DHCP discoveriRX - IAIEE (1) | Discover =

v Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: @
Transaction ID: @x0000563f
Seconds elapsed: @
Bootp flags: ©x@000 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: ©.0.0.90 . Y cia fo
Next server IP address: 0.0.0.0 DlSCOVGF*&IE"]Wﬁ1E,§x
Relay agent IP address: ©.0.0.0
Client MAC address: HuaweiTe f3:8a:28 (54:89:98:f3:0a:28)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP

> Option: (53) DHCP Message Type (Discover)

> Option: (61) Client identifier
Option: (55) Parameter Request List
Option: (255) End
Padding: 000000000000000000000000000000000000ELLO00000RN0...




HELSM4T: DHCP discoverR3Z - NE{ER (2) | Discover /=

N

v Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (©x01)
Hardware address length: 6
Hops: © It R 2 P um Ay 1Pl 2 40
Transaction ID: ©x0000503f
Seconds elapsed: ©
Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: HuaweiTe f3:0a:28 (54:89:98:f3:0a:28)
Client hardware address padding: 00000000000000000000




P53 4r: DHCP discoveriRX - AIEEE (3) | Discover =

_ >
— _
Option: (53) DHCP Message Type (Discover)
v Option: (61) Client identifier e e
Length: 7 Z FPimARIR AT (BIMACHELE)

Hardware type: Ethernet (9x01) T
Client MAC address: HuaweiTe f3:0a:28 (54:89:98:f3:0a:28)
v Option: (55) Parameter Request List
Length: 9
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server

= R SRR IT] ==
Parameter Request List Item: (15) Domain Name N Y if”ﬁ;ﬁqalﬁ
Parameter Request List Item: (28) Broadcast Address SHIIE*

Parameter Request List Item: (33) Static Route
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (184) Unassigned

Option: (255) End




> g (NS, &) | Discover T

AN

ZPHAEER&EDiscoveriiR3 Y, EIRSEERRIMEHIANaFcE ?

B EZFPHAE LB TEPFIKRANERF PSS X (BPDHCP 7
X)), BZPiEBFHiTe A3 EXDHCPIR 425, BPvA) 457 X & 4 DHCP
69 K 342 . (DHCP Discover) R I

W ZH E0931 5 DiscoverdR L EE M E AT R, £ AIUDPHA X, 1% A
UDP683#% & 4y iR sk o, 4% FIUDP673% 48 B Ag3m o, (VE: DHCPE P 1%
H #5UDPs% 1 2 68, mDHCPAR % % 4& A 49UDP3% 10 £ 67)

B KN4 Z094195: DiscoverdR LA M4 E3E A3t Ent, W TEPALLAIP
Hoht, © 24 H0.0.0. 0E A Rshl, 4% F1255. 255. 255. 2554 A B 47 | P#:
Wk T 4%



| Discover =

> EIEE1: MESH, &) Ny

AN

PR R BIEDiscoveHE AT, BRIt AR ?

WO ARRE R E 0934 R IR AR H B4 38 B AT 3 0, 4# MIDHCPE F 4L
IMACHL BEAE A IR s bk, 4& B Ff: Ff:ff:ff.ff:ff4E% B 6OMACH L, AT
J 4

B /tdiscoverfR L IEF K+

> 4 FDHCPE F LBy AR B (BEMACHAE) , DU{EDHCP AR 5+ 2 4038 X 2 K 1
DHCP Discoveriik X




> [O]gn2:

IRSS LA HAIDHCP Offerigxtth, A& THASE?

B DHCP OfferiR Loy &R+, SArHIZ LR A?
> JEMAC?  /  E BIMAC?
> J]ip?  / HEIP ?
BRHBAREFPRONELEARAMTAL?

Offerfg 3

= _
P o DHCPRR % 52




I B4 47: DHCP offeriRC - BHEPMEE

\|\ Offer

82
83
85
86

e ik

Source

0.0
152
0.9
192

JEMAC: BR55zEMAC

.0.0

.168.109.

.9.9

.168.100..

Destination

295.253.255.255
1 192.168.160.2802
235.235.205.250
1 192.163.169.262

HAIMAC: EFigMAC

Protocol Info

DHCP HCP Discover - Transact
DHCP HCP Offer - Transact
DHCP ﬂHCP Request - Transact
DHCP HCP ACK - Transact

Frame 83: 342 byte

Ethernet II, Src:
Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.202

> User Datagram Protocol, Src Port

s on wire (2736 bits), 342 byt
08:00:27:¢c1:97:81, Dst: 54:89:1

2s captured (2736 bits)

D8:¥3:0a:28

Dynamic Host Configuration Protocol (Offer)

i

RXRBERN TR

v
i2IP: AR5 aERIP

JRimO: 67 (AR
BrixO: 68 (ZFi

67, Dst Port: 68 l

BaIP: HEFSELLE FimHIIP

el
\

)
)



IMEL 5 4#7: DHCP offeriRI - AB{E 21

|  Offer =

v Dynamic Host Configuration Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: ©
Transaction ID: ©x0000503f
Seconds elapsed: ©
Bootp flags: 0x0000 (Unicast)
Client IP address: ©.0.0.0
Your (client) IP address: 192.168.100.202
Next server IP address: 0.0.0.0
Relay agent IP address: ©.0.0.0

ERDEAEER

i HY | P 1k

Z= AR offer3fk 3 Ffr Ml iz
I PimBIMACHE HE

-

Client MAC address: HuaweiTe f3:0a:28 (54:89:98:1f3:0a:28)

Client hardware address padding: 00000000000000000000



M EL574fr: DHCP offeriR3Z - AR(ER2

> Option: (53) DHCP Message Type (Offer)
Option: (54) DHCP Server Identifier (192.168.100.1)

W'

v

b

v

Length:
DHCP Server Identifier:

4

Option: (51) IP Address Lease Time

Length:
IP Address Lease Time:

4

Option: (1) Subnet Mask (255.255.255.0)

Length:
Subnet Mask: 255.255.255.0 —— HEZHEBAZXZFA

4

Option: (3) Router

Length:
Router:

4

192.168.100.254 —» HEEZOIBAXE

4 Option:

Length:

Domain

(6) Domain Name Serwver

a

MName Server:

8.8.8.8 — HERHEAT

192.168.100.1 —— DHCPBR%

N

Offer =

= —

Pimh3E& ik 5

FR R

(43200s) 12 hours —— |PFAZBETF[E]12/) B}

iy Y - o 4

Fim IR TA WX 5< 13k

gx Ptk



> EEE2: (MBS, L) e ﬂ

RSS2 & HAYDHCP Offerikxd, BEHLE(SE?

B YDHCPIR £ B 120X B & P AL AR K 69DiscoverdR LB, C#H A B Ta9IPHAE
e (BRVE R PERAGA AL IPHARMEL R FA, 1o F %, DHCP
FR 5 B A I PHILAL LRI, F R B DEAL LT P AL,

W DHCPJR %25 1% 2|DiscoveriR X &, 4 i&EIDHCP Offerdk L.

> Offerfi XV 2 (R 45
> Offerf R X E # I HALfE R (R4




> EEE2: (MBS, L) e j
R385 A HHAIDHCP Offeriigxh, B EMLLSE?

W DHCP OfferiR L &2 6913 &
> Of ferdR AT o R B9 & 7 35 BIMACHE 31 ; —> FREIHE?

> OB LS E P R Y TP M
> RABEBAE RN TREG, BilF %, DNSE; —> B A?
> T[PHyhE 09 FH 24 B 4]

> DHCPfR 42 9 AR IR 7 (BUIPHLAE) —> ELRAY?

AEAZ 8 A RMLE PFABELEZ &




> [El@2: e, 45ie) i—]< ofer ﬂ

fRSSE8 & HAYDHCP Offerikcdh, BEHL(ER?

W DHCP Offerdf L& 3 F 69 2 1b 42 &
> ZH EEHH: BEiwo (67) . BEym O (68) ;
> W% EEH: FIP (REZWIP) . BEWIP CELZ B4 E F ALKIP)
> BAREEE B E I JRMAC (R 4-&MAC) . EBIMAC (& 7 HLEIMAC)

A LA 8 R TR LA




> o|ER %
BR&SEE & HAI0fferfR3C, BT #%? L2 EK?
GEE, ZEELREE B TACKIRS)




ANME RG] — offer IRNEBIRERIE, T2 &?

No. Source Destination

82 ©0.0.0.0 255.255.255.755 DHCP Discover - Tra
| 83 192.168.100.1 192.168.100.202 DHCP DHCP Offer - Tra
‘ 85 ©0.0.0.0 255.255.255.255  DHCP DHCP Request - Tra
<
Ho. Time Souroe Destination Frotocel Leng Info

14.854362 0.6.0.0 255.255.25

2.2
92 14.857984 172.16.1.201 255.255.255.255 DHCP 342 DHCF D'F‘FEI‘ -

AERTEH, offeriiRS 2N #E!




> 3lHEE. L j

fRSSeAEMOferiikSL, 2T #&? REHRRE?

B 5 ARFC2131AE A28y

A client that cannot (FgE) receive unicast (E#) 1P datagrams (IPEIEI)
until its protocol software has been configured with (EZ&E) an IP address,
SHOULD set the BROADCAST bit (J #fL) in the ‘flags’ field (flagsF )

to 1 in any DHCPDISCOVER or DHCPREQUEST messages that client sends.

The BROADCAST bit will provide a hint (#°~) to the DHCP server and BOOTP
relay agent (DHCPH X #¥ ) to broadcast any messages to the client on the
client’ s subnet (FH) .

A client that can receive unicast IP datagrams before its protocol software
has been configured, SHOULD clear the BROADCAST bit to O.




> S|EmEE, 4—I| < Offer 5
FSeakHRIOfferfiRy, 2N #&? K2R K?

B 5 ARFC2131AE A28y

A client that cannot receive unicast IP datagrams until its protocol
software has been configured with an IP address , SHOULD set the BROADCAST
bit in the 'flags' field to 1 in any DHCPDISCOVER or DHCPREQUEST messages
that client sends. The BROADCAST bit will provide a hint to the DHCP server
and BOOTP relay agent to broadcast any messages to the client on the
client's subnet. A client that can receive unicast IP datagrams before its
protocol software has been configured, SHOULD clear the BROADCAST bit to O.

BB P o kM 3% PRI L A 2| LV BCE T IPRALGF LT, &

#DHCPD | SCOVER 3, DHCPREQUEST /¥ & ¥ 49 ' flags' F B9/ #42X E A1, X

#E’ <DHCP/R - 25 A=BOOTP " 2k R /£ & 7" i T P L " 4 AEAT0H B o o RE 7 35
AE A5 E I AR AR BT B Z AT A2 45 IPACARAR L, W 7 842 7F R A0,




> §|E5|,EE',\%: il( Offer j

ISSEe R HRIOferiR, 2 #&? N EHHR?
B %42 ADHCPE P AHL/E 7 ok IPHU AL BL B AT, At T 3B 24638 !
> A LIPY AR T RIPH ALV B B BT, A& ¥ DB diDestination IP = Any HYIP
W o A LIPHINARE ERIPHI B E T, &1 &R EA2F PR,
H A & 1P 5L, BfDestination IP = 255.255. 255. 255,
> X BRI REER T LT !
Y —ANE P 55 K IPHaEES, DHOPAR 425 3. BOOTP v 4k AX 32 & 46 & P Ak 2] 4k

P Ao FEH W RFEEINMEAELE, REBRXNREARSFH L %3 %
ANFR, MARAZERZEINFT PRI, XAGET LR P35 AEZIP

Hht, AL E| L BB E AT




> 3lHEE. L j

AN

RS ee & HRYOfferiiRy, 2T &7 A2 8RHE?
B ‘TR R —— IRE B TR BTDHCPE P ALAE T 32X 3540 L ?
> RFC2131ALE : W RPN AR EA L AR Zf”ﬁ%tlﬁzﬁiﬁw&i JU] #£DHCP
Discover / Requesti} X MiFlags ¥ & B A& R 5 /2, WL IRE
“BROADCAST flag = 1”7, REGERER ) FRME 2 3\1.:1 M BFOf ferfn
ACKHR >C 3t = )~ #& W o
> W R B VAREME TR S, T UAFEREFEIPH S, W AEDHCP Discover /
RequestiR X WiFlags F B BB & %R 5%, WL 1Xx E “BROADCAST flag =
07, REBRMEREFRME B E., WO fer FIACKIR SR & H 3 >,

> E&: Discoverik X fiRequestf >C, & MDHCPE F 3 & H B IR o




0 1 2 3

012345678901 223456789012345678901
B e e T e e St T T e SR T S
| op (1) ] htype (1) | hlen (1) | hops (1) [
Fmmmmmmmm e e mmm - - Fmmmmmm e ——— = fommmmmmm e m - e e -
| xid (4) [
i ——————————— T -
| secs (2) | flags (2) *,ﬁ%{ﬁl
e e m e e e -
> DHCPIRICHYZE#HY | clapls ) |
s e T R e B e e
| ylagar () yiaddr, SECAYIPHEHE
B I R +
| siaddr (4) [
B e e -
| giaddr (4) [
e e e e +
| _ [
| chaddy (16) |
| Y i
| chaddr, ZFimIMACHEAE |
o e 0 ] 0 o &
| [
| sname (64) [
- -
| l
| file (128) [

Figure 1: Format of a DHCP message

SEHPTEHKFE (R AHR) BAHKFHEKL




> A, BRSFEE& HAYOfferdRk b ATEY, offerfR 2R

No. Source Destination

82 ©0.0.0.0 255,255 ,255.255 : DHCP Discover - Tra
| 83 192.168.100.1 192.168.100.202 DHCP DHCP Offer - Tra
‘ 85 ©0.0.0.0 255.255.255.255  DHCP DHCP Request - Tra
£
7Frame 82: 410 bytes on wire (3280 bits), 410 bytes captured (3280
> [Ethernet II, Src: 54:89:98:f3:8a:28, Dst: friff:FF:ffcfFff

> Internet Protocol Version 4, Src: 6.0.06.0, Dst: 255.255.255.255
> User Datagram Protocol, Src Port: 68, Dst Port: 67
v Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (©x01) E'w JttﬂLxEDISCOVGI’TEjZE’JP\Jﬁl
Hardware address length: 6 s _ X

Hafs: @ = &% P & H BIDHCP Discovergk DHCP Requesti
Transaction ID: ex@ee8s5e3f 7 X, “Bootp flags: 0x0000 (Unicast) ” , iFA
Seconds elapsed: © & PHLIEKDHCPAR S5 28 1 F 248 5k & 15 Bl R #R 3L

> Bootp flags: ©x0000 (Unicast) (Unicast, #23#&)

Client IP address: ©0.0.0.0
Your (client) IP address: ©.0.0.0




> H—HIH, RSB/ AHAIOfer %
= e — eorrmrnen ) 2 111, [EAbOfferiiRICRSHE!

14.854362 B.6.8.8 255255, 255, 255 3A2 DHCP Discower - Transaction ID Bx
92 14.857984 172.16.1.2081 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID Bx4

I o A.A A A0 o T - T o T i AL AL 3 00 Chlti™ [y L0 NUCT D aseame + Tommmem ot e T

//’riame 91: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @
Ethernet II, Src: WistronI af:28:el (fB8:0f:41:af:28:el1), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)

» Internet Protocol Version 4, Src: 8.08.8.8, Dst: 255.255.255.255
User Datagram Protocol, S5rc Port: 68, Dst Port: &7

v Bootstrap Protocol (Discover) ,3E§\, LZEDISCOVGFTﬁjZEﬁlj\jél
Message type: Boot Request (1)

Hardware type: Ethernet (8x@1) & & Pim A& HBJDHCP DiscovergyDHCP RequeStjﬁ

Hardware address length: & fZEF', “Bootp flags: 0x8000 (Broadcast) ” y 1 AA
Bt B PHIEKDHCPAR 55 28 2 T #ER % 1A B ML 1R 3L o

Transaction ID: @xdfcdaZ2ch
Seconds elapsed: © (BroadcaSt’ }J—Er%)

Bootp flags: ©xB008, Broadcast flag (Broadcast)
Client IP address: 8.8.8.8
N Your (client) IP address: ©.08.08.80 ‘//

S—15ch, DHCP DiscoveriR I HE 2



> [O]gn3:

DHCPRRSS 2R AAANE=Z PR T B CATRHAIIES4Y?

| Requesti®sx B
—| >

o e =

SETHTEHKFE (R AHAR) BAEKFHEKL




INEL5T4T: DHCP RequestiRrX - BHEMER

_h Request —

_ >
JEMAC: EPFP#HIMACHEE HHEIMAC: | &bt
No. Source Destination Protocol Info
82 ©.0.0.0 255.255.255.255 DHCP DHCP Discover - Tran
. 83 192.168.190.1 192.168.100.2062 DHCP DHCP Offer - Tran
85 ©0.0.0.0 255.255.255.255  DICP DHCP Request - Tran
! 86 192.168.190.1 192.168.100.202 DHCP DHCP ACK - Tran

> Frame 85: 410 bytles on wire (3280 bits), 410 bytes captured (3280 b
> [Ethernet LI, SPrcy 54:89:98:143:9a:28, Dst: +H:Hf:br it Frstt

Internet Protocol Version 4, Src: ©.0.0.0, Dst: 255.255.255.255

> User Datagram Protocol, Src Pont: 68, Dst Port: 67
v Dynamic Host Configuration Protjocol (Request)

l P 0000 255 ?5%? I2P5:5 255
RXABN TR ik 68 (/i) E99ERS:

BvisO: 67 (BRFBHRiH



JIELSH7: DHOP RequestiRX - IEER (1) | Request &

N

v Dynamic Host Configuration Protocol (Request) —— 35RfERequestiR
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: It B2 s AN IPHBEEE 2 20
Transaction ID: Ox0000503f
Seconds elapsed: ©
Bootp flags: 0x0000 (Unigdst)
Client IP address: 0.0.0.0
Your (client) IP address: ©.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: 54:89:98:f3:0a:28
Client hardware address padding: 00000000000000000000
Server host name not given




B 434 : DHCP RequestIRIC - AEEE (2)

| Request =

— >

Option: (53) DHCP Message Type (Request)

Option: (54) DHCP Server Identifier (192.168.100.1)

DHCPAR %~ 23 49 417 (1PHL L)
—> | KRR P AUERAE R ZIR
%2 HL a9 | Pt

—> & P ALY iF 69 Pk

B P aptnin (BPMACHe 4b)
B ‘iR EREIFK

Length: 4 —
L DHCP Server Identifier: 192.168.100.1 )
(v Option: (50) Requested IP Address (192.168.100.202)
Length: 4 —_—
\_ Requested IP Address: 192.168.100.202 )
(v Option: (61) Client identifier )
Length: 7 ]
Hardware type: Ethernet (0x01)
\. Client MAC address: 54:89:98:13:0a:28 )

v

Option: (55) Parameter Request List
Length: 4

Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router

B P SRS e M 4 S
Pk, BIETREL, K

Parameter Request List Item: (6) Domain Name Server AR % . DNSZ13 4.,

Parameter Request List Item: (15) Domain Name

- Option: (255) End



> RS MESH, Ei) L ety 5

AN

DHCPRRSZ 25l AIEZE FiL%ER 7 B TR IISEL?
m DHCP & F #L R iDiscoverdR L5, A 7 A& % 2| % /-DHCPAR %- 25 & &z wgDHCP
Offerdf L, DHOPZE FF AL—Ax Rt BF4E 1 5 — A1 2 e90f fer 4R Lo

B & B ADHCPE F AL A8k ] % ANOfferdh S (BPIK 2] % /DHCPR 4 35 4242
AJIPHALE &) , ITAE P MEEERIRFE TR EF (FFEFPFIEF
18 FIR/ANIR 525 3242 69 IPxu k) | BP &K DHCP Requestdh L, ZIR L P &,
GAGE PR IPRCE AR 5 25 6947 R (BPIR £ 35 IP3#edk) o



> B3 MESH, @) jm| Requesxﬂ

AN

DHCPRRSS =RaaIRIER FHI%E 1 B CRRHAuEnr 2457

M DHCP RequestZ ) #5348 L (B #91P&255. 255. 255.255) , VIME#e Lé‘ni']
AW A FTA GDHCPIR 555 0 2%, RANKHE AT LM XANIRSGZ
a9 IPHu A, 128 AL LA & AFBLE Z IPHAE PTVA, /f';T:DHCP
Requestdk L 175 751% 0. 0. 0. 0VE 4 R I PX Ak,

m DHCPIR 4 B2 KRG, R EAML P WM A BIFRT B, AHLE
A A GMEP, e FARAEP, W48 9DHCPIR 25 & BUH AT HA 49 |PH
AR, FERG EIPRAEVAR T T —ANIPALHE K,

B AL P AYDHCPIR 422, 232 EDHCP ACKIR L, 1EH &G 89510,



> B3 MESH, @) jm| Requesxﬂ

AN

DHCPRRSS 2R AAANE=Z PR T B CATRHAIIES4Y?

B DHCP Requestif L b & 40912 .8 (E4)
> Z 3 HIMACHY 3 ; — RIPEFTEE

> Z g iE K 89 TP Hb 3k } ;EEEEFW-L ;_ij(
> B miE kA S L (FREHSE) BHIER

VA LAZ 8 R & P AL % & MDHCPAR 4 25 6913 8-




> g3 M4, &) | Req“eSt>ﬂ

AN

DHCPRRSS =RaaIRIER FHI%E 1 B CRRHAuEnr 2457

B DHCP RequestifR L & = égxbhtfz B (E.25)
> ZHEEE: FEme (P, 68) . BEssE (RE#, 67) ;
> W% Ew#: JRIP (0.0.0.0) . HHIP (255.255. 255. 255)
> BAEEH EEH: JEMAC (FF HLMAC) | B BIMAC (Ff—ff—ff—ff—ff-ff)

A LA 8 R TR LA



> |o]§n4 .

Z P ARHEFF AR FADHCPARSS 2SR (HLATI PithIE?

ACK3R 3L =

ZPFPH ° DHCPAR =%

SETHTEHKFE (R AHAR) BAEKFHEKL




R | ACK
> |o)Eid: 4_1, <

Z AR EFF A DHCPARSS EE2(H AT Pitbit ?
B DHCPJR 4 223104 5| & P HL K £ 4YDHCP Requestih L /&, &K H#AI0II,
BPDHCP ACK#R 3,

B DHCP ACKIR L+ &4 7T : REBRELZ PFAIEYIPH AL, B F HLEIMACH
W (R BECAY IPHAE R “253E469” ) . DHCPAR 52249 IPsht (£ BH
“IEZAES” ) L IPHLLLAY AL Fufl 2 B4 8L,

B DHCPACKIR L9 #7 LTF W




W43 47 : DHCP ACKIRSE - HI=E | ACKk =

=R _

IEMAC: BR55aEMAC HEIMAC: &EFixnMAC
No. Source Destination Protocol Info
i 82 ©0.0.0.90 255.255.255.255 DHCEP DHCP Discover - Transacti
’ 83 192.168.100,1 192.168.100.202 DHCP DHCP Offer - Transacti
: 85 ©.0.9.06 255.:258.:255.255 DHCP DHCP Request - Transacti
|5 86 192.168.100,1 192.168.100.202 DHCP DHCP ACK - Transacti

<

> Frame 86: 342 bytes$ on wire (2736 bits), 342 bytes captured (2736 bits)
> Ethernet II, Src: ©8:00:27:¢1:97:81, Dst: 54:89:98:13:0a:28

» Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.1600.202

> User Datagram Protocol, Src Port:; 67, Dst Port: 68 l

v Dynamic Host Configuration Protocol (ACK)

i BIP: BR%535IP BrIP: EZDELEEPimiIP
HXAER R BisO: 67 (BREERiH)

HiViwmO: 68 (ZFim)




HEL434T: DHCP ACKIRST - A=A |  Ack =

v Dynamic Host Configuration Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (©x01)

:zggvsage address length: 6 ACK?&&E@WEEOHGr*&j*H{&

Transaction ID: ©x0600503f

Seconds elapsed: 8

Bootp flags: @xeeee (Unicast)

Client IP address: ©.0.0.0

Your (client) IP address: 192.168.100.202 — ,HEZ A4 FimEYIPH#bE

Next server IP address: ©.0.0.0

Relay agent IP address: ©.6.0.0

Client MAC address: 54:89:98:13:0a:28 ———  FRBAACKHR B B9 Z&= P im B MAC Hb 1iE
Client hardware address padding: 00©080000000000000000

Server host name not given

Boot file name not given g y

Magic cookie: DHCP DHCP/I%:L‘.\?SE:

Option: (53) DHCP Message Type

Option: (54) DHCP Server Identifier (192.168.1e0.1) —» DHCPBRZEFRIR

Option: (51) IP Address Lease Time

Option: (1) Subnet Mask (255.255.255.0) } —_— ﬂﬁ%%;&{ggﬁg):gﬁ‘ﬁE’g;ﬁ\:f@@ﬂﬁ{g%\
Option: (3) Router

Option: (255) End




> EIE4:  (MESH, id) o B

Z P ARHEFF AR FADHCPARSS 2SR (HLATI PithIE?

B %P AUKCEIDHCP ACKIR LG, R G T IAAERE A T IPHAET ?
m DHCP'Z F #Uik #|DHCPACKE L5 69 3h 1k

» Client Xt T LB M & S 8t AT s & M Anit 3k, Flandbt & F Cd %) B,
WERFAWHHIEEZH ML FEMEN S FH, NClient4 & #EDECLINER X
(LIRS BZHA e A) , KE&E— Fi | /5= EDHCPR A it




L

> og4: e S, 4id) i_l( ACK

Z P ARHEFF AR FADHCPARSS 2SR (HLATI PithIE?

W DHCP ACKAR L& 3f *F 69 #hb A3 &
> ZEEwEHE: FEimE (67) . HEUmE (68) ;
> W% EEH: FIP (REZWIP) . BEWIP CELZ B4 E F ALKIP)
> BAREEE B E I JRMAC (R 4-&MAC) . EBIMAC (& 7 HLEIMAC)



> [a]gn5.

DHCPEF#3XEIPE, LUSDHCPERHEXREFIEaEY, WS
DHCPRRSSEEELAEK?

B DHCPE FALE R RXR EHAR CHEITHRE A IPHE, XL W& K

— e fa M,
L] Vx}éDHCP%\Fﬁmﬁrzj\ﬁ%ﬁg‘}% BT, ANE Z B A ZDHCP discover &
WA 8T, T2 I RZEOSA—RITHDBELEY IPH AL 4DHCP Requestid sk
4?%0

B LDHCPIR £ Bk 3| X —13 8.5, T4 EiAiEDHCPE F huak £ 4% B R ka9 IP
Wik, F B2 —/DHCP ACK#iik/Z &,




> [a]gn5.

DHCPEF#H35BIPfS, LUSDHCPEFHIEREFHENT, oS
DHCPARSS2E8ELE?

B e P IPRAL O TR BL4 B R 69DHCP A P AuiE Bl BT (Eb4m b [Pt
SELY L CDHCPE FAUE R, SAEBAZXF AR L4FH ) , RDHCP
AR %5 25 454DHCP & F AL & —/DHCP nack & A1z &

B %2k 49DHCPE P AL 2] BbDHCP nack & A4z &5, C LN Z 47 R %
DHCP discover & B4z & k375 K #7189 IPHu AL,




JL

v DHCPF

02k (DHCP Relay)

STEHTEHKE (R& 8 AHR) BAHKFHEK



DHCPHr4k

ST A FRIDHCPHRER?

B 3 TDHCPE F 3# £ K B IPuhb i, £l ) #6757 X R E IR L 49, [ LDHCP
I — A FB R (—A T #R) Wi,

SW

WE—TNERXRAIH ZA IR A

SN, RBEREF

T — A~ R % M #R 2R & — 6 DHCPIR

& A X 4% 4 48 DHOPAR - B a9 =

X JIDHCP % 4* (DHCP Relay) *T
VARE B iX — 9] AR

m 1=

DHCP Server

.,
M (Bp
R%E
%,
X%,




DHCP Hrgk

> IPHEYERNX -

Host-1: 192.168.0.1~192.168.0.100 /24
Host-2: 192.168.1.1~192.168.1.100 /24
Host-3: 192.168.2.1~192.168.2.100 /24
Host-4: 192.168.3.1~192.168.3.100 /24
Host-5: 192.168.4.1~192.168.4.100 /24
Host-6: 192.168.5.1~192.168.5.100 /24
Host-7: 192.168.6.1~192.168.6.100 /24
Host-8: 192.168.7.1~192.168.7.100 /24

DHCPRR%ES: 192.168.100.1 /24
A: PCORBRTARIEIVLAN

R-1

-

? |
° | I
F< 2N F< 2N y< 2N £
Rs-1 RS-2 RS-3 RS-4

< 3\
s

DHCPRR %5

% £ £5A
SW-1 SW-2 sw-3 swal

TELE LT

el

Host-1 Host-2 Host-3 Host-4  Host-5 Host-6  Host-7 Host-8

jo)@i: Host-14 HRYDHCP Discover
(ZIHRIT) BEMGHEURE ?

SEEFTEHKFE (ME&RAHR) BAAKFHEK



DHCP Hrgk

qn{a] i FADHC Pk
m A TELSRAARIKFR —SDHCPIR - ZREIR %, & 2EHENTREA
(Bp&E—/ANT #%337) BLE —/\DHCP 2 GE ¥ BLE A B HMLE) .
m DHCPF 4% E B2 & A DHCPAR 525 49 IP#u bt 42 B, , i@ iEDHCP Y Z¥ AR %, 5DHCP
IR %25 AN A2 B —-F W 69DHCP & 7 57 = A8 i3 DHCP w 4% 5 H 4k B £% 49DHCP AR
% %181z, 1£1FDHCPE F sm At %% B 31 3k I 2] IPX Ak,



DHCP Hrgk

> DHCPHARIEL E =545 (4£Hs5700)
[RS-1] dhcp enable EVLAN10RYFE O g

[RS-1] interface vlanif 10 il EDHCPH 4%
[RS-1-VIanif10] dhcp select relay

[RS-1-VIanif10] dhcp relay server-ip 192.168.100.1
[RS-1-Vlanif10] quit

R-3

R
s

|
R - A
) -
== DHCPRR &%

[RS-1] interface vlanif 11

[RS-1-Vlanif11] dhcp select relay @ - 2% swa% sws (R
[RS-1-Vlanif11] dhcp relay server-ip 192.168.100.1 rl \T rl \T ’_1 \T rl \T 192.168.100.1
[RS-1-Vlanif11] quit gj gj E] E] E]
%‘l’;("j'%/l\FHFVLAN E Host-1 Host-2 Host3 Host4 Host-5 Host-6 Host-7 Host-8
. - " lan1 lan11
7 3 ALBR B DHCP . vian0 vian

7£RS-1~RS-4_Lfit E DHCPH 4



DHCP RelayfYT{Eid*

HD

ZFPH (A)

DHCP Discover

DHCP Relay (B)

DHCP Discover

KRIEFIN? WICEABHAL?

DHCP Offer

DHCPARS= (C)

RIEF? WOICERBHIIL?

DHCP Offer

KRIEFIN? ICE ABHAL?

DHCP Ruquest

RIEF? ROICEFRBHIIL?

DHCP Request

DHCP ACK




B 854 DHCP Relayf) T{EiTFE

R-1
Host-13% BXIP 1t i 3
Er, FOQINE
= a8
RS-5
VIanif10 SVI: |
A =N
192.168.0.254 e < I E
| DHCPERSEE

sw-3 N sw4RE  192.168.100.1

vlan10 Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8

Host-13kEX192.168.0.1~192.168.0.1004 gy IPith it

SEEFTEHKFE (ME&RAHR) BAAKFHEK



B i85 1FDHCP Relayfd T{EiFE

1. Host—1% $DHCPDISCOVER) 4448 X, %4k LT
)35 42 F = B K R AURS—1 49DHCP 4  (Bp

Host-1 —— DHCP gk (RS-1) vlanif10) .
Ha. Time . Source Destination Frotocal Length Info
@ = 3 3.525088 B.8.8.6 255.255.255_255 DHCP 414 DHCP Discover -
i 4 3.619088 192.168.188.1 192.168.8.1 DHCP 346 DHCP Offer =
L 7 5.52208088 B.8.8.0 255_.255.255_3255 DHCP 414 DHCP Request -
8 5.584008 192.168.188.1 192.168.8.1 DHCP 346 DHCP ACK =

Vlanif10 & #iX & —ADISCOVERIR L, #RI%EE
72 [} AL & G9DHCPAR 4 55 sb ik, B4R L EH73¢

¥ 5 RAADHCPAR 428 (44 L) , A it

DHCP % (RS-1) «— DHCPBR$ 2 o o ARSCF EL4 % P FMAGHS o 4 8 | P
Ha. Time_ Siu_rE__ - Destination Pru:utu:u_u:u:ul Length  Infa
s 6.489000 192.168.8.254 192.1686.1686.1 DHCP A41¢ DHCP Discover -
@ 5] 6.5528680 192.168.188.1 192 .1e8.8.254 DHCP 342 DHCP Offer =
9 8.4558680 192.168.68.254 192 .166.106.1 DHCP 418 DHCP Request -
18 8.562800 192 .168.186.1 192 .168.68.254 DHCP 342 DHCP ACK =
Vlanif10: 192.168.0.254 DHCPARS25: 192.168.100.1 Host-13£EXIP: 192.168.0.1

SETHTEHKFE (R AHAR) BAEKFHEKL



B i85 1FDHCP Relayfd T{EiFE

4. DHCPW ZB ML 2| IR 4 35 K Bl 6gofferh LG, 4R
AR A 69 B P SHMACAR FIT 5 BL 69 I Pk, st

Host-1 «—— DHCP ®4 (RS-1) offerdi L EHM /G, KLEFim (Fi6)

-~

Ha. Time Source Destination Frotocal Length Info
@ = 3 3.525088 8.8.8.6 255_.255_255_3255 DHCP 414 DHCP Discover -
i 4 3.619088 192.168.188.1 192.168.8.1 DHCP 346 DHCP Offer =
L 7 5.52208088 B.8.8.0 255_.255.255_3255 DHCP 414 DHCP Request -
8 5.584008 192.168.188.1 192.168.8.1 DHCP 346 DHCP ACK =

DHCPJR % 28 ML 2] #9discoverdR L P H IR T
DHCP P 2k &9 IPXo bt Fo B P 57 69MACHL AL, R 5

) DHCP v 2k X Hofferdh L (AWM L) , K
B 2R | PR A e B BT

DHCP #44 (RS-1) «—— DHCPBR% =5

Ha. Time Source Destination Frotocaol Length  Infa
5 6.489000  192.168.9.254 192.168.100.1 DHCP 410 DHCP Discover -
@ || s 6.552000  192.168.100.1 192.168.08.254 DHCP 342 DHCP Offer -
g §.455000  192.168.0.254 192.168.100.1 DHCP 410 DHCP Request -
18 B8.502008  192.168.100.1 192.168.0.254 DHCP 342 DHCP ACK .

Vlanif10:

192.168.0.254

SETHTEHKFE (R AHAR) BAEKFHEKL

DHCPBAR 588 : 192.168.100.1

Host-13xBXIP: 192.168.0.1



B i85 1FDHCP Relayfd T{EiFE

Host 1ﬁﬂjrequest«ﬁi( A B A9 L
TEF) , JRBRL, ZRLTIEXZT=E

Host-1 «— DHCP &% (RS-1) )u}ﬁ&imRs @9DHCP+ 4% (BPvlanif10) o
Ha. Time . Source Destination Frotocal Length Info
@ = 3 3.525088 8.8.8.6 255_.255_255_3255 DHCP 414 DHCP Discover -
3.619088 192.168.188.1 192.168.8.1 DHCP 346 DHCP Offer =
L 7 5.52208088 B.08.8.0 255_255.255_255 DHCP 414 DHCP Request -
8 5.584008 192.168.188.1 192.168.8.1 DHCP 346 DHCP ACK =

Vlianif10 & X Z — A requestik X, #HIEE
Eﬁﬁﬁ%m@%%”%ﬂ Y% 4R L F A3

)5 K ADHCPIR 435 (34 L) , A3fit

DHCP 4 (RS-1) «—— DHCPHR %538 o B BT P A P SAMACK b 44 1P

Time Source Destination Frotocaol Length  Infa
5 6.489000  192.168.9.254 192.168.160.1 DHCP 410 DHCP Discover -
@ | 6.552000  192.168.100.1 192.168.08.254 DHCP 342 DHCP Offer -
§.455000  192.168.0.254 192.168.100.1 DHCP 410 DHCP Request -
8.502000  192.168.100.1 192.168.0.254 DHCP 342 DHCP ACK .
Vlanif10: 192.168.0.254 DHCPHRS585: 192.168.100.1 Host-13£BWUP: 192.168.0.1

>>/El—fi]qj[é§5k%é << REZY5A) H%{i#\» 17%7&9‘f(f“//ﬂ<<



B i85 1FDHCP Relayfd T{EiFE

8. DHCP 2Kk 2[R %25 A & 69ACKIR L5, #R4B
RSP 89 E P 5AMACA= BT 4 BL 649 | PXu ik, XFACK

Host-1 «—— DHCP &4 (RS-1) WML EHHES, RLEFsH (E4)
Ha. Time . Source Destination Frotocal Length Info
@ = 3 3.525088 8.8.8.6 255_.255_255_3255 DHCP 414 DHCP Discover -
i 4 3.619088 192.168.188.1 192.168.8.1 DHCP 346 DHCP Offer =
L 7 5.52208088 B.8.8.0 255_.255.255_3255 DHCP 414 DHCP Request -
8 5.584008 192.168.188.1 192.168.8.1 DHCP 346 DHCP ACK =

7. DHCPAR %23 MK B 89requestR L P I T
DHCP P 2k &9 IPXo bt Fo & P 57 69MACHL AL, R 5

15)DHCP P 4% X =IACKIR L (FIFM L) , 4R L

DHCP &4 (RS-1) «—— DHCPHR% 2 B 249 | PR b e B BT

Ha. Time_ Siu_rE__ - Destination Pru:utu:u_u:u:ul Length  Infa
s G.489800 192 .168.8.254 192 .168.168.1 DHCP 416 DHCP Discover -
@ 5] 6.5528680 192.168.188.1 192 .1e8.8.254 DHCP 342 DHCP Offer =
9 8.4558680 192.168.68.254 192 .166.106.1 DHCP 418 DHCP Request -
18 8.562800 192 .168.186.1 192 .168.68.254 DHCP 342 DHCP ACK =
Vlanif10: 192.168.0.254 DHCPARSS2S: 192.168.100.1 Host-13£EXIP: 192.168.0.1

SETHTEHKFE (R AHAR) BAEKFHEKL




DHCP RelayBY T {Eid7

e (BXDHCP & 7 o B B U 2 4R 50

ZRPH (A

DHCP Discover (J3%)

DHCP Relay (B)

DHCP Discover (E#i%)

DHCP Offer (#3#%)

DHCPARSSzE (C)

DHCP Offer (H3#%)

DHCP Ruquest (J7#%)

DHCP Request (#3%)

DHCP ACK (%)

DHCP ACK (Ei#%)




DHCP shgtt e

DHCPHZ4AAY T {E4F =

B DHCPE 7 5% i@ i3 DHCP # 4% 41X, 3¥ JADHCP/R 5~ %2 ) #h 3K B IP#b Wb it A2 5 A 42
MDHCPIR %25 B s 3R B Pk 6 id AR AR KL, ARE 225 K., =4, &
P af A AN

B PHREARZAYE NP AKREAE, R 74 ADHCPE F 3% 5DHCPIR % %
Z 18 & B89 3H K Ao o B4R L




DHCP shgtt e

DHCPHZ4AAY T {E4F =

B DHCPE F 3% &R 15 KR L (A # R LA X)) , DHCP ¥ 4Kk 2124k L &
#H#E (BIP: DHCPF 25 I1P, B &IP: JREEIP) &, UE#HH X Li#£ES
ey, 2 FH e RNE LADHCPAR %25 o

RSG5 BARBEIF KR REAEZE, FREGMALHFEGH X, K%
DHCP ¥ 4%, #KJ& A-iB iIDHCP & 2k 5B B 42 AR WK P 3%, T3 E P 3%
M SHLE



O DHCPH 4 Z 5143 47

SEEFTEHKFE (ME&RAHR) BAAKFHEK




O DHCPHR 4 315

R-2
GEO0/0/0: 10.0.0.2/30
GEO0/0/1: 10.0.3.1/30

R-1

GEO0/0/0: 10.0.0.1/30
GEO0/0/1: 10.0.1.1/30
GEO0/0/2: 10.0.2.1/30

RS-1 y
Vianif10: 192.168.0.254/24 = _--Rs-3

Vlanif11: 192.168.1.254/24
Vlanif100: 10.0.1.2/30

VIanif100: 10.0.3.2/30
VIanif200: 192.168.100.254/24

RS-2 GE 0/0/1 GE 0/0/1 |
Vlanif12: 192.168.2.254/24 GE 0/01 T G
Vlanif13: 192.168.3.254/24
Vlanif100: 10.0.2.2/30 —
SW-1 SW-2 @ Ethemet 0/0/
Hhemelin Eihemetone Ethemet 0/0/1 Ethemnet 0/0/2
/
g i = rg‘ DHCP
PCA1 PC2 PC3 PC4 VIan200
vlan10 vian11 vian12 vlan13 192.168.100.1

SITEPESLKF (RMap AER) B m?




h . DHCPZ %
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