(R%BHRER &54) / 2% 07: i@id SNWP W45 F %% 415 &

SIS 3@iY SNMP i MRS S S

—. THEN
FERTTH SEI0 K FEAl b, R DX A R S5 4% . 48 B B B8R AL B SNMP, ZR 5 I X 1 A

IN— &G BN AT SEARTHENARED), %23 net-snmp HOfF, Gl SNMP i 428 el [X 1 Py #1055
e B A 4 e (AR DA I

—. XEs
L. %42 SNMP 0 Tk 5, @'
2. HIE SNMP W n4s 2nl & ; @

=. TR A

1. SNMP
PY. SRIOALXI ﬁff

1. M5B FMILR
= =

-

£
St s (520 Scle
: &3 £ '
A-AP-1 ‘ AW B'Sw'l- ‘ B-AP-1
Il [N
R o S 1o
o -~
B ww mNE)
DNS DHCP  AC1 STA1 Phone-1 A-C-1  AC2 BC1 BC2 STA2 Phone-2

K1 seie-E i g dh T )

A>D 21 B4 RE R
L 45 L it Ao e 0 i
1 A-C-1. A-C-2 FP ML PC AP
2 B-C-1. B-C-2 ML PC B XH
3 STA-1. STA-2 Feah i STA 2z
4 Phone-1. Phone-2 ¥ 5h & i Cellphone B P
5 A-SW-1, B-SW-1 ZRAEHL $3700 PRl S NE T
6 A-RS-1. B-RS-1 =R AL S5700 FH P DX SR A 4L
7 O-R-1. O-R-2 10 R 2% AR2220 0 DX At e 2%

FRTEAAFEEBAFER | ERNEAHFAN .
F1W
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8 S-RS-1. S-RS-2 ZRATHHL S5700 Bl LI TR A AL
9 S-RS-3. S-RS-4 ZRAEHNL S5700 B DAL
10 A-AP-1. B-AP-1 TN (AP) AP3030 e NB B 3
11 AC-1 oLk i 25 AC6605 FITF AP [ LRI B
12 DNS Master DNS 55 #% REABLEAN I DNS Jik 4%
13 DNS Slave DNS % %% REBLEN f# DNS fiR%5#%
14 NTP-1 i ] Al 55 2% iZPVIREIN E ) IR 25 2

15 NTP-2 B [ IR 5 2% REBLEN IS T R 45 4
16 Host-M B A H SR TR

| QIL)ZD |

(DT 75 2 B 22 2% net-snmp B4, K11 Host-M {3 F A SEAR THEALECE VirtualBox
REFAAL -
(2) AHspAHHHEHLET Cloud 2\ eNSP (1 BN %5 .

2. AN, VLAN 181

WItEXK:

(1) ARSI R F T3 1 K14 VLAN

(2) P ENL CHZ) VLAN #it: % —4 VLANID JH A 25 G Wifi+1 ke L. filin
2021181001, HE 14~ VLAN ) ID & 2, Ja i VLANYK M 1, Bl VLAN3, VLAN 4-----

G)&ﬁ%ﬁ(%%)WAN&H:%*¢WAND%EE%#%EW&H%%%X0W
412021181001, H55 1 4~ VLAN ) ID 52 200/ J51H) VLAN AR00 1, Bl VLAN 202, VLAN203 -+

(4) L& 0k H 2.4GHz 1\ SGHz # MREHE NS, 439l J& T AN[E VLAN;

(5) HAth VLAN #&it: =EREIE06 VLAN, AP i@ VLAN 2, h2ed |iTikit.

3, IPIBIRRIT

WIHEK:

(1D AP ENAE LA ) 1P bl veTh: #0R 192.AB.%, b, A ST 5 WREHAL,
B WK T TS5 a Wit /AN T T 25 EWA+S, * SRRz E b5 E . flink=
(2021181002 W LA FH i IP Huhk VG & 192.2.2.0~192.2.7.255. ¥itF /2 0L 1P Mk sk
R RS

TERG M B BRI Gt , A5 FH A B s — AN SRR L

(2) %548 1P bk v it #5302 172.16.A%, Hp, A ST ESMREWAL, *FRomizi il
BS54 %2 . Host-M [ 1P bt B T AR 5583 1P dhbtTEFE .

(3) BgEE O 1P Huhb it B 0 1P bk =02 10.0.A%. H, A ETESHREMH
B, *FoREGABUE R LA E.

(4 FrEMEE%E AREEEHSE. —EX#HIE) KEHE 1P, KA 10.10.A.%/24 MEBH ]
IP Hibk, A NFEAARNZESHIEHEOL

(5) HoAth 1P HuhE T e A .

4, BEBRFRMNX
A 5256 % F OSPFE i3,
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h. KBRS RITD

ARSI 3 MES, AR TE R BOT7E S YR bR 292 00 52 PR 5 0 H A A
AR 21 95 10 S I O 2 1 W R LT 4T 4
I (£ aBEXNPREABENFARIEMEE

(1) YL FNE eNSP H356 2 il [X ¥ 5
(2) @il VirtualBox GBI, FEEEN RSN, 1EN Host-M;
(3) I AW EHIE;

(3R7R] A S £ i T S 96 AR B Ak b S e o

2, 57 BEDXMPSMNBIRSEEIR IP HSLIMEBBIIA

(1) HE& . = ZAHURC S E 2 P Hhlik;
(2) BCE OSPF, ANl (Host-M) TJ LA ping 8% W 4% % % [ 2 [P Huhik;

3. %= ARGEEDIRSES FBCE SNMP RS

B3 ENLL AN & 4F SNMP JR55, Tl #iais 3. MRS AR NI ARS 28 (i1 DNS
Master, %% CentOS8 #:1E R24t) b3 INLE SNMP ] 55y 20 BRALHE:

D
[$275]1 CentOS R4 1¥) DNS At & {5 /&AL /etc/resolv.conf LA H .
#vi /etc/resolv.conf (i vi #r4-4m%E resolv.conf 3CF)

# Generated by NetworkManager
# No nameservers found; try putting DNS servers into your
# ifcfg files in /etc/sysconfig/network-scripts like so:

nameserver 114.114.114.114 // MALESIn DNS /5 B
nameserver 8.8.8.8 [/ 2 & DNS RS 415 R
H A B AR AE R

(2). 224t SNMP RS4A1E

fi ] SNMP 55, 75 25 22k SNMP iR 55 O AH <4144
CentOS N HE RedHat R fhi$E it T net-snmp ) — b 6. FRATTLAEFZ MR B 23 . &
BB AR T net-snmp 2 4F, IEFH net-snmp-utils, net-snmp-libs 5. 2 U1F:

# yum -y install net-snmp-libs net-snmp net-snmp-utils net-snmp-devel net-

snmp-perl

ER
1. net-snmp-devel & # 7 f A net—snmp—config, net-snmp-utils & % 7 & H

AEFESASEARALRE | ERARAK
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snmpwalk o
WA LR, WERAZRENEOIRE, W 2, 2R5EMEFEH “Complete” F£F.

cl# yum -y install net-snmp net-snmp—libs net-snmp-—utils net-snmp-dev

2 223k SNMP R 4% 44

(3) BERLITHEY SNMP BcE {4

SNMP k45 B BC & 15 B AL /ete/snmp/snmpd.conf SCAEHR, 75 ZEx SO BEAT B B0 B 561X
BHFEAAFR, IR U7 A BT SRR .
w547 I snmpd.conf SCAF

# vi /etc/snmp/snmpd.conf

QN E SNMP AR %% 13 [Fl A 44 F1
FERCE R BN 3 A2

#+ First, map the community name "p

P8 : Linux vi P ERFH N W 7%

R vi BB RER XM, FERLERE, WERIAAFEERNANAR., X,

FERERSRAAEE. FEWT:

1. AKX T8N “/FHE”7 , Flar/conmunity F &K “community”s

2. WREHRT—, % “n” B,

“community” T4 RIFRIR\SNMP LAk, H N RFERAME, BRIMER “public”, RRAML
) SNMP 3t [] /4 4 FR 42 piiblice

“source” Fn KEAIERIIKRIE, RIRVFUEMNAYERE R IEEE, HEOAEL
“default”, R~ DEATEFEHLHEATE Y KA.

ER:

1. ZESWP vl fRASF, BIANT ERANEA, EHTHEERERER, LM H T
WREWMEREK LK, EHib, BERGRLHRBERAREC T HENFHE, B—FHEL4L
#i. Blan, ¥ “community” FE T ®EH public & # xuchenggang, N|%& A 7E i 3
snmp K EH W IF R L& HE L8, LA AmE 1z L FRNE;

2. & “source” W, RAFHEMERE#RTRELZENRE, W2 — Lok,
Blim, ¥ “source” FE T WM default B A 192. 168. 31. 100, &7 R L ¥F % B IP
A HY snmp &K, A REAE AT U R M IR A

3. SNWP v2 JRAMAFERE ALK vl RAZAHEH, v3 EANEMMEHNF ZH L4,

@ @InAT U aE BT A

Yk SEAE snmpd.conf X R FIE] 4 Fron Ngs, FREID “. 17 U5 R, R AT Vs R 2

OID fE . 1. [0t RiAE 2., AT 0wl 7 i) 45 B B9 At
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a

A

el EIRBCE R, A [Esc)] SR M MHIRGS, WRJERCE XA “: wq”, s
%, RAFECE IR H .

Kl 4 {ﬁbDTvﬁlﬂﬂ1 SYIREP

ERE: SNMP #, MIB (BEE R E) EMFE X, WAW “subtree” FEE, AKkEXT
D la Bl (BRlEE2]) MR &EET A, BlinE X H.1.3.6, Bk~ REE% 17 1.3.6. %
B9 OID ¢ 5L V15 K o

(4) ZRFEEMHNE

SNMP [#)37 [] J& & UDP #18, 385t 161 30, CentOS Z 48 BRI 23 1 K bk
Firewall [ k8%, BRINFEOL T, B kBG451E SNMP (95 . Ak, SEAES2EL SNMP [, 75 %
FERT K5 E BB VRN o

BT firewall By KEEEAER J%, DRIL, ASCEG {3 A IPTables Pk dl, H AL IRINT
O£ Firewall B k3% .
HHT7E CentOS Rt BRIA 235 1B K3 N Firewall B & Jo b G by KB ph o8, 75 B4k IR &R
G E TP kg, FEAmLWR.
# systemctl stop firewalld
//Z£ 1k Firewall Bij k5%
# systemctl disable firewalld.service
[/251EFFHLE S Firewall [ k55

# systemctl status firewalld
//E%E Firewall B kHRAS

A8 I A B K IR, Pz KSR SRR, I 5 Bos.

L at

5 #¥%F Firewall B kRPIRES

@225 [PTables [ K 1
N A% 2%k TPTables [ K H5% M2 B KRS HR %S, FE U R.

# yum install iptables iptables-services
[/ N2 3 IPTables [ k45 & ik 55
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ZRWIG, Rasmtiitn, LA 6.

Running transaction
Updating . iptables-1.4.21-18.2.el17_4.x86_b64
Installing : iptables-serwvices-1.4.21-18.2.el7_4.x86_64
Cleanup : iptables-1.4.21-13.el17.x86_64
Uerifying : iptables-1.4.21-18.2.el7_4.x86_6b4
Verifying : iptables-services-1.4.21-18.Z2.el7_4.x86_b4
Uerifying : iptables-1.4.21-13.el17.x86_64

Installed:
iptables-services.x86_64 8:1.4.21-18.2.el17_4

Updated:
iptables.xB86_64 B:1.4.21-18.2.e17_4

Comp letet
[root@localhost sysconfigl#

B 6 AIhZedE iptables [y k%

OBCE T KK, IR KL
24 4T iptables 5, 7E /etc/sysconfig H 3 H1 234 i iptables SCAF, gm0 | & E
iptables 7 KRNI o ZEHCE W1 R AR
# vi /etc/sysconfig/iptables
//#TFF IPTables [ ki BB & S A4
-A INPUT -p udp -m state --state NEW -m udp —-dport 161 -j ACCEPT
[/5Im 161 sy 138 5 B < 3 FR) A )
-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
[/ ISR VE 80 i I 8 1 iy ki iy 1
BB IE B OIS R 7 firos o B DN 58 R, e B B OO RN ¢ wq”, Rl e,
TRAFHRI FF R Y

> RELATED, ESTABLISHED —3j ACCEPT

K 7 1 iptables Bl KIsEC E SCAF A A L

ER: KA, W7, SN RER.
(5) BRI
2 PRI E 2, FHEEFAAKRS, i SNMP %/ im e B AR, Bk T,

# systemctl restart snmpd.service //= 5 SNMP Ji45

# systemctl enable snmpd.service //EEE SNMP k45 FFHLJE 30

# systemctl restart iptables.service //E )5 IPTables [ k1%

# systemctl enable iptables.service //BLE IPTables [ kB5FFHLJA 2

23 BRI R, SER CentOS 8 240 RE AL ML SNMP ARSSHCE .
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4, EF00: EBEN, Host-M LIEIE (RE) RESBIER
AAESS 5 ZALE BN Host-M (AR ISR THSEHLACE: . 2% Windows10) | 2¢%& NET-SNMP
B, Iz AT SNMP iR, WM SRBUR IR S as H fE B, EEDRASE.
(1) THEHFHZLZE Net-SNMP
AL Net-SNMP & J5 (3 http://www.net-snmp.org (LI 8) T HIRG 22 net-snmp-

5.6.1.1-1.x86. th AT MASURFEM 3 1 F 2K
<« => C @ @ www.net-snmp.org

Net-SNMP

! About

\ - News

i - History

- Change Log

| - License

| Download

| Tutorials

! Documentation

i Wik

+ Support

| Development |
| Related Info/SW !

& 8 M net-snmp B MW _E FEKIRY:
RPESEIR, TEARHSEARL b 58 B¢ 2% Net-SNMP 3K, LK 9. 10.

(@ Net-SNMP 5.6.1.1 Setup = x (37 Net-SNMP 5.6.1.1 Setup = X
Choose Components -

Welcome_ to the Net-SNMP 5.6.1.1 Choose which features of Net-SNMP 5.6. 1.1 you want to install. (J,
Setup Wizard
This wizard will guide you through the installation of Check the companents you want to install and uncheck the components you don't want to
Net-SNMP 5.6.1.1. install. Click Next to continue,
Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update -
relevant system files without having to reboot your Select components to install: . PESUIDhDH

computer.

- [ Net-SNMP Agent Sery
U Standard agent
-[_] with Windows Ex
Met-SMMP Trap Servic|
Perl SNMP Modules
i-[] Development files
*..[] Encryption support {C

Click Mext to continue.

Space required: 13.1MB

< >

Cancel < Back Cancel
K9 JRiE 223t net—snmp & 10 %FE net—snmp 2044

(2) {BF-NerSNMP IRIAEHITEE R &

W Windows I 24753, X CentOS RGBT HE KA, HAAEIES BT,

FE—B FIARRSAENLE LE1T] BP, M “emd”, BIZFIEAT, FTHAHENLG 4
(e NIP

F AT RN N4

snmpwalk -v 2¢ -¢ [FE[F4E4] [IP #iik] [OID]

I 42 it Net-SNMP T H i s 4% EHLRIE T —/> SNMP ifKk, Hi,
Snmpwalk: AN, FRaxih RIFIYE 2 &4+ OID E xRS &
-v2c: KA SNMP v2 A
(LAY ol W% E P IE AR 42 K
[P Hbtik]: FRonpi s EALR 1P Hhudilk;

[OID]: F/REFREU(E S XM OID {H.

NN NN

AE P EHAFEERAFR
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B, fANfr4  snmpwalk -v 2¢ -¢ My Cacti  192.168.31.50 .1.3.6.1.4.1.2021.4
Hp: “My_Cacti” Fontiiinds i & 3L ALK, L IP Hilib2 192.168.31.50, EEALEIR
U2 OIDfE N “.1.3.6.1.4.1.2021.4” (B R, BIERIUANFMHEKRERE . Ha R LK 11.

MP-MIB
P-MIB::

11 J83 net—snmp FRECP M EHLI A A-H A5 2

] LS snmpget iy 2 3REUHE A5 B, BIWEREL A A7 2 KD, TLE 12,

12 3 net—snmp SR T2 ML T AR

EE:
. @A FH OID AT UL BBk W &,
2. Windows 1 R %M Linux #1E R R4 XA E X8 OID B Gk FHFE, g E
EE;
3. snmpwalk Xt OID E & 7, Flan XA OIDME TEA N AT &, MRKEFH X N A
% B B9E; snmpget A B EKH OID WM, EF T OIDEE— A FH EWER. #
to, ¥ 12-2-15 M 443117 % ik snmpget, N4 R HALEIR, LE 13,

13 f# 1 snmpget iy il AR5 w45 R

F= 2 OID {E=)

OID {8 i EHRERSR
4.3.6M02.1.1.1.0 PFWRAGEAFE Linux / Windows
1:36.1.2.1.1.3.0 W 1A] Linux / Windows
13.6.1.2.1.2.1.0 W 2% 52 O % H Linux / Windows
1361212213 DX % 2 11 2R Linux / Windows
1361212216 2 O ) 2 Hh ik Linux / Windows
1.3.6.1.2.1.2.2.1.10 OB 73 8 Linux / Windows
13.6.1.2.1.2523.1.4 EEN NN Linux / Windows
13.6.1.2.1.252.3.1.5 (CEE ENEIYE! Linux / Windows

.1.3.6.1.2.1.252.3.1.6

iz, BREREAAHRA SR

Linux / Windows

.1.3.6.1.4.1.2021.11.10.0 ZA%i CPU H4ytk Linux
.1.3.6.1.4.1.2021.11.11.0 23 CPU H 43t Linux
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5. £5h: ERBEHNBIRS FE SNMP HSEREMER &

AAESSAE T DX WA AR & B el e . AL G E SNMP, (A E BEHL AT L SNMP A IX 6 7%
FIREE R

R

1. #X%%&SNWP RES R

F—F: FER systemview #AHENRFZAEKEK.
% _F: snmp-agent community read public

/ /% & — > SNMP Community, £ 1% Community ¥ HE3< # 4L A, HF LAz BUEL SNMP 2 K,
WA public YA FERENERARLR, TERANEMTFHE.

% = %. snmp—agent community write private

//% & —4~ SNMP Community, ¥ f 1% Community ¥ 2 # AL, A4 DLz B SNMP 12
B, A LIEEE N SNMP 8 MIB xf &, LI AR E#HTHE. A public YA FRRE
HERKLHR, TEBNEMFRFE,

Z ¥ . snmp—agent sys—info version all

/R E R AR SNP I, H v, v2e, v3 X 3 AMRA, WERETHE, Tk all,
¥ o B B CFEF R 3 ARG

EH¥. #H display current—configuration #-4 Z Rt EH E,
FonF: FER save #ARFILE .
2. OID f& %

=3 ATHRAL OID {24

OID {1 ik EHEERS
1.3.6.1.2.1.1.1.0 SKINARGIHEAFE B HH /2 AL
13.6.1.2.1.1.3.0 WE A F ] % 1 28/ Bl

6. OZO@ (30)

HUTAE SE6 PR A 7 S 06 5 AR 0 FE 5 HEAH S [r) /88, AR 40 A4 55 1 5€ B 1, B e 225 ) F s
HEATHT %
TS< SLINTRREN DM
1. M OID 18 X
2. B A MIBRFC 1213, R £, BE4HP) OID 1H, MNMHEIEZHRESEEE. BTk
Gre S B A TSt I OID {2 48, #RH 10 /> OID 1, HATIAE, IEIGIFSE RE N T 1IEE:

F5 OID 1# RS IR A PAINASE- S
1.3.6.1.2.1.1.1.0 R RAG ARG B %t A8 /A2 L
1.3.6.1.2.1.1.3.0 W5 3 Ik 1] %t s/ AZ L
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