(Linux B1E R %) % t:

LT E
FEATR: 4F8 2, 0 FH Ih
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1. 1/etc/hosts

ZXrae (RHEWET) EBmENN—NMFx. WRRGEHW
P AEFSHRE, A UERALHE. AT EENENL BT (X
RN, FE1E 3K DNS B NIS W % 4 A1 R 4 % Z #0, /etc/hosts. conf
SRR T R EF I U

/etc/hosts B XE#E R 2 ip Hak £HLE A4,

zhaodongfeng@TeachServer:~$ cat /etc/hosts
127.0.0.1 localhost

127.0.1.1 ubuntu

211.69.44.22 HactcmServer2-2

# The following lines are desirable for IPv6 capable hosts
1 localhost ip6-localhost ip6-loopback

fe00::0 ip6-localnet

f00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

f02::2 ip6-allrouters

1.2 /etc/services

Internet W% K% X, BHHNERF4#HE N mE T/ B
# inetd. telnet. tcpdump fe —HERFER, XFHHE—1T
A=, vEA4NFERAKR, FEA TABXZEELSR, 24%
™ CRF BT, CERm R, CUHNEHRT AR “AlA 7,

/etc/services B A& A -

% s H/3mH KA Al

zhaodongfeng@TeachServer:~$ cat /etc/services |[more
tcpmux 1/tcp # TCP port service multiplexer
echo Tltcp

echo 7/udp

discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users

daytime 13/tcp

daytime 13/udp

netstat 15/tcp

gotd 17/cp quote

ftp 21/tcp

fsp 21/udp fspd

e Z 4
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ssh 22/tcp # SSH Remote Login Protocol

ssh 22/udp
telnet 23/tcp
smtp 25/tcp mail

1.3 /etc/hostname
FHNLME X, ZXHRAE AT, CEXEAINAENL.
/etc/hostname Y SCHFAE A : EHLE o

zhaodongfeng@TeachServer:~$ cat /etc/hostname
TeachServer

1.4 /etc/host. conf
Y R G B B FE DNS B 4% AT A1 /ete/hosts EALFRALF AT,
B % /etc/host. conf # & £ H. % BEREIFF .

zhaodongfeng@TeachServer:~$ cat /etc/host.conf
# The "order" line is only used by old versions of the C library.

order hosts,bind # A R AR 7
multi on #AFEANFE £ A IP ik
nospoof on #250F 1P ik K OR

order &= XEF, XA hosts EARHAAT L MMEE, W
AT REMERE, B R bind LM RS2 (DNS) .

1.5 /etc/nsswitch. conf

LRS- R A, WXHER T HEEE T I/, BFEA
W EN., EAH. BHE, Wi, WXHELEXT T EHE FHHHE
J=

zhaodongfeng@TeachServer:~$ cat /etc/nsswitch.conf

# letc/nsswitch.conf

#

# Example configuration of GNU Name Service Switch functionality.

# If you have the “glibc-doc-reference' and “info' packages installed, try:
# “info libc "Name Service Switch™ for information about this file.

passwd: compat
group: compat
shadow: compat

/
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hosts: files dns
networks: files
protocols: db files
services: db files
ethers: db files
rpc: db files
netgroup: nis

fl4m: hosts: files dns
A ENEIEER RN, files ( /etc/hosts file) #o
DNS, 3t H hosts file %% = T DNS.

1.6 /etc/resolv. conf

7 A= DNS B4 AT & U, B ARE R, S4TU—
MNRBEFI L, BEWRES L. resolv. conf WREFEEH I,
o A

nameserver  #& X DNS iR % & 09 1P vk

domain HE AR M2 4

search HE XL R &
sortlist #AT IR B8R4 AT HE T
1] 4«

zhaodongfeng@TeachServer:~$ cat /etc/resolv.conf
nameserver 211.69.32.58

nameserver 211.69.32.48

1.7 /etc/network/interfaces
W % 3% 0 5 30 B .

zhaodongfeng@TeachServer:~$ cat /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
# The loopback network interface

auto lo

iface lo inet loopback

auto eth0
iface ethO inet static
address 211.69.44.22
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netmask 255.255.255.0
network 211.69.44.0
boardcask 211.69.32.255
gateway 211.69.44.1

dns-nameservers 211.69.32.58 211.69.32.48 211.69.33.2
dns-search hactcm.edu.cn

eth0 FZANE —HFF, lomimEAEE R,

1.8 [ & B j A By W 4 B B U1
TR ABERA, WEIRE X428 FE. <80 MEEEHF
W R TR

&®7-1 WEREXH

EX Ao B S f BKEAK

FHA4. BN
IP $uhik, WXZEHERY . T HEHLIE

/etc/sysconfig/network
RedHat. Fedora
Network-scripts/ifcfg-ifname

FHLAA . IP bbb, REgHERD S5
BRIAER H

etc/rc.confi
SuSE fetc/ g
/etc/route.conf

EA
IP $uhik. WXZ%HERY . BRILEK

] /etc/hostname
Debian. Ubuntu )
/etc/network/interfaces

AP W 4 B2 B R 4E Ubuntu 11. 10 Server HYEE & X4 #E 1T #HAF,
Hh ZRATIHRAMNIE 77k EAAME

R PR &2 45 LKW, Rk Linux 7 FDDI s(# H i
KAWWE FEE, &5 KN,

—. BE Linux In A\ W %
WREFEEL —E Linux EHHE Linux RSB A E| LA K F Y

FTEHEAENY,
B—%: HYE—W IP At EHNL,
B_F: RELinx EEINEEHEANEED,

F =
M.

BE—FBRANEE, TURBFERESLHALF,
B2 & DNS MR 4%, FEE96(F F L #HATHEE.
fn B {# JF DHCP, N R EE A WL O FEE A 8 DHCP BF 7,
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AFH 4L, Ubuntu 11.10 Server 64bit #E AL A (Ethernet)
A, NEBE Linux m A\ WL,

2.1 lE X%

2. 1. Thostname

4

hostname [-v] [-a, --alias] [-d, --domain] [-f, --fqdn, --long] [-i, --ip-address] [-s,
--short] [-y, --yp, --nis] [-F, --filename] [-h, --help] [-V, --version]

_g[>
W

A5 ¥

--short 48 £ /.4
,—-alias  F4

--ip-address  IP 34k
--fqdn, --long K £ #L %

, --domainDNSS % %4

,--yp, -nis  NIS/YP 4
VIBATHE, BRFANAELE
-F, --filename L EUHE &
-h, ~help IR A

-V, --version  MRAE B

1 1 1 1 1
O —h = o O

<

AT
(1) hostname fl LB R E R R A4 o
(2) hostname %4 #AT EMN LB KRG, U £, HEY
EFEAREN, MENGEANELA WRFEAAENERENS,
F B4 % /etc/hostname X .

2.1.2 %% /etc/hostname >
B4 /ete/hostname XA UK AR B R ENL, BE T
Rla, TEEFENWE RS A 4% £

2.2 BB FAHL4 A TP Mt

T4 FBAE P A REE. &REEH T A =Z/etc/hosts X
%, 7 Windows BIEZA G F WAL X . X HF RO CEHNAZEN
&7 127.0.0. 1 #2 localhost B9 xf 5L % &,

/etc/hosts XM TR — A FHE DNS & ey B4t X R EH

6 (Linux B1E R40) Jife / TP EE2EBE / Beie e / rxl@hactcm.edu.cn



BE, /etc/hosts XHEURMASLTEFTEE, HANEKHA DNS B
BT, ZXH2#T IP A FEHN LT NHE—FR. HEHN
Linux AT I X8 T 2 EALAR & A3 B (loopback) Hihk ey
BRAT K RSN, EAR TR FEMAER.

LA 48 /ete/hosts X SEHL FE AL G A0 1P Mo ik Y BR 5T,

2.3MEWLED: ifconfig
ifconfig2—MNAXRER . ME. BAREANEEONI A,

A LLA ifconfig RIGRTMEMECE Wy 1P Mk, HA ., & Hk,
WA, AW EZEOFEES A Linux WNESREXHF, 2%
5% E, *EBRMEEE X, AMNFRE IP I,
44
ifconfig [ 4% %]

[down up -all multi -arp -promisc]

[add<Hi 4>][del<Ht 4t>]

[<hw< P 46 3 & 26 Y ><HF 3 3 >]

[io_addr<I/O 3 31>]

[irg<IRQ # 3>]

[media< ¥ 4 # /) K £ >]

[mem_start< i 77 3 4F>)

[metric<#{ B >]

[mtu<F F7>]

[netmask< F ¥ #& 45>]

[tunnel<3 4t >]

[-broadcast<3 4E>]

[-pointopoint<t it >]

[IP 4]

A5
add<#t 4> % E W% IPV6 B IP it
del<# hE> T Fe PR 2835 % IPv6 Y IP Hidik,

down X W 38 B 4 1%

<hw< ] 4 1% & 2 B ><FF {4 Ho 3k > WE W% REHAR 58 M,
io_addr<I/O #4t> WE W &% &H 1/0 Hik,

irg<IRQ # 4> WE MR EH IRQ,

media< [ 4 A~ K A > WE W& REWHENKE,

mem_start< ] 7 # i > REMEREEZNF & AR RSN,
metric<#t H> EEIT R AW RREE, FTEMm EHHE,
mtu< ¥ > WE W& K& MTU.

netmask< ¥ ¥ # > WE W% &M T H#EA,

tunnel<i 4> F L IPv4 5 IPv6 2 8] ik 33 38 15 3t
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up B g & B 1% & o

-broadcast<# 4t > B EZEIREHI BT Y R BRECRLE,
-pointopoint<H 4k > et ME kBT HEEL, BART 6.
-promisc * W BB B 46 £ W 4% & B promiscuous =

IP 3t 4t 16 & 48R &Y 1P M.

W %1% & AR S & e

2.3. 1 EEWBHEIRS
ifconfig WRAFEMEM S, HohmE LYk &WITH W& &
Bé/\j/ﬁ::;/‘\\o

zhaodongfeng@ TeachServer:~$ ifconfig
ethO Link encap:Ethernet HWaddr 00:19:e0:2f:38:c1
inet addr:211.69.44.22 Bcast:0.0.0.0 Mask:255.255.255.0
inet6 addr: fe80::219:e0ff:fe2f:38¢c1/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4645 errors:2 dropped:0 overruns:0 frame:0
TX packets:1713 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:406080 (406.0 KB) TX bytes:336092 (336.0 KB)
Interrupt: 18 Base address:0xb400

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:42 errors:0 dropped:0 overruns:0 frame:0
TX packets:42 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:2332 (2.3 KB) TX bytes:2332 (2.3 KB)

12 B & Xt B :

eth0 X =% — W+, HEEWEXET,

HWaddr: ¥ + #4722 3 4k

inetaddr: M K7 IPv4 ik

Beast: /|~ # it

Mask: F [ # 45

inet6 addr: M &4 IPV6 33t

Scope: MR A A E A

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1:
W kB ATRA

TX fr RX: WX amEN, ZitEEefanike,
HREOHERFCANEES

collisions:0: LA A W & 4 W R By IR %K
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txqueuelen:1000: % #r 4 X K & A /)
Interrupt:18: = Wy ok %t
Base address:0xb400: 3 it

WR B ENTANEEONERL, #4owmT.

zhaodongfeng@ TeachServer:~$ ifconfig -a

WRBEFERAw D, Bl eth0 BRA, #4WT,

zhaodongfeng@ TeachServer:~$ ifconfig eth0

2.3. 2 E M4

ifconfig F[ LRI R E W& B 0By 1P ik, %A, WX, WE
Hak %, [EEMFEA ifconfig A M-~ E TP HIk 22 F kB M %
R, HPA2ER R R AT N FRWEE X, 2 W EF ifconfig
MM EEIHNEREERREFT BN R HK,

WRFEAAMHGENEEDWN [P AL, BEF =17 %:
— R BREPMRATRAET AT ERGER IP Hit; —RHEBEBERN
BEOWREXH; —EBRFENXH, MmA ifconfig 84 k1
W ey IP #hk, 47 Redlat B Fedora #, i ifconfig BY1E 4

B N/etc/re. d/re. local X H,
e

ifconfig W %3 0 1P Mk
hw <HW> MAC # 4b
netmask ¥ 5 M hE
broadcast J~ #  t
[up/down]

il

#)g e R Wi o

zhaodongfeng@ TeachServer:~$ ifconfig ethO up
#EF e R WD

zhaodongfeng@ TeachServer:~$ ifconfig ethO down

#EL B4 UM IP i, ERTEBBEE M X,
zhaodongfeng@TeachServer:~$ ifconfig eth0 192.168.25.100

broadcast 192.168.25.200 netmask 255.255.255.0
#EF I O HORAS
zhaodongfeng@TeachServer:~$ ifconfig ethO
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#IEEREE DN IP i, MACHUEEE, FEAZED.,
zhaodongfeng@TeachServer:~$ ifconfig eth1 192.168.25.200

hw ether 00:11:00:00:11:11

netmask 255.255.255.0

broadcast 192.168.25.255 up

2.3.3MEE MM L&
HRERT, BEAR—AWSHEORES N IP ik, THE
BEREEUNEED P, FEE—6RFHLFE S 1P i,
R AT % AP 3
RN EBE O Z N — M EFEORE S A IP Ak, Bl
084 # & eth0: 0. ethO:1. eth0:2 ... .. ethO:N,
il
HELE M & B 0 1P ik, MAC k%4 E A,
zhaodongfeng@TeachServer:~$ ifconfig eth1:0 192.168.25.201
hw ether 00:11:00:00:11:12
netmask 255.255.255.0
broadcast 192.168.25.255 up

2.3. 4 Wk ML M w
R ifconfig W LLBE M b MEED, W UALTA IR
ifup A2 ifdown T E.,
il
#EE eth0 0, FEEFTA,
zhaodongfeng@TeachServer:~$ ifconfig ethO up
#24 1F eth0 # 1,
zhaodongfeng@TeachServer:~$ ifconfig ethO down
HEE eth0 B0, FETA.
zhaodongfeng@ TeachServer:~$ ifup ethO
#24 F eth0 # 0,
zhaodongfeng@ TeachServer:~$ ifdown ethO

EEFEWE, X DHCP & s 4Bl 1P, ifconfig 7 ifup.ifdown
A R B B S A & by,

2.4 K AMEE W 4% % 1
AAMEHEEMEZEONELR, FEEE Linux AT RAE 8
TH#AT, RERTLTEREE LD RECHFHT,

10 (Linux B1E R40) Jife / TP EE2EBE / Beie e / rxl@hactcm.edu.cn



RS IP AW E X T AT,

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

auto eth0

iface ethO inet static
address 211.69.44.22
netmask 255.255.255.0
network 211.69.44.0
boardcask 211.69.32.255
gateway 211.69.44.1

dns-nameservers 211.69.32.58 211.69.32.48 211.69.33.2
dns-search hactcm.edu.cn

{# ] DHCP 77 X #t4T TP BB BB & X0 T AT r .

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

auto ethO
iface ethO inet dhcp

2.5 EBRINE H: route

EWEEOWIRES, BET IP i, FWEL. | #HHit,
EENEZAMEMN X, LEHEAY, £ Linux 25 H, FEEZX—FR
NWB HEFAENZE G R FRIE BB ML WEEL L LI
TP K

RN e o Ao R A B o 7 B9 4 & route. KT R B
AEHNAL, HEFRATMA. RXRNB IS LLT,
route add default gw [ 5% IP 3t 4k

YR, BRLXMHTAEXWRNE GG, mRFEXAN

/
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X EBRNEE, FEBREE CHERE
T EZATH AR Linux £24, BOAB B TR XL ARAER,
ARtk -2 FTomo

&®7-2 BB b E X

ARG Fio B mEBRHRE
RedHat. Fedora /etc/sysconfig/network GATEWAY
SuSE /etc/route.conf Ity A
Default IP Hitik - FHERD 42645
Debian. Ubuntu /etc/network/interfaces gateway
2.6 ELE DNS

WRFEE LKW, &6 FEHTHR LI E DNS IR%-, AW
SEILI A Fa TP b #

f£ Linux A FEEDNS, REEHE | MF 2 Xt TR
By Linux ZATHR AN E 24K /ete/resolv. conf X, #4 Linux &
THAFTEBR “BRFHIT K (service switch)” Xf.

/etc/resolv. conf XHF|H T BT A T A2H 4 F(LFEN,
RA4, W www, A= www. blxueweb. cn) M 1Z 3% &8y DNS 3 o
LFRS 2 IP A IEER L F,

/etc/resolv. conf B SCHE A B4 T .

zhaodongfeng@TeachServer:~$ cat /etc/resolv.conf
search 51xueweb.cn

nameserver 211.69.32.58

nameserver 211.69.32.48

ETFBANRE, EATTENET, 2 EEARTHRAH
TEZ

zhaodongfeng@TeachServer:~$ ping i -c 3

PING i.51xueweb.cn (218.28.226.16) 56(84) bytes of data.

64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=1 ttI=46 time=40.4 ms
64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=2 ttl=46 time=40.3 ms
64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=3 ttI=46 time=41.1 ms
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--- i.51xueweb.cn ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 40.387/40.655/41.167/0.397 ms

A Y Linux ZAT A FE BN JL T 1 A DNS, gf_ﬁﬁ@ﬁﬁ
E# R resolv. conf X FEMNFIL T AFEH DNS, X K ZATHRA
A —AN “HRE T x (service switch)” X, XA XHaE# E A
ﬁﬁﬁ*ﬂ%ﬂﬂ?ﬁ?fﬁ}/\iﬂﬂ IP Ay B A o AR 5T % SCHF RE 9% 1P 35
A AT EALE] TP Mk 0y BE 5 BF 2% DNS. NIS DL K /etc/hosts HY
= &E’Tu%aﬁiﬁ#jé’ﬂ“ﬁ*ﬁiﬁo

%k 7-3 METF R

ARG FERICH ENLERIRINEE
/etc/nsswitch.conf Files dns mdns
Ubuntu
/etc/host.conf Hosts, bind
) o /etc/nsswitch.conf Files dns
HAth Linux KATHRA )
/etc/host.conf Hosts, bind

=, WE&MRATR

3. lping

Ping T A &\ W% £ HL% % ICMP [ B ik (ECHO REQUEST) 4
W, BFER TOMP Wiy 7z & B iF SR B8 DA = L3 W % % %
—f ICMP WY E B &, B BiEKEHIEMR (pings IP K ICMP B9k,
EIR—ABEEAXETF, A2 —BERKENERTFTATERSE
DK E 16 B EH .

WA

ping [-t] [-a] [-n count] [-] length] [-f] [-i ttI] [-Vv tos] [-r count] [-s count]
[[-j computer-list] | [-k computer-list] [-w timeout] destination-list

S4B
st . —H Ping #8 BT E N, BEEMEELT Cirl+C F .

-a : AR AT A T B L NetBios £ .

-n : &% count 45 © i ECHO k%@%ﬁ( B XANMRATUECEXKEWR
M, NEEWLEERARE . EBNIR L ZEEQHNR E T E, Kot
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HERIERE. BRINER 4.

Al RFEEEHEEWECHO HiEE. Bk Ky 32 FF; &AM~ 65500byt.
f: AEHEEAFRE “TEFR” &, BBEARTSME S LA XK.
BERTRA BB BIHE E;ERFL RGN 77, I LS8 8
RAEELIBAHE,

Ao B CAFRE FEREENTILEENME. FETILEESFHRNASEE
(e E . BB E W% E L.

v o:otos ¥ MRFKRE” FRIREN tos 82 HIE,

o UUEREBE FRPLXFHAREZECNEE. BEELT, X
RN EL —RI| % & A4 2k B AR, @3S BT DLk, B
MERHEEWAH. RERES 9NN EH.

s : IEE count FEMK EHWEEEK. E5%r 21 %, BERSHTILE
BEAREHEINE S, xFREK 4D,

- : AIF computer-list #§ & Bt AT K H b B IEE . ST AT LI P
8] B % 4T85 EHRE) IP R FHRAKEN 9,

-k : computer-list #|/F computer-list 45 = et BT Rk & B KB G, FL5iT
BTG4 o B Ko TR (5 d A IR)IP AR R AKEN 9.

-w: timeout 5 #ETA R, ERANED,

destination-list: 3§ % ping Ay Z i+ H A,

G424,

#Ping A £ AN

zhaodongfeng@ TeachServer:~$ ping 127.0.0.1 -c 4

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_reg=1 ttI=64 time=0.041 ms
64 bytes from 127.0.0.1: icmp_req=2 ttI=64 time=0.033 ms
64 bytes from 127.0.0.1: icmp_req=3 ttI=64 time=0.031 ms
64 bytes from 127.0.0.1: icmp_req=4 ttI=64 time=0.033 ms

--- 127.0.0.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2997ms

rtt min/avg/max/mdev = 0.031/0.034/0.041/0.007 ms

#Ping W %

zhaodongfeng@TeachServer:~$ ping 211.69.44.1 -c 4 -s 1024 -t 10
PING 211.69.44.1 (211.69.44.1) 1024(1052) bytes of data.

1032 bytes from 211.69.44.1: icmp_req=1 ttI=64 time=2.12 ms
1032 bytes from 211.69.44.1: icmp_req=2 ttI=64 time=2.10 ms
1032 bytes from 211.69.44.1: icmp_req=3 ttI=64 time=2.10 ms
1032 bytes from 211.69.44.1: icmp_req=4 ttI=64 time=2.09 ms

--- 211.69.44.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 2.096/2.106/2.120/0.008 ms

#Ping 3 4

zhaodongfeng@TeachServer:~$ ping i.51xueweb.cn -c 4
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PING i.51xueweb.cn (218.28.226.16) 56(84) bytes of data.

64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=1 ttI=46 time=43.4 ms
64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=2 ttl=46 time=42.3 ms
64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=3 ttI=46 time=42.7 ms
64 bytes from pc0.zz.ha.cn (218.28.226.16): icmp_req=4 ttl=46 time=42.6 ms

--- i.51xueweb.cn ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 42.323/42.800/43.499/0.431 ms

3. 2traceroute

traceroute A& k& HE&E AW ENE BAREHNZ B FrE L8
P < T E,

Traceroute BYJF I 21K LA /Ny TTL & H R &k IR B2 2048
AEK B AR EHUBTRI AR £, 5 T — Ak B W% TOMP BRI
REHEARNERINA 38 AF
brd
traceroute [-dFInrvx]

[-f <77 & JE>][-g < %5>..]
i <B4 8 0 >][-m <7 B fE>]
[-p <315 35 1 >][-s <R IR M AE>]
[-t <A 4 2% A S][-w <# B A 40>]
E AR NP it

[# 4 @ AN

BER
traceroute [ -dFlInrvx ]
[ -f first_ttl][-g gateway]
[-i iface][ -m max_ttl]
[-p port][-g nqueries]
[-s src_addr][-t tos]
[-w waittime][-z pausemsecs]
Host
[packetlen]

WA S

-d 1# | Socket B H4E T Bk .

f<FEHME> KBS — MM E LW FESRE TTL AN,
-F REBWAL,

<M %> KEREFEBHW X, %FTERE 84,
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-i< 4R E> R A E e R i R

-| £ ICMP [ i B X UDP % #15 & o

-M<fF RS> kBN EE LN R AFERME TTL AN,
-n EEER IP HATAEE ALK

p<#fE3 0> EE UDP i s fE% 0,

-r Zeg 3 By Routing Table, EH#H#IE &% 5 ms FH L,
S<KIEHHE> W B AH E N EKIEAH IP A,
<R £ £ RS> FE R NEKIE N TOS $1E.

v 4RI A AT,

-w<A B H> R B F AT E AL E A E

X FRBAABFECHEHAELR

44,

#traceroute #y B 47 4 IP ik,
zhaodongfeng@TeachServer:~$ traceroute 211.69.31.1
traceroute to 211.69.31.1 (211.69.31.1), 30 hops max, 60 byte packets

1

© 00 N O O b W DN

(BN
o

11

211.69.44.1 (211.69.44.1) 8.964 ms * *

222.21.219.89 (222.21.219.89) 11.531ms 12.777 ms*
210.43.146.1 (210.43.146.1) 13.327ms 13.665ms *
210.43.146.37 (210.43.146.37) 15500 ms * 16.181 ms
210.43.146.26 (210.43.146.26) 18.118 ms 18.812ms 19.341ms
210.43.146.150 (210.43.146.150) 26.469ms 8.903ms 8.827 ms
* k% %

211.69.21.85 (211.69.21.85) 4.395ms 4.639 ms 4.837 ms
211.69.21.78 (211.69.21.78) 5.034 ms* 5.216 ms

211.69.21.54 (211.69.21.54) 6.919ms 7.325ms 7.700 ms
211.69.31.1 (211.69.31.1) 7.513ms 7.906 ms 8.180 ms

#traceroute B B #r & 38 4 it
zhaodongfeng@TeachServer:~$ traceroute i.51xueweb.cn
traceroute to i.51xueweb.cn (218.28.226.16), 30 hops max, 60 byte packets

1

© 00 N O O b W DN

e i el el
g~ W N PO

211.69.44.1 (211.69.44.1) 1.621ms 1.677ms 2.048 ms
222.21.219.89 (222.21.219.89) 2.485ms 3.337ms *

* % %

202.112.38.33 (202.112.38.33) 2.045ms 2.176 ms*
202.112.61.49 (202.112.61.49) 2.080 ms 2.220ms 2.285ms
bjcd3.cernet.net (202.112.46.161) 12.412ms 11.603 ms *
202.112.62.50 (202.112.62.50) 10.996 ms * 11.185 ms
202.38.123.18 (202.38.123.18) 11.473ms* 11.661 ms
202.38.123.10 (202.38.123.10) 11.857ms 12.044 ms *
202.97.10.233 (202.97.10.233) 33.000 ms * *
219.158.5.181 (219.158.5.181) 33.196 ms * 33.315ms
*219.158.8.222 (219.158.8.222) 40.514 ms *

* * %

* * *

pc22.zz.ha.cn (61.168.251.22) 47.767ms 47.496 ms 48.260 ms
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16 pc0.zz.ha.cn (218.28.226.34) 44.630 ms 43.315ms 43.708 ms

17 pc0.zz.ha.cn (218.28.226.16) 42.192ms 42.176 ms 42.770 ms

HIRERAN 5 B

zhaodongfeng@TeachServer:~$ traceroute -m 5 i.51xueweb.cn

traceroute to i.51xueweb.cn (218.28.226.16), 5 hops max, 60 byte packets
1 211.69.44.1(211.69.44.1) 1.651ms 1.706 ms 2.026 ms

222.21.219.89 (222.21.219.89) 2.540ms 3.359 ms *

**210.43.146.1 (210.43.146.1) 2.411 ms

202.112.38.33 (202.112.38.33) 2.025ms 2.154 ms*

202.112.61.49 (202.112.61.49) 2.058 ms 2.197 ms 2.262 ms

g B WD

3. 3netstat
netstat & —/~l#& TCP/IP M& W HFAWITA, €A UL
TR EE. EMANEEEURE-IHEEIRENRAE R
b
netstat [-acCeFghilMnNoprstuvVwx][-A< [ £ 2 & >][--ip]

S s 8
-a B--all &7 g % % F 7 Socket.

A< & K AISE--< W 4% KA > 7| g W4 KA %L A<t
- B.--continuous FLF|H W 43k & .

-C #--cache T % b &M B W EUfE R,

- H--extend T M 4% H M AE KB R,

-F #--fib %~ FIB.

-g H--groups BRL E] B REALALA R E E

-h s--help & & B,

-i Bi-interfaces R M % R H 5 B &K E,

-1 s --listening 7% Ji 3% 89 R 4 % 89 Socket.

-M =k--masquerade T 7R 1h 3 B P4 %

-n H--numeric AEFE A IP i, MAATRLMSE %S

-N =i--netlink sk--symbolic T 7 ¥ 44 58 ¢ 1 B 1% & 09 4F 5 & B 4 A0
-0 B--timers B Rt A&

-p = --programs E/TE{SE&)% Socket B2 J¥ iR A A5 Au 12 7 4 A
-r 2--route T~ Routing Table,

-s B --statistice T~ W% T &4t %o

-t B--tcp o TCP g th il ey &R o

-u B--udp £~ UDP £ # i U 0 # &oR Mo

-v 2--verbose T R A HATILAE,

-V #H--version TR RAME E .

-w H--raw T or RAW & 8 DR 3 LR W .

X B--unix 52k B R fn 4 2 A unix" & 248 .

--ip B--inet WS H AR R A 2 -Ainet" 5 #AH F

17 (Linux BR1E RS e / TP IEERE / BB / rxl@hactcm.edu.cn



il

#i% IR A A I - L G0 v #K 4B
zhaodongfeng@TeachServer:~$ netstat -s
#5 R DLA P B 58 1T 08
zhaodongfeng@TeachServer:~$ netstat -e
HERE E &
zhaodongfeng@TeachServer:~$ netstat -r
#E R TR B9 B R A&,
zhaodongfeng@TeachServer:~$ netstat -a
HLONETR EAE LR R
zhaodongfeng@TeachServer:~$ netstat -n

3. 4tcpdump

tepdump K P 45 5 % 25 B SR 38 B BN K 7R Bk TR IR B AT
CXRHA MG E. B, EAL. WM& S oy, FEM and,

or. not ¥ HiEH KFH YR EHE LA NELR.

temdump A& Linux PR AWM S HEXEPTTE, B2
B # (sniffer) TE, A& #EW1ERE X tepdump, HtA&: dump the
traffic on a network, RIEEFF W E X W& L w348 @ AT

LA T A
b

tcpdump [-aAbdDefIKILnNOpgRStuUvxX] [ -B size ] [ -¢ count ]
[ -C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
[ -i interface ] [ -M secret ] [ -r file ]
[-ssnaplen][-T type ][ -w file ][ -W filecount ]
[ -y datalinktype ] [ -z command ] [ -Z user ]
[ expression ]

5

-a g P48 A R ik AR R AR % F

-d K L B RAG LAATRE B LR R
-dd B ICEfE B ARG c B B FENERS H;
-ddd # IC Bt fz B a B KA DL+ 2 H i X4 B

e M BATITE M B A B B 00 Sk 3065 B

-f ¥ 4N E0 Y Internet ik DAk T 60 % R AT ED W 5k

I EARER B N E AT R

-n AR R M A B R L

-t T B — AT AT BT B R K
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v — AN EE, Bl ip BFF ARt RS KA WE
-wW i EF AR E R

-c R Bl3g E B E B, tepdump & 1F Ak

-F 3 = X s BUR R X R e R

-t T P g B O

-1 M35 Y A A s BURL (3 20— AR R A -w S T A )
WEHBEREELSANXHEE, FA0AITEHEE;

R Ausnmp (2 % & B

THEFHWEEERBENETMERART, FILHEKEH pc (TELE

G424,

#% 7% eth0 £ 0 gy 15,

zhaodongfeng@TeachServer:~$ sudo tcpdump -i eth0

#T 0N eth0 #2 0 EFuge 7 IP Mok ATV f5 .
zhaodongfeng@TeachServer:~$ sudo tcpdump -i ethO host 211.69.32.33
#9R ethO ¥ 0 E 48 & om 0 L3 ATH .
zhaodongfeng@TeachServer:~$ sudo tcpdump -i ethO port 3306

W, W5 BF

4.1 #AEH
(1) WAk Linux R G wte sl b k2

(2) WR—EREFELLZHKTHANF, XANMNHF2ARE
hEBRE TP At R E e ER TP i, B A MKENIKE, M

e e L B e AN B v DA SE I P A R e B 481 9] 2

4. 2Linux 3 9o xf H A B 4 B K HF

(1) Linux R &4 F ADSL 4% 5 W 45 2

(2) Linux % %t& % ¥ LU A VPN?

(3) Linux R G RB4% SCRF AR W DASN Y At 25 49 19 ] 2%
(4) TPv6 By HFrdnfd 2
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