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1. Wireshark
(1) %% WinPscp.
(2) %% Wireshark.
B AT DU B 7 R, B TR M 3R A .
WinPscp B J5 Pk http://www.winpscp.net
Wireshark & 77 Wi : - http://www.wireshark.org
(3) LB I 50kE, X Wireshark 3 ()3 A D Re A1 S F 753047 2 2] FIZAE

2. DNS thi¥l 5
(1) #T7F Wireshark, 7F [Filter] & 10 dda Nk S0t e 24544 “dns and ip.addr==8.8.8.8”, &
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£ [Start], FFREATIRCOCREE . W 5-1 s

(2) FTJF Windows i

Ml The Wireshark Network Analyzer [Wireshark 1100 (SVN Rev 49790 from /trunk-1.10)] SOREl X
Fle Edit View Go Cspture Anshze Statistics Telephony Took Intemak Hep
06 i m & E‘EX@:'\@%@?Q ElD Qe an

Filter: dns and ip.addr==8.8.8.8)

The World's Most Popular Network Protocol Analyzer

=
WI RES HARK Version 1.10.0 (SVN Rev 49790 from /trunk-1.10)

Interface List =) Open o ‘Website

G Live it of the capture interfaces ©Open 2 previcusly captured file Visit the project’s website
(counts incoming packets)
Open Recent: &% User's Guide 5
A Start g The User's Guide (local version, F instabed)
Choose one or more interfaces to capture fram, then Start ® Sample Captures
A rich assortment of example capture files on the wiki
) s - le caph @ Security

- ‘Work with Wireshark as securely as ible
G Bluctooth FsEEE 2 -

® Capture Options
Start  capture with detailed options
Capture Help
@ How to Capture

ton b ston 10 2 Sucreshil canhirs <ehin 2
Ready to load or capture No Packets Profie: Default

5-1 i Wireshark L H.#/£4T DNS #f 30 %4E

7% “8.8.8.8” M4tk “ke.5lxueweb.cn” #HATHENT. WK 5-2 iR

C:SUzerszs“RuanXiaolong>nslookup —gt ke._5lxuewebh.cn 8_B_8_8
= google—pubhlic—dns—a.google.com

ke .51xueweb.cn
211.69.32.239

5-2 Stk 3% ke.51xueweb.cn #E4T DNS fifdfr i Rk

(3) 7 Wireshark %A, %% DNS AR . W& 5-3 fs.

Filter: | dns and ip.addr==8.8.8.8 [ ] Bxpression... Ciear Apply Save

No. Time Source Destination Protocol Length Info
17 4.15115500172.16.0.104 .8.8. 80 Standard guery 0x0001 PTR 8.8.8.8.1in-addr.arp
].9 4, 199285008 c 124 standard guery response 0x0001 PTR google-pub
0.10 3 INS stand > h

xueweb. cn
A 2].]. 69.32.23
.0 ] 5 - que ke. 51xueweb.cn
24 4. 331202008 8.8.8 172.16.0.104 DNS 151 Standar‘d quer‘y respomse 0x0003

5-3 DNS # 3¢

(4) RAEEAEIMRSC, T FIRER .

% 5-1 —¥k DNS @i R E

FF5 FIERT 8] SRIR 1P HE 1P WOCRMAAE AR

R R EF BB BRI N RATAFTRT / L6 56 2 0

AEAK, BN “nslookup —qt ke.51xueweb.cn 8.8.8.8”, f# ] DNS fik 4%
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3£ 5-2 BAIEF ke.51xueweb.cn () A T DNS TR A

5 FBA FBAE FBUFRREAUL
1 Name
2 Type
3 Class
4 Time to live
5 Data Length
6 Addr

(5

7+ “8.8.8.

FTIF Windows i #r 4 &4, i\ “nslookup —qt 51xueweb.cn 8.8.8.8”, 1di F] DNS fi 4%
8”7 4 “Slxueweb.cn” HBEATHEMT. U1Kl 5-4 Fias,

C'NIJ.,EI.;\RuanHlaulung)n.,luukup —gt S51xuweweb.cn 8.8.8.8
: google—public—dns—a.google.com

Addrezz: H.8.8.8

-E. s Sixueweb.cn

5-4 %1544 51xueweb.cn HE4T DNS fffrid Rk

(6) MEHEIRSCHAT T, FHIHT TR,
& 5-3 4 51xueweb.cn ff1 DNS T N A

s FBA FBIE FBFERENH

1 Name

2 Type

3 Class

4 Time to live

5 Data length

6 Primary name Server

7 Respinsible authority’s mailbox

8 Serial Number

9 Refresh Interval

10 Retry Interval

11 Expire Limit

12 Minimum TTL

%2"2 ;

5 DR SRR R DTS RIE S RS iR S .
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3. HTTP ¥ 53th
(L FTJF Wireshark, #£
Pt [Start], FFaa#EATHRSC

[ Filter Y% T r gy N\ 3k SCit i 2544 hitp contains “http://ke.51xueweb.cn””,
KA. W 5-5 Fias.

A Capturing from i [Wires

hark 1.10.0 (SVN Rev 49790 from /trunk-1.10)] W W W W W W o)l

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e dmI BERIIAEHDT L Qaam #Bmxg|E

Ei\ler: http contains "http://ke.5Lxucweb.cn® uExprassion‘.‘ Clear Zpply Savel

No. Time Source

Destination Protocal Length Info

4|
| Frame 81: 1010 bytes on
= Ethernet II, src: Eliteg
= Destination: Tp-LinkT_
Address: Tp LinkT_82:

= Source: Elitegro_e5:0d:
address: E'htegr’m e5:

m | v
wire (8080 bits), 1010 bytes captured (8080 bits) on interface 0O - |
ro_e5:0d:a5 (c8:9c:dc:e5:0d:a5), Dst: Tp-LinkT_82:12:0e (1c:fa:68:82:12:0e) F
82:12:0e (1c:fa:68:82:12:0e)
12:0e (1: fa:68:82:12:0e)

. = LG bit: Globally unique address (factory default)
........ = IG bit: Individual address (unicast)
a5 (c8:9c:dc:e5:0d:a5) |
0d:a5 (c8:9c:dc:e5:0d:a5)
vv.. = LG bit: Globally unique address (factory default)
= 1IG bit: Individual address (unicast)

i

0000 1c fa 68 82 12 Oe c8
0010 03 e4 48 99 40 00 80
0020 b9 8c c3 f3 00 50 Oe
0030 fe e2 a7 62 00 00 47
0040 37 33 38 39 32 39 39
0050 30 32 63 31 35 34 30
0060 20 48 54 54 50 2f 31
0070 20 68 6d 2e 62 61 69

9c dc e5 0d a5 08 00 45 00 Lheoooo oo E. -

06 00 00 ac 10 00 68 3d 87 .. H. @ h:. =
26 2f 57 90 2 1c 44 50 18 ..... & / .

45 54 20 2f 68 2e 6a 73 3f ...b..GET/h j 7 I

32 62 30 35 31 31 62 35 62 73892992 b0511l Sb
30 37 33 35 31 63 32 35 31 02c15400 7351c251
2e 31 0d 0a 48 of 73 74 3a HTTP/1. 1..Host:
64 75 2e 63 6f 6d 0d 0a 43 hm.baid u.com..C -

@ M‘*i&ﬁ{§ <live capture in prog

ress> File: . ‘ Packets: 271 - Displayed: 2 (0.7%) | Profile: Default

% 5-5 {# ] Wireshark T B34 HTTP R 30R &

(2) FTIFRIBERS, FEHHEAS TP A N “http://ke.51xueweb.cn”, BEAT M G35 ) .
(3) AT REBIMEIRIRCL, HIES TiRRK.

# 5-4 —K Get 5K it &

F5 RIEHT A

KR 1P HEIP WOCRAAAE F AR

R 5-5HTTP K Get IERBHITHE (HTML 3T

5 TBA

TEBE TBEREAIB

1 Request Versi

on

2 Status code

R R EF BB BRI N RATAFERT / $£6 5 4 T
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3 Respinse Phrase

4 Content-Length

5 Content-Type

6 Cotent-Location

7 Last-Modified

8 Accept-Ranges

9 ETag

10 Server

11 X-Powered-By

12 Date

13 Time Since Request
K

1. BB LREIER A TS RIES RS0 iR S .
2. iEPHT HTTP £33 HTML, CSS. PNG. JS /4HY Get i5kEEAE ?

(4) WEWE Head 15 R IFSEES,  FEXHR SCEAT 247
23K
1. BEIRSHESHISIRIREMS,
2. BRI TIESS | FHS O ERIESIEI T,

(5) 15T Post 15 R ASLES, FEXFTHSCHAT /0 M .
K
1. EEIS HES ISR,
2. EEHSTRAITIRIE , IO ERIESTIEEE,

Ny BEXRIPR

1. HTTP #1 HTTPs fm%
(1) W98, M HTTPS Bl
(2) 4)H7 HTTPS Bst i SC 45, A1 HTTP PSS S a7 0 b
(3) 41H7 HTTPs B MR, A1 HTTP Hhs M i R AT R L

B :

1, BRI , FOTZIRI AR,

2. BT HTTPs BT HTTP ROIRSIEH | FHA%ITILE,
3. IO HTTPs BT HTTP OB , FHaBIdtrE.
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EARBMECEIRS RSO S,

2. SMTP, POP3, IMAP t#i¥
(L) EWITSES, 7RSS 1) SMTP. POP3. IMAP #i%.
(2) HBEHIEAR S SMTP. POP3. IMAP B4R SC 45 H4)
(3) & SMTP. POP3. IMAP B 3B = i F2

K

1, BT, HOmZERig ISR,
2. BEOH SMTP, POP3, IMAP fUIRSCEEH,
3. BEPH SMTP, POP3, IMAP HUiB(Sid372.
ERABMNECERS ISR ST,

t. BEREE

1. Head. Get, Post &k

(1) ARSIREAE HTTP (% 5t AT 10, A4 HTTP R4S 2%5 10 HTTP 4R SC&E A% 7 i 4
WEER— A

(2) HTTP k%[ Head. Get. Post i&>R 4R SCEEMAG A, 1T LLHT

(3) HTTP k% Head. Get. Post ik ()i f2 75 AN [F] ?

2. IEEE HTTP
(1) FYEASHEREFH ZHR2ET00 (Tab) M TAERBE, AR 4 00 VA2 WA R ) HTTP 3 3R ik ]
BAFRIFRZETT (Tab) We?
(2) PRV RS, A BEWF 5 IRSS 48 TCP iE#:?
(3) Yyl —ANPukiny, S8 WA 3T HTTP MeA ) i #8 2
B :

1. BB LARRERZF IARER | HERSLOREMT.
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