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\/\OB‘gE&Qm ® - [ Devices ~ [ ports ~ [ Health ~ Apps ~ o &~

A & Overview @ Graphs [EE/Health [ Ports &€ VLANs il Inventory Logs B @ @
5 \ M OutSetRe 0.8 8.9 8.0 0.0 M OutSetReq 0.0 0.0 00 0.0 M OutSetReq 0.0 0.0 9.0 0.0 WoOutSetReg 0.8 8.9 0.0 0.0
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W In 3.33m  3.33m  3.3%m W In 3.33m  3.38m  62.00m W In 3.33m  3.34m  62.00m W In 3.33m  3.42m  151.02m
B out 3.33m  3.33m  3.3%m B out 3.33m  3.38m  62.00m B Out 3.33m  3.34m  62.00m B out 3.33m  3.42m  1B1.59m
TCP Statistics
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M Activelpens 0.0 0.0 0.0 M ActiveOpens 0.0 0.0 0.0 M ActiveOpens 0.0 0.0 0.0 M ActiveOpens o 0.0 0.0
B PassiveOpens 0.0 0.9 0.0 B PassiveOpens 0.0 0.0 0.9 B PassiveOpens 0.9 0.0 0.0 B PassiveOpens 0.0 24.3n  510.4n
B AttemptFails 0.0 0.9 0.0 B AttemptFails 0.0 0.0 0.0 B AttemptFails 0.9 0.0 0.0 B AttemptFails 0.0 0.0 0.0
B EstzbResats 0.0 0.9 0.0 B EstabResets 0.0 0.0 0.0 B EstabResets 0.9 0.0 0.0 B EstsbResats 0.0 560.6n  1l.8u
M RetransSegs 0.0 0.9 0.0 M Ret ransSegs 0.0 0.0 0.9 M RetransSegs 0.9 0.0 0.0 M RetransSegs 0.0 0.9 0.0
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3.0 S E 2 E| 20 S
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B out 724 7.2 7.97 B out 7.25 741 845 B Out 7.27 6.98  20.04 7.26 5.53 2004
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topdump: werbose output suppressed, use —-v or WV LUOL LUIT PLOCOCUT decode

listening on echl, link-type EN10OME (Ethernet), capture size 65535 hytes

22:04:20. 660132 IP OpenlLabsTeacher-RULN-Lesson.ssh > 211.69.32.15.59652: Flags [FP.], seq 3815506947:3815507155, ack 3389451260, win 260,
h 205

22 : H LBE0516 IFP 211.69.32.15.59652 » OpenLakhsTeacher-RUAMN-Lesson.ssh: Flags [.], ack 208, win 254, length 0O

=2 H .422872 IP 0.0.0.0.bootpe > 255.255.255.255.hootps: BOOTP/DHCP, Reguest from 00:25:20:5c:75:7b (oui Unknown), length 548
22 H . B61719 IF OpenLahsTeacher-RUAN-Lesson.33574 > HACTCHM-DNS-Z.domain: 20499+ PTR? 15.32.69.211.in-addr.arpa. (43)

22 : H .BAZ096 TP HALCTCM-DNS-Z2.domain > OpenLabhsTeacher-RULN-Lesson.33574: 20499 NXDomain® 07170 (93)

=2 H LBAZESZ IF OpenlLabhsTeacher-RUAN-Lesson.ssh » 211.69.32.15.59652: Flags [P.], seq Z05:416, ack 1, win 260, length 203
22 : H LB62314 TP OpenlLabhsTeacher-RUOLAN-Lesson.ssh > 211.69.32.15.59652: Flags [P.], seq 416:592, ack 1, win 260, length 176
22 H LEE2342 IP OpenLabsTescher-RUOAN-Lesson.36850 > HACTCM-DNZ-2.domsin: 1650+ PTR? 255.255.255.255.in-addr.arpa. (46)
Zz:04:21.662679 IF 211.69.32.15.59652 > OpenLabsTeacher-RUAN-Lesson.ssh: Flags [.], ack 592, win 252, length O

22 : H LB6A2721 TP HACTCM-DNS-Z2.domain > OpenLabhsTeacher-RULN-Lesson.36850: 1650% 0/1/0 (&81)

=2 H L B62808 IF OpenLabsTeacher-RUAN-Lesson.3537Z1 > HACTCHM-DNI-Z.domain: 45399+ PTR? 0.0.0.0.in-addr.arpa. (35)

22 : H 663104 IP HACTCM-DNS-Z.domain > OpenLabsTeacher-RULN-Lesson.35721: 45899 NXDomain® 07170 (87)

22 H LE63216 IP OpenLabsTescher-RUOAN-Lesson.ssh o+ 211.69.32.15,59652: Flags [P.], seq 592:784, ack 1, win 260, length 192
EN H L870821 TP 211.69.32.15.59652 > OpenLabsTeacher-RUAN-Lesson.ssh: Flags [.], ack 784, win 252, length 0

22 : H LE64432 TP OpenlLabsTeacher-RUAN-Lesson.34976 > HACTCM-DNZ-Z.domain: 305454+ PTR? 10.32.69.211.in-addr.arpa. (43)

o H .B643850 IF HACTCM-DN3-Z.domain > OpenLsbsTeacher-RUAN-Lesson.34976: 30545% 17172 PTR HACTCHM-DNS-Z. (136)

22 : H LBEE0S86 IF OpenlabsTeacher-RUOAN-Lesson.ssh = 211, . .15.59652: Flags [P.], seq 784:1072, ack 1, win 260, length 283
22 H LE65110 IP OpenlabsTescher-RUOAN-Lesson.ssh o= 211, . .15.589652: Flags [P.], seq 1072:1264, ack win 260, length 192
EN H 6685137 IP OpenlabsTeacher-RUAN-Lesson.ssh > 211, . .15.59652: Flags [P.], seq 1264:1440, ack win 260, length 176
22 : H LB65162 IFP OpenlabsTeacher-RUOAN-Lesson.ssh o> 211. . .15.59652: Flags [P.], seq 1440:1725, ack win 260, length 288
zz:04:22.665182 IF OpenLebsTeacher-RUAN-Lesson.ssh » 211.69.32.15.59652: Flags [FP.], seq 1728:1872, ack win z60, length 144
22 : H LBEEZ0Z IFP OpenlabsTeacher-RUOAN-Lesson.ssh o= 211, . .15.59652: Flags [P.], =seq 1872:2045, ack win 260, length 176
2 H LB65221 IF OpenlLabsTescher-RUAN-Lesson.ssh = 211. . .15.59652: Flags [P.], seq 2045:2208, ack win 260, length 1460
= 211, . .15.59652: Flags [P.], seq Z208:2384, ack win 260, length 176

EN H 665243 IP OpenlabsTeacher-RUAN-Lesson.ssh
=2 H LEE5261 IFP OpenlabsTeascher-RUOAN-Lesson.ssh = 211, . .15.59652: Flags [P.], seq 23584:2445, ack win 260, length 64
zz:04:22.665690 IP 211.69.32.15.59652 > OpenLabsTeacher-RUAN-Lesson.ssh: Flags [.], ack 2448, win 256, length 0O

22 : H LB65707 IF OpenlLabhsTeacher-RUOAN-Lesson.ssh > 211.69.32.15.59652: Flags [P.], seq 2445:2624, ack 1, win 260, length 176
2 H 869241 IFP 211.69.32.15.59652 » OpenlLabsTeacher-RULAN-Lesson.ssh: Flags [.], ack 2024, win 255, length 0O

22 : H LB66423 IF OpenlabsTeacher-RUOAN-Lesson.ssh o= 211, . .15.59652: Flags [P.], seq 2624:2912, ack 1, win 260, length

=2 H LE66478 IF OpenlabsTescher-RUAN-Lesson.ssh
22 H 6686501 IF OpenLahsTeacher-RUAN-Lesson.ssh

= 211, . .15.59652: Flags [P.], seq 2912:3104, ack 1, win 260, length
> 211.69.32.15,.59652: Flags [P.], seq 3104:3296, ack 1, win 260, length
22 : H .B66521 TP OpenlLabsTeacher-RUOAN-Lesson.ssh > 211. . .15.59652: Flags [P.], seq 3296:3488, ack win 260, length
=2 H .866541 IF OpenlLabsTeacher-RUAN-Lesson.ssh = 211. . .15.59652: Flags [FP.], seq 3455:3680, ack win 260, length
22 : H LB66561 IF OpenlabsTeacher-RUOAN-Lesson.ssh = 211, . .15.59652: Flags [P.], =seq 3680:3872, ack win 260, length
22 H LEE6520 IP OpenlabsTescher-RUOAN-Lesson.ssh o= 211, . .15.59652: Flags [P.], seq 3872:40684, ack win 260, length
22:04:23.666592 IP OpenLsbsTeacher-RUAN-Lesson.ssh > 211.69.32.15,59652: Flags [P.], seq 4064:4256, ack win 260, length
22 : H .B66618 IF OpenlLabhsTeacher-RUOAN-Lesson.ssh > 211. . .15.59652: Flags [P.], seq 4256:4445, ack win 260, length
=2 H LB666536 IF OpenlLabsTeacher-RUAN-Lesson.ssh = 211. . .15.59652: Flags [FP.], seq 4445:4640, ack win 260, length
22 : H LEERE36 IP 211.69.32.15.59652 » OpenlLakhsTeacher-RULMN-Lesson.ssh: Flags [.], ack 3296, win 253, length 0O

22 H LBE6851 IP OpenLabsTeascher-RUOAN-Lesson.ssh » 211.69.32.15,59652: Flags [P.], seq 4640:5184, ack 1, win 260, length
EN H LBET7129 TP 211.69.32.15.59652 > OpenlLabsTeacher-RUAN-Lesson.ssh: Flags [.], ack 5184, win 256, length O

22z H .813201 ARP, FRecquest who-has 211.£69.35.231 tell 211.89.35.162, length 46

o H . 451407 ARF, Redquest who-has 211.69.35.231 tell 211.69.35.1, length 46




» IFFEREE WLAN

u TR REE WEN BERG) = oimA) SRS BEY) JEEW) TR EEH)
Al A FRE Se=2=Z2F 2 =S AQaQE
(M ERETTESE - ol [ RE =
¥o. Time Source Destination Frotecel Length Info -~
67 8.225445 172.16.123.87 282.108.23.29 TCP 54 58959 + 8@ [ACK] Seg=454 Ack=283 Win=261632 Len=8
68 8.226239 172.16.123.87 202.108.23.29 TCP 54 58959 -+ 8@ [FIN, ACK] Seq=454 Ack=283 Win=261632 Len=0

8.241461

73 11.878474 172.16.123.1 239.255.255.258 SSDP 416 NOTIFY * HTTP/1.1

74 11.879178@ 172.16.123.1 239.255.255.250 SSDP 488 NOTIFY * HTTP/1.1

75 11.879797 172.16.123.1 239.255.255.258 SsSDp 425 NOTIFY = HTTP/1.1 v
» Frame 75: 425 bytes on wire (348@ bits), 425 bytes captured (340@ bits) on interface @ -~

> Ethernet II, Src: XiaomiCo 24:d6:ee (8c:be:be:24:db:ee), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
> Internet Protocol Version 4, Src: 172.16.123.1, Dst: 239.255.255.258

» User Datagram Protocol, Src Port: 62988 (62988), Dst Port: 1900 (1900)
v

HOST: 239.255.255.250:1988\r\n
CACHE-CONTROL: max-age=6@\r\n

0gee
2818 5
2020 0000l ko
8838 * HTTP/
2e4e
2250
2868
aa7e
2838
2298
88aB 2

28be P 1 2e 31 iFi/x UP
02c0 2 iniUPnPd
aade : uuid:e
02ed
aefte 294949 ¢
alee 2 : uuid:e
2110 b8@5-417
2128 29494F9¢
e13e 3 : ssdp:a
2148 T: "http :

@ 7 Frane (freme), 425 TF | %48 248 - OEF 2a4s (100,08 | mRETrE: Defaule
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5.BHIBR . ZBOWBE. RE

Last 10 Days

Seconds

0 21 12 13 oM 5 % oz 28 oo
median rtt: 1.1 ms avg 2.8 ms max B899.3 us min 1.0 ms now 0.2 ms sd 6.3 am/s
packet loss: 0.00 % avg 0.00 S max 0.00 % min 0.00 % now
loss color: @6 ME1/20 H2/20 B 3/20 H4/20 B10/20 B 19/20
probe: 28 ICMP Echo Pings (56 Bytes) every 308s end: Sun Mar 1 22:29:29 2015

Last 400 Days

4.6m

Seconds

0.0 - - - - - - - - -
Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb

median rtt: 1.1 ms avg 1.5 ms max 979.5 us min 1.1 ms now 0.1 ms sd 8.9 am/s

packet loss: 0.45 % avg 13.34 S max 0.00 % min 0.00 % now

loss color; @0 @1/20 W2/20 MW3/20 W4/20 MW 10/20 W 19/20

probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: Sun Mar 1 22:29:29 2015
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5.FAVE R . S50wisE. REEMHE

(Top) 64.215.41.145 - countryinn.eth1.derbyworks.net

Send:

96 kbitsis
84 kbits/s
72 khits/s
60 khits/s
43 kbitsss
36 kbits/s
24 khitsss J i

12 khits/s 4
" i
il r‘*m'—ﬂ——r—T“ﬁ"T—+—1—ﬁ—“P-T—1—4——f—ﬂ——r*4i“4“+thJdI~‘*“uh“.dhp“#“*“ﬂ“”‘“ﬂ"+hlr‘1——r—

Mon, Jan 19 Tue, Jan 20
Sent 34.3 MBytes Peak Send Rate: 34.7 KBits/sec

Wre Jven e B 7o [l owor [ ocwe

Received:

96 khitsis

34 kbitsis 'J |
72 khitsss
60 khits/s

45 khitsis I
36 kbitsis i
24 khitsss l
1Z khits/s |

l

1 I 1 " 1
Tt -ttt
Mon, Jan 19 Tue, Jan 20
Received 151.9 MBytes Peak Receiwe Rate: 125.1 KBits/sec

Wre Jven W e ETer [l owor [ ocwe
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5| 8 |= FEAT. FA #HFERE o
s\N2 H ®| BB g ; i i = | ® HERESERNE e
6. /sﬁ 1 (31| 2 1 | 1-5 |E—# T EHRESEEA (2N, An) BrEerE
1| 3/3 2 1 6 |F—F HTENPSEE (158, MEEEEN) frEEiE
2 |38 || 2 1 7 |E—# TENRSEER (TCP/P ) =
2 |3/10| Mm@ | 2 2 1-2 |0 9EE (fE G8) =
3 |35 = | 2 2 3 |54 EE (FR0E. NEER) ez
3 |3/17 2 2 4-6 |ETH EE (SEER. §FE. =) [
4 |3/22| = | 2 3 1-2 (= SiEEEE ( SE=EE. PPP) [
4 | 3/24 2 3 3 |E=E . EOEERE (JEEE) st
5 |3/29| = | 2 3 4 |ESH EEEEEIEE (MAC) =
5 3/31|m@™ | 2 3 5-6 |E=# : EUREEEE (LU, FELIAM ) =
6 |45 | = | 2 4 1 |F#E: MBE ( ERBRSEEER ) =
6 | 4/7 2 4 2 |EM#E : RIEEE (1P, subnetting ) e
7 |4/12| = | 2 4 3 | FEE (FRITE. CIDR) =
7 | 4/14 2 4 4 |EM# : FEEE (ICMP) =
8 |4/19| = | 2 4 5 |SrhH : WEE (RIP, OSPF, BGP) =
8 |4/21| M@ | 2 4 6 |SEM# : FEEE (IGMP) EsiE
9 |4/26| = | 2 4 7 |SEME  FIEE (VPN, NAT) EsiE
9 | 4/28 2 5 1-2 (g3# . E8E (& UDP) =
w53 2 5 3-4 |Eh# TEE (TCPEIR, TCPT{EFE) FEstE
10 | 5/5 2 5 5-6 |ET#  TEE ( TCPIETSiNaNtt) =4
11 |50 = | 2 5 7-9 |Eh# . TRE (R BEE, EEEE) =4
11 (512 @ | 2 6 1 |75 mAE (DNS) =
12 |57 = | 2 6 2-3 (&7 mAE (FTP) =
12 | 5/19 2 6 4 |E7uE AR (HTTPAIHTTPs ) =
13 |5/24| = | 2 6 5 WRE (SMTP, POP3, IMAP) =
13 | 5/26 2 6 6 |%-5#: BAE (DHCP) EsiE
14 |5/31| = | 2 6 7-8 |EuH: EAE (SNMP) EsiE
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AN
6. 2N FHARYZ F1
14 | 6/2 | [ 2 1-2 i —  FRCEEEREM (ASH ) e
14 | 6/2 | Y 2 1-2 i — : A AEEERN (B4 ) il
15| 6/7 | = 2 2 =k AnElER (AR) e
15| 6/7 | = 2 2 T el SR (B4E) il
15 | 6/9 | M 2 2 = SHEERN (ASH) e
15 | 6/9 | Y 2 2 TH= : EHEEN (B4E) il
16 | 6/14 | — 2 5 160 : UDPSTCPHMYST ( A ) b=
16 | 6/14 | — 2 5 10 - UDPSTCPHHYST (BE) FrARHI
16 | 6/16 | M 2 6 WA : HTTPSDNSHHMSHT ( ASH ) =31
16 | 6/16 | Y 2 3 BT : HTTPSDNSHHYSMF (BE) FrARHI
17 |6/21| = 2 6 LI5S - SNMPHHISHT (ASF) b=
17 |6/21| = 2 3 85T - SNMPIHU ST (BE ) FrARHI
17 | 6/23 2 2-3 T EUESHIHENIRVIANEERS (A9) b=
17 | 6/23 | ™M 2 2-3 Tt EUEESTFENEIRVIANEIERS (B4 ) FrALAI
- = 2 2-3 =)\ BT iEHRELRVIANELES (AS) mEeE
- | = 2 2-3 H/\ ; EITERHEEETIRVLANIAEIE(S (BA) FrALAI
- | # 2 3 3N, « RIPSEH (AS) mEeE
| & | 2 3 =36, : RIPSEHL (BE) FrALAI
At 54 | 36

R ESR / BB / 13938213680 / http://network.xg.hactcm.edu.cn



6. NFHIRIH 1T X!

we | we | e il maspE |,
| WS W pg | gE- |wEC | wEm|wEE| s | CEOR
\ 2014 R{E Sris . BRFE

* BERs 704
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