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1. GNS3 2%
OMFFT I GNS3 287 .

@M A ERIA) GNS3 223 H 3%, Wal BATEBOAERAE, W& 1-1 Prs. sidf

[install] #cet47T223%, WK 1-2 Fros.

Setup will install GNS3 1.3.11in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

[C: Program Files \Gis 3] Browse...
Space required: 252, 1MB
Space available: 173,0GB
l < Back H Install ][ Cancel ]

() BMS3 1.3.11 Setup (=2 Nch === (&) GNS3 1.3.11 Setup (== =
Choose Install Location ™ 7»_} Installing " :»_}
Choose the folder in which to install GNS3 1.3.11, i )] Please wait while GNS3 1.3, 11is being installed. i o

Downloading SolarWinds-ResponseTimeViewer-v 1.0-GNS.exe

5488kB (15%) of 43318kB @ 15.4kB/s (39 minutes remaining)

Cancel

1-1 ZHHF

1-2 EEHRE

@M, Rt 1-3 Prosi

Pl . Ay [Finish) 52REE 23 .

[l 2| ==

Completing GNS3 1.3.11 Setup

(£) GNS3 1.3.11 Setup.

GNS53 1,3.11 has been installed on your computer,

Click Finish to dose Setup,

[¥] start GNs3

@ Unsaved project — GNS3 E=NEon |
File Edit View Control Dewic Annotate Hely
el OBE> ) BC FmiIicaam
@ Hode Types & x * | Topslogy Swmary & x
‘_-b
nnnnnnn £ X Tangle Neesfeed Ll

e
—
S

Go to the Jungle

1-3 ZIESE 1-4 HAESH
@GNS3 IS A 4A

GNS3 & BN APUAN AR, il 1-4
(Node Types) , A LAE | & Flig a8 B7 kI

Fios e AU B TAR 1 T Al R S
v DURMIAZHLSE BIbR, A8 7 2P A A

A A AT Ha #4882 %% . A4l Topogoy Summary MIBHRHE T H AN SAEEAE B . iE X
AR ERPIAN IR, B EETAEX, T EBAE RN . AR Console i

B, &~ Dynagen HI LAEIRZS .

Dynagen s&H T #4#: %] Dynamips F2/F R H, T HI S DOS FHmal, Fr
PATE GNS3 WA o 744 il £ 5<14] Console. Topology Summary & 111, Ml fiif5

B AR DX I S N i

2. fEFAS LR 1] R I
(1) 3518
OH M s GNS3 ik Nk &5 1%

o Bt F B AR SO AT L AN PR AR R
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(http://network.ke.51xueweb.cn) N 3R1S, A SLEG BT 75 8315 €3640-ik903s-mz[1].124-25¢.
@ik GNS3 1) [Edit] — [Preferences---1 winHg51%, & 1-5 Fik.

= Unsaved project” — GINS:
File View Control Device Annotate Tools Help

Select all Ctrl+A [0 | c
Select none Ctrl+Shift+A
ﬁ Preferences... Ctrl+Shift+P

|
15 GilRU

GFEFTH 11 [Preferences--+ 1 XHi&HEH, i [10Srouters] , 2R )5 fith [New] #%41 7
nEEtg, Wk 1-6 s, S NESRA NSRS, WK 1-7 s, Adi [Next >] %
Gi

€ New10S router template [Ee==)

General 105 router template:

o Coma ) s | Kl 1-7 gL E
K 1-6 AInEifs

@¥ 15 £ A FRIES N EtherSwitch 344 N 7 REHEA)E L, Wk 1-8fin. sl Next>]
s, MEREHINASEE, WE 19 Fix.

@ New 105 router - c3640-iklo3s-mz[1].124-25cbin ? X @& New 10S router - Cisco 10S - €7200-jk9s-mz123-12aimage 2. [
Hane_and platforn = Henory >
Please choose a desoriptire name for this new 105 router and verify the Please check the anomt of nenory (RMM) thet you allocate to I05. Too much
platforn and chassis or not snough B could pravent I0F Lo start.
Fame EtherSwi tch ‘ Default BAM: 512 MiB =

Platforn: |c3600 Bl Check for minimun and maxinun RAN requirenent

Chassis 3640
This is an EtherSwiteh router

Cpek e

K 1-8 EFEAS K 1-9 EBRIANFF

ORI Fr e ZHC B A S HL E A 22, anlal 1-10 o
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@ New 105 router - c3640-ik8o3s-mz[1].124-25¢ bin ? x

Hetwork adspters
Flease choose the default network adspters that sho
& w instance of this router

t 00 |M16ESH

lot 0
Lot L
lot 2
slot 3
Lot 4
lot §
lot 6

< Buck ozl

K 1-10 MO E

€ New [0S router - Cisco [0S - c7200-jk9s-mz.123-12a.image ===

|| 1ate-rc -
An idle-pe value is necessary to prevent 105 to use 100% of your processor
or one of its core

Tdle-FC: Tdl+FC finder

K 1-11 Idle-PC i

ONCE Idle-PC {H, M HEMERITT . fidi [Finish] #Z4HEPAT, Wi 1-11 fios.
OX WG BT AE, WK 1-12 Fox, 588 IRE S HLApplyl1—[0K],
TS A BAR BN, BN SE RS PR & R B BRI 5%, WK 1-13 FR.

@ Preferences T x

General | (108 router templates
Se

rver o ~ General
Packetcapture | [ Etherswitch |~ S
VPCS Server: losal
~ Dynamips Platfarm: 3600
105 routers |
105 on UNIX

EtherSuitch

3840
E150/c3640-k8038-maf1].1 24-25¢.bin
L

10U devices
™ VirtualBox
VirtualBox VMs
~ QEMU
QEMU VMs

K112 GEEE

Switches g X

9 ATM switch

Ethernet hub

Ethernet switch

Q S22 EtherSwitch
I
Frame Relay switch

DL

daut

K 1-13 A2l

(2) bt

ARSI RIS 1 AR HAL(SW-1)5 2 & EHL(Host-1. Host-2)41 %, FHLiET
GNS3 H H 771 VPCS R4 HLSEEL, M ShhastganiE 1-14 fox.

Host-1

Host-2

1-14 ] LR 4% 25 44

5W-1

=

elf1 elf2

eth0 ethl

Host-1 Host-2

1-15 GNS3 [ 2% 45 4

(3) FIRIRINEE IR BLTE, E GNS3 PSS il SR s 2 15, W&l 1-15 o
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(4) HZWECER 1-1 MAEHIE IR BAR SR, 58 2 5 BN E .
*1-1 Mg HRIR

s EMAFK MR E BNPLE
1 Host-1 192. 168. 1. 1/24 SW-1 e0/1
2 Host-2 192. 168. 1. 2/24 SW-1 e0/2

(5) XF FALHEAT P45 e &
O Host-1 Elbw, siddi [Start] FFEZEA-
@7 Host-1 ElbR, siidi [Console) T Host-1 [ 245 &, #ATMLEHCE . M4k
(L= R N S
>show ip
##F Host-1 fIM 45 L &

>ip 192.168.1.1/24
#HiC B Host-1 1] 1P ik

>show ip
#EE Host-1 M4 HL &
>save

#7JLLE B Host-1 (I8 L B 58 i, HIE BRE AT IR A7
@ E*R 1-1 KEMANE, 7% Host-1 (IECE 7%, 58 Host-2 UL E . JFH Host-2
M By S HS B 1-2 .

* 1-2 Host-2 IR B W4

(6) 238 A5 Ik
BT Ping iy 23T A B E I, FRR S5 RIS Bk 1-3.
® 1-3 MEBENRER
e HREH BAME M 32 AL BALE Ping MR&R

1 Host—-1 SW-1 e0/1 Host—2 SW-1 e0/2

2 Host—2 SW-1 e0/2 Host-1 SW-1 e0/1

3. BREN B

(1) st

KSR 2 G2 HHL (SW-1, SW-2) . 6 & EHL(Host-1. Host-2. Host-3. Host-4.
Host-5. Host-6), THLiEid GNS3 # EH i VPCS ML ENISEH, MEInfhEmnE 1-16
FT7R o

BIERIFSTESR / hbkly /13938213680/ £82 W, E5X



(CHEALMSE) KhiEFd / Eh—: FEARENEARN

S¥-1

N~

-2

K 1-16 fajF 2% £ H4

(2) IRt 7E GNS3 PR T Se i mssk g i,  l&l 1-17 fow.

ethl ethl
' s¥-1 :
edf1 i elf2
Host-1 9 enss Host-2

. ethi ethi -

\ T eoss
Host—-3 elf1 y

- ethO etho -

Host-4 Host—6
Kl 1-17 i B X 28 25y
(3) M bR W& 1-4 P
£ 1-4 MEHHERRIR
P &R ML E BALE
1 Host-1 192.168.1.1/24 SW-1 e0/1
2 Host—2 192.168.1.2/24 SW-1 e0/2
3 Host-3 192.168. 1. 3/24 SW-2 e0/1
4 Host-4 192.168. 1. 4/24 SW-2 e0/2
5 Host-5 192.168. 1. 5/24 SW-2 e0/3

EBERIFESTESR / Fk /13938213680 / £ 82T, 8561
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6

Host—6

192. 168. 1. 6/24

SW-2 e0/4

(4) Xt ENLREAT 2% BC &

ok 14 MERNE, 58 Host-1, Host-2. Host-3. Host-4. Host-5. Host-6 [¥][%%%
[
(5)i@3d Ping @4 % Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 #/£47 i1 14: 1
i, HHEE 15,
K 1-5 E@EMEN R
s HREH BANE i B EAL BAALE Ping JUHRZE R
1 Host-1 SW-1 e0/1 Host-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-2 e0/1
3 Host-1 SW-1 e0/1 Host—4 SW-2 ¢0/2
4 Host-1 SW-1 e0/1 Host-5 SW-2 ¢0/3
5 Host-1 SW-1 e0/1 Host-6 SW-2 e0/4
6 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
7 Host-2 SW-1 €0/2 Host-3 SW-2 e0/1
8 Host-2 SW-1 e0/2 Host—4 SW-2 e0/2
9 Host-2 SW-1 e0/2 Host-5 SW-2 ¢0/3
10 Host-2 SW-1 e0/2 Host—6 SW-2 e0/4
11 Host-3 SW-2 e0/1 Host-1 SW-1 e0/1
12 Host-3 SW-2 e0/1 Host-2 SW-1 e0/2
13 Host-3 SW-2 e0/1 Host-4 SW-2 e0/2
14 Host-3 SW-2 e0/1 Host-5 SW-2 e0/3
15 Host-3 SW-2 e0/1 Host-6 SW-2 e0/4
16 Host—4 SW-2 e0/2 Host-1 SW-1 e0/1
17 Host—4 SW-2 e0/2 Host-2 SW-1 e0/2
18 Host-4 SW-2 e0/2 Host-3 SW-2 e0/1
19 Host-4 SW-2 e0/2 Host-5 SW-2 e0/3
20 Host—4 SW-2 e0/2 Host-6 SW-2 e0/4
21 Host-5 SW-2 e0/3 Host-1 SW-1 e0/1
22 Host-5 SW-2 e0/3 Host-2 SW-1 e0/2
23 Host-5 SW-2 e0/3 Host-3 SW-2 e0/1
24 Host-5 SW-2 e0/3 Host-4 SW-2 e0/2
25 Host-5 SW-2 e0/3 Host-6 SW-2 e0/4
26 Host—6 SW-2 e0/4 Host-1 SW-1 e0/1
27 Host—6 SW-2 e0/4 Host-2 SW-1 e0/2
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28 Host-6 SW-2 e0/4 Host-3 SW-2 e0/1
29 Host-6 SW-2 e0/4 Host-4 SW-2 e0/2
30 Host-6 SW-2 e0/4 Host-5 SW-2 e0/3

J\\ KBS

1. GNS3
(1) 1] GNS3 i E A28 ML SE R 282 5 A X 7 DX 2 ZEA IR

(2) GNS3 fEM A A HE? EEN AW ?
(3) [ GNS3 ARk A WL ] 26 15 H A2 5 GNS3 Xf LE A ML ff 4 2

2. NV RIRR)

(1) AR ? Al RN B R A TR e AN [F] 2
(2) BEATARMV R R, S AZ AR IR B0 2 WA ?
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= EREEMS VLAN Ei&EE

—. LA
1. BRAFACHALR) AR 52
2. AR HALI AN ERAIHT P R I ATV
3. HMRREPLRER (VLAN) R FEASHE & A0 5 3
4, BRIEZ 6 ZZS LA R G K A0L R A5 P T4 P 25 R0 R A i 2
5. H4E VLAN [EEAS 1A SR HE 510 E 77

. SCIGEET
2 220

=. ScEukE
LRk

P, SKIeFEK

1. B

BABRLITENLE.

2. B

Windows 7 DL E#:E RS, %3 GNS3 M4/ B 5 VirtualBox EFMLERMT, Z23% Putty
LG

3. W%

SIS % R AN SCRE, BRI A T 1Y
4, TR

o

F. LGP
1 SRl i A S5 B
2. ZJRATHAUR AR R
3. KRR IR B AR S
4, [ ZE I R FE A T VR RN B AR R
5. VLAN [H]#% th 1 AR

75 XEES
1. SERCEET R A AL R sl X 1) 2 5 5
2. SERASHA I HC B B AR, JF RN S B O el L 5 R
3. SERIE 2 & ZJEACHHLIA] R S5 R 0L SR 45 0 A I 2% Dy e
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+t. XRARRLER

1. ZHEHEE

(1) 9T7F GNS3 ¥, ¥4 EtherSwitch #af %] GNS3 TAE &, i #ll, ridi
[start] 4%, FF/a 8 #bl. Adisc#etl, i [console] 4%, @ ASZHALECE 5 i,
Wi 2-1 fiiow

2R - O x

2-1 AL E T

WP AZ Wbl R B AT E B, AT NS B AR AR, 2 N ST I
ZE PR KT
(2) BFZHMLE) 2 15 S
BE R HHLTA i O RRAS
SW-1#show interface status
BEAZHHUTA b VGRS B
SW-1#show interface
(3) BHFRE I 15 S
EE WAL D 01 FPIRAS
SW-1#show interfaces FastEthernet 0/1
FastEthernet0/1 is administratively down, line protocol is down
Hardware is Fast Ethernet, address is cc01.0884.f001 (bia cc01.0884.f001)
Description: *** Unused for Layer2 EtherSwitch ***
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Auto-duplex, Auto-speed

ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/40 (size/max)

BIERIFSTESR / hbily /13938213680/ #£82& , 510
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5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

1% FastEthernetO/1 934112 61, FHE3 1112 LT 4635 2 S 806 2-4 o,
% 2-1 FastEthernet0/1 32 B & X

(4) Pic B vy 1 A 1845 15

BEAAZHAUAC B AR

SW-1#configure terminal

HE V45w FE B AR

SW-1 (config)#interface FastEthernet 0/1

I B 22 441 0/1 it 1485 24 This is a fast ethernet interface

SW-1 (config-if)#description This is a fast ethernet interface

BEmEE, WUEICERE 7&K,

SW-1#show interfaces FastEthernet 0/1

Hardware is Fast Ethernet, address is cc01.0884.f001 (bia cc01.0884.f001)

BIERIFE5TESR / bty /13938213680/ #£82 3, £11 1
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Description: This is a fast ethernet interface
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

(5) e 7 I I P 3 3 AN X LA 2
SW-1 (config)#interface FastEthernet 0/1
SW-1(config-if)#speed ?

10 Force 10 Mbps operation

100 Force 100 Mbps operation

auto Enable AUTO speed configuration
e B i 1R 8N E @ S
SW-1(config-if)#speed auto
SW-1(config-if)#duplex ?
auto Enable AUTO duplex configuration
full Force full duplex operation
half Force half-duplex operation
i B o 1 2 W AR
SW-1(config-if)#duplex full
(6 Tic 2 oy 11 P 5 425 1)
SW-1(config-if)#bandwidth ?
<1-10000000> Bandwidth in kilobits
inherit Specify that bandwidth is inherited
receive Specify receive-side bandwidth
e B 3 1 ) HE WSO 1) 71 529 10Mbps .
SW-1(config-if)#bandwidth receive 10
B 3 11 5 8 BR A1) o
SW-1(config-if)#no bandwidth receive
(7> ZERIAE F 5 1

SRS 5 TSR / Fbily / 13938213680/ &£82 %, 85121
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AEFH I
SW-1(config-if}#shutdown

J i 3
SW-1(config-if)#no shutdown

2. BHREM

(LD $rfhEt
AR 2 G EAL (SW-1, SW-2), 6 & FHl(Host-1. Host-2. Host-3. Host-4.

Host-5. Host-6), FHLiEid GNS3 i 47K VPCS Ml AL, M Infhasktn e 2-2 Jir

7No

B 2-2 T LR 2 45 1

(2) FZEIRINEEHBLE, 72 GNS3 I T 5g RIS, I 2-3 for .

ethO

Host-2

ethil Sw-1

Host-1

- ethl -

Hozt-5

Ho=zt-3 elf0
elf1
o eth0 e
Host—-6
Host—-4

2-3 T B R L S5

(3) MBI RIS VLAN BRI 5 2= W3R 2-2 Fios.
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% 2-2 VLAN HiRI%

Fe VLAN 1D VLAN name ZHH N ] I P42 5
1 vlan 10 VLANOO10 SW-1 F0/0 access Port
2 vlan 20 VLAN0020 SW-1 F0/1 access Port
3 vlan 10 VLANOO10 SW-2 F0/0 access Port
4 vlan 10 VLANOO10 SW-2 FO/1 access Port
5 vlan 20 VLAN0020 SW-2 F0/2 access Port
6 vlan 20 VLAN0020 SW-2 F0/3 access Port
7 - - SW-1 F0/15 Trunk Port
8 - - SW-2 F0/15 Trunk Port

(4) Mz bR Wk 2-3 .
% 2-3 MLEHHHRIR

FF5 BELR WAL E ZFS BAAE
1 Host-1 192.168. 1. 1/24 192. 168. 1. 254 SW-1 e0/1
2 Host-2 192.168. 2. 1/24 192. 168. 2. 254 SW-1 e0/2
3 Host-3 192.168.1.2/24 192. 168. 1. 254 SW-2 e0/1
4 Host—4 192.168. 1. 3/24 192. 168. 1. 254 SW-2 e0/2
5 Host-5 192. 168. 2. 2/24 192. 168. 2. 254 SW-2 e0/3
6 Host-6 192. 168. 2. 3/24 192. 168. 2. 254 SW-2 e0/4

(5) X EMLFEAT LKL E -
Of Host-1 Elbr, sidi [Start] JFEZEA-
@7% i Host-1 ElbR, siddi [Console) 17T Host-1 [ 45 &, 4T ML E .
WX 28 T B A 2 W1 T s
>show ip
117575 Host-1 f M 45 it &

>ip 192.168.1.1/24 192.168.1.254
/e E Host-1 [ IP bk 5 /5%

>show ip
/1T 7E Host-1 [F) P 2% i B
>save

P LAE B Host-1 MR B 58 /%, BT B EAT IR A7
@4iak 2-3 MAKNE, 2% Host-1 FIFCE /7%, 5EM Host-2. Host-3. Host-
4. Host-5. Host-6 [P AL HE o
(5) X S HALAT M 25 e B
O SW-1 Elbr, S [Start] JFR %GB
@f SW-1 ElbR, sidh [Console ) T A HMLIN i A4 G #ATICE . HE AL
R FTR
‘ SW-1#vlan database

BIERIFE5TESR / BBty / 13938213680/ £ 823, 514
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I1—f¥ 3640 =i# 3725 4 F 51t 4% A BB i EE N VILAN $ids R
BEAT A
SW-1(vlan)#vlan 10
SW-1(vlan)#vlan 20
SW-1(vlan)#exit
SW-1#conf t
SW-1(config)#int f0/0
HNFF B T e B e B AR X
SW-1(config-if)#switchport mode access
I F OB O AR, R — RO TN 20 ML
SW-1(config-if)#switchport access vlan 10
SW-1(config-if)#no shutdown
SW-1(config-if)#exit
SW-1(config)#int f0/1
SW-1(config-if)#switchport mode access
SW-1(config-if}#switchport access vlan 20
SW-1(config-if}#no shutdown
SW-1(config-if)#exit
SW-1#show vlan-switch brief
AT ZAAFH vian 32 B L

VLAN Name Status Ports
1 default active Fa0/2, Fa0/3, Fa0/4,
Fa0/5

Fa0/6, Fa0/7, Fa0/8,
Fa0/9

Fa0/10, Fa0/11,
Fa0/12, Fa0/13

Fa0/14. Fa0/15

10 VLANO0O10 active Fa0/0
20 VLANO0020 active Fa0/1
SW-1#conf t

SW-1(config)#int f0/15
SW-1(config-if)#switchport trunk encapsulation dot1q

ITrunk A P FpE 3 AR HE, —FiE Cisco AAAH Y ISL, —F2 AT kiziE 802.1Q,
—RCKRH] 802.1Q SEHlE %, Afigi—KH] 802.1Q Frik.
SW-1(config-if)#switchport mode trunk

MR R G5 SUAL trunk B30, STHALAHEE R4 1 — KA trunk #5220, A
TN E VLAN &
SW-1(config-if)#exit
SW-1(config)#exit
SW-1#write

©2Z% SW-1 HJACE fr%, S8R SW-2 [ ILE .

(6) 8L Ping #r4%f Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 317 i 4 1]

o, JHHEE 2-4,

R 2-4 EEMENR

5
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HREN BALE M R =41 BAME | Ping WRAEHE




(HENFE) higSH / = EWETHE VLAN F&F

1 Host-1 SW-1 €0/0 Host-2 SW-1 e0/1
2 Host-1 SW-1 €0/0 Host-3 SW-2 ¢0/0
3 Host-1 SW-1 €0/0 Host—4 SW-2 e0/1
4 Host-1 SW-1 €0/0 Host-5 SW-2 e0/2
5 Host-1 SW-1 e0/0 Host—6 SW-2 e0/3
6 Host-2 SW-1 e0/1 Host-1 SW-1 e0/0
7 Host-2 SW-1 e0/1 Host-3 SW-2 ¢0/0
8 Host-2 SW-1 e0/1 Host—4 SW-2 e0/1
9 Host-2 SW-1 e0/1 Host-5 SW-2 e0/2
10 Host-2 SW-1 e0/1 Host—6 SW-2 e0/3
11 Host-3 SW-2 e0/0 Host-1 SW-1 e0/0
12 Host-3 SW-2 e0/0 Host-2 SW-1 e0/1
13 Host-3 SW-2 e0/0 Host—4 SW-2 e0/1
14 Host-3 SW-2 e0/0 Host—-5 SW-2 e0/2
15 Host-3 SW-2 e0/0 Host—6 SW-2 e0/3
16 Host-4 SW-2 e0/1 Host-1 SW-1 e0/0
17 Host—4 SW-2 e0/1 Host-2 SW-1 e0/1
18 Host—4 SW-2 e0/1 Host-3 SW-2 e0/0
19 Host-4 SW-2 e0/1 Host-5 SW-2 e0/2
20 Host—4 SW-2 e0/1 Host-6 SW-2 e0/3
21 Host-5 SW-2 e0/2 Host-1 SW-1 e0/0
22 Host-5 SW-2 e0/2 Host-2 SW-1 e0/1
23 Host-5 SW-2 e0/2 Host-3 SW-2 e0/0
24 Host-5 SW-2 e0/2 Host—4 SW-2 e0/1
25 Host-5 SW-2 e0/2 Host-6 SW-2 e0/3
26 Host-6 SW-2 e0/3 Host-1 SW-1 e0/0
217 Host-6 SW-2 e0/3 Host-2 SW-1 e0/1
28 Host-6 SW-2 e0/3 Host-3 SW-2 e0/0
29 Host-6 SW-2 e0/3 Host—4 SW-2 €0/1
30 Host-6 SW-2 €0/3 Host-5 SW-2 e0/2

3. VLAN [a)i@{5
(1) FFJEASHHL SW-1 [958 B IhEE

SW-1#configure terminal

SW-1(config)#ip routing
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(GHEALWA) Kh#EFH / Eh=: ENETHE VAN #EF

(2) 4y HI4E VIAN 10 A1 VLAN 20 FFECE 1P Hihi->h 192. 168. 1. 2564, 192. 168. 2. 254,
SW-1(config)#interface vlan 10

SW-1(config)#ip address 192.168.1.254 255.255.255.0
SW-1(config)#exit

SW-1(config)#interface vlan 20

SW-1(config)#ip address 192.168.2.254 255.255.255.0
SW-1(config)#exit

(3) &% SW-1 ECE 4, 58 SW-2 1 VIAN B & . 35 SW-2 i B a2 15 5|
* 2-5 1,

#2-5 SW-2 BB Hrd

(4) @3t Ping #r4 %t Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 j3F47 1% i 1]
i, HHEE 2-6.

R 2-6 EEMEIIR
FF5 HREH BAE M B2 = L BALE Ping MRER
1 Host-1 SW-1 e0/0 Host—-2 SW-1 e0/1
2 Host-1 SW-1 e0/0 Host-3 SW-2 e0/0
3 Host-1 SW-1 e0/0 Host—4 SW-2 e0/1
4 Host-1 SW-1 €0/0 Host-5 SW-2 e0/2
5 Host-1 SW-1 €0/0 Host-6 SW-2 e0/3
6 Host-2 SW-1 e0/1 Host-1 SW-1 e0/0
7 Host-2 SW-1 e0/1 Host-3 SW-2 e0/0
8 Host-2 SW-1 e0/1 Host—4 SW-2 e0/1
9 Host-2 SW-1 e0/1 Host=5 SW-2 e0/2
10 Host-2 SW-1 e0/1 Host-6 SW-2 e0/3
11 Host-3 SW-2 €0/0 Host-1 SW-1 e0/0
12 Host-3 SW-2 e0/0 Host-2 SW-1 e0/1
13 Host-3 SW-2 e0/0 Host—4 SW-2 e0/1
14 Host-3 SW-2 e0/0 Host-5 SW-2 e0/2
15 Host-3 SW-2 e0/0 Host—6 SW-2 e0/3
16 Host-4 SW-2 e0/1 Host-1 SW-1 e0/0
17 Host-4 SW-2 e0/1 Host-2 SW-1 e0/1
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(GHEALWA) Kh#EFH / Eh=: ENETHE VAN #EF

18 Host—-4 SW-2 e0/1 Host-3 SW-2 e0/0
19 Host-4 SW-2 e0/1 Host-5 SW-2 e0/2
20 Host-4 SW-2 e0/1 Host—6 SW-2 e0/3
21 Host-5 SW-2 e0/2 Host-1 SW-1 ¢0/0
22 Host-5 SW-2 e0/2 Host—-2 SW-1 e0/1
23 Host-5 SW-2 e0/2 Host-3 SW-2 e0/0
24 Host-5 SW-2 e0/2 Host—4 SW-2 e0/1
25 Host-5 SW-2 e0/2 Host—6 SW-2 e0/3
26 Host-6 SW-2 e0/3 Host-1 SW-1 ¢0/0
27 Host-6 SW-2 e0/3 Host—-2 SW-1 e0/1
28 Host-6 SW-2 e0/3 Host-3 SW-2 e0/0
29 Host-6 SW-2 e0/3 Host—4 SW-2 e0/1
30 Host—6 SW-2 e0/3 Host-5 SW-2 e0/2

J\\ KRS

L. ZEHHL O RO # SR R R
(1) IR TIING? R GTIIG? A A T AR,
(2) VLTS A SR RO BRI P RE O

2. BUREN S X2

(D 1 EHNIZ LRI 204 VLAN? VLAN XT38 8L RS 8 2 &
AR ? 15 Ul SR A o

(2) HEARIER AT LA 1 S BN LI BRI N2 AT R 4 e AU R A&
T REMS BT 3R BRI R AT AF U R A

(3) HEAU R 2 75 RE i AR L8k o4k 2R (10742 7 R UL AT

/
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CHEALWS) KhiERd / Eh=: FABHSLAN

4
d
v

SR = (MR

4

—. SSIHEM
1. BR800 A TR R B
2. ER R AR A AV BTG BT i
3. TR ey 2H X R 7 R AN A i A B A T
4, PRFEIET B S AE XA, JREE— R el X T R

. SCIGEET
2 220

=. ScEukE
LRk

P, SKIeFEK

1.

BARAATTENL L G

2. B

Windows 7 UL F#EFE RSE, %3 GNS3 M) 5 VirtualBox LI, %23 Putty
L7

3. M%
S S RIS B U R <
4. TR

o

F. SCERHEIR
1. HEAULJR I A J A o
2« ZZHML BERHIATHAL. B A 0 A SRR
3. MIZR I BE A i
4 FE X PR BT A B AR .

XWES

1. BT WA, 58 R 2 ik
2. 58/ VLAN KIfc & ;

3. SERREE A E AL B
A, 5E R 4% T TE 1 AR

>k
-
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CHEALWS) KhiERd / Eh=: FABHSLAN

+t. XRARKRLER

1. PIZERIR

(1) AR 1 68HH%S (RT-D . 2 G HNL (RS-1. RS-2) | 4 &5k
Bl (SW-1. SW-2. SW-3. SW-4). 12 & FHl(Host-1 & Host-12). FHLi#T GNS3 1 H
I VPCS ML EMLSEI, M2 h s mnE 3-1 Fior.

sW-3

b P00 B0

Host-5 Hast-& Host-7 Host-8 Host-4 Host-100  Host-11 Hast 12

K 3-1 s

(2) IR, E GNS3 ML T e m i i, & 3-2 .

el/3

Host-1 Host—-2 Host—3 Host-4 Host-5 Host-6 Host-7 Host-8 Host-9 Host-10 Host—11 Host-12

Kl 3-2 seiin e

(3) M HhE AR S VLAN $ERISTE 5 6 B i k)], Bk LER 3-1. % 3-2, %
3-3. % 3-4 fiom.
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CHEALWS) KhiERd / Eh=: FABHSLAN

% 3-1 VLAN $i%I%E

Fe ZHHL VLAN 1D VLAN name NI 0 1 04 R
1 SW-1 - - F0/0 Trunk Port
2 SW-1 valn 10 0010 FO/1 access Port
3 SW-1 valn 20 0020 F0/2 access Port
4 SW-1 valn 30 0030 F0/3 access Port
5 SW-2 - - F0/0 Trunk Port
6 SW-2 valn 10 0010 FO/1 access Port
7 SW-2 valn 20 0020 F0/2 access Port
8 SW-2 valn 30 0030 FO/3 access Port
9 SW-3 - - F0/0 Trunk Port
10 SW-3 valn 40 0040 Fo0/1 access Port
11 SW-3 valn 50 0050 F0/2 access Port
12 SW-3 valn 60 0060 F0/3 access Port
13 SW-4 - - F0/0 Trunk Port
14 SW-4 valn 40 0040 FO/1 access Port
15 SW-4 valn 50 0050 F0/2 access Port
16 SW-4 valn 60 0060 F0/3 access Port
17 RS-1 - - F2/1 Trunk Port
18 RS-1 - - F2/2 Trunk Port
19 RS-1 vlan 10 0010 - -

20 RS-1 vlan 20 0020 - -

21 RS-1 vlan 30 0030 - -

22 RS-2 - - F2/1 Trunk Port

23 RS-2 - - F2/2 Trunk Port

24 RS-2 vlan 40 0040 - -

25 RS-2 vlan 50 0050 - -

26 RS-2 vlan 60 0060 - -

® 32 MZMHERIR
s FEHEFR M2 BCE ZES BALLE
1 Host-1 10.0.101.1/24 10.0.101.254 SW-1 F0/1
2 Host-2 10.0.102.1/24 10.0.102.254 SW-1 F0/2
3 Host-3 10.0.103.1/24 10.0.103.254 SW-1 F0/3
4 Host-4 10.0.101.2/24 10.0.101.254 SW-2 F0/1
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CHEALWS) KhiERd / Eh=: FABHSLAN

5 Host-5 10.0.102.2/24 10.0.102.254 SW-2 F0/2
6 Host-6 10.0.103.2/24 10.0.103.254 SW-2 F0/3
7 Host-7 10.0.104.1/24 10.0.104.254 SW-3 F0/1
8 Host-8 10.0.105.1/24 10.0.105.254 SW-3 F0/2
9 Host-9 10.0.106.1/24 10.0.106.254 SW-3 F0/3
10 Host-10 10.0.104.2/24 10.0.104.254 SW-4 F0/1
11 Host-11 10.0.105.2/24 10.0.105.254 SW-4 F0/2
12 Host-12 10.0.106.2/24 10.0.106.254 SW-4 F0/3
*® 3-3 BWEMIRIF
s & ¥t i 128 IP Hhht
1 RS-1 F2/0 no switchport 10.0.107.1/30
2 RS-2 F2/0 no switchport 10.0.108.1/30
3 RT-1 E1/1 - 10.0.107.2/30
4 RT-1 E1/2 - 10.0.108.2/30
& 3-4 BRHMRIE
s & B P 232
1 RT-1 Static-router 10.0.101.0 255.255.255.0 10.0.107.1
2 RT-1 Static-router 10.0.102.0 255.255.255.0 10.0.107.1
3 RT-1 Static-router 10.0.103.0 255.255.255.0 10.0.107.1
4 RT-1 Static-router 10.0.104.0 255.255.255.0 10.0.108.1
5 RT-1 Static-router 10.0.105.0 255.255.255.0 10.0.108.1
6 RT-1 Static-router 10.0.106.0 255.255.255.0 10.0.108.1
7 RS-1 Static-router 10.0.104.0 255.255.255.0 10.0.107.2
8 RS-1 Static-router 10.0.105.0 255.255.255.0 10.0.107.2
9 RS-1 Static-router 10.0.106.0 255.255.255.0 10.0.107.2
10 RS-1 Static-router 10.0.108.0 255.255.255.252 10.0.107.2
11 RS-2 Static-router 10.0.101.0 255.255.255.0 10.0.108.2
12 RS-2 Static-router 10.0.102.0 255.255.255.0 10.0.108.2
13 RS-2 Static-router 10.0.103.0 255.255.255.0 10.0.108.2
14 RS-2 Static-router 10.0.107.0 255.255.255.252 10.0.108.2
2. FHECE

O Host-1 Bbx, s [Start] JFE %34
@# i Host-1 E#r, st [Console] #T7F Host-1 i &4l &, AT LS AL E
fic B Ay &N AR

‘ >show ip ‘
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CHEALWS) KhiERd / Eh=: FABHSLAN

H#ETFE Host-1 [ 48 il B
>ip 10.0.100.1/24 10.30.101.254
#lid B Host-1 19 IP st 5/ 2%

>show ip
#E5F Host-m ) X4 i &
>save

#7] DL 3] Host-m ) 45 18 & 52 ik, BHAC B 3T PR A7
BB 3-2 52 Host-2. Host-3. Host-4. Host-5. Host-6 [f] /4 & .

3. BAXHNEE
Ot SW-1 ElbR, sidi [Start] JFHZR &
@4 SW-1 El#xs, s [Console] FT7 SW-1 fdr &4l &, AT ACE . FE
AR,
SW-1#vlan database
SW-1(vlan)#vlan 10
SW-1(vlan)#vlan 20
SW-1(vlan)#vlan 30
SW-1(vlan)#exit
SW-1#conf t
SW-1(config)#int f0/1
SW-1(config-if)#switchport mode access

SW-1(config-if)#switchport access vlan 10
SW-1(config-if)#int f0/2
SW-1(config-if)#switchport mode access
SW-1(config-if)#switchport access vlan 20
SW-1(config-if)#int f0/3
SW-1(config-if)#switchport mode access
SW-1(config-if)#switchport access vlan 30
SW-1(config-if)#exit

SW-1(config)#int f0/0
SW-1(config-if)#switchport trunk encapsulation dot1q
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#exit

SW-1(config)#end

SW-1#write

@4 K -1 MAMKNE, 2% SW-1 I E T, 58 SW-2 FIREICE . TR SW-
2 [ E A IR B3R 35 s

#3-5 SW-2 BLEH4
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CHEALWS) KhiERd / Eh=: FABHSLAN

4. BHRHEHEE
Ot RS-1 ElbR, sidh [Start] JFEZ3 &
@#i RS-1 b5, siifi [Console] T7F RS-1 (a4l &, BEATMZXICE . AT

BN iR,

RS-1#vlan database

RS-1(vlan)#vlan 10

RS-1(vlan)#vlan 20

RS-1(vlan)#vlan 30

RS-1(vlan)#exit

RS-1#conf t

RS-1(config)#int f2/1

RS-1(config-if)#switchport trunk encapsulation dot1q

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#exit
RS-1(config)#int f2/2
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#switchport mode trunk

RS-1(config-if)#exit

RS-1(config)#int f2/0

RS-1(config-if)#no switchport

RS-1(config-if)ip add 10.0.107.1 255.255.255.0
RS-1(config-if)exit

RS-1(config)#ip routing

RS-1 (config)#ip route 10.0.104.0 255.255.255.0 10.0.107.2
RS-1 (config)#ip route 10.0.105.0 255.255.255.0 10.0.107.2
RS-1 (config)#ip route 10.0.106.0 255.255.255.0 10.0.107.2
RS-1 (config)#ip route 10.0.108.0 255.255.255.252 10.0.107.2
RS-1 (config)#exit

RS-1#write

5+ JRHB O 4518
Wit Ping fv4 %t Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 #4780 141

W, JHHE% 3-6,
* 3-6 EEMMIR

s BREN BALE M B2 =BT BAE Ping WIRER
1 Host-1 SW-1 e0/1 Host-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-1 e0/3
3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/1
4 Host-1 SW-1 e0/1 Host-5 SW-2 e0/2
5 Host-1 SW-1 e0/1 Host—6 SW-2 e0/3
6 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
7 Host-2 SW-1 e0/2 Host-3 SW-1 e0/3
8 Host-2 SW-1 e0/2 Host—4 SW-2 e0/1
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(TENFE) thigSsH / Zh=: EHEHELAN

9 Host-2 SW-1 e0/2 Host-5 SW-2 e0/2
10 Host-2 SW-1 e0/2 Host—6 SW-2 e0/3
11 Host-3 SW-1 e0/1 Host-1 SW-1 e0/1
12 Host-3 SW-1 e0/3 Host-2 SW-1 e0/2
13 Host-3 SW-1 e0/3 Host—4 SW-2 e0/1
14 Host-3 SW-1 e0/3 Host-5 SW-2 e0/2
15 Host-3 SW-1 e0/3 Host—6 SW-2 e0/3
16 Host-4 SW-2 e0/1 Host-1 SW-1 e0/1
17 Host-4 SW-2 e0/1 Host-2 SW-1 e0/2
18 Host-4 SW-2 e0/1 Host-3 SW-1 e0/3
19 Host-4 SW-2 e0/1 Host-5 SW-2 e0/2
20 Host—4 SW-2 e0/2 Host—6 SW-2 e0/3
21 Host-5 SW-2 e0/2 Host-1 SW-1 e0/1
22 Host-5 SW-2 e0/2 Host—-2 SW-1 e0/2
23 Host-5 SW-2 e0/2 Host-3 SW-1 e0/3
24 Host-5 SW-2 e0/2 Host—4 SW-2 e0/1
25 Host-5 SW-2 e0/2 Host—6 SW-2 e0/3
26 Host—6 SW-2 e0/3 Host-1 SW-1 e0/1
27 Host-6 SW-2 e0/3 Host—-2 SW-1 e0/2
28 Host—6 SW-2 0/3 Host-3 SW-1 e0/3
29 Host—6 SW-2 0/3 Host—4 SW-2 e0/1
30 Host-6 SW-2 e0/3 Host-5 SW-2 e0/2

6 AR %
Gia 31 BR A MEAEAE, SEANRBMEE, 56/ Host-7. Host-8. Host-
9. Host-10. Host-11. Host-12. SW-3. SW-4, RS-2 ML E, JFik TEm kg, H5%E 3-
8. ¥ RS-2 MIBLE ar A 4HE 2K 3-7 .
#3-7 RS2 M E M4
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(TENFE) thigSsH / Zh=: EHEHELAN

% 3-8 EEMEHIR
s HREH BALE M L EAT BAALE Ping PSR
1 Host-7 SW-3 e0/1 Host-8 SW-3 e0/2
2 Host-7 SW-3 e0/1 Host-9 SW-3 e0/3
3 Host-7 SW-3 e0/1 Host-10 SW-4 €0/1
4 Host-7 SW-3 e0/1 Host-11 SW-4 e0/2
5 Host-7 SW-3 e0/1 Host-12 SW-4 e0/3
6 Host-8 SW-3 e0/2 Host-7 SW-3 e0/1
7 Host-8 SW-3 e0/2 Host-9 SW-3 e0/3
8 Host-8 SW-3 e0/2 Host-10 SW-4 e0/1
9 Host-8 SW-3 e0/2 Host-11 SW-4 e0/2
10 Host-8 SW-3 e0/2 Host-12 SW-4 e0/3
11 Host-9 SW-3 e0/1 Host-7 SW-3 e0/1
12 Host-9 SW-3 e0/3 Host-8 SW-3 e0/2
13 Host-9 SW-3 e0/3 Host-10 SW-4 e0/1
14 Host-9 SW-3 e0/3 Host-11 SW-4 e0/2
15 Host-9 SW-3 e0/3 Host-12 SW-4 e0/3
16 Host-10 SW-4 e0/1 Host-7 SW-3 e0/1
17 Host-10 SW-4 e0/1 Host-8 SW-3 e0/2
18 Host-10 SW-4 e0/1 Host-9 SW-3 €0/3
19 Host-10 SW-4 e0/1 Host-11 SW-4 e0/2
20 Host-10 SW-4 e0/2 Host-12 SW-4 e0/3
21 Host-11 SW-4 e0/2 Host-7 SW-3 e0/1
22 Host-11 SW-4 e0/2 Host-8 SW-3 e0/2
23 Host-11 SW-4 e0/2 Host-9 SW-3 0/3
24 Host-11 SW-4 e0/2 Host-10 SW-4 e0/1
25 Host-11 SW-4 e0/2 Host-12 SW-4 e0/3
26 Host-12 SW-4 e0/3 Host-7 SW-3 e0/1
217 Host-12 SW-4 e0/3 Host-8 SW-3 e0/2
28 Host-12 SW-4 e0/3 Host-9 SW-3 e0/3
29 Host-12 SW-4 e0/3 Host-10 SW-4 ¢0/1
30 Host-12 SW-4 e0/3 Host-11 SW-4 e0/2

7. BRHRRE
O RT-1 EFR, s [Start] JFR1Z0&
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CHEALWS) KhiERd / Eh=: FABHSLAN

@# i RT-1 B#r, A [Console] #TJT RT-1 (Iér Al G, #HATMKEE . BEG

LU R

RT-1#conf t

RT-1(config)#int e1/1

RT-1(config-if)j#no shutdown

RT-1(config-if)#ip add 10.0.107.2 255.255.255.0
RT-1(config-if)#exit

RT-1(config)#int e1/2

RT-1(config-if)j#no shutdown

RT-1(config-if)#ip add 10.0.108.2 255.255.255.0
RT-1(config-if)#exit

RT-1(config)#ip route 10.0.104.0 255.255.255.0 10.0.108.1
RT-1(config)#ip route 10.0.105.0 255.255.255.0 10.0.108.1
RT-1(config)#ip route 10.0.106.0 255.255.255.0 10.0.108.1
RT-1(config)#ip route 10.0.101.0 255.255.255.0 10.0.107.1
RT-1(config)#ip route 10.0.102.0 255.255.255.0 10.0.107.1
RT-1(config)#ip route 10.0.103.0 255.255.255.0 10.0.107.1
RT-1(config)#exit

RT-1#write

8+ Bk oY 458 MR,

Host-1. Host-2. Host-3. Host-4. Host-5. Host-6. Host-7. Host-8.

Host-9. Host-10.

Host-11. Host-12. RT-1. RS-1. RS-2. SW-1. SW-2. SW-3. SW-4 &S5, @it

Ping & BEAT ENLAEEMEIR, JHHEE 3-9.
& 3-9 BAEEMENK

FF5 HREH BAE i B L BALE Ping JURASR
1 Host-1 SW-1e0/1 Host-2 SW-1e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-1 e0/3
3 Host-1 SW-1 e0/1 Host-4 SW-2 e0/1
4 Host-1 SW-1 e0/1 Host-5 SW-2 e0/2
5 Host-1 SW-1e0/1 Host-6 SW-2 e0/3
6 Host-1 SW-1e0/1 Host-7 SW-3e0/1
7 Host-1 SW-1 e0/1 Host-8 SW-3 e0/2
8 Host-1 SW-1 e0/1 Host-9 SW-3 e0/3
9 Host-1 SW-1 e0/1 Host-10 SW-4 e0/1
10 Host-1 SW-1 e0/1 Host-11 SW-4 e0/2
11 Host-1 SW-1 e0/1 Host-12 SW-4 e0/3
12 Host-2 SW-1 e0/2 Host-1 SW-1e0/1
13 Host-2 SW-1 e0/2 Host-3 SW-1 e0/3
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CHEALWS) KhiERd / Eh=: FABHSLAN

128 Host-12 SW-4 e0/3 Host-7 SW-3 e0/1
129 Host-12 SW-4 e0/3 Host-8 SW-3 e0/2
130 Host-12 SW-4 e0/3 Host-9 SW-3 e0/3
131 Host-12 SW-4 e0/3 Host-10 SW-4 e0/1
132 Host-12 SW-4 e0/3 Host-11 SW-4 e0/2

J\\ KRS

1. BREaA TAER3
(1) B ERaR 0 TAERER AT A2
(2) W &7 P4 R As I ER R R 2
(3) BEEhA . AN B HASHMAED R LA A XN ? EER S s A2

2. PIZEIER
(L) & DL P28 03K T2 A PING Al TraceRoute, T 11 J5 A1 A5 WL [X 51 2
(2) ML T Bab A WL 2
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[

(174,

—. SCIEHEE
1. BE— D PR A 1 A R 2
2. BIE RIP BFEA S LIS ;
3. iR OSPF HyFEA S B SLHL .

. SCIGEET
2 2

=, SCEgRH

Rk

b, SKIGEFEK

N

BABLITEN LS.

2. W

Windows 7 DL E#EE RS, %%E GNS3 M4/ B 5 VirtualBox EFMLIKAT:, Z23% Putty
LG

3 W%

S = SRR SRR, AR S U In) Rz el A
4, TH

o

F. LGP
1. TFEHLES I IEA T
2. EHAIURN S H 2 ) A SR
3. BASEE A,
4, WERPIEHML (RIP. OSPF).

75 KBES

1. BT W2, 58 Bomd ) ik
2. SEEEHIERIINCE, SEEL RIP;

3. FERHEHIASIBCE, SCIL OSPF;
4,

PEs AR Gl R

t. SBRAETRLER

I}
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1. RIP FySZER

(L st

KSR 2 GAZHHL (SW-1, SW-2), 2 G H#% (RT-1. RT-2), 4 & FH1(Host-
1. Host-2. Host-3. Host-4), AL GNS3 M) VPCS Ml BN, ML
NS 4-1 Fos

RT-1
20/0
e0/1
20/0
e0/1 e0/2
SW-1

Host-2 Host-3

4-1 ML

(2) IR, 75 GNS3 M8 R e BRI it v, i 4-2 P

4-2 [ Fh

(3) ML RRI 3% 4-1 P
R 41 MEHIEHRIR

Fs B& B W B B ZFS BAE
1 Host-1 192. 168. 1. 1/24 192. 168. 1. 254 SWH-1 e0/1
2 Host-2 192. 168. 1. 2/24 192. 168. 1. 254 SW-1 e0/2
3 Host-3 172.16. 1. 1/24 172. 16. 1. 254 SWH-2 e0/1
4 Host—4 172.16. 1. 2/24 172.16. 1. 254 SW-2 e0/2
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(4) X EHHAT I E
@OFi Host-1 B4z, il [Start] JFR %%
@it Host-1 FlfF, #iifi [Console 14T 7F Host-L iy &4l 1, AT ISICE . ALH

iR NPT
>show ip
#E5E Host-1 1) 45 it B

>ip 192.168.1.1/24 192.168.1.254
H#ILE Host-1 [ 1P Mk 5/ %

>show ip
#E5E Host-1 [ 24L&
>save

HUT LU 3 Host-1 (I8 0 B 52 R, 4 e B kAT (R A7

OEAR 41 NEARNE, &% Host-1 L E 1%, 58 Host-2. Host-3. Host-4 [
HBILE.

(5) BLEMHA RT-1 5 RT-2

B & RT-1 f) €0/0 %t 1 IP Mtk Ay 10.0.0.1/30, e0/1 % [T IP HihitJy 192.168.1.254/24, I
R RIP, EARRCE Gy U0 TR,

RT-1#configure terminal

#iE N C B A

RT-1(config)#interface €0/0

RT-1(config-ifj#no switchport (3 %35 Bi% I W 254 CH NM-4E WA no
shutdown)

RT-1(config-if)#ip address 10.0.0.1 255.255.255.252
#ICE e0/0 17 IP bl

RT-1(config-if)#exit

RT-1(config)#interface e0/1

RT-1(config-ifj# no switchport (3 %48 I 4% 42 LA NM-4E WA no
shutdown)

RT-1(config-if)#ip address 192.168.1.254 255.255.255.0
#ICE e0/1 1 IP il

RT-1(config-if)#exit

RT-1(config)#router rip

#ICE rip

RT-1(config-router)#version 2

#rip WA N v2

RT-1(config-router)#network 192.168.1.0
RT-1(config-router)#network 10.0.0.0

#ECE rip 2%

il B RT-2 1) e0/0 ¥ 1 IP ik~ 10.0.0.2/30, e0/1 Ui 1 1P Hihil >y 172.16.1.254/24, 337
r RIP, EAARCE @20 FFis.

RT-2#configure terminal

#iE AN EE L in

RT-2(config)#interface €0/0

RT-2(config-if)# no switchport (5 223454 M4+ CORCH NM-4E A no
shutdown)

RT-2(config-if)#ip address 10.0.0.2 255.255.255.252
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#ICE e0/0 1 IP tHhhl:

RT-2(config-if)#exit

RT-2config)#interface e0/1

RT-2(config-ify# no switchport (7 %4840 M54 O NM-4E M5 no
shutdown)

RT-2(config-if)#ip address 172.16.1.254 255.255.255.0
#ICE e0/1 1 IP bl

RT-2(config-if)#exit

RT-2(config)#router rip

#ICHE rip

RT-2(config-router)#version 2

#rip MAA v2

RT-2(config-router)#network 172.16.1.0
RT-2(config-router)#network 10.0.0.0

#IECE rip 4%

#E RT-1 B &G B TR,

RT-1#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1IS, su - IS-IS summary, L1 - I1S-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

R 172.16.0.0/16 [120/1] via 10.0.0.2, 00:00:26, Ethernet0/0
10.0.0.0/30 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, Ethernet0/0

C 192.168.1.0/24 is directly connected, Ethernet0/1

BE RT-2 B &G BN oR.

RT-2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - [S-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0/1
10.0.0.0/30 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, Ethernet0/0

R 192.168.1.0/24 [120/1] via 10.0.0.1, 00:00:14, Ethernet0/0
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(6) MM
I Ping Ay A AT M2 @ 5 I, 6 4h RIS 313k 4-2,
£ 4-2 MK BEWARLE R

s HREH BALE M B2 E AL BAALE Ping PSR
1 Host-1 SW-1 e0/1 Host-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-2 e0/1
3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/2
4 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
5 Host-2 SW-1 e0/2 Host-3 SW-2 e0/1
6 Host-2 SW-1 e0/2 Host—4 SW-2 e0/2
7 Host-3 SW-2 e0/1 Host-1 SW-1 e0/1
8 Host-3 SW-2 e0/1 Host-2 SW-1 e0/2
9 Host-3 SW-2 e0/1 Host—4 SW-2 e0/2
10 Host-4 SW-2 e0/2 Host-1 SW-1 e0/1
11 Host—4 SW-2 e0/2 Host-2 SW-1 e0/2
12 Host—4 SW-2 e0/2 Host-3 SW-2 e0/1

2. OSPF FIsZ31

(LD &t

ARSZHGR 2 G5 EHL (SW-1, SW-2), 3 BigHi#E (RT-1. RT-2. RT-3), 4 GEHl
(Host-1. Host-2. Host-3. Host-4), FHLi#E GNS3 #1 HH# f) VPCS BHLENLLHL, WL
I ditunE 4-3 .

4-3 PIEBIRS

(2) RIS BT, 7E GNS3 M T e Jms i gt i, &l 4-4 s
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CHENME)Y ZRhIEFH / TN H5HEEHN
AreaZ
elf2
ethl
| -
Host—1 Host-2 Host—3 Host-4
Kl 4-4 R
(3) ML BRI WK 4-3 Fis o
R 4-3 MLEHhhERIRIE
s &K RN ZES BAME
1 Host-1 192.168.1.1/24 192. 168. 1. 254 SW-1 e0/1
2 Host-2 192.168.1.2/24 192. 168. 1. 254 SW-1 e0/2
3 Host-3 172.16.1.1/24 172.16. 1. 254 SW-2 e0/1
4 Host—4 172.16.1.2/24 172.16. 1. 254 SW-2 e0/2

(4) G463 4-3 EARNE, 58 Host-1. Host-2. Host-3. Host-4 [ 2% it & .

(5) FEEE A% RT-1. RT-2. RT-3

Bl & RT-1 f¥) e0/0 i 1 IP #bdik A 10.0.0.1/30, e0/1 i I 1P Hihik>ly 10.0.1.1/30, FF3¢

FF OSPF, HAAMCE a2 N TR

RT-1#configure terminal

#HiE NTIC AR

RT-1(config)#interface e0/0

RT-1(config-if)j#no shutdown

RT-1(config-if)#ip address 10.0.0.1 255.255.255.252

#ICE e0/0 1 IP Mkl

RT-1(config-if)#exit

RT-1(config)#interface e0/1

RT-1(config-if)j#no shutdown

RT-1(config-if)#ip address 10.0.1.1 255.255.255.252

#UCE e0/1 17 IP bl

RT-1(config-if)#exit

RT-1(config)#router ospf 100

#liL & ospf

RT-1(config-router)#network 10.0.0.0 255.255.255.252 area 0
RT-1(config-router)#network 10.0.1.0 255.255.255.252 area 0

il B RT-2 (1 0/0 % 11 IP ik 4 10.0.0.2/30, e0/1 ¥ 1 1P #uhik A 192.168.1.254/24,
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H3ZHF OSPF, EAKRCE & F s

RT-2#configure terminal

#igb NI B AR

RT-2(config)#interface €0/0

RT-2(config-if)j#no shutdown

RT-2(config-if)#ip address 10.0.0.2 255.255.255.252

#ICE e0/0 1 IP Huihik:

RT-2(config-if)#exit

RT-2(config)#interface e0/1

RT-2(config-if)#no shutdown

RT-2(config-if)#ip address 192.168.1.254 255.255.255.0
#IiLE e010 [1) IP Hikik:

RT-2(config-if)#exit

RT-2(config)#router ospf 200

RT-2(config-router)#network 192.168.1.0 255.255.255.0 area 1
RT-2(config-router)#network 10.0.0.0 255.255.255.252 area 0

it & RT-3 (17 e0/0 Ui 1 1P #ihl >4 10.0.1.2/30, e0/1 i 1 IP #iuhl >y 172.16.1.254/24, 37
Fr OSPF, HARCE dr 2R AT

RT-3#configure terminal

#ih N C B A

RT-3(config)#interface e0/0

RT-3(config-if)j#no shutdown

RT-3(config-if)#ip address 10.0.1.2 255.255.255.252

#ICE e0/0 1 IP Hidk:

RT-3(config-if)#exit

RT-3config)#interface e0/1

RT-3(config-if)j#no shutdown

RT-3(config-if)#ip address 172.16.1.254 255.255.255.0

#ILE e0/0 H IP Mkl

RT-3(config-if)#exit

RT-3(config)#router ospf 300

#lic & ospf

RT-3(config-router)#network 172.16.1.0 255.255.255.0 area 2
RT-3(config-router)#network 10.0.1.0 255.255.255.252 area 0

AE RT-1 B &G BN Pos.

RT-1#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets
OIA 172.16.1.0 [110/20] via 10.0.1.2, 00:01:30, Ethernet0/1

SRS 5 TSR / Fkily / 13938213680/ &£ 82 %, 8535@



(HENFE) 2RhigsH / ZRW: HAILEHHN

10.0.0.0/30 is subnetted, 2 subnets
C 10.0.0.0 is directly connected, Ethernet0/0
C 10.0.1.0 is directly connected, Ethernet0/1
O 1A 192.168.1.0/24 [110/20] via 10.0.0.2, 00:01:30, Ethernet0/0

#BE RT-2 B &G BN oR.

RT-2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-IS, su - IS-IS summary, L1 - I1S-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets
OIlA 172.16.1.0 [110/30] via 10.0.0.1, 00:02:03, Ethernet0/0
10.0.0.0/30 is subnetted, 2 subnets
C 10.0.0.0 is directly connected, Ethernet0/0
(0] 10.0.1.0 [110/20] via 10.0.0.1, 00:02:03, Ethernet0/0
C 192.168.1.0/24 is directly connected, Ethernet0/1

& RT-3 B &G B R PR

RT-3#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - [S-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0/1
10.0.0.0/30 is subnetted, 2 subnets

(0] 10.0.0.0 [110/20] via 10.0.1.1, 00:02:30, Ethernet0/0

C 10.0.1.0 is directly connected, Ethernet0/0

O IA 192.168.1.0/24 [110/30] via 10.0.1.1, 00:02:30, Ethernet0/0
(6) LN
I Ping fiv AT MIZIEFE I, IR EIRURS B 4-4.
R 44 MEBFMIRL R
Fs EREM BAE W R AL BALE | Ping MRAR

1 Host-1 SW-1 e0/1 Host—2 SW-1 e0/2

2 Host-1 SW-1 e0/1 Host-3 SW-2 e0/1
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3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/2
4 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
5 Host-2 SW-1 e0/2 Host-3 SW-2 e0/1
6 Host-2 SW-1 €0/2 Host—4 SW-2 e0/2
7 Host-3 SW-2 e0/1 Host-1 SW-1 e0/1
8 Host-3 SW-2 e0/1 Host—-2 SW-1 e0/2
9 Host-3 SW-2 e0/1 Host—4 SW-2 e0/2
10 Host-4 SW-2 e0/2 Host-1 SW-1 e0/1
11 Host-4 SW-2 e0/2 Host-2 SW-1 e0/2
12 Host—4 SW-2 e0/2 Host-3 SW-2 e0/1

J\\ KRS

1. BhasE il
(1) BhaE i TAR R A4
(2) gt 5ahas ik A A XKO?

2. RIP 5 OSPF
(D) PAEAR KL W 5], FeREik B RIP 852 OSPF E A 2A AL ) 6 28 e bhis 2 A4 2
(2) RIP &% £4 OSPF #R? ~ft4?

3. H3LE
(1) B s ity s th B shiC R 2 H TR R4
(2) BN R 1 E ShIE Rk S H T AR R B
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SIS R : ARP B4R

IR T AT L

Y2 Wireshark B I)EAAE 5V

FEEAEH] Wireshark ZEA7 28 IR 734 (S A R AT
B ARP R U 207 BUE X

B ARP PR EAE IR

g b~ WO N
J J J J J

=, LAY
2 20

=, schusd
BT

M. SBHER

N

BABLITEN LS.

2. W

Windows 7 LA E4AE R 48, 223 Wireshark X 28 BRARHRAT .
3. M%

SIS % RN SCRE . BERE U IR A T 1Y

4, TH

o

F. KGRI
1. X2 MR () TAF B 2
2. Wireshark Bt i 5 A FH 1%
3. ARP il 5 5 S 454
4. HEEFTRL, F28 U LM TR, JHAE%E 5-1.
#5-1 MG TE O —BR
FE RIS HR A5 BT RTE BRI

1

7N SEIMES
1. SERK Wireshark it (1 2 B AN R AR IR 22 51 5
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CGTHENF %)Y LR FH / LRA: ARP 44T

2. FER ARP /LR 53 1T s
3. e ARP BSR40 M

+t. XRARRLER

1. Wireshark RiZEA#/E
(1) FEEA
ALERLE 7ML Chitp://www.wireshark.org) 3K75 Wireshark #2235 58 5 ;
A URFE R G Chttp://network.ke.51xueweb.cn) T &5 4< 20 AT FH ) Wireshark
BAFRRAS o
(2) &AMt
Ok Wireshark 226 F87, 3 N 40 5-1 B ¥ Wireshark 2235 51, s il Next >1
FHURHAT 2% TERRIREY, SR PGB M CH T, EHEBRIN A
i, HAxWE 5-2 s,

\
A | M Wireshark 2.2.6 (64-bit) Setup =

-
M Wireshark 2.2.6 (64-bit) Setup

Choose Components
Welcome to Wireshark 2.2 .6 (64—[)“) Choose which features of Wireshark 2.2.6 (64-bit) you want to install. ‘
Setup

This wizard will guide you through the installation of The following components are available for installation.

Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Select components to install:
Click 'Next to continue. . TSh qory

[¥] wireshark 1

@[] Plugins &Extensions
- 1 Tools

[¥] User's Guide

Descnpnun
Space required: 171.0MB

Cancel I < Back ]{ Next > ] [ Cancel

Kl 5-1 23R 5-2 ks

QEF A E X E, WEIEIRGET XA s, WilE 5-3 Pror.
@M A HIER AT Wireshark 224 H 3%, a] HATIE S 2 3eik4e, W& 5-4 Fos.

~ T N . . )
M Wireshark 2.2.6 (64-bit) Setup o [ M Wireshark 2.2.6 (64-bit) Setup i )

Choose Install Location
Choose the folder in which to instal Wireshark 2.2.6 (64-bit). ‘

Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts Choose a directory in which to install Wireshark.

[¥] wireshark Start Menu Ttem

[ wireshark Desktop Icon

[¥] wireshark Quick Launch Icon

[] wireshark Legacy Start Menu Item
[] Wireshark Legacy Desktop Icon

[7] wireshark Legacy Quick Launch Icon
Destination Folder

File Extensions
© Assodiate trace file extensions to Wireshark Browse...
*) Assodate trace file extensions to Wireshark Legacy
() None

Space required: 171.0MB

Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, pcap, Space avaiable: 20.8GB
vailable: 20.

pcapng, pklg, pkt, rf5, snoop, syc, tpe, tri, trace, trc, vwr, wpc, wpz

[ <Bak [ Next> ] [ cancel [ <Back || mwext> | [ cancel

K 5-3 iEFEHENBE K 5-4 3T
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@ik 2% WinPcap %4 . WinPcap &% % Windows 32 *F & L FIHELFI 25 43 BT i —
AMHEZLEAE, & Windows “F & N %, ALK RS, EREEIZMERRE, mE
5-5 iz, miili [Next >] 484E301T Wireshark #4222 .

oo [ |

o [ |

M Wireshark 2.2.6 (64-bit) Setup

Currently installed WinPcap version
WinPcap 4.1.3

Install
Install WinPcap 4.1.3

What is WinPcap?

If selected, the currently installed WinPcap 4. 1.3 will be uninstalled first.

.
M Wireshark 2.2.6 (64-bit) Setup
Install WinPcap? Install USBPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘ USBPcap is required to capture USB traffic. Should USBPcap be installed ‘
(experimental)?

[ <Back ][ mext> ] [ concel

Currently installed USBPcap version

Install
[} 1nstall USBPcap 1.1.0.0-g794bf26-5
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice
In case of issue after installation, please use the system restore point created or read

https: /github. com/desowin/usbpcap/issues/3

What is USBPcap?

[ < Back H Install J [ Cancel

K] 5-5 4% %% Winpcap

Kl 5-6 A% USBinpcap

OAN2%%: USBPcap #4:. USBPcap F&41%F USB ¥ £ 3E4T 43 b i) — MHEZR B4, A Sz
AEERT USB 43T MR 0T, BT AR 2238 % 40842, i 5-6 frn. Al [install), J144

74T Wireshark #2223 ,
®Wireshark #cfH-1E 2725 F Pl 22258 WinPeap HEZR, ME4EERIN 234N, SeiZHESE

B2 %, bl 5-7 Fiso

@55 [Finish) 52 /% Wireshark #ftk 12235, & 5-8 s .

-
(71 WinPcap 4.1.3 Setup

Extract: Packet.dll... 100%

‘ () . Installing
¥/4\a) caP Please wait while WinPcap 4. 1.3 is being installed.

=

p
M Wireshark 2.2.6 (64-bit) Setup

Completing Wireshark 2.2.6 (64-bit)
Setup

Wireshark 2.2.6 (64-bit) has been installed on your
computer.

Click Finish to dose Setup.
7] Run Wireshark 2.2.6 (64-bit)

] Show News

5-7 ‘%% Winpcap

5-8 ZATEMN

®FTFF Wireshark 4, FHERWE 5-9 Fis, &FE—M-RER A, &8 [Startl,
AR 1ZM R LA SR SCE S, Wik 5-10 For.
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B B yew g0 Gomme g Guoens Temmary Dk peme e
Pedamd R A«seT i [EEa

Fner —

The World's Most Popular Network Protocal Analyzer

i
WIRESHARK

(oot 5.18
vt
b . 4 Website 172.17.161.9 .17.181.255
e BITa :
b p——
prenele e sec
i @y T
& opmreoptons

| o TEme TnES

e

LIl &

5 Tias eatisatian Pl Lagh Tafs
1 0.a0e08 172.17.101.9 172.17.101.255 nEws.

517338 172.17.161.7 172.17.181.255

HES,

Frame 1:
Eehernet 11, Src: Wistronl_seide:d] (FB:0:41:ae12e:7), Dst:
Internet Protecal Version 4, Src:
4 User Datagran Protacol, Src Part:
MasaTDS. s

172.17.181.9, Dst: 172.17.101.255
137, Dst Port: 137

s ouiait

K 5-9 ST

L1111 11310011 11111131 11111311 13131111 113111111 11111698 0R0e1111
1608961 19191116 BO1A1116 11619111 GBGA16RD HORGHA0H P15AG1AL PRGHIBD
1830BGO 1601110 B1186111 18153081 BP30RGOD H0RAAD B1DAGHAD DBG1ABAL
11101111 11016010 10181100 0RG10081 01108101 GOGG1081 10101100 BEO1A031
Q1102101 11111111 P00R0I0 10001091 0PO0R00D 10RO101 POGAORA GR111010

R Ry e——"

52 Name query

92 bytes on wire (736 bits), 82 bytes captured (736 bits) on interface @
Brosdcast (FF:F4:FEEFIERER)

92 Hame quory W8 CTR.DATACLD, COMcEE>
55 Continuation Data
66 443 + 12035 [ACK] Seqel Acks2 Wine3001
52 Name query HB CTR.DATACLD, COH<BE>

92 Hame query HB CTR.DATACLD. COM<PE>

= - BRf ® amo)

B3 ) st~ 4

TACLD..

T T |

McBd>

BRI 2kt

Kl 5-10 HHERSCNE

2. ARP HiEE 51T
(1) % ARP P IMaLT %

FT7F Wireshark, 7& [Filter] &5 g NS pE 264 “arp”, #%&4%F [Start), 46

BEATIOCKRSE, WA 5-11 P

Ml The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

- Interface List

Live list of the capture interfaces
(counts incoming packets)

—— e o B ——
Fle Edt Vew Go Capture Analze Statistics Telephony Took Intemals Help
© ® BEEXR2 Ae9n T L QeRen @#®E®mx 8
Filter: | arp| HE ression... Clear Apply Save
e orid Pop e 0 Protoco
R AR 0| 6 g dacé6a

Start

Choose one or more interfaces to capture from, then Start

=) Open @ Website
Open a previously captured file Vist the project’s webste
Open Recent: User's Guide E

The User's Guide (oniine version)

® Sample Captures

Capture Options
Start a capture with detailed options

®

e How to Capture

Step by step to 3 successful capture setup

Capture Help

Arich files on the viiki

Security

Work vith Wireshark as securely as possible

@ #7 | Ready to load or capture

‘ No Packets

i Profile: Default

& 5-11 )% ARP MMM EAT 5

(2) XEHE AT 2 Hr

£ Wireshark [P & A, AT RURBUBEAN A0 N =4 X8k, Wk 5-12 fion. B

] "TREI Wireshark 2.2.6 (v2.2.6-0-g32dacka)]

oo am & BE XS
| Fiter: arp

fle EOt Vew Go (ptre Anaze Statstcs Telephony Took Intemas Heb
nes0F2[EE aaan dapBx &

Efxpttﬂiol\_ Cloar” Bpply" Save

. 91488
7 5.916808
125 34.415245
126 34.416508

Digitalc_1,
compalIn_e
pigitalc_1.

Destination

CompalIn_es
Digitalc_1a
CompalIn_es

Brotocol Length Info
ARP 4

60 172.17.101.1 15 at 00:03:0f .
42 who has 172.17.101.17 Tell 172.
AR 60 172.17.101.1 5 at 00:03:0f :1a:7/

Frame 16: 42 bytes on wire (336 bits),

Address Resolution protocol (request)

Ethernet I1, Src: CompalIn_e5:f8:44 (20:1a

42 byus up(ured (336 bits) on interface 0
5:£8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:

00
08
10
18
20
28

00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
00000110 11100101 11111000 O1000100 00001000 00000110 00000000 00000001
00000001 00100000 00011010

ooooouo 1110010] 71131000 01000100 10301100 00010001 01100301 0000010
00001111 00011010 01110110 00100010 10101100 00010001

01300101 00000001

O ¥ FmE®: <ive Gipture in progress> Fie: ...

Packsts: 158 - Dspayed: 4 (2.5%)

Profie: Defauk.

5-12 A IS

EERFETESR / ke /13938213680 / £ 821

$42m



(TENRL) ERiESH / ERE: ARP BN

B NINE B, A AR R b, N AR R N A
(3) \NZ % ARP WO AT RIR B h — 2B, Xz BRI T V40
8T, HIHERE 5-2.

% 5-2 ARP 3L 4T
5 FRAWK FBRKE RIEALE FBAE FREAMIEE
1 Hardware type 3 (A
2 Protocol type =5 (A
3 Hardware size E (2
4 Protocol size =5 /A
5 Opcode g A
Sender MAC .
6 I A
address
7 Sender IP address 2 oz
Target MAC "
8 A A
address
9 Target IP address E A
PR EHE B 1) V40 P9 25
10

3+ ARP &5 BREE ST

(1) Bl ARP AN AT

MRAE L 2 o (0757 3R B ARP PG A5 i R A3 40,

(2) ARP 1Ko Hr

7E Wireshark (HIVELE A, 13— 21 REGE IR SCHAT VELE 204, W& 5-13 Fiow, I
M5 53,

BIERIFSTESR / bty / 13938213680/ £ 821, 5543 W



CHEALMS) EhiERE / ZRA: ARP 0

#7

] “FHELE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] [E=RE
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

©® 4 m RS AedPDT L Blaaaph #®m%x B

szl E|Expr=ss:en.,, N ETERATPIE

No. Time Destination Info -

6516 2386

0000 00000000 00000011
0008 00000110 11100101

0018 00000110 11100101
0020 00000000 00000011
0028 01100101 00000001

.39366 Digitalc_1.
6694 2438. 39258 CompalIn_e
6695 2438. 39385 Digitalc_1
6696 2438. 63066 Asustekc_8

@ Frame 6584: 42 bytes on wire (336

@ 7 x#:8: <ive capture in progress> Fie: ...

©24> 23U3. 594U/ COMPAILN_€>:T5:44 DIQITAIL_La:/0is
6246 2303.89539.Digitalc_1.
6330 2332. 39344 CompalIn_e
6331 2332.39472 Digitalc_1.
6402 2361.39383 Compalin_e
6403 2361. 39502 Digitalc_1.
6471 2379. 63049 Asustekc_8
6515 2386.89311 CompalIn_e
89432 pigitalc_1.

22 compalin_e5:f8:44
44 pigitalc_1 122
22 compalin_e5:f8:44
44 pigitalc_1a:76:22
22 compalin_e5:f8:44
e9 Broadcast

44 pigitalc_1a:76:22
22 compalin_es:f

Compalin_e
44 pigitalc_1a:76:22
22 compalIn_e5:f8:44
e sroadcast

protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1)

Protocol Length
AR az

ARP 60
ARP 42

ARP 60
ARP 42
ARP 60
ARP 60
ARP 42
ARP 60

ARP
ARP 42
ARP 60
ARP 60

bits), 42 bytes captured (336 bits) an interface 0
4 g6:e5:8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)

00001111 00011010 01110110 00100010 00100000 00011010
11111000 01000100 00001000 00000110 00000000 00000001

00001111 00011010 01110110 00100010 10101100 00010001

Packets: 18438 * Displayed: 307 (1.7%)

WNO Nas 1/Z.1/.1UL.17 1eil 1/2
172.17.101.1 is at 00:03:0f:1,
who has 172.17.101.17 Tell 172.

172.17.101.1 s at 00:03:0f:1a:

who has 172.17.101.1? Tell 172. a2
172.17.101.1 s at 00:03:0f:1a:76

who has 172.17.101.17 Tell 172. .4
who has 172.17.101.17 Tell 172 22

172.17.101.1 is at 00:

.17.101.1 is at 00:

who has 172.17.101.17 22
172.17.101.1 is at 00:
-4 =

who has 172.17.101.17

m

Profile: Default

5-13 ARP iR 3¢

% 5-3 ARP & RIRC

FF5 FBRAEK FRKE IR E FEE FRESMIGBE
1 Hardware type 5 fr
2 Protocol type =5 [bA
3 Hardware size o) fr
4 Protocol size o0 fr
5 Opcode g3 7

Sender MAC N .

6 %
address

7 Sender IP address o) 7

Target MAC . .

8 fir
address

9 Target IP address o) 7

10

PICHCEE B B VR AR Y A

(3) ARP &R LA Hr
7E Wireshark FI4ME&E A&, %4 Bik
W 5-14 s, ISR 54,

T SRAR S TX R R B SCHEAT VEL 7

BIERIFE5TESR / BBty /13938213680/ £ 821, 5544 W




(HEALMS) EhiERH / LR A: ARP BN

-
d *AHUERE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] =
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©O©® 4m EXR AesT L Bl aaaqb @#®@%% 8

Filter: | arp B Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info
0245 23U3.894U/ COMPAILiN_e>:T8:44 DIQITAIC_LA:/0iZZ ARP 42 WNO Nas L/Z.1/.1UL.17 1€11 L/Z2.1/.10L.2
6246 2303.89539.Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6330 2332.39344 compalin_e5:f8:44 DigitalCc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6331 2332.39472 Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6402 2361.39383 compalin_e5:f8:44 Digitalc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6403 2361.39502 Digitalc_1a:76:22 cCompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6471 2379.63049 Asustekc_89:92:e9 Broadcast ARP 60 who has 172.17.101.1? Tell 172.17.101.4
6515 2386.89311 Compalin_e5:f8:44 DigitalCc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6516 2386.89432 Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6584 2415.39245 Compalin_e5:f8:44 DigitalC_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2

2415.39366 DigitalC_1a:76: compalIn_e5:f8: .17.101.1 is at

6694 2438.39258 CompalIn_e5:f8:44 DigitalC_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6695 2438.39385 Digitalc_1a:76:22 cCompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6696 2438.63066 AsustekC_89:92:e9 Broadcast ARP 60 who has 172.17.101.1? Tell 172.17.101.4

®

Frame 6585: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
thernet II, src: a 22 (00:03:0f:1a:76:22), Dst: compalIn_e5:f8:44 (20:1a:06:e5:f8:44)

[olc]

Protocol type: IPv4 (0x0800)
Hardware size: 6
protocol size: 4
opcode: reply (2)

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000110 00000000 00000001
0010 00001000 00000000 00000110 00000100 00000000 00000010 00000000 00000011
0018 00001111 00011010 01110110 00100010 10101100 00010001 01100101 00000001 < eV
0020 00100000 00011010 00000110 11100101 11111000 01000100 10101100 00010001 )
0028 01100101 00000010 01000101 00000000 00000000 01001111 00000000 00000000  e.E..O..
0030 00000000 00000001 00000000 00000000 00000000 00000000 00000000 00000000  ........

@ Mj*iﬁﬁﬁ: <live capture in progress> File: ... | Packets: 18824 - Displayed: 320 (1.7%) | Profile: Default

& 5-14 ARP N &R L

£ 5-4 ARP MR

5 FBRAHK FBREKE e E FBIE FEERNER

1 Hardware type A A
2 Protocol type 3 fr
3 Hardware size o0 oA
4 Protocol size A A
5 Opcode o 7
Sender MAC "
6 - A
address
7 Sender IP address =5 IhA
Target MAC N
8 B A
address
9 Target IP address o 7

PUIBCEE L 1 TR N 2

10

(4) XfEo
W ARP ESRANNIE MR SCA R, FUEPT N BRSO A1) 6 Rz R, JFIRER

BRI S TSR / Hkely / 13938213680/ ££82 W, 8545 ™



(TENRL) ERiESH / ERE: ARP BN

5-5,
# 5-5 ARP @5 AR 3CxT AT
TERML R 24 3C
s FRAERK

FBRIE FRERMIE FERME FRETNER
1
2
3
4
5

X EE IR EAH P 25

6

J\\ KRS

1. ARP 3
(1) ARP HIZEA JF B ZTA4?
(2) ARP I EZEAEH 242

2. ARP BISHICHHT

(1) WEE S AR AR 24 ARP 5 R SC, MEEIX L4z 30 LA H (1 ik
A, B H R R ?

(2) MELLIg R Z A ARP R OC, MK LR ST AR N H [
BER A, AR 2

EERNFETESZR / kol / 13938213680/ £ 82101, 5546 T



(HENLE) £higSH / E£R<: UDP 5 TCP il a4t

SEIE7<: UDP 5 TCP il 9 #h

—. LA
1. FEf# UDP Al TCP Phrisl ()3 A 5 3
2. PHf UDP Al TCP 0 AU & 7B X
3. HfF TCP P ¥ id (5 i AR AR S AR T AL o

. SCIGEET
2 220

=. ScEukE
LRk

M, SEEK

1. B

BABRLITENLE.

2. B

Windows 7 LA_EH#E1E R 48, 222 Wireshark 28 AR A«
3. W%

S = SR IR SRR, RR S IR el Y

4, TR

o

F. LGP
1. UDP WS AR B 2 S HAR ST 4515
2. TCP PpisFE AR R B K FLAR SC 254
75 XEES
1. 52/ UDP Fll TCP H¥ik S R4
2. SER UDP I TCP $da i sC 4544 1) 4T
3. SEMK TCP il {E i R AR ST #T -

+t. XBRARRLER

1. UDP EHEG T
(1) FREEHER

BIERIFE5TESR / bty /13938213680/ £ 82 W, 5547 W



CTENRE) 2higsH / ERN

: UDP 5 TCP il 447

OFTFF Wireshark, 7E [Filter] &I rhi N4 SO 26 “udp”, iEFF [Start], FF

R TROCR S, Kl 6-1 Frs.

==

M The Wireshark Network Analyzer [Wireshark 1105 (SVN Rev 54262 from /trunk-1.10)]

Fle Edt View Go (Capture Analyze Statistics Telephony Tooks Intemnals Help
coldaszlepxg aceswF e 8 aacaE WEMW%| O

xpression,

Clear Apply Save

The World's Most Popular Network Protocol Analyzer
Version 1.10.5 (SVN Rev 54262 from /trunk-1.10)

-
WIRESHARK

Interface List

Live st of the captura interfaces
(counts incaming packets)

=) Open

Open s previously captured fie

Open Recent:

A Start
Choose one or more interfaces to capture from, then Start @ Sample Captures
A rich assortment of example capture fies on the viki
EIEs =

@ Capture Options

= Start a capture vith detsied optins

Capture Help

How to Capture
Siep by stepto 3 successful copture setup

Network Media

‘Specic nformatin for capturing on:
Ethernst, WLAN, ..

Ready to load or capture No Packets

Kl 6-1 % uDP WM

Website

Vst the projacts webste

User's Guide
The User's Guide (ocal vrson, # nstaled)

Security

Werk vith Wirsshark s secursly 3= poséble

Profie: Default

@f7E Wireshark FIME &Y, &F SR UDP ik 3, W1k 6-2 .

£ Capturing from AR [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

=B

Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

©©® 4m ¢ B AedDT L Bl aaabD @#®@® & B
Fitert)|udp E Expression.. Clear Apply Save

No. Time Source Destination Protocol fength Info
10142 159.105995192.168.1.103 234.123.12.1 ubP 266 20141 ~ 20141 Len=224
10143 159.122570192.168.1.108 101.24.54.88 ubP 1450 10101 - 12375 Len=1408
10146 159. 333485 101. 24. 54. 88 192.168.1.108 upP 72 12375 - 10101 Len=30
10147 159. 333834 192.168.1.108 101.24.54.88 upP 1450 10101 - 12375 Len=1408
10148 159.333933192.168.1.108 101.24.54.88 ubp 1450 10101 - 12375 Len=1408
10149 159.334019192.168.1.108 101.24.54.88 ubpP 1450 10101 - 12375 Len=1408
10150 159.334159192.168.1.108 101.24.54.88 upP 72 10101 - 12375 Len=30
10167 161.106224 192.168.1.103 234.123.12.1 UpbP 266 20141 - 20141 Len=224
10177 162.101227 192.168.1.108 140.207.62.150 ubpP 121 4009 - 8000 Len=79
10180 162.268259 140.207.62.150 192.168.1.108 ubP 89 8000 ~ 4009 Len=47
10189 163.103498 192.168.1.103 234.123.12.1 upP 266 20141 - 20141 Len=224
10204 165.102328192.168.1.103 234.123.12.1 ubP 266 20141 - 20141 Len=224
10205 165.299155192.168.1.1 192.168.1.255 upP 157 1024 - 5001 Len=115
10222 167.094140192.168.1.103 234.123.12.1 upP 266 20141 - 20141 Len=224

@ Frame 5: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0

Ethernet II, Src: cCompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol version 4, src: 172.17.101.2, Dst: 172.17.101.255

User Datagram protocol, src Port: 137, DSt Port: 137

NetBIOS Name Service

EEEE]

11111111
00000110
00000000
11100011
01100101

11111111
11100101
01100000
11101101
11111111

11111111
11111000
01110011
10101100
00000000

11111111 11111111
01000100 00001000
01111011 00000000
00010001 01100101
10001001 00000000
00100011 10000010 10100101 01000110 00101001 00010000 00000000
00000000 00000000 00000000 00000000 00000000 00000001 00100000

@ (5 | =558 <ive capture in progress> File: ... | Packets: 10775 - Displayed: 1730 (16.1%)

11111111
00000000
00000000
00000010
10001001

00100000
01000101
01000000
10101100
00000000

00011010
00000000
00010001
00010001
01001100
00000001
01000101

Profile: Default

] 6-2 UDP £ #E4R

(2) ARSI
MIREL) UDP #5845 e B H
#r, JFHEX 6-1.
% 6-1 UDP HMER AT

—HRBHEARCC, SRR SCHEAT R 7

Fs FRAK FRKE RIAHIE FRAE FERERKFER
1 Source Port = A
2 Destination Port % i
3 Length =6 IoA
4 Checksum =6 A7

BIERIFSTESR / BBty /13938213680 / £ 821, 5548



CGHENMEY LT H / L8x: UDP 5 TCP 44T

IR B TR A 7 -

2. TCP ¥i3E8n¥7
(1) FREE AR ST
OFTF Wireshark, 7 [Filter] iE5irh g NS iE 264 “tep”, iE+#E [Start], FFanit
ITHOCRSE, Wi 6-3 B

"M The Wireshark Network Analyzer (Wireshark 2.26 (v2.2.6-0-g32dac6a)]

e
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

xpression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

WI RESHARK Version 2.2.6 (v2.2.6-0-g32dac6a)
L Files __________§ ________ oOnline |

Interface List B Open @ Website

Live fst o the capture interfaces Open 3 previously captured fie Vst the project’s webste
(counts incoming packets)

m— Open Recent: @ User's Guide

=1 Choose one or more interfaces to capture from, then Start 0 Sample Captures
5] Arich of fies on the wiki @ Security

Work wiith Wireshark as securely as possible

The User's Guide (oniine version)

. Capture Options

Start a capture vith detaied options

Capture Help

I How to Capture
Step by step to 3 successful capture setup

—_Network Media
#7 Ready to load or capture No Packets | Profile: Defaul
17| Ready to load [ k | Profie: Default

Kl 6-3 3EFF TCP X
@7E Wireshark HI#MEL & &k, #E C3RET TCP Fdl e, ik 6-4 Fiw.

M FBEE Wireshark 226 (12.26.0 9320ac00)] —e ] |
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COAMEI BORD AedDT R Blaaah #«®@msk% 8

€

Fitars![tcp EExpressian... Clear Apply Save
No.  Time Source Destination [Frotocal fength Info =
£33 Uivswazs  Ave.aus.iod L. suo. s aus Sher 2on e aes sue muveu Tsmpurar iy =
294 6.814291 192.168.1.1 192.168.1. 1 TCP 66 80 ~ 32525 [FIN, ACK] Seq=169 Ack=257 Win=16384 Len=0 TSval=32689415 T
295 6.814349 192.168.1.108 192.168.1.1 TCP 66 32525 - 80 [ACK] Seq=257 Ack=170 Win=66440 Len=0 TSval=22675245 TSecr=
296 6.814457 192.168.1.108 192.168.1.1 TCP 66 32525 - 80 [FIN, ACK] Seq=257 Ack=170 Win=66440 Len=0 TSval=22675245 T
297 6.814572 192.168.1.1 192.168.1.108 TCP 66 80 ~ 32525 [ACK] Seq=170 Ack=258 Win=16383 Len=0 TSval=32689415 TSecr=
298 6.838272 192.168.1.108 101.226.161.154 TCP 74 32526 - 80 [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1 Tsval=
301 6.888811 101.226.161.154 192.168.1.108 TCP 66 80 ~ 32526 [SYN, ACK] Seq=0 Ack: Win=14600 Len=0 MSS=1452 SACK_PERM=1
302 6.888929 192.168.1.108 101.226.161.154 TCcP 54 32526 -~ 80 [ACK] Segq=1 Ack=1 Win=66792 Len=0
303 6.889109 192.168.1.108 101.226.161.154 HTTP 517 POST /wcheckquery HTTP/1.1 (application/x-www-form-urlencoded)
307 6.939599 101.226.161.154 192.168.1.108 TCcP 60 80 ~ 32526 [ACK] Seq=1 Ack=464 Win=15744 Len=0
308 6.941421 101.226.161.154 192.168.1.108 HTTP 362 HTTP/1.1 200 OK (application/octet-stream)
309 6.941421 101.226.161.154 192.168.1.108 TCP 60 80 ~ 32526 [FIN, ACK] Seq=309 Ack=464 Win=15744 Len=0
310 6.941529 192.168.1.108 101.226.161.154 TCP 54 32526 - 80 [ACK] Seq=464 Ack=310 Win=66484 Len=0
311 6.941623 192.168.1.108 101.226.161.154 TCP 54 32526 - 80 [FIN, ACK] Seq=464 Ack=310 win=66484 Len=0 :
@ Frame 91: 74 bytes on wire (592 bits), 74 bytes captul bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Tp-LinkT_f4:75:a9 (30:fc:68:f4:75:a9)
@ Internet Protocol Version 4, src: 192.168.1.108, Dst: 192.168.1.1
Tans on control | 01, src pPort: 32518, Dst Port: 80, Seq: 0, Len: O

0000 00110000 11111100 01101000 11110100 01110101 10101001 00100000 00011010 0.h.u.
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 00111100 01110011 10001001 01000000 00000000 01000000 00000110
0018 00000000 00000000 11000000 10101000 00000001 01101100 11000000 10101000
0020 00000001 00000001 01111111 00000110 00000000 01010000 00100000 11011101
0028 11010001 11110000 00000000 00000000 00000000 00000000 10100000 00000010
0030 00100000 00000000 10000011 11101100 00000000 00000000 00000010 00000100
00000101 10110100 00000001 00000011 00000011 00000010 00000100 00000010

:\Users\UX\AppData\Local\ Temp\... | Packets: 31335 - Displayed: 23492 (75.0%) - Dropped: 0 (0.0%) - Ignored: 1 (0.0%) Profile: Default

6-4 TCP HdE ik 3L

BRI 5 TSR / HkLly / 13938213680/ 821, 8549 ™



CGHENMEY LT H / L8x: UDP 5 TCP 44T

(2) Had ot
MIREL) TCP il i SC R RO R b — 2 B4R S0, Xz BR AR SCHEAT VR4 7
B, FFHEE 6-2.

# 6-2 TCP HhildR3C4r#r
s FRAK FERKE AL E FBAE FBERANER
1 Source Port ¥ M
2 Destination Port ¥ M
3 Sequence Number R A
A Acknowledgement - b
Number
5 Header Length E A
6 Reserved ® M
7 Flags E A
8 Window Size E A
9 Checksum ® M
10 Urgent Pointer A A
PICEHSCHE T 200 P 25«

11

3. TCP &S BE BT
(1) TCP &L HT
OFREUENLE AR
a. fIJF Wireshark , 7& [ Filter 1 1% Il o % A\ & 3C i 3€ & 4 “ tep_and
ip.addr==192.168.1.103(A M =4 IP Hihl), %4 [Start), FFURHHATIROCUREE;
b. I 5 2e T ) AL B R Chttp://Awww.hactem.edu.cn), MEEVTi S, AdiA b
ML ERAT B OCREE, W 6-5 Fiw.

BIERIF5TESR / hbily /13938213680 / £ 823, 5550 I




CGHENMEY LT H / L8x: UDP 5 TCP 44T

Ml TR Wireshark 226 (v2.26-0-g32dac6a)] e e A . (e
Fle Edt View Go Capture Analze Statistics Telephony Tools Intemals Help
COAME BOXS AedTF L BlaQaD #®mx &

Fiter: | tcp and ip.addr==192.1681.103 [+] expression... Ciear Apply Save

No.

36 8.092886  102.168.1. 211.69.32. 61881 ~ 80
093201  211.69.32.50 192.168.1.103 TCP 74 80 - 61879 [SYN,
192.168.1.103 211.69.32.50 TcP 66 61879 — 80 [ACK]

Seq=0 Win=8192 Len=0 M55-1460 WS=4 SAQ
ACK] Seq=0 Ack=1 Win=14480 Len=0 MsS=1

Win=16652 Len=0 Tsval=4984
WIN=14480 Len
Win=14480 Len=0 MSS=
n=0

. 80 = 61880 " R
093869  211.69.32.50 192.168.1.103 Tcp 74 80 - 61881 [SYN, 0 Ack=

1 =
42 8.093984 192.168.1.103 211.69.32. 50 TCP 74 61883 - 80 [SYN] 192 Len=0 MSS=1460 Ws=4 SAC
43 8.094166 192.168.1.103 211.69.32. 50 Tcp 66 61880 - 80 [ACK] Win=16652 Len=0 Tsval=4984
44 8.094272 192.168.1.103 211.69.32.50 TCP 66 61881 ~ 80 [ACK] Seq=1 Ack=1 Win=66608 Len=0 Tsval=4984

45 8.094608 192.168.1.103 211.69.32. 50 Tcp 74 61884 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SAC
.69.32.50 192.168.1.103 TCP 74 80 ~ 61882 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 M5S=1

47 8.097685 192.168.1.103 211.69.32. 50 TCp 66 61882 - 80 [ACK] Seg=1 Ack=1 Win=16652 Len=0 Tsval=4984

48 8.100103  211.69.32.50 192.168.1.103 TcP 74 80 ~ 61883 [SYN, Win=14480 Len=0 Ms:

100105 211.69.32.50 192.168.1.103 TCp 74 80 - 61884 [SYN, Win=14480 Len=0 Ms5=1

o
o
500 00 00 00 00 00 00 00 0 0 0 09
)
2
S
=
o
N
I
B

50 8.100453 192.168.1.103 211.69.32.50 Tcp 66 61883 ~ 80 [ACK] Win=66608 Len=0 Tsval=4984
51 8.100592 192.168.1.103 211.69.32. 50 TCP 66 61884 - 80 [ACK] Win=66608 Len=0 Tsval=4984 _
= = ol e s EoALRREE s -

% Frame 36: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

@ Ethernet II, src: LiteonTe 95:4d:ca (28:e3:47:95:4d:ca), Dst: Tp-LinkT_2c:30:44 (bc:46:99:2c:30:44)
@ Internet Protocol version 4, src: 192.168.1.103, Dst: 211.69.32.50

+ Transmission Control Protocol, Src Port: 61881, Dst Port: 80, Seq: 0, Len: 0O

0000 10111100 01000110 10011001 00101100 00110000 01000100 00101000 11100011
0008 01000111 10010101 01001101 11001010 00001000 00000000 01000101 00000000
0010 00000000 00111100 01100011 01101001 01000000 00000000 01000000 00000110
/0018 00100001 11001100 11000000 10101000 00000001 01100111 11010011 01000101
0020 00100000 00110010 11110001 10111001 00000000 01010000 10111100 01110110

(© 7| Fie: "C:\Users\UX\AppData\Local\Temp\... | Packets: 132 * Displayed: 109 (82.6%) - Dropped: 0 (0.0%)  Ignored: 3 (2.3%) Profile: Defauft

6-5 TCP @ STIEER ST

@ELIEBAR ST
XFMEL ) TCP i SCHEAT 44T, R BV LR =R A2 FHLH AT B kS, #H471E
AN EHT, ARSI SO N FIEE 3R 6-3,

# 6-3 TCP B &R
£ E: ) ¢ B=K
B FRAWR FRERNER
FEAY FRE FEAH

1 Source Port

2 Destination Port

3 Sequence Number

Acknowledgement
Number

5 Header Length

6 Reserved

7 Flags

8 Window Size

9 Checksum

10 Urgent Pointer

IIECACHE B (1 V40 P32

11

BIERIF5TESR / bty /13938213680 / £ 823, 551



(HENLE) £higSH / E£R<: UDP 5 TCP il a4t

(2) TCP BEBUEHAR S 3 AT
@ﬁﬂl*ﬂeﬁﬂl@%ﬁi KNG, BT R AREITER, BT iuz TCP
TERARAE, WIS Wireshark (254387 T H, SREUBAL TCP I Hi E i SC il 6-6 fir

No

Ml “EHEERE (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] =

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COANE BOXS AEPDTE Qe D #Dm% B

Filter: | tcp and ip.addr==192.168.1.103 [=] expression... clear Apply save

No,

—66 80 ~ 37600

21_1.69. 32.50

73 '47337 530

24 4.387691 172.17.101.2 211.69.32.50 TCP 66 37609 ~ 80 [ACK] Seq=1 Ack=2 Win=16652 Len=0 Tsval=2
25 4.587559 211.69.32.50 172.17.101.2 TCcP 66 80 ~ 37606 [FIN, ACK] Seq=1 Ack=1 Win=114 Len=0 TSv3|

172. 17 101.2 211.69.32.50 TCP 66 37606 ~ 80 [ACK] Seq=1 Ack=2 \mn_lsssz Len=0 Tsval=2

TS50 T72 17 10T, TP 6 80— 37608 [FIN, ACR] Seq-T A 2 :

29 4 980213 1"2 1’ 101.2 211.69.32.50 TCP 66 37608 ~ 80 [ACK] Seq=1 Ack=2 Win= 16652 Len=0 Tsval 2

30 4.988323  211.69.32.50 172.17.101.2 TCP 66 80 ~ 37605 [FIN, ACK] Seq=1 Ack=1 win=114 Len=0 Tsva

31 4.988491 172.17.101.2 211.69.32.50 TCP 66 37605 ~ 80 [ACK] Seq=1 Ack=2 Win=16652 Len=0 Tsval=2 v
»

26 4.587709

< i ]

@ Frame 23: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

@ Ethernet II, Src: Digitalc_1a:76:22 (00:03:0f:1a:76:22), Dst: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44)
@ Internet Protocol version 4, src: 211.69.32.50, Dst: 172.17.101.2

& Transmission Control Protocol, Src Port: 80, DSt Port: 37609, Seq: 1, Ack: 1, Len: 0

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000000 01000101 00000000
0010 00000000 00110100 00001101 00110000 01000000 00000000 00111010 00000110
0018 00101111 00001001 11010011 01000101 00100000 00110010 10101100 00010001
0020 01100101 00000010 00000000 01010000 10010010 11101001 10110100 10111100

AT1ANT11_A1ANIATA 11011011 111AN111 11ANIANA_N1ANT1NA_1ANAANAN ANNTNNAAT

(O [#7| File: "C:\Users\UX\AppData\Local\ Temp\... | Packets: 64  Displayed: 35 (54.7%) ° Dropped: 0 (0.0%) Profile: Defaufc

K 6-7 TCP BEHUEHAR 3L

]

1

QR BUE AR ST

XHUEE| ] TCP ST AT 0 M, RBIREBOERE AT 6T B B i oC, BTN A
ST, AR SRR C N F IS R 6-4,

& 6-4 BIERRTAHT
F—RK B B\ FHIR
Ea= FBRAW FRESEE
FBAE FBAE FRE FBAE

1 Source Port

2 Destination Port

3 Sequence Number

A Acknowledgement
Number

5 Header Length

6 Reserved

7 Flags

8 Window Size

9 Checksum

10 Urgent Pointer

11 PSRN Y 25 -

BIERIF5TESR / BBty /13938213680 / £ 823, 5552



(HENLE) £higSH / E£R<: UDP 5 TCP il a4t

(3) XL
MR8 TCP AL R NURE SO SR (AR SC A5 H, EUASPIT AN I RE B AR S5 #1060 H 225
FHIAEK 6-5.

% 6-5 TCP Bfa AR M
EREEIMR L BRBOEBR L
o) FRAK

FRME FRERER FRAE FBERHIGER
1
2
3
4
5
6

Xt AR PEAT Y 2 -

J\\ KRS

1. UDP #3CH TCP R CEMHE X 52
(1) UDP #3CF1 TCP #4504 E A AANE?
(2) UDP B F1 TCP WX AR 2 Ab A4 ?

2. AR BER SHT R BEEIR S ?
(1) WL HIVELIS L 4R 21 s WS ) B4t S ?
(2) AL HIVELIS L] 4R 20 g e RIS A H (R bk ) B 450 ?
(3) WL HVELIS el 4R B 2 B 1 Bdi i s 2
(4) U] AR Z2 1) TCP i S0 8 31 7 7 7 e RURE JSCE 4 (¥ B 5 2

3+ MR TEAEH BRI
(1) ffiH] TCP &k b IR T RATWRLE, I H] UDP &4 b SR T R A kL8 2
(2) QQ MM KIETH BANEIECAFHE I PSR B —HE? ARt A?

BRI S TSR / HkLly / 13938213680/ 821, 8853 @



CGHENMEY LT H / L8x: UDP 5 TCP 44T

(3D BRAFTT R AETE R IAT I o 35 FCERAPHASE P 40 A A L ?

BRI S TSR / HikLly / 13938213680/ 82, 8554 1



(TENML) ERiESH / LR+t DNS B,

SCIE+t: DNS 3o #h

1. Ff# DNS [ FEAs 7 3,
2. PRf# DNS Tk A& 7B X
3. FEf# DNS fEHT B E 2.

. SCIGEET
2 2

=, SCEgRH

Rk

M, SRR

N

BABLITEN LS.

2. W

Windows 7 LA E4E R 4E, 42%E Wireshark P4 MRER R - o
3. M%

S RN SCRE, BRI R I Y, BR8] FLECR .
4. TH

o

f. IO
1. DNS A,
2. DNS f#trid#z.

75 XWES
1. 527K DNS IR 45
2. SER DNS R CEE M5 1T
3. ¢/ DNS @5 2.

t. SBRAETRLER

1. DNS ¥R a5

(1) FREEARR L

OFT I Wireshark, 7£ [Filter ] e Tii iy N i SCid i 2% 4 “dns and ip.addr==8.8.8.8”, ik
#% [Start], JFa#HATIROCREE, WK 7-1 s,

BIERIFSTESR / BBty /13938213680 / £ 823, 555



(TENML) ERiESH / LR+t DNS B,

Ml The Wireshark Network Analyzer [Wireshark 1.10.0 (SVN Rev 40790 from ftrunk-1.10)] =

Fie Edit View Go Caspture Analyre Statitics Telephony Tools Internas Help
oo il EERET QAesaTF i OE

Filter: dns and ip.addr==8.2.8.9|

[ ] expression... clear Aoply Save

The World's Most Popular Network Protocol Analyzer

-
WI RESHARK Version 1.10.0 (SVN Rev 49790 from /trunk-1.10)
L capwre _______J ________Files _______J _____ online |

Interface List = Open Website

Live st of the capture interfaces Open = previously captured fle Vist the project’s webste
{counts incoming packets)

B>

0

Open Recant: %% User's Guide

4 Start s

‘The User's Guide (local version, f instaled)

Cheoss ona cr mors interfaces o capturs from, then Start ® Sample Captures
A rich assortment of example capture files on the wiki i

5w - ple capt. @ Security

Work with Wireshark as secursly as possible.
2] Bluetooth FEES i

® Capture Options
Start 3 capture with datsied options
Capture Help
@ How to Capture

ton b ston 2 Sucresul eanturs sstun

Ready to load or capture No Packets Profile: Default

& 7-1 1§ Wireshark T.E.3#47 DNS R CFR4

@FTH Windows [ 2 H A, %\ “nslookup —gt network.ke.51xueweb.cn 8.8.8.8”,
FH DNS JiR%52% “8.8.8.8” X1 4 ic 5% “network.ke.51xueweb.cn” #EAT AT, WK 7-2
%o

IC:\Users\RuanXiaolong>nslookup —gt network.ke.S51xuewebh.cn 8.8.8.8
ﬁF Z25° google—public—dns—a.google.com
Address: 8.8.8.8

network.ke .51xueweb.cn

Address: 211.69.35.21

B 7-2 X1 44305 network.ke.51xueweb.cn #E4T DNS fE#TiE K

(DE Wireshark FIME & A, #E CIRI DNS ik 3, a1k 7-3 s

£ Capturing from A1 (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] =]

File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

COANI BEXZ Ae2DT L QaaD #EB® % B

Fiter: dns and ip.addr==8.8.8.8 [+] Expression... Clear Apply Save
No. Time Source Destination Length Info

344 5.642485 2 “ DNS 80 standard query 0x0001 PTR 8.8.8.8.in-addr.arpa

375 5.931694 8.8.8.8 172.17.101.2 124 standard query response 0x0001 PTR 8.8.8.8.1in-addr.arpa P
377 5.935121 172.17.101.2 8.8.8.8 82 standard query 0x0002 A network.ke. 51xueweb.cn

457 7.936734 172.17.101.2 8.8.8.8 82 standard query 0x0003 AAAA network.ke.51xueweb.cn

504 9.941317 172.17.101.2 8.8.8.8 82 standard query 0x0004 A network.ke.51xueweb.cn

551 10.538752 8.8.8.8 172.17.101.2 98 standard query response 0x0004 A network.ke.51lxueweb.cn A
553 10.541133 172.17.101.2 8.8.8.8 82 standard query 0x0005 AAAA network.ke.51xueweb.cn

608 11.257663 8.8.8.8 172.17.101.2 159 standard query response 0x0005 AAAA network.ke.51xueweb. cr|

il »

Frame 344: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0

Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
Internet Protocol Version 4, src: 172.17.101.2, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 49245, Dst Port: 53

Domain Name System (query)

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01000010 01110010 00101111 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000
0020 00001000 00001000 11000000 01011101 00000000 00110101 00000000 00101110

Ande _nntnnant niinnnit

(O 7 5% 8: <ive capture in progress> File: ... | Packets: 1203 * Displayed: 8 (0.7%) Profile: Default

7-3 DNS a3k r

RS

(2) FHEWSCo BT
KR VAR AR SCEAT b, FFE R 7-1. R 7-2 IEE.
# 7-1 —Yk DNS g R

s RIAT ) KIE 1P HE 1P RICE AR IR

BIERIFSTESR / BBty /13938213680 / £ 821, 5556 I



(TENML) ERiESH / LR+t DNS B,

2
3
4
5
6
R 7-2 342103 network.ke.51xueweb.cn ] A i35% ) DNS B R
s FBA FBIE FBEREN A
1 Name
2 Type
3 Class
4 Time to live
5 Data length
6 Primary name Server
7 Responsible authority’s mailbox
8 Serial Number
9 Refresh Interval
10 Retry Interval
11 Expire Limit
12 Minimum TTL

2. BEIEHH WIHFREEH) DNS R
(1) NSItx
O3KEL NS T RN ZIR . THF Windows (4 &1k, %A “nslookup —qgt=ns
network.ke.51xueweb.cn 8.8.8.8”, ffif] DNS /554 “8.8.8.8” FRHU NS idKic k4R, WK
7-4 JI7R,

bh.cn nameserver figins2.dnspod.net
51xueweb.cn nameserver figinsli.dnspod.net

E 7-4 3t47 DNS 1) NS 1e 3T 3K

£ Wireshark FIFMELE A, 2 CIRELK DNS #) NS il s ik o, i 7-5 fr
No

BIERIFSTESR / BBty /13938213680 / £ 823, 557



(HEALMS) £hiERH / LBt DNS HXoAT

@NS AR N BRI XF
PR SC N FIE G R 7-3 fI3R 7-4,

NS LR R E B R OSCHEAT oM, FFIRYE S

MBS [Wireshark 2.26 (v2.2.6-0-g32dac6a)]

COAN L IBORS AedDTF L

5245

8
40 5.096637 .101.2

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Qaan #D8 % @

Filter: | dns E]Expussion... (L e G
No. Time Source Destination Protocol Length Info
27 4.584239 172.17.101.2 8.8.8.8 DNS 80 standard query 0x0001 PTR 8.8.8.8.in-addr.arpa
28 4.647198 172.17.101.2 211.69.32.10 DNS 80 standard query 0x3e9b A 8.8.8.8.in-addr.arpa
29 4.648034 211.69.32.10 172.17.101.2 DNS 130 standard query response 0x3e9b No such name A 8.8.8.8.in-3
30 4.790919 8 172.17.101.2 DNS 124 standard guery response 0x0001 PTR 8.8.8.8.1in-addr.arpa P7

71 standard query 0x0002 NS 5lxueweb.cn
DNS 125 standard query response 0x0002 NS 5lxueweb.cn Ns flglnsl.j

) il

@ Frame 31: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0
thernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
- Internet Protocol Version 4, Src: 172.17.101.2, Dst: 8.8.8.8

0100 .... = Version: 4

.... 0101 = Header Length: 20 bytes (5)

& Differentiated Services Field: 0x00 (DSCP: €SO, ECN: NOT-ECT)
0000 00.. = pifferentiated Services Codepoint: pefault (0)
...... 00 = Explicit congestion Notification: Not ECN-Capable Transport (0)

Total Length: 57

TAanrifioarian. AVETAd (23448Y
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 00111001 01010111 10101101 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000

0020 00001000 00001000 11101011 10001110 00000000 00110101 00000000 00100101 %
AniAANAT A1a1iata Annnnntn

Anse [

Profile: Default

m

[

© | Fie: "C:\Users\UX\AppData\Local\Temp\... | Packets: 384 * Displayed: 6 (1.6%) * Dropped: 0 (0.0%) * Ignored: 8 (2.1%)

K 7-5 NS 10318 3K M & R ST

# 7-3 NS BFRIERIWICHH

5 FBRAHK FREKE e E FBIE

FERETHER

1 Transaction 1D £ iz

2 Flags E A

3 Questions 3 (i

4 Answer RRs o) A

5 Authority RRs o /A

6 Additional RRs £ i1

7 Queries

PICHCEE B B VR AR N A

R 7-4 NS LR RE RS

Fs FRAK FERKE A E FBUE

FERERKFER

1 Transaction ID

2 Flags g fir

BIERIF5TESR / bty /13938213680 / £ 823, 5558 I




(TENML) ERiESH / LR+t DNS B,

3 Questions o5 /A
4 Answer RRs o) i
5 Authority RRs o) /A
6 Additional RRs 5 /A
7 Queries g2 i
8 Answers o) i

PICCEE L B VR AH Y 2

(2) CNAME it.3%

DOFKHL CNAME g1 RS0, T Windows (1) 4 % 4, %A “nslookup —
gt=cname network.xg.hactcm.edu.cn 8.8.8.8”7, ¥/ DNS k4525 “8.8.8.8” 3iHl CNAME 3%

WWRGR, WK 7-6 Pror,

:\Users\Ruan¥iaolong>nslookup —gt=cname network.xg.hactcm.edu.cn 8.8.8.8

google—public—dns—a.google.com

canonical name = network.ke.S5ixueweh.cn

7-6 CNAME 03 ARMTIH K

£ Wireshark HIIMVEL &, 7 C3REUE) CNAME sk T it 45 50, in &l 7-7 pros .

A “FHESE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] el

File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

COAm I BEXR|IA¢OIDT L Qb #®my% B
i e e B B, E’Expvession... T A e

Lofc

No.

92 16.056118 172.17.101.2 8.

™ 3 84 standard query 0x0002 CNAME network.Xg.hactcm. edu.cn
94 16.324065 8.8.8.8 172.17.101.2 DNS 118 standard query response 0x0002 CNAME network.xg.hactcm. ed

i

@ Frame 92: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface 0
® Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol version 4, src: 172.17.101.2, Dst: 8.8.8.8
@ User Datagram Protocol, Src Port: 56597, Dst Port: 53
= Domain Name System (query)

Response In: 94

Transaction ID: 0x0002

@ Flags: 0x0100 Standard query

Questions: 1

............ n
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01000110 01110000 01100000 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000

0020 00001000 00001000 11011101 00010101 00000000 00110101 00000000 00110010
Ande _nntannnt n110n114 Annnnnt A

| »

(O | =iz <lve capture in progress> File: ... | Packets: 277 * Displayed: 2 (0.7%) - Ignored: 4 (1.4%) Profile: Default

7-7 DNS T NS 1% 3R N &5 R S

@CNAME 031 R N & T4 *F CNAME 835385 3R B & 50O T 498, R

SRR 5 TSR / Fkly / 13938213680/ &£ 82 %, 85591



(TENML) ERiESH / LR+t DNS B,

PR LN RIS 3R 7-5 F1K 7-6,

# 7-56 CNAME 1R &R
FFs FRA FERRE EIRALE FRE FRETHER
1 Transaction 1D ¥z
2 Flags ¥z
3 Questions ) fir
4 Answer RRs LR A
5 Authority RRs £ iz
6 Additional RRs wo
7 Queries £ (A
P B TR N 2«
8
% 7-6 CNAME it F AR
5 FRAW FBKE b E FBUE FERETHER
1 Transaction 1D C I A
2 Flags ) i
3 Questions =5 A
4 Answer RRs C I A
5 Authority RRs E A
6 Additional RRs £ A
7 Queries £ A
8 Answers C I A
P B TR0 N 2
9
(3) MX id3x

EERFETESR / by /13938213680 / £ 8211, 8560 1@



(TENML) ERiESH / LR+t DNS B,

OFKEL MX EFE RN Z L. FTIF Windows HI#r2 &k, Hi A\ “nslookup —gt=mx
hactcm.edu.cn 8.8.8.8”, {#iF] DNS i4s#5 “8.8.8.8” #:HL CNAME id3%id k4, & 7-8
7R,

IC: \U“ek°\RuanX1aolung>n.,lookup —gt=mx hactcm.edu.cn 8.8.8.8
google—public—-dns—a.google.com
ﬂdd)*ess: 8.8.8.8

HEA R =

thactcm.edu.cn MX preference = 18, mail exchanger = mailgate.hactcm.edu.cn

7-8 #E4T DNS ) MX iC FMEHTIE R
1E Wireshark FIME &R F, &F SR MX IE®M@HT BRI SC, Wk 7-9 s,

=&

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

COABE BOXT A EesDTFL Qe @#B® % B
Filter: dns and ip.addr==8.8.8.8 DExpression... Clear Apply Save
No. Time Source Destination Protocol Length Info

91.379856 172.17.101.2 8.

12 1.666016 8.8.8.8 172 01.2 DNS 124 Standard uery response 0x0001 PTR 8.8 8.in-addr.arpa P
[Ti 1.670246 172.17.101.2 8.8 DNS' 73 standard query’ OXOSE’Z' WX hactcm. edu. cn

18 1.981084 8.8.8.8 172.17.101.2 DNS 98 standard query response 0x0002 MX hactcm. edu.cn MX 10 mailf

il »

# Frame 9: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0
# Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_la:76:22 (00:03:0f:1a:76:22)
7 Internet Protocol Version 4, Src: 172.17.101.2, Dst: 8.8.8.8
# User Datagram Protocol, Src Port: 62087, Dst Port: 53
= pomain Name System (query)

Transaction ID: 0x0001

® Flags: 0x0100 standard query

Questions: 1

Answer RRs: 0

Avrhamis npes A
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01000010 00000000 00011100 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000
0020 00001000 00001000 11110010 10000111 00000000 00110101 00000000 00101110

o Flot "C:\Users\L!X\AppData\LuGl\Temp\“, Packets: 73  Displayed: 4 (5.5%) - Dropped: 0 (0.0%) Profile: Defautt

K 7-9 MX 10 F 1 SR M AR S

@MX L FVE R E RS HT o K MX 1835815 3R B2 EHE S AT 204, AR 4 20
YNGR 7-7 £ 7-8.

R 7-71 MX EFERI|T T
=2 FBAWH FERKE il AR FBE FERNMER

1 Transaction ID ) /A
2 Flags =5 A
3 Questions ) {1
4 Answer RRs ) fr
5 Authority RRs ) 51

6 Additional RRs ) fif

7 Queries - A

PUIBCEE L 1 TEAH P 2

EERFETESR / by /13938213680 / #£ 82T, 85611



(TENML) ERiESH / LR+t DNS B,

R 7-8 MX IR IEIR LT

Fs FEAK FEKE s E FBIE FERTHER
1 Transaction ID o) /A
2 Flags SR A
3 Questions ) fir
4 Answer RRs o) /A
5 Authority RRs o) A
6 Additional RRs o fr
7 Queries o fif
8 Answers = A
P B (TR0 N 2 -
9

J\\ LR AR

L. U — A PSR R BOEAT A T, AT R CR B e T M U R,
WA A AU B SRR ) DNS AR S5-2e 0 TR U M =R E R, AR A I E R AP
fExF B TRV R 55 i Y DNS ik 552518 ?

N EAR il E AP S
(D A2, FargAiexk? “EZRRRARTA?
(2) AL FA IR ?
(3) W HE—AE R4 ?

SRR 5 TRESR / Fbily / 13938213680/ &£ 82, 85621



(CHENRE) £R¥ESH / LR/ HITP il a4

LIS /\: HTTP MY 9%

—. LEHK
1. FRR HTTP PRl i FE A ) 2
2. HfR HTTP Pl s i i

. SCIGERT
2 2

=, SCEgRH

Rk

b, SKIGEFEK

N

BABLITEN LS.

2. W

Windows 7 LA -#:1E RS0, 2% Wireshark PSRRI, %2%E HTTP PR HE T
H Fiddler.

3. M%

S RN SCRE, BRI R I Y, BR8] FLECR .

4. TH

o

f. IO
1. HTTP Pl i EAC i 2
2. HTTP B A (S I F2

SE HTTP PSR SC R A ;
SER HTTP PSR SCEE 4 1 7347 5

7N, KRS
1.
2.
3. FEM HTTP WA RE R A B4Rk S

t. SBRAETRLER

1. HTTP Baga st
(1) FRECEHEIR ST

BRI S TSR / HkLly / 13938213680/ &£ 821, 8563 1



(CHENRE) £R¥ESH / LR/ HITP il a4

O FT JF Wireshark , 7€ [ Filter ] 3% 50 vf % N\ 4% SC 3 U€ 26 4 “ http_contains
“http://network.ke.51xueweb.cn””, &+ [Start), FFEAHHTIR RS, K 8-1 iw.

‘ The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COAMI BEXRZ QeI DTF S Qaan #®Bm% 8

Filter: | http contains "http://network.ke.51xueweb.cn” B xpression... Clear Apply Save

Interface List = Open Website

(=) Live list of the capture interfaces Open 2 previously capturd file "= Vist the project's webste
(counts incoming packets)

o)

Open Recent: User's Guide

‘ Start The User's Guide (online version)
~ Choose one or more interfaces to capture from, then Start @ Sample Captures
= A rich assortment of example capture files on the viki @ Security
Work viith Wireshark as securely as possible
. Capture Options

Start  capture with detaied options

Capture Help

How to Capture
Step by step to a successful capture setup <
@ *?’ Ready to load or capture No Packets Profile: Default

8-1 f#i[f] Wireshark L E#E4T HTTP IR K4

@FT Il g, FEHHERE N “http://network.ke.51xueweb.cn”, #EAT R G5 ] o
FE Wireshark M#IEL &, #AF CIREUKY HTTP Prsl a4 S, anil 8-2 fir

A Capturing from FHEERE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] ==
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

coAm I BEEXR A+e»0T L B aaab #BD®%| 8
Filter: ' http contains "http://network.ke.51xueweb.cn” EExpression..‘ Clear Apply Save
o. Time Source Destination Protocol  Length  Info
150 4.564448 172.17.101.2 211.69.35.21 HTTP 565 GET /Dataservice.asmx/UpdatevisitCount?callback=

< n | »

@ Frame 150: 565 bytes on wire (4520 bits), 565 bytes captured (4520 bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
& Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

@ Transmission Control Protocol, Src Port: 48562, Dst Port: 80, Seq: 1, Ack: 1, Len: 499

1+ Hypertext Transfer Protocol

0040 00000100 11100101 01000111 01000101 01010100 00100000 00101111 01000100 ..GET /D A
0048 01100001 01110100 01100001 01010011 01100101 01110010 01110110 01101001  ataservi
0050 01100011 01100101 00101110 01100001 01110011 01101101 01111000 00101111  ce.asmx/ =
0058 01010101 01110000 01100100 01100001 01110100 01100101 01010110 01101001  uUpdatevi
0060 01110011 01101001 01110100 01000011 01101111 01110101 01101110 01110100 sitCount
0068 00111111 01100011 01100001 01101100 01101100 01100010 01100001 01100011  ?callbac
0070 01101011 00111101 01100011 01100001 01101100 01101100 00110001 00110100 k=calli4
0078 00111001 00110101 00110000 00110010 00110001 00110011 00111000 00111001 95021389
0080 00110011 00110001 00110110 00100110 01010110 01101001 01110011 01101001  316&visi
0088 01110100 01001001 01101110 01100110 01101111 00111101 00100101 00110111  tInfo=%7 b

O t’r E#iE$2: <lve capture in progress> File: ... | Packets: 816 - Displayed: 1 (0.1%) Profile: Default

8-2 HTTP ik 3

7No
(2) Bk 3o
XPSRECEI] HTTP PR SC N B REAT A AT, IS 3R 8-1,
R 8-1 HTTP BHSERICAHT
Fs FBAH FERRE s E FBUE FRETHER

BIERIFE5TESR / BBty /13938213680 / £ 821, 5564 W



(CHENRE) £R¥ESH / LR/ HITP il a4

1 Request Version o5 /A
2 Status code o) /A
3 Response Phrase £ iz
4 Content-Length o 7
5 Content-Type o) /A
6 Content-Location £ iz
7 Last-Modified 5 /A
8 Accept-Ranges o fr
9 ETag £ A
10 Server E A
11 X-Powered-By 9 i
12 Date = IA
13 Time Since Request A A
R G PG P 25
14

2. ARIEREK HTTP BB o

AT A T2 092 & 3% HTTP Bl ) HEAD il POST 3K, [RIHASZEG KA HTTP
P USCRERACEE TR Fiddler, SEBUARRIESREAIM HTTP Bl B i &% .

(1) Fiddler 2% 51

ORS-5:5-30)

AR B 7RG Chttp:/Awwwtelerik.com/fiddler) k75 Fiddler % 22 36 8

AL EE ASIRAE R G Chttp://network.ke.51xueweb.cn) N & ASHORE AT S FH BB PR AS

@&

a. M7 Fiddler Z3&#2 )y, AWK 8-3 Fraxit Fiddler 2225 54 1H, it [1Agree) 4T
7k,

by FH P RIS ERIA ) Fiddler %235 B¢, Al HATBSCERIAERE, WE 8-4 FR.

c. Fiddler #2350 /2, Wik 8-5 Fian, ¥ 5 i)n i 8-6 fiam.

EERNFETESZR / kel / 13938213680/ ££821T1, 55651



G EALF %)

SERIESH / L)\ HITP il 44T

4 Telerik Fiddler Setup: License Agreement =]l =

€ Telerik Fiddler Setup: Installation Folder =1L=

'96 You must agree to this license before installing.

By using this software and any updates to it, you indicate your acceptance of »
these terms. If you do not accept these terms, do not install or use the 3
software. =

The software (Fiddler Web Debugger) and any updates to it are provided “as
is” and you bear the risk of using it. In no event shall Telerik Inc., its affiliates,
or its licensors, be liable for any consequential, special, incidental or indirect
damages of any kind arising out of the delivery, performance or use of this
software. This software was written with care, but no one warrants that the
software is error-free. Your sole remedy for any failure or any form of
damage caused by this software is a full refund of the license fee we have
received from you, which in all cases is $0.

16 Select the directory to install Telerik Fiddler:

Destination Folder
:\Program Files (x86)\Fiddler2

Space required: 11.7MB
Space available: 19.2GB

=] 22 2 57 7)) /4
K 8-3 [l 2ed 8-4 LWALIKAE
70 Telerik Fiddler Setup: Installing | {0 Telerik Fiddler Setup: Completed ¢ = :‘ —
7 Extract: Zopfii.exe ' + Completed
- -— =
S ECTR
|
L
N
|
|
Cancel [Mar-21-17] v4.6,20171,14973 < Back I Close Cancel [Mar-21-17]v4,6.20171,14978 < Back

K 8-5 il fe

8-6 AT

@A

TR, EAMPERER H ik [Composer], & HTTP i

R A AT k)

b, SCBLAH KSR RS HTTP il L sdf, kel 87 .

[ Telerik Fiddler Web Debugger

File Edit Rules Tools View Help ffFiddler I GeoEdge
A\ The system proxy was changed. Click to reenable Telerik Fiddler capture. |
) #pReplay X~ b Go | § Stream i Decode | Keep: All sessions ~ €5 Any Process 34 Find [l Save |8 (&) & Browse ~ QX Clear Cache =
= Result  Protocol Host URL A |l [ Log | [ Fiters | = Tmslios, I 4 APTTest
Buz 20 WP fanyi.baidu.con fsug | Ostatsts | L& inspectors [ £ || = cComposer "
B3 20 P fanyi.baidu.com  /sug Usethis pageto compose aRequest. You can clone a prior requ: st by dragaing and dropp nga I
s 200 HTP correctxt.baidu.com /correctxt?callback=iC session from the Web Sessions list.
[B115 200 HTP fanyi.baidu.com flangdetect
$9116 HTTP dlick. fanyi.baid: Jasre= Parsed |Raw | Scratchpad | Options
. P ————
HTTP :anyl.:a\du.cum [v2transapi T ~ http:/jwww.example.com/ v HTP/L1 v |9 LogRequests
HTTP anyi.bai ta 3 »
HTTP b User-Agent: Fiddier 7| it
HTTP hm.baidu.c — twork.ke. 5 xue
HTTP hm.bai 4 ) [2211.69.35.106:80
TP ben bal r www.example.con
e b bakcl Request Body Uploadfile...
HTTP hm.baidu.com / I
HTTR hm a
\[El2s 200 wTTR hm.baidu.com i
126 302 HTTP config.pinyin.sogou...
E1w7 200 cdn2.ime.sog
L WEvY ran - - . - ud
Ei P— ] < ' <[am »
= AllProcesses 129 CustomRules js was loaded at: Wed May 17 21:07:34UTC+8 2017

%] 8-7 Fiddler E’Jﬁﬂﬂ

(2) HEAD #4044
OFEEL HTTP Head B3EHR .

« FTJF Wireshark, 7E [Filter] i ohdm N AR it
ﬁﬁﬁl&ﬁﬂil“’%, WK 8-8 ATk .

LUESAT “http”, %+ [Start],

b\ ¥TFF Fiddler, £ Ab i FELHEAD BRAL, F4 A\ http://network.ke.51xueweb.cn”

EEREFEETESR / bkl / 13938213680/ #£ 821

, 5566 T




(CHENRE) £R¥ESH / LR/ HITP il a4

sy [Execute] 24047, Wik 8-9 Fias.

-
Ml ~FSEEE (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] = San
Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

coAm L BORXES AedDT L =
Fiter: | http E]Expressian... Clear Apply 'Save
el ; P — e r——

8 2.859816 172.17.101.2 211.69.35.21 136 HEAD / HTTP/1.1

333 HTTP/1.1 200 OK

< m 3

@ Frame 12: 333 bytes on wire (2664 bits), 333 bytes captured (2664 bits) on interface 0
@ Ethernet II, Src: Digitalc_1a:76:22 (00:03:0f:1a:76:22), Dst: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44)
@ Internet Protocol Version 4, Src: 211.69.35.21, Dst: 172.17.101.2
= Transmission control protocol, Src Port: 80, Dst Port: 52758, seq: 1, Ack: 71, Len: 267
Source Port: 80
Destination Port: 52758
[stream index: 2]
[TcP segment Len: 267]
Sequence number: 1 (relative sequence number)

[ »

< il »

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000000 01000101 00000000
0010 00000001 00111111 01110111 00000000 01000000 00000000 00111000 00000110
0018 11000011 01001010 11010011 01000101 00100011 00010101 10101100 00010001
0020 01100101 00000010 00000000 01010000 11001110 00010110 00101110 11000111

ANYS _ ANT1N1NT 11001011 N10ANT11 101101AN 1110ATA1_ANTIATAT_1NAANANAN ANA11ANN

O 7] Fle: "C:\Users\UX\AppData\Loca\ Temp\.... | Packets: 77  Displayed: 2 (2.6%) * Dropped: 0 (0.0%) [ Profie: Default

K 8-8 3K75 HTTP HEAD %4k <

4 Telerik Fiddler Web Debugger B . . — -
File Edit Rules Tools View Help fi#Fiddler £ GeoEdge

A The system proxy was changed. Click to reenable Telerik Fiddler capture.
Decode | Keep: All sessions ~ €8 Any Process 34 Find [l Save | 8] &) & Browse - Gk Clear Cache &

) #2Replay X~ b Go | § Stream

= Result  Protocol Host URL B ‘__ [ Log | [ Fiters [ = Timeline | [ AprTest ]
[B12 200 fanyi.baidu.com fsug & statisis | ok | # | [ composer
‘?113 200 fanyi.baidu.com  fsug Use this pageto compose a Request. You can clone a prior request by dragging and dropping a
ifina 200 correctxt.baidu.com /correctxt?callback=jC session from the Web Sessions list.
) 200 fanyi.baidu.com flangdetect
200 dick.fanyi.baidu.com [?src=18locate=zh&a

200 fanyi.baidu.com /v2transapi

History
[@ network.ke. 51xue
|2 211.69.35.106:80

www.example.con

Request Body Uploadfile...

config.pinyin.sogou... /picface/interface/get
cdn2.ime.sogou.com fyun_pack_utf8fyun_ _

All Processes 129

js was loaded at: Wed May 17 21:07:34 UTC+8 2017

K 8-9 Fiddler fIFC &

@R ST
X REER] HTTP HEAD VIR SCE T HELN 0T, HIHE R 8-2 fIk 8-3,
% 8-2 HEAD &R THT

5 FRATK FEREKE RIRALE FBUE FERERHER

i
=

1 Request Method

2 Request URI

3 Request Version

4 User-Agent

5 Connection

6 Host

BB # | #®|#
=

7 PUICEE L 1 VR N 2

EERNFETESZR / kel / 13938213680/ £ 82101, 5567 1



(CHENRE) £R¥ESH / LR/ HITP il a4

% 8-3 HEAD M RIR LT

FP5 FRAK FRKE IR E FBYE FBRERHER

1 Request Version £ iz

2 Status code £ iz

3 Response Phrase o /A

4 Content-Length 3 (A

5 Content-Type A A

6 Content-Location M

7 Last-Modified C N A

8 Accept-Ranges 3 (A

9 ETag - A

10 Server £ (A

11 X-Powered-By

12 Date

13 Time Since Request

PICHCEE B B VR AR N A

14

(3) GET #dfath 3ot
OFKHEL HTTP GET $#i 4R .
a. FTIF Wireshark, 7t [Filter) &I NS IESRAE “http”, EFE [Start],
TG TIROCR . 1 8-10 AR .
b. 4T JF Fiddler % &, 782 & & #% [GET Y KA, J# A
“http://network.ke.51xueweb.cn”, i [Execute] FFiA#T, Wi 8-11 AR

SRS ETESE / Fikp /13938213680 / £ 82T, 55681



(CHENRE) £R¥ESH / LR/ HITP il a4

M “ESBEE Wireshark 2.26 (v2.2.6-0-g32dac6a)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

CoOAmI BORXR| A4 T X BlaaqD| @®@msx% &8
Fiter: | http EExpmssion... ISP AP e
5. Tme Source. Destination Protocol  Length  Info
44 4.9(’)9509 211.59.3;.21 172.]..7.101.2 HTTP 1391 HTTP/1.1 200 OK (text/html)

< i ]
@ Frame 23: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

sfer protocol

HTTP/1.1\r\n

[GET / HTTP/1.1\r\n]
[severity level: chat]

Transmission Control Protocol, Src Port: 52958, Dst Port: 80, Seq: 1, Ack: 1, Len: 69

= [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]

00000000 00000011 00001111 00011010

00000110 11100101 11111000 01000100

00000000 01111001 00110100 00010011

00000000 00000000 10101100 00010001

00100011 00010101 11001110 11011110
Annt

01110110 00100010
00001000 00000000
01000000 00000000
01100101 00000010
00000000 01010000
AtA1A11d 1 110

00100000
01000101
01000000
11010011
01101100 01011010

1n_1nnnnnnn_nnn1innn

00011010
00000000
00000110
01000101

_1NA1ANAT A1ATATIA ANNNATINA AAAAI1TA
File: "C:\Users\|

UX\AppData\Local\ Temp

| Packets: 58 * Displayer

2(3.4%) * Dropped: 0 (0.0%)

| Profile: Defautt

8-10 3K78 HTTP GET H IRk

4 Telerik Fiddler Web Debugger. ar B . . - - -
File Edit Rules Tools View Help fFiddler £ GeoEdge
A The system proxy was changed. Click to reenable Telerik Fiddler capture.
) #sReplay X~ b Go | § Stream HiiDecode | Keep: All sessions ~ €5 Any Process 34 Find [l Save | i) (&) @ Browse - Clear Cache
Result  Protocol Host URL s [ Log I [ Filters ! "= Timeline | |4 APITest
HTTP | @ statists | L4 Inspectors | £ | 3 composer %) £
—ﬁf Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a
HTTP session from the Web Sessions list.
HTTP =
HTTP fanyi.baidu.com fsug Parsed IRBW | saratchpad | options|
HTTP correctxt.baidu.com /correctxt?calback=iC == + http:/Jnetwork ke. 5 xueweb.cn v HTP/L1 v |V]LogRequests
HTTP fanyi.baidu.com /static/translation/wid -
HTTP fanyi.baidu.com /sug Y,
HTTP fanyi.baidu.com /sug Host: network.ke.51xueweb.cn i network.ke.51xue
T fanyi.baidu.com  fsug ‘ ) %"9"“‘”“"@'5”‘”3
HTTR fanyi.baidu.com  fsug 3 C B 2159551060
Request Body Uploadfile...
HTTP correctxt.baidu.com /correctxt?callback=; GuUest S06y P_03¢ Ve www.example.con
HTTP fanyi.baidu.com flangdetect ‘ ‘ 0
HTTP dick.fanyi.baidu.com /?src=18locate=zh8a
HTTP fanyi.baidu.com /v2transapi
fanyi.t
» T T
All Processes.

K 8-11 Fiddler L &

QIR LI -

XREERT HTTP GET Whsd SCIH T HEAN 0 dr, HHIHE %R 8-4 fIZk 8-5,

8

-4 GET #R# Lt

FF5 FRAH FRKE oy IVA= FBUE FRETHER

1 Request Method o 7
2 Request URI W
3 Request \Version w0
4 User-Agent £ A
5 Connection =5 A
6 Host £ VA
7 PICCEE L VR N A

BRI S TSR / Hkely / 13938213680/ 821, 85691



(CHENRE) £R¥ESH / LR/ HITP il a4

2 8-5 GET Wi SR SCAHT

FP5 FRAMRK FERRE R E FBUE FRERHIER

1 Request Version £ iz

2 Status code £ iz

3 Response Phrase o /A

4 Content-Length = /A

5 Content-Type o) fir

6 Content-Location o /A

7 Last-Modified C N A

8 Accept-Ranges o) 7

9 ETag £ A

10 Server o0 7

11 X-Powered-By

12 Date

13 Time Since Request

PICHCEE B B VR AR N A

14

(4) POST ¥k o3 #r
3K HTTP POST dE i 3C .
a. fTJF Wireshark, 7£ [Filter] &I hH AR OSOEJESRAF “http”, i%&+% [Start],
THRHATIROCR S, Kl 8-12 k.
b.¥THF Fiddler, /£ 28 4b i FRLPOST B2, F:41 A\ http://network.ke.51xueweb.cn”,
i [Execute] JFaa#AT, fni 8-13 fiR.

EERNFETESZR / kel / 13938213680/ ££821T1, 5701



(CHENRE) £R¥ESH / LR/ HITP il a4

Ml *FAEE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] [E=ET
Fle Edt View Go Capture Anayze Statitics Telephony Took Intemals Help

coAmd BERXE Aes2T L (R Qe #B®% B

@ Ethernet II, src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21 =
@ Transmission Control Protocol, Src Port: 53085, Dst Port: 80, Seq: 1, Ack: 1, Len: 89
= Hypertext Transfer Protocol .
POST / WTTP/L.I\r\n
| [Expert Info (Chat/Sequence): POST / HTTP/1.1\r\n]
[POST / HTTP/1.1\r\n]
[Severity level: chat] e

Fitter: | htp [ | expression... clear Apply save
o Time Source Destination Protocol | Length | Info
T 5 o - - -
38 4.044132 211.69.35.21 172.17.101.2 HTTP 1043 HTTP/1.1 200 OK (text/html)
l
|
|
|
l
|
I« i '
'|& Frame 14: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits) on interface 0 5
| =
t

< I | »

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 10001101 00111111 11011110 01000000 00000000 01000000 00000110
0018 00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
0022 291109911} 22010101 11001111 0101110,1\ 2?000000 01010000 11101001 01110100

ATAT1A_NAANANAAD 11ANNTT A11111_1ANA1A1A_1AAANANA_NANT1ANN

@ 7| Fie: "C:\Users\UX\AppData\Local\ Temp\.... | Packets: 42 - Displayed: 2 (4.8%) - Dropped: 0 (0.0%) | Profie: Default

8-12 345 HTTP POST ¥t

© Telerik Fiddler Web Debugger & Fey T TwTT ™ a .. - -
File Edit Rules Tools View Help f#Fiddler £ GeoEdge

A The system proxy was changed. Click to reenable Telerik Fiddler capture.
) 4 Replay X~ b Go | § Stream [iiDecode | Keep: All sessions ~ € Any Process 33 Find [l Save |18 (3) @ Browse - X Clear Cache B

2 Result  Protocol Host URL Al El Log [ [ Filters [ = Timeline [ [4 aprTest |
H | & statisis | 1k | 3 composer | I Fiddersaript
g a Use this page to compose aRequest. You can clone a prior request by dragging and dropping a |I
H hm session from the Web Sessions list.
HTTP hm. com S
HTTP fanyi.baidu.com  fsug i
HTTP correctxt.baidu.com /correctxt?calback=iC - HTP/LL [7] Log Requests
HTTP fanyi.baidu.com /static/translation/wid "
HTTP fanyi.baidu.com /sug - [y
HTTP fanyi.baidu.com  /sug 5 networkke.Sae
HTTR fanyi.baidu.com fsug ‘ ) ‘i “EMD':-‘;:- Stbue
HTTP fanyi.baidu.com fsu (B network ke. S1xue
HTTP correcortl.baidu.com ;oorgrecb(t?caﬂbadﬁycf ReatiestBody Uploadfile.. g} 511.69.35.106:80
HTTP fanyi.baidu.com flangdetect ‘ i www.example.con
HTTP dlick.fanyi.baidu.com [2src=18locate=zhga — I
HTTP fanyi.baidu.com jv2transapi

\ 7 V| |

All Processes 135 CustomRules.js was loaded at: Wed May 17 21:07:34 UTC+8 2017 ‘

8-13 Fiddler [ L &

QEAEI T
YR HTTP POST th SR SCHHAT A /04T, JFIHS 3R 8-6 AR 8-7.
% 8-6 POST iR ST

Fs FRARK FREKE I E FERHE FERETIER

#

1 Request Method (2

2 Request URI

i
=

3 Request Version o 7
4 User-Agent 9 1

5 Connection

6 Host

# | #®
=F

7 PIHCECHE L PR V40 A 75 -

BRI 5 TSR / kLly / 13938213680/ &£82H , 8711
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% 8-7 POST WARIRSCAMT

FP5 FRAK FRKE IR E FBYE FBRERHER

1 Request Version £ iz

2 Status code £ iz

3 Response Phrase E A

4 Content-Length A A

5 Content-Type 3 I

6 Content-Location E A

7 Last-Modified C N A

8 Accept-Ranges £ (2

9 ETag E A

10 Server E A

11 X-Powered-By

12 Date

13 Time Since Request

PICHCEE B B VR AR N A

14
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J\\ SKBES AT

1. HITP #3CHHT
(1) HTTP iKW SCHMLL 7B, FEAEH R A?
(2) HTTP Wi RARSCHRL 7B, FEAEH R A?

2. HITP &R

(1) 38 HTTP A58 3 S 28 U5 1 ki), Bl E 282 75 A el B B9 FHLUKIE— IR HTTP &
K2 W] A A X L K ?

(2) Fiddler # A1 TAE BRI RAT 42 EER I sca L ?

BIERIFE5TESR / hbily /13938213680/ £ 823, 573



(CHENRE) £R¥ESH / LR/ HITP il a4

BIERIFSTESR / BBty / 13938213680/ £ 82 W, 574 W



CHEALMS) ERERH / LR SNP il 47

S8 7L: SNMP Bl 547

1. PRf#E SNMP P BEAR Py A AR (S I A%
2. HiE MIB [ TAERH, H#& Windows #1E RGHIEA MIB (58
3. FHAR RN 24 M DN SR A i

. SCIGEET
2 2

=, SCEgRH

Rk

/9. SEwEEsK

N

BARLESTHEILL 6.

2. W

Windows 7 PA_E#4E R 45, 223 Wireshark 48 LR B, 22255 Net-SNMP #f:.
3. M%

S = SR IR SRR, RERS U RS Y, BE S U 1) ELIE I

4. TH

o

F. LGP
1. N ZERFEARREL
2. UDP {5 AR 18,
3. SNMP #rlFl MIB [HFEAHE 1
4, XFARR OID FEAZNR,

528 Windows #-1E 248 F SNMP %% F i (1) 223 5t &
HEAR SNMP 15K RIE 71, I8 Bt SNMP B SR 70#7s

7N, SKES
1.
2.
3. B HFEIR AT SNMP HMFE 5 I 72

t. SBRAETRLER

1. Windows B/ER ST SNMP & i i) 2235 SR E
(1) A6 LA Windows 7 #:7E KRG 061, HE4T SNMP 1) %2255 St & .

BRI 5 TSR / Hkely / 13938213680/ &£82 X , 8751
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(2) F77F Uizl ] U2 1 LHT R ek ] Windows ZhEg ], fil& 9-1 o

v EHEE » BF »

G-

FRIERER
Eail=s
FAEEH] Internet —
—_— @ s
WY EMESFIEEMEAEE  REEEIETUERET R | RERES
| EENTE

= psEEEmIE | BismEsIE | 2 IE
EE Windows FEEHEERNTE

B 9-1 223 SNMP

(3) iaff [ MLE YL (SNMPY] J5, s [HE ) #24, #h72ede,
K 9-2 o

T v e ——

FTFEESEH Windows Thag @
EEA—WE  BEEESEE. SEXAA—TIE  EEkESE
. FEET TR, ————
57 8 -
10l Windows Process Activation Service - OO [o mums » saes ) |
, Windows Search 3 -
| Windows TIFF IFilter — =
| Windows S TEF& i s
XPS Viewer W EE (& Windows PowerShell Modules
XPS B H EERERTE
FIEFZHRE B
) .
&) Subversi
H R
= Bx
[ sors
& =5
B
& s ) & R
2 ) aan paces
Kl 9-2 223 SNMP % ) 3ty Kl 9-3 TIPS B &%

(D ATF [EHIIR I LR GM 22 VER T RY, T Ukss ), &l 9-3 fir

(5 78 [B45]) a9, Wi [SNMP Servicel Ak%%, JFuRE%H SNMP i#H47HCE o
(6) 7F [FEpY aIi o, 5 X LN “NetworkMonitor”, a4 [dRbn
FF1%]), Wk 9-4 Fizw.

SNMP Service FIEfE(HEHHEERL) — L=

st senice B ) N i
A |27 [mE [mE |m (22 [RexE| W |Ex |HE e [ms | T2 |REEd|
smie SR 10R/I2 30 1RY/SHE L}géwﬁﬁiﬁf& [T BALSERERE (1)
Falh s b
u‘ﬁaﬁﬂ%ﬁm i e ) [T
iL o s !
Woni ter - | CEhEEE
B &) | }
FRRARAE (1) ‘ | (Fnw.. | [wE©..] [#Eo ]
|

| I © ﬁ‘kgﬁﬂiﬂlﬂ’] SHIE #hifE )

REE. e o)

i iRE (1) HHER )
TH S ALFHRER N
TH SIE AFEER

(o ) @8 (5w ] A 0

&l 9-4 fiE SNMP FIRG B 9-5 W& SNMP 124>
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(DAELZ A BET-R, 8 ORI ML, 3 in— S8 3L R4 “ NetworkMonitor 7,
kPt (2K BT EHLT SNMP 25 ), @ik 9-5 fios.

(8) et [T A [ ] 424, 5eRliicE.

(9 78 [AR% Y Tk, #E$E “SNMP Service” A%,

s [EESERS 1, X SNMP

W S5 HEAT W R B, AR E AR W 9-6 Fs.

s B Do B

|l

SNMP Service

9-6 5% SNMP Service IR %%

G, RS B
SNMP Service E N A KT BEER BER
d . Smart Card =l
RS oo
EEmtRS ‘

] i
— X . B .. EFGER.. MRS
Windows EAEEL AHAEN FATHES. e = —
SHMP Service =g, EEW £ migmEE
=3l £ TIBEL
T = wp. BE® =3 TIBEL
£ HBEL
. M. BEm e HpES
. . AL 3 HpES

(10> &, 1% Windows #1F &40 v LA 3>k B HAh F LA SNMP 153K .

2. %3 Net-SNMP
(D F#zisfa

A B 7RG Chttp://www.net-snmp.org) 3K753 Net-SNMP #f 235 F2 7
AL EEASIRAE MG Chttp://network.ke.51xueweb.cn) N & A HORE AT S FH BB A

(2) ‘%% Net-SNMP.

a. M7 Net-SNMP 35 F2 5, HEA WK 9-7 s i Net-SNMP 22285 FUaT, A il Next >]
Fraadi T e, s [laccept...), FIEZ%E, WK 9-8 fiizn. miidi [Next>), HEEERINE

B, &l 9-9 Prus.

Welcome to the Net-SNMP 5.6.1.1
Selup Wizard

This wizard will guide you through the installation of
Met-SNMP 5.6.1.1.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

Next > Cancel

9-7 LR

@

License Agreement -
Please review the license terms before instaling Met-SMMP 5.6.1. 1. K ¢ ]

Press Page Down to see the rest of the agreement.

Various copyrights apply to this package, listed in various separate -~
parts below, Please make sure that you read all the parts.

-—-Part 1: CMU/UCD copyright notice: (BSD like) -~

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Nerivative Work - 1886, 1993-2000 b
If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Net-SMNMP 5.6, 1.1, Click Next to continue,

(®)1 accept the terms of the License Agreement
()1 do not accept the terms of the License Agreement

< Back

K9-8 [A) & 2%k

Mext > Cancel

b. F /Al FHERIA ) Net-SNMP %238 H 3%, A BT B BN A2, Wi 9-10 AR
c. Net-SNMP #2350k 78, &l 9-11 Fos, 2238 58 il il 9-12 Fiow.

BIERIFE5TESR / bty /13938213680/ #£82 W, £ 771



S NEED

SRS / ERIL: SNMP Bl a AT

Choose Components P
Choose which features of Net-SNMP 5.6. 1.1 you want to install. R )

Check the companents you want to install and uncheck the companents you don't want to
install. Click Next to continue.

Select components to install: Description

Base Components
=B Net-SNMP Agent Sery
H Standard agent
With Windows Ex|
Net-SNMP Trap Servic|
- [¥] Perl SNMP Modules
[ pevelopment files
[ Encryption support (¢

Space reguired: 13, IMB
< >

« Back Next > Cancel

K 9-9 2 AEERINALIF

7 Net-SNMP 5.6.1.1 Setup - *
Choose Install Location Prem
Choose the folder in which to install Net-SNMP 5.6.1. 1. K_‘ y

Setup will install Net-SNMP 5.6.1.1in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

IC:sr] Browse...

Space required: 13.1MB
Space available: 47.2G8

< Back Cancel
Kl 9-10 BRIAERAT

(51 Net-SNMP 5.6.1.1 Setup -

Installing e
Please wait while Net-SNMP 5.6, 1, 1is being installed. R )

Output folder: C:\usridocs

SRPPEUT SYTTaA-Ud WA e Eauiie, T2
Skipped: syntax-InetAddress-get.m2i

Skipped: syntax-InetAddress-set.m2i

Skipped: syntax-InetAddressType-get.m2i
Skipped: syntax-InetAddressType-set.m2i
Skipped: syntax-RowStatus-dependencies.m2i
Skipped: syntax-RowStatus-get.m3i

Skipped: syntax-RowStatus-varbind-validate.m2i
Skipped: syntax-StorageType-dependencies.m2i
Skipped: syntax-TestAndIncr-get.m2i

9-11 2% FE

(7 Net-SNMP 5.6.1.1 Setup -

Completing the Net-SNMP 5.6.1.1
Setup Wizard

Met-5NMP 5.6. 1.1 has been installed on your computer.

Click Finish to dose this wizard.

Show Readme

< Back Canct
9-12 ZH5ERL

il

3. f#F Net-SNMP T BT8R R&
(1) J2%h Windows #ir 447 T A,
(2) fEM2AT

Frag N\ “snmpwalk -v 2¢ -¢c NetworkMonitor localhost .1.3.6.1.2.1.1”

Ja I ZEREIN . Hir 228 Net-SNMP T B At EH1L &1L T —4 SNMP &K, MIB

M5B 4.1.3.6.1.2.1.1,
(3 BEHFAMEER, HIHEEFE 9-1

itho

i SNMP %R 3545 Windows 2 4[4 (E

R 9-1 @i SNMP 53R $KE Windows RERIZEAREE

5 FBA FBIE

FBRRMULEA

EERFETESR / by /13938213680 / ££ 8211,

HT78M
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(4) 18 H5E OID 77 g7 Windows R4 FALE B IR A .
B, “snmpget -v 2¢ -¢c NetworkMonitor localhost {£4t 44 ) OID}” HJ LIK4E Windows
RAMNRGHER:; BEXRENEE, K SNMP 5 RIKMGH Windows #:/E R 4115 BIH

HHIF 9-2 .
* 92 APREBITRE WL

s FB 4 FBE FBURRER UL
1 ARG R

2 RYNAA OID

3 RGBTV ]

4 RGWARN

5 RYLATR

6 ARG E

7 ARG S5

8 ES g

9 RGP H

10 ARG R

11 ARG AT H

12 FEESYNAN

13 P4 A A 0

14 B N AF RN

15 YyE N A IS L

4. SNMP 34T
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(CHENRE) ERESH / LR SNP L4

(1) 3% Wireshark, 7£ [Filter] &% A

Fle Edit View Go Capture Anslyze Siatistics Telephony Tocls Internals Help
O AR I BEXE Qe TFTLIEE QaE @B

Filter: snmp.community=="NetworkMonitor" v | Expression.. Clear Apply Save

The World's Most Popular Network Protocol Analyzer

.
Wl RES HARK Version 2.2.6 (v2.2.6-0-g32dac6a)

Interface List = Open

Live list of the capture interfaces Open a previously captured file
(counts incoming packets)

Open Recent:

P Start
Choose one or more interfaces to capture from, then Start ® Sample Captures
e A rich assortment of example capture files an the wiki

K 9-13 it Wireshark T EL 4T SNMP st (4R 3074

“snmp. community=="NetworkMonitor””, %% [Start] #%4H, HirEdEik CRE. W
Kl 9-13 P
(2) Ji3h Windows #1447 T. H.
(3) AT “snmpwalk -v 2¢ -c NetworkMonitor localhost .1.3.6.1.2.1.1”
J& EIZE A A
IEEF I SNMP 15 SRIRTG T ANUE S, (HiE Wireshark E17&A R4 EMTAT £, o
9-14, 9-15 fi7R.

C:\Users\heluludsnmpwalk -v 2¢ -c¢ NetworkMonitor localhost .1.3.6.1.2.1.1
SNMPu2-MIB::sysDescr.B = STRING: Hardware: Intel64 Family 6 Model 7B Stepping 3 AT/A
T COMPATIBLE - Software: Windows Uersion 6.3 (Build 1@586 Multiprocessor Free)
SNMPu2-MIB: :sysOhjectID.B = OID: SNMPu2-8MI::enterprises.311.1.1.3.1.1

DISHAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (1955927) 5:25:59.27

SNMPu2-MIB: :sysContact.@ = STRING:
CNMPu2-MIB: :sysName.B = STRING: helulu
SNMPu2-MIB: :sysLocation.® = STRING:
SNMPu2-MIB: :sysServices.B = INTEGER: 76

K 9-14 SNMP Hif SR & A At EHLKIHEAE B

file Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
codm | BEXEZGewnTL BE QD §UM%|E

Filter: | snmp.community=="NetworkMonitor* v | Expression.. Clear Apply Save

No. Time Source Destination Protocol  Length Info

9-15 SNMP 3547 ¢
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CHEALMS) ERERH / LR SNP il 47

<4>Eﬁ‘n~é\ﬁﬂlﬂiﬁﬁ)\“snmpwalk -v 2¢ -¢ NetworkMonitor 192.168.157.194.1.3.6.1.2.1.1”
Ja B ZE RN . 28 Net-SNMP T E ﬁji/J\éﬂﬁ@iJrﬁmﬁiiT*/l\ SNMP 3K,
MIB 115 84.1.3.6.1.2.1.1. IHIHE T SNMP &R 3545 7 X 7SS B, Wireshark 5%
£E 3] SNMP B HE R, W& 9-16 .

(5) MIREXY) UDP Hd it ST s B H i — S B S0, SRR ST 4t 4y
#r, 5% 9-3, 9-4,

% 9-3 —& SNMP f#brig skt
FE R IBT [H] SR 1P B IP WCEAER AR

£ 9-4 —& SNMP f@drm Pt 2

M WLAN [Wireshark 22,6 (v2.2.6-0-g32dacal] - o x
File Edit View Go Capture Analyze Statisties Telephony Iools Internals Help
OO AM g BOXRDT A s FTL EBEE QQAQAD | @®BM%| B

Filter: | snmp + | Expressian.. Clear Apply Save
e Time Source Destination Protacol  Length Info

202 33.391030 192.168.1.102 172.16.102.199 SMMP 93 get-request 1. B

299 34.536935 192,168.1.102 172.16.102.199 SNMP 562 SeT-request 1. o

486 56.877411 192.168.1.102 172.16.102.199 SNMP 120 get-request 1. 1

487 56.877802 192,168.1.102 172.16.102.5 SMMP 120 get-request i. 1

502 61.394548 192.168.1.102 172.16.102.199 SNMP 86 ger-request 1. 1

515 £3.395123 192.168.1.102 172.16.102.199 SNMP 93 get-request 1. 3

538 67.113690 192,168.1.102 172.16.102.199 SNMP 200G R [ 2.1

539 67.113826 192.168.1.102 172.16.102.5 SNMP 120 get-request 1. .25.3.2.1

563 72.060045 192.168.1.102 192.168.157.196  SNMP 84 get-next- r‘eques( 1.3.6.1.4.1.2699.1.2

g 71681, T168.157. Get-roquest 1. a
566 72.255751 192.168.157.196 192.168.1.102 = 89 ge( response 1.3.6.1.4.1.2699

588 77.117559 192.168.1.102 172.16.102. 5 SNMP. 120 get-request 1.3. 3.6.1
663 82.061345 192.168.1.102 192.168.157.196 SHMP. 84 get-next-request

[ Frame 7: 86 bytes on wire (G688 bits), 86 bytes captured (688 bits) on interface 0
[ Ethernet T, Src: HonHalpr_Oe:70:el (18:4f:32:0e:70:el), DST: Tp-LinkT_2c:30:44 (bc:46:99:2c:30:44)
[# Internet Protocol version 4, Src: 192.168.1.102, DST: 172.16.102.199

[ User Datagram Protocol, Src Port: 53081, Dst Port: 161

1w simple Network Management Protocol

0000 bc 46 99 2c 30 44 18 4f 32 Oe 70 el 08 00 45 00
0010 00 48 76 22 00 00 80 11 ef 1c €O a8 OL 66 ac 10
0020 66 c7 cf 50 00 al 00 34 63 f2 30 2a 02 01 00 D4
0030 06 70 75 62 6c 69 63 a0 1d 02 02 07 0 02 01 00
9040 02 O1 00 20 11 30 Of 05 Ob 2b 0G 01 02 01 2b 03

9-16 SNMP $33k 3

s HRIAHT IR KIE 1P HE 1P RICE AR IR
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Ny KBS
1. Aft4fEF Net-SNMP REBREEBIXNIE B, (ETGVEE T Wireshark SREVEIHAEHR L ?

2. SNMP v1. v2 Flv3
(1) SNMP #AWBLERCAS ? TXLRRCAS 73 ) A7 IS L6 22 7 2
(2) AFERCARK SNMP #hil, HR g Ed g 5 —52
(3) AS2I6 18 SNMP #9414 i A 3E47 19 2

3+ SNMP Hj&4tt
(1) SNMP fEM SRR R 15 224 7 AT WIRLL 22 4 XU ?
(2) SNMP PSR i e H 5 22 4tk 1 2
(3) SNMP 7E R M AW (RS, @ SRR B 2R 2

4. AF MIB FEEFE MIB FE
(1) FWAH MIB FEHWRLE? BIEH AbRiE?
(2) B MIB JFE5AH MIB FE R IX 5 2442
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