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# Frame 4: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface 0
= Ethernet II, Src: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5), Dst: Cisco_41:41:41 (64:a0:e7:41:41:41)

=]

=]

Ipestination: Cisco_41:41:41 (64:a0:e7:41:41:41) |
Address: Cisco_41:41:41 (64:a0:e7:41:41:41)
00 vee ey wevs www. = LG bit: Globally unique address (factory default)
0 ... = IG bit: Individual address (unicast)

|source: Hewlett-_02:c7:f5 (00:1f:20:02:c7:T5) |

Address: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5)
00 vee ey wevs www. = LG bit: Globally unique address (factory default)
0 vee eene wea. = IG bit: Individual address (unicast)

Type: IP (0x0B00)

= Internet Protocol Version 4, Src: 192.168.158.195 (192.168.158.195), Dst: 211.69.32.8 (211.69.32.8)

[c]

e

e

version: 4

Header Tength: 20 bytes

Differentiated services Field: 0x00 (DsCP 0x00: pefault; ECN: Ox00: NoOT-ECT (Not ECN-Capable Transport))
Total Length: 63

Identification: Ox7545% (30021)

Flags: 0x00

Fragment offset: 0

Time to Tive: 128

lProtocol: upP (17) |

Header checksum: 0x72af [correct]

Source: 192.168.158.195 (192.168.158.195)
Destination: 211.69.32.8 (211.69.32.8)
[source GeoIP: Unknown]

[Destination GeoIP: Unknown]

[ User Datagram Protocol, Src Port: 55335 (55535), Dst Port: domain (53)

H

Source port: 55535 (55535)
Destination port: domain (53)
Length: 43

Checksum: 0x751le [validation disabled]

= Domain Name System (query)

H

e

0000
0010
0020
0030
0040

[Response In: 5]

Transaction ID: Oxb7ab
Flags: 0x0100 standard query
qQuestions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: O

queries
64 a0 e7 41 41 41 00 1f 29 02 c7 5 08 00 45 00 d..aaa. . d..... E.
00 3f 75 45 00 00 BO 11 72 af cD a8 9e c3 d3 45 LPUE. ... FPawenn E
20 08 d8 of 00 35 00 2b 75 1e b7 ab 01 00 00 O1 P LY P
00 00 Q0 QO 00 Q0 Q23 77 77 77 09 77 €9 72 65 73 ....... W oww.wires
68 61 72 6b 02 &F 7 7 00 00 01 00 01 hark.org .....
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20
74
70
78
2d
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7a
77
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b0
Qe
29
2f
5f
48
3a
B
6d
dc
da
a9
73
74
acC
70
70
3a
B4
ef
72
30
2d
30
38
31
a5

=]

41
ch
o
02

a0
&0
e
a7
2f
38
31
74
a9
2f
al
2d
35
36
3b
47
a3
oo
a7
3a
65
33
3a
2d
31
37
oe
ac

S
29



[ Frame B539: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
= Ethernet II, Src: Hewlett-_02:c7:f5 (00:1f:29:02:c7:f5), Dst: Cisco_41:41:41 (64:a0:e7:41:41:41)
= |Destination: C1sco_41:41:41 (64:a0:e7:41:41:41)|
address: Cisco_41:41:41 (E4:a0:e?:4l:4l:4l)
veee wa00 i e oy ww.. = LG bit: Globally umique address (factory default)
e .0 .. = IG bit: Individual address (unicast)
= |Source: HewWett 02 c7 fS (00 1f:29:02:c7:f5) |
address: Hewlett-_02:c7:f5 (00:1f:29:02:c7:F5)
veee wa00 i e oy ww.. = LG bit: Globally umique address (factory default)

ee. 2 0 Lol Lol LL.. L... =1IG bit: Individual address (unicast)
Type: IP (0x0800)
= Internet Protocol version 4, src: 192.168.158.195 (192.168.158.195), Dst: 218.28.226.14 (218.28.226.14)
version: 4
Header Tlength: 20 bytes
@ Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 432
Identification: Oxllch (455%53)
# Flags: 0x02 (pon't Fragment)
Fragment offset: O
Time to Tive: 128
|Protocol: TCP (&) |
# Header checksum: Oxcbe5 [correct]
source: 192.168.158.195 (192.168.158.195)
pestination: 218.28.226.14 (218.28.226.14)
|[source GeoIP: unknown]
[Destination GeoIP: unknown]
= Transmission Control Protocol, Src Port: 63079 (©83079), DSt Port: 9319 (9319), seq: 1, Ack: 1, Len: 392
source port: 63079 (63079)
Destination port: 9319 (9319)
|stream index: 20]

sequence number: 1 (relative sequence number)
[Next sequence number: 393 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Tlength: 20 bytes
Flags: 0x018 (PSH, ACK)
window size value: 16425
[calculated window size: 65700]
[window size scaling factor: 4]
# Checksum: 0xfa0z [validation disabled]
#H [sEQ/AcK analysis]
= Hypertext Transfer Protocol
= GET /images/logo/qishi_Togo_1400818762.png HTTP/1.1%rn
= [Expert Info (Chat/sequence): GET /images/logo/qishi_Togo_1400818762.png HTTP/1.1%r\n]

_________ e T S e L e MUy (e SR S |

0000 o4 a0 e7 41 41 41 00 1f 29 02 c7 f5 08 00 45 00 d..AAA., D..... E.
0010 01 b0 11 cb 40 00 80 06 «cb e5 c0 a8 9e c3 da 1c e
0020 e2 Qe fo 67 24 67 5e 04 7 63 42 al b7 44 50 18 ...g%g”r. "cB..DP.

0030 40 29 fa 02 00 00 47 45 54 20 2f 69 6d 61 67 65 @)....GE T /image
0040 73 2f ec of 67 of 2f 71 69 73 68 69 5f ec ef 67 s/logo/g ishi_log
0050 &f 5F 31 34 30 30 38 31 38 37 36 32 2e 70 6e 67 o0_140081 8762.png
0060 20 48 54 54 50 2f 31 2e 31 0d Oa 41 63 63 65 70 HTTP/1. 1..Accep

Fatawrdal TA A I TA O£CTR TA O OF e T7A 54 £ D OO0 O £E1OTTH [ S Sera— | S
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