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OFTF Wireshark, £ [Filter] &I N SCiE €514 “http contains
“http://network.ke.51xueweb.cn””, #£# [Start), FFIAHEITIRCCKE, WK 8-1 AT,

‘ The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COAMI BEXRZ QeI DTF S Qaan #®Bm% 8

Filter: | http contains "http://network.ke.51xueweb.cn” B xpression... Clear Apply Save

Interface List = Open Website

(=) Live list of the capture interfaces Open 2 previously capturd file "= Vist the project's webste
(counts incoming packets)

o)

Open Recent: User's Guide

‘ Start The User's Guide (online version)
~ Choose one or more interfaces to capture from, then Start @ Sample Captures
= A rich assortment of example capture files on the viki @ Security
Work viith Wireshark as securely as possible
. Capture Options

Start  capture with detaied options

Capture Help

How to Capture
Step by step to a successful capture setup <
@ *?’ Ready to load or capture No Packets Profile: Default

& 8-1 8 Wireshark T /T HTTP R S0 R4&

QFT il g%, FEHHERS R4 N “http:/inetwork.ke.51xueweb.cn”, HEAT R T ]
1E Wireshark A A, &FH AR HTTP Ml iRk, &l 8-2 fir.

A Capturing from FHEERE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] ==
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

coAm I BEEXR A+e»0T L B aaab #BD®%| 8
Filter: ' http contains "http://network.ke.51xueweb.cn” EExpression..‘ Clear Apply Save
o. Time Source Destination Protocol  Length  Info
150 4.564448 172.17.101.2 211.69.35.21 HTTP 565 GET /Dataservice.asmx/UpdatevisitCount?callback=

< n | »

@ Frame 150: 565 bytes on wire (4520 bits), 565 bytes captured (4520 bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
& Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

@ Transmission Control Protocol, Src Port: 48562, Dst Port: 80, Seq: 1, Ack: 1, Len: 499

1+ Hypertext Transfer Protocol

0040 00000100 11100101 01000111 01000101 01010100 00100000 00101111 01000100 ..GET /D A
0048 01100001 01110100 01100001 01010011 01100101 01110010 01110110 01101001  ataservi
0050 01100011 01100101 00101110 01100001 01110011 01101101 01111000 00101111  ce.asmx/ =
0058 01010101 01110000 01100100 01100001 01110100 01100101 01010110 01101001  uUpdatevi
0060 01110011 01101001 01110100 01000011 01101111 01110101 01101110 01110100 sitCount
0068 00111111 01100011 01100001 01101100 01101100 01100010 01100001 01100011  ?callbac
0070 01101011 00111101 01100011 01100001 01101100 01101100 00110001 00110100 k=calli4
0078 00111001 00110101 00110000 00110010 00110001 00110011 00111000 00111001 95021389
0080 00110011 00110001 00110110 00100110 01010110 01101001 01110011 01101001  316&visi
0088 01110100 01001001 01101110 01100110 01101111 00111101 00100101 00110111  tInfo=%7 b

O t’r E#iE$2: <lve capture in progress> File: ... | Packets: 816 - Displayed: 1 (0.1%) Profile: Default

8-2 HTTP ##Edk

(2) st sc ot
XPERHCEN ) HTTP P SC N AT e A, IFIRE R 8-1,
& 8-1 HTTP thiSR3C o4

s TBAK TFERE 'ahh E TBIE TFBRETHER

1 Request Version £ A
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CHEALPS) 2T / E8/\: HITP 247 n

2 Status code E TR DA
3 Response Phrase B DA
4 Content-Length £ A
5 Content-Type B A
6 Content-Location ®0 M
7 Last-Modified %A
8 Accept-Ranges I A
9 ETag %A
10 Server ®0 M
11 X-Powered-By - DA
12 Date %A
13 Time Since Request - DA
UECHARE QT N 25
14

2 AFEEBK HTTP BEEEST

HH T2 0 W0 28 T8 0% HTTP UK HEAD 1 POST 83K, PRIASERR A HTTP $h s ik
AT A Fiddler, SEIUAFTE KM HTTP P His (I A%

(1) Fiddler %% 5 H

O F#HzHa

LA E 5 RS Chttp://www.telerik.com/fiddler) 3K75 Fiddler 822 B fE

Al @ AEFE MG Chttp://network.ke.51xueweb.cn) A 2R A F ) 84 A

@At

av Xy Fiddler 222527, H#E AWK 8-3 A s Fiddler %2& 54 1H, iy [1 Agree] #7434,

by RIS ERA D) Fiddler 224% H 5%, AT BATECRIARE, WilE 8-4 Fivk.

c. Fiddler M 2250 f, Wik 8-5 iR, e 5¢ /)5 ik 8-6 fin.

EEMFEETRESM / H11TE3IR
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€ Telerik Fiddler Setup: License Agreement =S 4 Telerik Fiddler Setup: Installation Folder =Ll

‘#o You must agree to this license before installing. '96 Select the directory to install Telerik Fiddler:

By using this software and any updates to it, you indicate your acceptance of
these terms. If you do not accept these terms, do not install or use the Tl e
Ehmanusy [ Destination Folder

:\Program Files (x86) \Fiddler2| Browse...

The software (Fiddler Web Debugger) and any updates to it are provided “as
is” and you bear the risk of using it. In no event shall Telerik Inc., its affiliates,
or its licensors, be liable for any consequential, special, incidental or indirect
|damages of any kind arising out of the delivery, performance or use of this 1 \
software. This software was written with care, but no one warrants that the
software is error-free. Your sole remedy for any failure or any form of
|damage caused by this software is a full refund of the license fee we have 2
received from you, which in all cases is $0. Space required: 11.7M8
Space available: 19.2GB

[Mar-21-17] v4.6,20171,14978 1Agree [Mar-21-17] v4.6.20171,14978
Kl 8-3 [F]=cdk K 8-4 22 dkikAT

@ B al
4 Telerik Fiddler Setup: Installing =R X {0 Telerik Fiddler Setup: Completed s

4 Extract: Zopfii.exe

*0 Completed
-

Show deipls

v4,6.20171,14978 I < Back
Kl 8-5 2dkid Kl 8-6 “LHTEK

Cancel [Mar-21-17] v4.6,20171,14978 < Back Close Cancel [Mar-21-1

AL H]
T8, TEAMIHRVERS H HhiE £ [Composer), %45 HTTP il sREBRIVT [ Hhdik, SLB
AR IEAF R HTTP Pl #4E, 4 8-7 .

File Edit Rules Tools View Help i Fiddler £ GeoEdge

A\ The system proxy was changed. Click to reenable Telerik Fiddler capture.

) ¥sReplay X+ b Go |§ Stream §ili Decode | Keep: All sessions + @ Any Process 34 Find [l Save |[&) () @ Browse + < Clear Cache

# Result  Protocol Host URL B | El Log | [ Fiters | i msias. ] |/ APITest
Bz 20 HP fanyi.baidu.com fsug | O statistis | 4 Inspectors | £ | composer | | 5 Fiddersaript
B3 20 P fanyi.baidu.com  /sug Usethis pageto compose aRequest. You can clone a prior requ: st by dragaing and dropp nga |
i 200 HTP correctxt.baidu.com /correctxt?callback=jC session from the Web Sessions list.
[B115 200 HTP fanyi.baidu.com flangdetect
HTTP dick.fanyi.baidu.com [2src=18locate=zhda. Parsed [Raw | Scratchpad | Options|
P fanyi.baidu.com  fv2transapi GET v | http:/fwww.example.com/ v HTTP/L1 v V] LogRequests

fanyi.baidu.com /st iy
listory
=

hm.baidu.com  User-Agent: Fiddler

k.ke.51xue
3 211.69.35.106:80
www.example.con

hm, baid
hm.baidu.com | < »

hm.baidu.com
m.baidu.com Request Body Uploadfile...
hm.baidu.com

hm.baidu.com /hm.g
hm.baidu.com /hm.g
config.pinyin.sogou... /picface/interface/ge

cdn2.ime.sogou.com  fyun_pack_utf8fyun_t _

| : “« » T T

= All Processes 129 CustomRules. js was loaded at: Wed May 17 21:07:34 UTC+8 2017

8-7 Fiddler f¥)fgi FH

(2) HEAD ##E3k i
O3B HTTP Head %44 30 .
a. 17T Wireshark, 7£ [Filter] s&miirhfiy N SCid 254 “http”, &+ [Start), JFafdkAT
RoCRSE, Wl 8-8 ATur.

EEMEETRESM / H11THE4R
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b. T Fiddler, 7E2:MIkbiESE [HEAD]) 252, Jfi A\ “http://network.ke.51xueweb.cn”, i
[Execute] FiE4AT, ikl 8-9 Fw.

Ml ~HBERE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] —
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

coAmd BEXRE Ae+»TLIEE Qa0 FBB % B

Fiter: | http BExpmssion... PRI

2 FT—r— Sak

No.. =

136 HEAD / HTTP/1.1

< i ]

@ Frame 12: 333 bytes on wire (2664 bits), 333 bytes captured (2664 bits) on interface 0
@ Ethernet II, Src: Digitalc_1a:76:22 (00:03:0f:1a:76:22), Dst: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44)
& Internet Protocol version 4, src: 211.69.35.21, Dst: 172.17.101.2
= Transmission Control Protocol, Src Port: 80, Dst Port: 52758, Seq: 1, Ack: 71, Len: 267
Source Port: 80
Destination Port: 52758
[stream index: 2]
[TCP Segment Len: 267]
Sequence number: 1 (relative sequence number) v

[m] »

< I | ’

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000000 01000101 00000000
0010 00000001 00111111 01110111 00000000 01000000 00000000 00111000 00000110
0018 11000011 01001010 11010011 01000101 00100011 00010101 10101100 00010001
0020 01100101 00000010 00000000 01010000 11001110 00010110 00101110 11000111
AR3S _ ART1ATAT 11AN1AT1 ATANA111 1A11A10AA T11ANTAT ANT1ATAT_1ANANAAA NANT1AANA

O #7 | Fle: "C:\Users\UX\AppData\Loca\ Temp\... | Packets: 77 * Displayed: 2 (2.6%) - Dropped: 0 (0.0%) Profile: Default

8-8 318 HTTP HEAD % #E4R 5L

4 Telerik Fiddler Web Debugger " AD . . — - @M
File Edit Rules Tools View Help ff Fiddler

] GeoEdge

A\ The system proxy was changed. Click to reenable Telerik Fiddler capture.

) #sReplay X~ b Go | § Stream HiiDecode | Keep: All sessions ~ €5 Any Process @4 Find [l Save |8 ) @ Browse - G Clear Cache
£ Result  Protocol Host URL - El Log | [ Fiters | = Timeline [ [4 aprest

200 HTP fanyi.baidu.com /sug @ statistics l i Inspectors [ £ ‘ [# Composer “(3s) Fiddler
200 HTP fanyi.baidu.com  fsug Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a
200 HTTP correctxt.baidu.com Jcorrectxt?callback=jC session from the Web Sessions list.
200 HTTP fanyi.baidu.com flangdetect
HTTP dick.fanyi.baidu.com /?src=18locate=zh&a
HTTP fanyi.baidu.com /v2transapi [7| Log Requests

History

[ network.ke. 51xue

[2211.69.35.106:80
www.example,con

Request Body

Uploadfile..

hm com
config.pinyin.sogou.. 1=
cdn2.ime.sogou.com fyun, )ed_utﬁ/yun_:j

) 14 ] » < mo

All Processes. 129 CustomRules. js was loaded at: Wed May 17 21:07:34 UTC+8 2017

K 8-9 Fiddler fJHCE

QBRI
XFREE HTTP HEAD WSk SCEEAT PRGN/, JFIR'S 3% 8-2 FI5E 8-3.
& 8-2 HEAD #ERMCHHT
s FRAMR FBRKE &b E FRIE FRETHER

1 Request Method

® | #®
=

2 Request URI /b
3 Request Version o Ia
4 User-Agent o) fir
5 Connection o) /A
6 Host =5 Ia

EEMFEETRESM / H11TEST
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PUEEAE A N 25

;
% 8-3 HEAD W4T
s FRAWR FBRKE Gy VAN FRAE FREFER

1 Request Version £ A
2 Status code E A
3 Response Phrase I DA
4 Content-Length - DA
5 Content-Type E A
6 Content-Location E A
7 Last-Modified ® M
8 Accept-Ranges E A
9 ETag E A
10 Server £ A
11 X-Powered-By
12 Date
13 Time Since Request

PUECHAR AR N 25
14

(3) GET #dlad c ot
OFKE HTTP GET $df ik 3.
a. fTJT Wireshark, 7£ [Filter] It NSO UE% AT “http”, ¥+ [Start], JFah#EAT
WKL, Wl 8-10 iR,
b, FT7F Fiddler k{4, 7ERAAbIER [TGETY 2%, H4 N\ “http://network.ke.51xueweb.cn”,

EEMFEETRESM / H11THE6R
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7

i [Execute) FFaa#AT, WK 8-11 Firs.

M “ESBEE Wireshark 2.26 (v2.2.6-0-g32dac6a)]

(=& fmse]

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B

CoARL BORE AedsDTF L BlQaaD @®mx%
Fiter: | http EExpwssion... e e o
o Tme Source Destination Protocol . Length  Info
44 4.9(‘)9é0; 211.69. 3;.21 172.1‘7.101.2 HTTP 1391 HTTP/1.1 200 OK (text/html)

i |

Frame 23: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0
Ethernet II, src: Compalin_e5:f8:44 (20:1.

@@

& Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21
@ Transmission Control Protocol, Src Port: 52958, Dst Port: 80, Seq: 1, Ack: 1, Len: 69
= [HypE Transfer protocol :

/1.1\r\n

[Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
[GET / HTTP/1.1\r\n]
[severity level: chat]

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010 arnoncd M s
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000 S 1
0010 00000000 01111001 00110100 00010011 01000000 00000000 01000000 00000110 .yd.@.a.
0018 00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
|0022 921022}‘} 2?010101 11001112 11011110 29000009 9119110992 9}101102 2}‘211010

ATAT1IA ANANATTA ANARTITA ATATATY Annnn: Tinnn e

6:e5:8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)

i

[ Profie: Defauft

@ ] Fie: "C:\Users\UX\AppData\Loca Temp\... | Packets: 58 - Displayed: 2 (3.4%) - Dropped: 0 (0.0%)

K 8-10 3K753 HTTP GET #JE4k ¢

4 Telerik Fiddler Web Debugger. " A0 - ™

-

]

File Edit Rules Tools View Help # Fiddler &4 GeoEdge

A The system proxy was changed. Click to reenable Telerik Fiddler capture.

©) #sReplay X~ b Go | § Stream iiifi Decode

Keep: All sessions ~ €8 Any Process #4 Find [l Save | i& (3) @ Browse - Clear Cache <

Result  Protocol Gl Log | [ Fiters |

"= Timeline |

| @ statists | Lk Inspectrs | £

(4 apmest ]

[ # Composer

session from the Web Sessions list.

fanyi.baidu.com /sug Parsed [Raw | Saratchpad | Options|

Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a

correctxt.baidu.com /correctxt?calback=iC [GEI‘ + |http://network ke, 5 Ixueweb.cn/

v HTPLL v FLugRequests
History

fanyi.baidu.com /sug
fanyi.baidu.com /sug
fanyi.baidu.com /sug <
fanyi.baidu.com /sug
correctxt.baidu.com  Jcorrectxt?callback=iC
fanyi.baidu.com flangdetect
dick.fanyi.baidu.com /?src=18locate=zh&a
fanyi.baidu.com /v2transapi

fanyi.baidu.com /static/translation/wid
Host: network.ke. 51xueweb.cn

Request Body

i network.ke.51xue
| B network.ke.51xue
[3211.69.35.106:80

www.example.con

Upload file...

All Processes 134 was loaded at: Wed May 17 21:07:34 UTC+8 2017

8-11 Fiddler [ &

QRIS -

XEREEH) HTTP GET Wi SCHEAT VR, JFIAE 3R 8-4 Ak 8-5.

# 8-4 GET # R T

FEAK FBRKE e E

FBIE

FRETHER

1 Request Method

| #
=

2 Request URI /b
3 Request Version o Ia
4 User-Agent o) fir
5 Connection o) /A
6 Host =5 Ia

7 IICHACAE B (1 VR AH Y 2

EEMEETRESM / H11TETR
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2 8-5 GET W SR SCHHT
FP5 FRAK FRKE LY A= FBE FRETHER
1 Request Version 5 A
2 Status code ®0 M
3 Response Phrase o0 A
4 Content-Length =5 iz
5 Content-Type - DA
6 Content-Location E A
7 Last-Modified %A
8 Accept-Ranges 4 iz
9 ETag I A
10 Server E A
11 X-Powered-By
12 Date
13 Time Since Request
PICHU B A0 B TE 40 P 25
14

(4) POST Hf i 373 #r
3K HTTP POST #ifE K 3C.
a. FTJF Wireshark, 7t [Filter] I b AR SO JEHKAT: “http”, %+ [Start], FFea#HAT
WOCRE, ik 8-12 Fiok.
b. #TJF Fiddler, 7E2:%4bix+ [POSTY 2K, JHfIAN “http://network.ke.51xueweb.cn”,
miidi [Execute] 64T, 41 8-13 fiw.

EEMFEETRESM / H11THE8R
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Ml “FHBERE Wireshark 2.26 (v2.2.6-0-g32dac6a)]

Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

codmd BEXE Aes»TLI|EE QA FBB%| @
Fiter:  http [+ expression... clear Apply save
o Time “Source Destination Protocol | Length  Info
3‘8 4‘1.(‘)4413‘2 211.69.3;421 172.2[7.101.2 HTTP 1043 H';‘TP/LI 200 OK (text/html)

i |

@® Frame 14: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits) on interface 0

Internet protocol Version 4, src: 172.17.101.2, Dst: 211.69.35.21
Transmission Control Protocol, Src Port: 53085, Dst Port: 80, Seq:
t n otocol

1, Ack: 1, Len: 89

[POST / HTTP/1.1\r\n]
[severity level: chat]

P I |

00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
00000000 10001101 00111111 11011110 01000000 00000000 01000000 00000110
00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
001000111 22010101 11001111 01011101 292910999 ?%2}\9292 }1101001 01110100

A111191 A1AT1A_NANAANANR 11ANATAA AnnAnAn_nnn11ann

@ 1| Fie: "C:\Users\UX\AppData\Loca\ Temp\... | Packets: 42 * Displayed: 2 (4.8%) * Dropped: 0 (0.0%)

#1

Ethernet II, src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)

[ Profile: Default

n

8-12 3K75 HTTP POST H#ER L

€ Telerik Fiddler Web Debugger

“- » [T Ty - .. ..
File Edit Rules Tools View Help f#Fiddler £ GeoEdge
A\ The system proxy was changed. Click to reenable Telerik Fiddler capture.

) 42 Replay X~ b Go § Stream i Decode | Keep: All sessions ~ € Any Process 33 Find [l Save 18 (3) @ Browse - Clear Cache &
Result  Protocol Host URL Al El Log | [ Fiters | = Timeline I |4 APITest |
00 HIP Tur 0.bd | &) statistis | &, | composer 5y FiddlerScript
HITR. him.ba Usethis pageto compose a Request. You can dlone a prior requestby dragging and droppinga || =

HTTP hm. session from the Web Sessions list.

HTTP hm.baidu.com  /hm.

HTTP fanyi.baidu.com /sug

HTTP correctxt.baidu.com /correctxt?calback=ic = e _‘I@Logmquests

HTTP fanyi.baidu.com /static/translation/wid o

HrTP fanyi.baidu.com  fsug L=y

HTTP fanyi.baidu.com /sug . network.ke.51xue

HITP fanyibaidu.com fsug q . %nelwork.ke.ilxue

i

HTTP fanyi.baidu.com  fsug ; [Bnetwork.ke.S1xue
R t Body Uploadfile.. | "

HTTP correctxt.baidu.com /correctxt?callback=jC e ploadfile-  [8211.69.35.106:80

HTTP fanyi.baidu.com /flangdetect o www.example.con

HTTP dlick.fanyi.baidu.com [?src=18locate=zhéa

HTTP fanyi.baidu.com /v2transapi

00 HTTP fanyi.
i ; S f—

All Processes. 135 CustomRules.js was loaded at: Wed May 17 21:07:34 UTC+8 2017

8-13 Fiddler ¥ &

QXL T
X RAER) HTTP POST BRSUR SCHEATHELN 4041, HIHS 3 8-6 AR 8-7.

% 8-6 POST & RIWICAH#T

FFs FRAH FRAE i E FBUE FRETHER

1 Request Method F A,
2 Request URI W fr
3 Request Version o Ihva
4 User-Agent D)
5 Connection =5 Ia
6 Host 5 oL
7 P ECHE B F V40 P9 2

EEMFEETRESM / H11THEIR
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# 8-7 POST Wi MR XAy
FFs FRAETK FERKE IR E FBUE FBRERIEE
1 Request Version ®0 M
2 Status code ®0 M
3 Response Phrase E A
4 Content-Length £ A
5 Content-Type - DA
6 Content-Location E A
7 Last-Modified %A
8 Accept-Ranges £ A
9 ETag E A
10 Server E A
11 X-Powered-By
12 Date
13 Time Since Request
PUECEHR AL R N 25
14

J\\ SERESTHRT

1. HITP {3/ #7
(1) HTTP iERMCHMRLE 7B, FEAEH R A2
(2) HTTP Wi SCH MR B, FEAEA A2

2. HTTP 53K

EEMFETESR / H£11RKXFE 10X
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(L) ik HTTP A FH 30 28 U5 3] b B, 0 D a2 75 X i) H =ML E— IR HTTP 33K 2 o]
TEIXLER?
(2) Fiddler 34 TAE R SEA4 2 FE N 5t Wik ?

EEMEETRESR / H1IIRTXFE IR
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