CGHEALFS) £his / LRE: ARP X247 n

(TEMNFL) LT

LR : ARP thill 53r4R

BRSO REATT S

Y& Wireshark B (1A F 732

E AR A H Wireshark AT 4 60 JTUDURT 73 #7 () FE AR 154
P ARP i SO R &7 B

HEfE ARP P FIB(E IS AR

oaa b W N -
J J J M P

=\ KRR

2 22

=. ScEgRH
B EtE

/9. SEIedEK

1.

BARLETEN LG,

2. BH

Windows 7 PA_F#5E R 48, %2%E Wireshark [ 2 MR AT .
3. M

SR = SR SRR, BeRE U 1AL el I

4, TH

o

F. SLIGIER
o RE ISR I AR Ji B
+ Wireshark % (1 A4 FH 772
+ ARP P 5 S s
VOIHERBORE,  FIRS LR WL L i TR, JFEE R 5-1,
51 WK LEM I —EE
Fs BB A5 WAETT K ZEEIAE

A W DN -

EEMEETRESR / H8RWFE 1R



CTENME) 2R / ERA: ARP P47

7N KRES
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1. Wireshark FZE Ak
(1) NEHMAE
ALEEE 5 MG Chttp://www.wireshark.org) 3K75 Wireshark %t 2234 F5 5«
A A REE RS Chttp://inetwork. ke.51xueweb.cn) R 4 AR BT 45 FH 1) Wireshark 4% ik
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(2) 238t

OX; Wireshark 22EF27, #EANMIE 5-1 B Wireshark 2225 74, 5 [Next>] JF
URRHT A% . TERAFET, SR PR AR, RO IS A M, Btk
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e N @ = - Y
M Wireshark 2.2.6 (64-bit) Setup [E= Ml Wireshark 2.2.6 (64-bit) Setup e

Choose Components
Welcome to Wireshark 2.2.6 (64-bit) Choose which features of Wireshark 2.2.6 (64-bit) you want to install. ‘
Setup

This wizard will guide you through the installation of The following components are available for installation.

Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Select components to install: |
Click 'Next' to continue, TShark
Wireshark 1
@[] Plugins &Extensions
&)~ Tools
User's Guide

Description

Space required: 171.0MB

@ V | [ < Back ][ Next > ][ Cancel
B 5-1 2R K 5-2 A1k

@ik HE X E, eI IRGET XA s, wlEl 5-3 Fros.
@A AE I ERINA Wireshark 223 H s, AT BT Akik1E, W&l 5-4 Pos.

- 3 . < b
M Wireshark 2.2.6 (64-bit) Setup R M Wireshark 2.2.6 (64-bit) Setup [E=E

Select Additional Tasks Choose Install Location
Which additional tasks should be done? ‘ Choose the folder in which to install Wireshark 2.2.6 (64-bit). ‘

Create Shortcuts Choose 3 directory in which to install Wireshark.
[¥] wireshark Start Menu Item
[ wireshark Desktop Icon
[¥] wireshark Quick Launch Icon
[] wireshark Legacy Start Menu Item
["] wireshark Legacy Desktop Icon
[] wireshark Legacy Quick Launch Icon

File Extensions Destination Folder

@ Assodiate trace file extensions to Wireshark
Assodate trace file extensions to Wireshark Legacy
~) None

Space required: 171.0MB

Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, A
R ! o plog = Space available: 20.8GB

pcapng, pklg, pkt, rf5, snoop, syc, tpc, tr1, trace, trc, vwr, wpc, wpz

[ <Back ][ mext> ] [ cancel [ <Back [ next> | [ cancel
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@ik FE 223 WinPcap %44 . WinPcap 241 %t Windows 32 “F- & _F H 3L A RN 28 734 ) — AN HE S 45K
4, J& Windows “F & %2 . A IE I IR U7 0] R 45 e B2 R HEZR B0, tn & 5-5 T, il Next > ]

Yk 2833 4T Wireshark i fF2e 35,

Currently installed WinPcap version
WinPcap 4.1.3

Install

[¥] Install WinPcap 4.1.3
If selected, the currently installed WinPcap 4. 1.3 will be uninstalled first.

What is WinPcap?

[ <Back ][ mext> ] [ concel

Kl 5-5 1% +E22%% Winpcap

Ml Wireshark 2.2.6 (64-bit) Setup B Ml Wireshark 2.2.6 (64-bit) Setup =
install WinPcap? Install USBPcap?
WinPcap is required to capture live network data. Shouid WinPcap be installed? ‘ USBPcap is required to capture USB traffic. Should USBPcap be installed ‘

(experimental)?
Currently installed USBPcap version
Install
[ 1nstall USBPcap 1.1.0.0-g794bf26-5
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)
Important notice

In case of issue after installation, please use the system restore point created or read
https: //github.com/desowin/usbpcapissues/3

What is USBPcap?

[ < Back ][ Install ][ Cancel J

Kl 5-6 A% USBinpcap

GO 2% USBPcap #cft:. USBPcap &4 %t USB ¥ £ 3H AT T ) —AMHEZR AR M, AN S REFxof
USB WA E4T M b, FTUAAR 3% HMELE, WK 5-6 fas. fidr Linstall), JF4633E4T Wireshark

BAF .

©Wireshark i1 223 id R P 222 WinPeap HEZL, IRIEERINZARITIR,  SE BOZMHESLI 2232,

K 5-7 s

@5 [Finish] 52 5% Wireshark #1223, & 5-8 Fis.

.
(77 WinPcap 4.1.3 Setup =

>

\ () > Installing
V' ln caP Please wait while WinPcap 4.1.3is being installed.

Extract: Packet.dll... 100%

— —

M Wireshark 2.2.6 (64-bit) Setup e e e

Completing Wireshark 2.2.6 (64-bit)
Setup

Wireshark 2.2.6 (64-bit) has been installed on your
computer.

Click Finish to dose Setup.

[7]Run Wireshark 2.2.6 (64-bit)

[Tl show News

5-7 %% Winpcap

5-8 %A

@FTIF Wireshark #ufF, FrHifi &~k 5-9 s, EHFE—M-RERE:, &F%F [Start], T&F
MR B AR COCE S, WAl 5-10 R
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P — EEC)
RO akO KBV R
L % B
Y EaRE B me +
. T et St Testest taagh Tafs -
_— X : Lememer  12.17.101.9 Wwmazaeass s 92 Hama quary 8 CTR.DATACLD.CONCEM>

0 Wb ekl 4 5 O o zoceree 17012 100.205.35.18 sst 55 Continuation Data 4
B ten G Do bue futen Teewoy Dok b s ] Jo.szes  140.205.35.18 1171012 1 66 443 + 12035 [ACK] Saqel Acke2 Wine3801
He4ms BEXE A++oF 2 [HE aaqa

s 172.17.101.0 172.17.101.255 52 e query 18 CTRDATACLD CONcoR>
e e

A TheWor ar otoc o
VIRESHARR I Workt e Most Popuiar Netarerk Protocol nsys

9 3.178562 172.17.181.7 172.17.101.255 92 Hawe query N9 CTR. DATACLD. COM<oD>

o Website

o website 12T 172001017 AT e N 52 Hare query 18 CTR. DATACLD (NGB8

- @ Urensude | Frame 15 92 bytes on wire (736 bits), 52 bytes coptured (736 bita) on intart g

® Samphe Captures Ethernet L1, Src: Wistronl_ae:Ze:d? (8:0f 17), Dst: Broadcast I
8 o s T @ Security Internet Protacol Version 4, Sre: 172.17.191.9, Dst: 172.17.101.255

User Datagram Protocal, Src Port: 137, Ost Port: 137
MatHIOS Mama Sacutca
11111131 11111111 11111311 11131111 11111331 11113111 11111800 00eR1111  ........ B
91066081 16101118 BA161116 11916111 5IS1000 HGAGRIOR 10GA1A1 BAGRIEAS
0860060 21001118 BL100111 10180601 G0AG000H EOPABIOD HLOAGRID DEA1E031
11101111 11016018 10101100 GOG10601 01100181 AGPA100L 10101100 BOA1A0RL
01100101 11111111 G000R00 10091001 000N 10001001 EANOAN0D PRL11ALE

@ 7 FMEH Qi coptare in g s - onf s 0o | RECH: St

iatwork Madia B
0 89 v v ot = s o Pty Pt Bt

K 5-9 IEFEHTN R 5-10 FEAR T

2. ARP BEEEST
(1) A ARP Ph i EAT 5
FT7F Wireshark, 7t [Filter] LB ARG ERAMF “arp”, & [Start), a7
SCREE, WKl 5-11 s

M The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] Jr— =
Fle Edt Vew Go Capture Analze Statistics Telephony Tools Intemals Help
© ® BEXZ Ae9sDT R Qe Bn #mBm x| 8
Filter: | arp| HE ression... Clear Apply Save
e orid 0 0 Protoco
R AR Ol 6 6

Interface List B Open @ Website
f &/ Live list of the capture interfaces Open a previously captured file Vist the project’s website
(counts incoming packets)
Open Recent: 4% User's Guide =
| ‘ Start & The User's Guide (onfine version)
Choose one or more interfaces to capture from, then Start ® Sample Capturs

” Arich files on the vaki ﬁ Security

Work vith Wireshark as securely as possible

® Capture Options
N Start a capture with detailed options

Capture Help
How to Capture

Step by step to a successful capture setup -
@ #7 | Ready to load or capture ‘ No Packets Profie: Default

K 5-11 fi)Z ARP il 3N E%

(2) X Hs w47 7
£ Wireshark (AL & A, "I LURBUEENEAF 0 N =A X8k, il 5-12 fos. E#ROr N
I EAEL, IR N TEA D, TR B RN A

o TR [Wireshork 226 (v2.26-0-g32daca)]l W .

fle EOt Vew Go Captuwre Analze Statstics Telephony Jook [ntenak Hep
jfeoam s maXx@ asrsoTF2(EF aaan apBs B
| Fiter: arp Efxpttﬂiol\_ Cloar " 85

Time Source Destination Protocol ngm I
16 5. 91485 5 122 ARP.
17 5.916808
125 34.415245 CompalIn_e5:f8:44 Digitalc_1a:76:22
126 34.416508 Digitalc_la:76:22 Compalln_e5:f8:44 ARP

Frane'16: 42 byces on wire (336 bits), 47 byces cagtursd (336 bicsy on fnterface 0
Ethernet I1, Src: CompalIn_e5:f8:d4 (20:1. 5:8:44), DST: Digitalc_1a:76:22 (00:03:0f:1:
Address Resolution Protocol (request)

00 00000011 00001111 00011010 01110110 00100010 00100000 00011010
08 oooooun 11100101 11111000 O1000100 00001000 00000110 00000000 00000001
10 00011010

00000
18 ooooouo 11700101 11111000 0L000100 10101100 00010001 G110030% 00000010
20 00000011 00001111 00011010 01110110 00100010 10101100 00010001
28 01300101 00000001

O #f FmiE®: <ive Gapture n progress> Fie: ... | Packets: 158 - Dispayed: 4 (2.5%) Profie: Defauk.

5-12 #f 3 Sim
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(3) M2 2 ARP BhSCEHE R SC PR RE R — 2 BRI O, X2 BRI SCEAT PR AT s
FIHEH 5-2.

# 5-2 ARP #ICHMIT

FP5 FRAK FBKE LY A= FBE FRETHER
1 Hardware type o) fir
2 Protocol type = fir
3 Hardware size £ )
4 Protocol size %
5 Opcode B DA
6 Sender MAC address %
7 Sender IP address o0 A
8 Target MAC address £ A
9 Target IP address - DA
P B VR AH A 2
10

3+ ARP &5 BREIR AT
(1) B ARP AN EAT %
FRAEEFE 2 T 177 3R B ARP HMSGE i AR AR 4 .
(2) ARP iR LA 7
£ Wireshark MHVELE (A, 33— 218 REUB IR SCHAT VELE 204, ] 5-13 iR, JHAE R
5-3.
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£ “EHGELE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] (= [ E
Fle Edt View Go Capture Analyze Statistics Telephony Tools

Internals  Help

co A4l BEXR AT L BlaqabD| @#® B

il Bsxpressian.,. R EERAPTIE

No. Time Source Destination Protocol Length Info -
0285 2305, 894U/ COMpaILN_e>:Ts:aa oize Ake 42 WO nas 1/2.1/.101.17 it 172 =
6246 2303.89539 pigitalc_la: ARP 60 172.17.101.1 is at 00:03:0f:1 e
6330 2332.39344 CompalIn_e5: ARP 42 who has 172.17.101.17 Tell 172.17.101.2

6331 2332.39472 Digitalc_la: ARP 60 172.17.101.1 s at 00:03:0f:1a:76:22
6402 2361.39383 CompalIn_e5: ARP 42 who has 172.17.101.17? Tell 172.17.101.2
6403 2361.39502 Digitalc_1a: CompalIn_e5 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6471 2379.63049 AsustekC_89: Broadcast ARP 60 who has 172.17.101.17 Tell 172.17.101.4
6515 2386.89311 Compalin_e5: pigitalc_1a: ARP 42 who has 172.17.101.17 Tell 172.17. 2

2386.89432 Digitalc_la CompalIn_e5

ARP 60 172.17.101.1 is at
0;

.39366 Digitalc_la

6694 2438.39258 CompalIn_e5: ARP 42 who has 172.17.101. .17.101.2
6695 2438.39385 pigitalc_1a:7 Compalin_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1 6:22
6696 2438. 63066 AsustekC_89 Broadcast ARP 60 who has 172.17.101.17 Tell 172.17.101.4 -
@ Frame 6584: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0 -
6:e5:F8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
protocol type: IPv4 (0x0800) |
Hardware size: 6
protocol size: 4
opcode: request (1) o
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000110 00000000 00000001
0010 00001000 00000000 00000110 00000100 00000000 00000001 00100000 00011010
0018 00000110 11100101 11111000 01000100 10101100 00010001 01100101 00000010
0020 00000000 00000011 00001111 00011010 01110110 00100010 10101100 00010001
0028 01100101 00000001
@ [ | &% : <Ive capture in progress> Fie: ... | Packets: 18438  Displayed: 307 (1.7%) Profile: Default

5-13 ARP i SRR

# 5-3 ARP iERIRICHHT

FF5 FRARK FERKE i E FRIE FREFHER

1 Hardware type g
EH

2 Protocol type E (2

3 Hardware size o) fr
4 Protocol size 7

® | #@
=F

5 Opcode

6 Sender MAC address

®
=

7 Sender IP address

bt
=F

8 Target MAC address

bt
=F

9 Target IP address

i
=

P HHE B B0 V40 P9 2

10

(3) ARP W&o HT
7E Wireshark [HMELE (R, 65 F IR SR SCHTRT L BZ i SCHE AT 74l 04, anfE] 5-14
R, FHEER 54,
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

opcode: reply (2) =

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000110 00000000 00000001
0010 00001000 00000000 00000110 00000100 00000000 00000010 00000000 00000011
0018 00001111 00011010 01110110 00100010 10101100 00010001 01100101 00000001
0020 00100000 00011010 00000110 11100101 11111000 01000100 10101100 00010001
0028 01100101 00000010 01000101 00000000 00000000 01001111 00000000 00000000
0030 00000000 00000001 00000000 00000000 00000000 00000000 00000000 00000000

@ | EBEE: <ive capture in progress> File: . Packets: 18824 * Displayed: 320 (1.7%) Profile: Default

m

codm I BEXRE A¢er0TL(EE QaaaD #0B% B
Filter: | arp IZIExpression... Clear Apply Save
No. Time Source Destination Protocol Length Info a

0245 23U3.894U/ COMPAIin_e>:T8:44 DIGITAIC_LA:/0iZZ ARP 42 WNO Nas L/Z.1/.1UL.17 1€ll L/Z2.1/.10L.2

6246 2303.89539.Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6330 2332.39344 compalin_e 8:44 Dpigitalc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2

6331 2332.39472 Digitalc_1la:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6402 2361.39383 Compalin_e5:f8:44 Digitalc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2

6403 2361.39502 Digitalc_1a:76:22 cCompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6471 2379.63049 Asustekc_89:92:e9 Broadcast ARP 60 who has 172.17.101.1? Tell 172.17.101.4

6515 2386.89311 Compalin_e5:f8:44 DigitalC_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2 -

6516 2386.89432 Digitalc_1. 6:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6584 2415.39245.Ccompalin_e 44 Digitalc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 17 = 2

2415.39366 DigitalC_1 _e5:f8: .17.101.1 is at 3

6694 2438.39258 CompalIn_e 44 Dpigitalc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2

6695 2438.39385 Digitalc_1a:76:22 cCompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6696 2438.63066 Asustekc 8 .e9 Broadcast ARP 60 who has 172.17.101.1? Tell 172.17.101.4 -
@ Frame 6585: 60 bytes on wire (480 b1ts) 60 bytes captured (480 bits) on 1nterface o -
2 it [

& 5-14 ARP N2&4R L

# 5-4 ARP M&RIAHT

5 FBRAHK FREKE e E FBIE FERAHER

1 Hardware type - DA
2 Protocol type E A
3 Hardware size E A
4 Protocol size ® M
5 Opcode E A

6 Sender MAC address

B | #®
=

7 Sender IP address /b
8 Target MAC address - A
9 Target IP address o Iva

IIECACHE B (1 V40 P32

10

(4) Xttt
FRAE ARP 1SRN 2 FIHROC A, HREP N BRI OSC ) 5 AN RB =, RS SR 5-5.
3 5-5 ARP BfE I FER SO L4

EEMEETRESR / H8RWFE TR
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(1) ARP HI3EAJHIEAT4?
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2. ARP B{EHRICAT
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