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(1) top
i H top fir & BFH RGISITIRS, It RGN .
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# top ‘

K 9-1 RFIBITRE

BT top 2 P TFB& X, FRBERE K 9-1,
£ 9-1 top AHF X

(2) iotop
O H yum %23 iotop
‘ # yum install iotop ‘

@1 iotop FIF WAL 1/O i ATIRL
‘ # iotop ‘

AD :

z uh
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Kl 9-2 fi 4 1/0 {3 AR
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@ffiH iotop -0 AE WAL IEAES™AE 1/O [P FE B 4%
‘ # iotop -0 ‘

Kl 9-3 IEAE LR 1/0 RS

BT iotop AT FETFEIIE X, HHEEEREANEK 9-2.
K 9-2 iotop WAE X

(3) iftop
O yum 2225 Jir 75 Hi
‘ # yum install flex byacc libpcap ncurses ncurses-devel libpcap-devel ‘
@V iftop B, T iftop A
‘ http://www.ex-parrot.com/~pdw/iftop/download/iftop-0.17.tar.gz ‘
@f§H FileZilla 1% iftop 2356, % /home H %
@fEH] yum 2% gec-c++
‘ #yum install gcc-c++ ‘
Of#JE iftop-0.17.tar.gz, %% iftop
#tar -xvzf /home/iftop-0.17.tar.gz
#cd iftop-0.17

#./configure
#make &8& make install

®fd H iftop A E B R E
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# iftop -i enp0s3 |

il (o fo (o (o (o {8 (o (o (o o]
172.16.124.66

-cm-DN5-Master

K 9-4 enp0s3 2 AR &

(4) sar
OfF H yum 223 sar
‘ #yum install sysstat ‘
@ff H sar &% CPUEAMER, &k 18, Lt 6 ik
‘ #sar -u 1 6 ‘
i sar &FE CPU A LisiT ¥, #6% 110, i 6 ik
#sar P ALL 1 6 |
@ff FH sar B0 1 FHic 3 CPU I S AL, EH 11 £ 02 4, Fdfs f-47 #l/opt/cpu.lo

g Xtk

‘ #sar 1 -u -e 11:02:00 > /opt/cpu.log ‘

TOoK AT CPU IOl SO, Bes RENEK 9-3, HOoW S TB & X
£ 9-3 cpu FHIBNR

O sar #4681 ACRAFFRIEAIE O, B3 11 5 02 7, Fdlake (77 £/opt/memor

y.log {4

‘ #sar 1 -r -e 11:02:00 > /opt/memory.log ‘

WRGHT A DL, AR EAK 94, It &7 B o
#9-4 WEMARR
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©fFH sar BEFG 1 FPIC M RE RSN, B3 11 5 02 4, il £47 2/opt/memor
y.log S
‘ #sar 1 -n DEV -e 11:02:00 > /opt/network.log ‘
R AFT MRS, TS R ENER 9-5, FFEir & 5B o
R 9-5 MEFEMELR

2. {£F Shell wEEXi#HITRG 4
(1) %5 Shell A, &FRGH I ExHE
Centos Hid 8 %5 S H E X N RPR.
R1I-1BFEEHE KR

BRHASRA HEfr A E

HUATEESEFRGHH P ER /var/run/utmp

HRTIEAAG MNP L E R ARG E R /var/log/wtmp

wE— ISR ERE /var/log/btmp
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wtmp Fl utmp SCEFE& kRSO, RIAER] whos w. users. last il ac SREF A SCAF
A5 AE R
5 Shell JAA, 8 x Py A5 BB TR
#1/bin/bash
logPath="/var/log/wtmp"
savePath="/home"
\who ${logPath} >> ${savePath}/"userLogin.txt
(2) w5 Shell JHIA, SEILFEE H KM 5E R 0
OH EIREL
Fivar/log/ N #48 H B0 BNIGE H 5%, Bz H b 47 HE R 48/ AL .
#!/bin/bash
#HE N HEFHEERE
path="/var/log"
zipPath="/home"
#H O IRAT ST
time="date +%Y%m%d"
mkdir ${zipPath}/${time}-"log"
\cp -r ${path}/* ${zipPath}/${time}-"log"/

@HEEYE
Fime B st BT K48, K405 MERIRR H 00, U R4 “zip” w4
OfF A yum %% zip.
‘ #yum install zip ‘
@Iy H 3% 548
zip -r ${time}-"log.zip" ${zipPath}/${time}-"log"/
##HIFRRB B R
rm -rf ${zipPath}/${time}-"log"/
Off F yum 2% fip
‘ #yum install ftp
@ b A& R4
#HEERNBEHHRIT EE
ftp -n <<- EOF

open FTP fRSSES IP bk
user User Password
bin

if I[ -f /${time} ] ;then
mkdir /${time}

fi

cd ${time}

put ${time}-"log.zip"
bye

EOF

OAHRATF

FHG SRR AU S P TR
mv ${time}-"log.zip" ${path}/log
#HFMIAM LOG B MHRANE, KT 15 IEmMBRZRIRIS S

EERFETESR / ki /13938213680 / £ 10T, 55611



(Linux #FRA %) XREFRH / Zh: FAHELEEH

cd ${path}/log/
FileNum=$(Is -l | grep ~- | wc -I)
ReservedNum=15
while(( ${FileNum} > ${ReservedNum} ))
do
#HEVERIBAUSZAE, > RILABURISRES 258
OldFile=$(Is -rt ** | head -1)
rm -f ${path}/log/${OIdFile}
let "FileNum--"

done
®H &
#HEBMRA M B SR HE
rm -rf ${path}/data/query/*
#EIEER, BRERTEENIRE
mkdir —p ${path}/data/query
##EIERAEY, BEXHERTEENIRE
touch ${path}/data/query/&Z#R.log
#FHGFOEN BESHE FRUR
chown -R named ${path}/data/
chgrp -R named ${path}/data/#EXERIBRIS M, * *AILABCAISES 42REL
OldFile=$(ls -rt *.* | head -1)
rm -f ${path}/log/${OIdFile}
let "FileNum--"
done

@ERAES

AL Linux g TS5 2 HIEAT shell JIA, LBl H B RER (BRI 23.59) f}
40y, TS S Netc/erontab SCAE T, HagtEdr A0 F FiR.
# vi /etc/crontab

59 23 & & @ root /bin/bash BIATZREE
1&/file.sh

B 52 B Shell BIASE A3 9-6 .,
F 9-6 PIFEHENR
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(3) %5 Shell JiAs, SEBLRukE14E
(DApache %%
1 yum fir % 22%¢ Apache fIlid%, JFIRCE RS BaTHLRS), Ham LT,
#yum install httpd

#systemctl start httpd
#systemctl enable httpd

@& R H xIE5 H
ARS8 7 KA 10000 AP35 T B — NGB SO, K BT 0 sl B SR
NHEMH S H, HEEmLuT.
‘ # mkdir /etc/httpd/conf.d/vhost ‘
QU A H R8T AE Apache [ FEC & SCAF TR EAT 51 FH A B8 SRR W 2l )
e B SCE g, HERAE R ARG B S M fete/httpd/conf/httpd.conf A B IN T R #r 4
‘ IncludeOptional conf.d/vhost/*.conf ‘
@u M E
KM Z Gt SELinux 224 s[4, ARscailid Alias Wik el H 577725230 10000 4
WAt R, BRI 80 3w 1, T LABCA By KA e B A2 AT TCP/80 it By K4k, HRAfdm &
k.

# vi /etc/selinux/config
##¥5 SELINUX=enforcing 23 SELINUX=disabled
SELINUX=disabled

##FCE SELinux X5, REREERS
# reboot
#HEEFREIESB XS
# firewall-cmd --zone=public --add-port=80/tcp --permanent
# firewall-cmd --reload

®%i5 Shell fHiA

@ %5 Shell A, AT, B 10000 Mk H 3%, FRAEN LI 14
index.html & 71, FRfRRt “ixXJ2 shell A XX AN GL” N2, HEEEmLSWR.
htmlPath="/var/www/html"
\rm -rf ${htmlPath}/*
for i in “seq 1 10000°
do
websiteName="website"$i
\cd ${htmlPath}
\mkdir ${websiteName}
\chmod -R 777 ${websiteName}
echo "" > ${htmlPath}/${websiteName}/index.html
echo "<html><head> <title>shell &5 HTML 344 < /title> </head> <bo
dy>" >> ${htmlPath}/${websiteName}/index.html
echo "<h1>iXZE shell &£A95SI NWTI</h1>" >> ${htmlPath}/${web
siteName}/index.html
echo "</body></html>" >> ${htmlPath}/${websiteName}/index.html
done

@ %5 Shell JIA, {6 I 715, 9 10000 /WX 61 2 e iU B0 B Sk, B sk 61
RELE %, FREIC B SO ONTE fetc/httpd/conf.d/ivhost FE9DL H s, HEEEG AT .
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httpdConfdPath="/etc/httpd/conf.d/vhost"
\rm -rf ${httpdConfdPath}/*
for j in 'seq 1 10000°
do

websiteConfName="websiteConf${portNum}".conf

echo "Alias /website$j ${htmlPath}/website$j" >> ${httpdConfdPat
h}/${websiteConfName}

echo "<Directory \"${htmlPath}/website$j\">" >> ${httpdConfdPat
h}/${websiteConfName}

echo "AllowOverride All" >> ${httpdConfdPath}/${websiteConfNam
e}

echo "Require all granted" >> ${httpdConfdPath}/${websiteConfN
ame}

echo "</Directory>" >> ${httpdConfdPath}/${websiteConfName}
done

)i
Sl R B SO A S, 7R S httpd IRSS, HAER(EA LW R.
‘ # systemctl restart httpd ‘
@WKV i)
TEA ) S 2% Fp Al g N WSt ik hitp://IP HuhikAwebsite9999 (17 [l %S 9999 AN,
FEULH SR AR website+55 N /N, BOAIF MRk A2 75 B BTN, Hok s RIS 238 9-7 .
R 9-7 W5V H WA
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