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1. 2R EAH 1 RS R

EFMEARZRISO ( International Standards Organization ) 1£20tH
E80F IR BT MARSZEELSEREIOSI ( Open System
Interconnection ) , FRZ AOSIMNBIRZENE , XMEEUETTEN ML
BEMYD NTtE.

EOSIMLRIAREP |, BRTYIEEZS . M ECRERISCIrEm oA
ZEER. FUERRFRAEHEREENAE , A TEERE. SiF
BERAYIEE , BEEHENMERIEEOR , ARKURIEERK ,
[ 2EERRESEANAEE , BHBFREL. HiEERARHE
RLENFEER , AR EIZEEXEHIIREER , B T™MEX,
X—IdEE—EEEIWIEE. AElRERR LEEN , KENEX
EHRFIRBEEHIZRERE | xEHIEXEBRINHTE.
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1.|X_>§|Z§, - ﬁﬂj 1.2 TCP/IP

TCP/IPETransmission Control Protocol/Internet Protocol &5 , &
FR2 M EmEHEmMYY BN BT, XaMNZ@ETI Y , 2
InternetEREARIMY , tBEInternetEFREEXMZRIEN | TZHM
R ERIPTIMYAE S ERITCPIMY B K.

TCP/IPENM TIREFREAREFN , LUNEIEIN T aEmiineE.
TCP/IPIMY R B SIREROSIZERBIN D EXKRIT , MEHIT S &5 .
IBHEEED R TR, hXINE—EEER T —ERTRAERIY
k=B CHENR., BAMmS , TCPRE Ema®m , —auEgkd
(55, EXEFEE , BRIfEdETE I EitEmzlBauite , mlP
RERSMNIE—EEAMIZ B IE— M,
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IX—_I—IZI' . lellill 1.2 TCP/IP
OSI&EAERI EFTCP/IPIINN 9 BXT A R E

# 3-1 TCPIP MERAYD OS5I LR &

OSI-LEREEEA | Linux TCPIP MRS # BRI
EAE TFTP: FTP: NFS,
¢ Application WAIS
=TE Telnet, Rlogin.
i Presentation ) ERE SMMP ., Gopher
L =
r“é; SMTP. DNS
 Session )
EHIE —
{ Transport) TeHil= TCF, UDP
pEE — = IP, ICMP, ARP,
[ Metwork ) FIFRIE RARFP. AKP. UUCP
N . FDDI. Ethernet.
iﬁiﬁﬁiﬁﬁ; Arpanet, PDMN,
i Drata Link
FAEED SLIP. PFP
mEE |EEE202.1A. IEEE
{ Physical} 202.2 | IEEE 802.11 f?“’“ .
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1. I)(—)ﬁlgg - ﬁll:l:ll 1.3M&EEOF

THENSMNZEERERET AR —RINZ ORI, Mg
EORNFRB(EEECETE B IERLES ( network adapter ) B & 2N
#32[1-ENIC ( Network Interface Card ) , (BEEZ AEWHE NG
ERYRFR K",

-~ EEEELIEEFFEET ( 21FRAMIIROM ) . MN-RFOBiEMZ
BAEEEETB A ENREARITER D TUHT , MRFITENZ
BB ENS&E T EN TR E/ ORI TEE A TURT , B
-~ — N EBEEINREME R THR{T/F TR, HTFMNE EREIEE
ENERRITT RS VSR ERIERFAER |, EtERMN R IRT
AR TEFIEEC A,
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2. /BB

2.1 CentOSMI4ETiE

CentOSH{ERZ M ECE X (HFIHTT

PLSECE.

% 3-2 CentOS TEFESAIT W

B kR BL T+
letcizysconfig/network-scripts/if* IP fh)k « FRdERE E &
letciresolv.conf DNS BB
letc/sysconfiginetwork EH =B
Jetc/hosts BE A P YEER
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2. B EL

WEPEAKRE / bl /

& Teach-CentQS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School)

- o x
EHF H#WIEE =SV TR #EEEE s0O0W =EH) @ sshyfrootm === m311,69.35.213:22 -
o G- O &-a-U-A4- €@ B Eaf . P EENSESE, SEEnE
I - -
[root@centos7teach ~]# cat /etc/sysconfig/network-scripts/ifcfg-ens32 ~
TYPE=Ethernet
PROXY_METHOD=none
BROWSER_ONLY=hno
BOOTPROTO=none
DEFROUTE=yes
IPV4_FAILURE_FATAL=NnO
IPV6_DEFROUTE=yes BOOTPROTO="static”, F>riEH&#H:SMIPiEI
IPV6_FAILURE_FATAL=Nno » BikFEnone. MFEEhEHREIPIRIX 2 iy
IPV6_ADDR_GEN_MODE=stable-privacy ZEW M dhep.
NAME=ens32 DEFROUTE="yes", =72k .
UUID=04fdcf6d-021b-4caa-b471-5a65el1771a%e L BRI
DEVICE=ens32 NAME="ens32", M RALEX A+ M1
ONBOOT=yes ‘#F§s MAREFRethd, HFHREXHEZ
IPADDR=10.10.3.213 Hifctg-eth0.
PREFIX=24 uuID, FREIME—IRA. REANER.
NSTo211.6.32 6 HWADDR, - RIMACHE
DNS2=211.69.32.10 IPADDR="10.10.3.213", I EHIIPIbdE. X
IPV6_PRIVACY=no sECentOS ThEA 7 S HE M — 1 Thae. LK
[root@centos7teach ~]# TREXH4ORELZ MPL . MRAEREFE
- MPitbdk, T[SAIPADDRY, fkikEiE.
PREFIX="24", RE 7M. 5, RERE
TREBMNHEINZRALR, 2444
#255.255.255.0, 264{38255.255.255.192
, PREFIX05 @ fIPADDROThEEZEA) .
GATEWAY="10.10.3.1", REMXHAE, HhaH
FE % Bitletelsysconfiginetwork b . R
HETERFREXHDRERX, B
2. letclsysconfiginetwork 2 4 ch BB 19 f 1k
B4, BOABR TR AREXH higEME
B X jetcisysconfiginetwork 4 i B F2E .
DNS1="211.69.32.8", ¥ BEDNSHHE.
ST B ETERTET £ g =
ssh//root@211.69.35.213:22 B5SH2  xterm 80D . 2324 189 CAP NUM

CentOS4EELE




& Teach-CentQS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/Schoal) — O =
MHEHF) SEEE BBV TR HREEB &OWw) EEH) @ sshiffrogtmrrmrmerme @211.69.35.213:22 - 1 O
- Gi- O E-m-8-4- 8@ 8 SE @ . R EEEEeE, SRR

I - -
2& [root@centos7teach ~]# cat /etc/resolv.conf ~
|SZ I |# Generated by NetworkManager
2. X ’D Ea nameserver 211.69.32.8 Centosmggﬁaﬁ

nameserver 211.69.32.10

[root@centos7teach ~]#

[root@centos7teach ~]# cat /etc/sysconfig/network

# Created by anaconda

[root@centos7teach ~]# cat /etc/hosts

127.0.0.1 Tlocalhost TestName localhost4 localhost4.localdomaind
il Tocalhost localhost.localdomain localhost6 localhost6.localdomainé |
[root@centos7teach ~]# cat /etc/nsswitch.conf

/etc/nsswitch.conf

An example Name Service switch config file. This file should be
sorted with the most-used services at the beginning.

The entry '[NOTFOUND=return]' means that the search for an

entry should stop if the search in the previous entry turned

up nothing. Note that if the search failed due to some other reason
(1ike no NIS server responding) then the search continues with the
next entry.

valid entries include:

nisplus Use NIS+ (NIS version 3)

nis Use NIS (NIS version 2), also called YP
dns Use DNS (Domain Name Service)

files Use the local files

db Use the Tocal database (.db) files
compat Use NIS on compat mode

hesiod Use Hesiod for user lookups
[NOTFOUND=return] stop searching if not found so far

To use db, put the "db" in front of "files" for entries you want to be
Tooked up first in the databases

Example: 'ﬁ

#passwd: db files nisplus nis

FHHHHE TR HHRTEHFEHREE R EEE

([

B AR SRR <
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& Teach-CentQS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/Schoal) — O =
iR EEE =BV TEM EEEE) S0W)  EEH) 8 sshifroot=======@211,69.35.213:22 - 1 1
el — R G- O &-5-O-4- €@ a8 B~ 0E-1@ 0, R EEN=ESE Ams.
1Teach-CentOS 7 = [jRd @
2& # looked up first in the databases ~
|SZ I #
2. X ,D Ea # Example: Centosmggﬁﬂﬁ
I #passwd: db files nisplus nis ]
#shadow: db files nisplus nis
#group: db files nisplus nis
passwd: files sss
shadow: files sss
group: files sss |
#initgroups: files sss
#hosts: db files nisplus nis dns
hosts: files dns myhostname

# Example - obey only what nisplus tells us...
#services: nisplus [NOTFOUND=return] files

#networks: nisplus [NOTFOUND=return] files
#protocols: nisplus [NOTFOUND=return] files
#rpc: nisplus [NOTFOUND=return] files
#ethers: nisplus [NOTFOUND=return] files
#netmasks: nisplus [NOTFOUND=return] files

bootparams: nisplus [NOTFOUND=return] files

ethers: files
netmasks: files
networks: files
protocols: files

rpc: files
services: files sss
netgroup: nisplus sss

publickey: nisplus

automount: files nisplus sss

aliases: files nisplus

[root@centos7teach ~]# cat /etc/hosts_

([

B AR SRR <

iﬂEFjEP E%i? / Bﬁﬁ%ﬁ / ssh://root@211.69.35.213:22 & 55H2  xterm I B0wd0 0. 40,38 1£F CAP MUM




2. M BEE 2.1 CentOSIILSALE

Centos it oI as S iTAIATUHITRSGEL R, EFRMNEXEMEREENH, B
R ARl R

1P 1P e A ifconfig A%y, Hes 80T Fior -
# ifconfig ens160 10.10.3.174 netmask 255 255.255.0
&P =< 8 route 854y , Hen ST Ao
# route add default gw 10.10.3.1 dev ens160
12 45, A hostname &% , Har ST FT.
# hostname {45
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2. MWNEBELE 2.1 Ubuntu Server[l{&SEiS
Ubuntu ServerfR$3esiVEERIMEBCE S

# 3.3 Ubuntu Server EFEREYE

BRI PFER e
fetc/networki/interfaces IP IR  FRIE SR
fetc/hosts WEENA IPYERER
fetc/resolv.conf DNS FRE
fetc/hostname ZRENEEE Y
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2. B EL

WEPEAKRE / bl /

W 211.69.35.214-Ubuntu Server17.10.1 - Xshell 5 (Free for Home/School)

IR #EE) EEN) TR EEEE) S0W)  #EH) B sshy/fadministrator:

0 G# - O & -5-9-4-€P U8 &m B-E-10
© 1Teach-CentQs 7 2 211.6935.214-Ubuntu Ser... *

Xshell 5 (Build 1339)
Copyright (c) 2002-2017 NetSarang Computer, TInc. A1l rights reserved.

Type "help' to learn how to use Xshell prompt.

Connecting to 211.69.35.214:22. ..
Connection established.
To escape to local shell, press 'Ctri+alt+]".

Welcome to Ubuntu 17.10 (GNU/Linux 4.13.0-21-generic x86_64)

Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

* Meltdown, Spectre and Ubuntu: what are the attack vectors,
how the fixes work, and everything else you need to know
- https://ubu.one/u2Know

13 packages can be updated.
10 updates are security updates.

Last Togin: Wed Mar 21 20:22 2018 from 10.10.3.212
administrator@buntuServerl/710:~% cat /etc/network/intertaces

# /etc/network/interfaces -- configuration file for ifup(8), ifdown(8)
# Generated by debian-installer.

# The loopback interface
auto To
iface 1o _inet loonhack
administrator@buntuServerl710:~% cat /etc/netplan/0l-netctg.yaml
# This file describes the network interfaces available on your system
# For more information, see netplan(5).
network:

version: 2

renderer: networkd

ethernets:

ens32:
addresses: [ 10.1 424 ubuntu server 17.10.1

gateway4: 10.10.3. AP E BTN

nameservers:
addresses: [211.6
administrator@UbuntuServerl/10

ssh://administrator@211.69.35.214:22 & 55H2 linux T 98x50

1. 45,35
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ITFEEEEEENE ER—aITEN ( £Ris ) miEEAEH s —a

ITEHL (=i ) IR | XENIEARFESBRIZES |, —R
R PRI HIITAE T L.

SR EEERTE

i T S SIS T BT |, SRR AR

IHENVRESR— | A Eaismit BN EER |, RIERRE
um LT EAHISGEE | 2R LR BSdRm T SN ENR &40
B(SIREHATHTENF A A B R,
MRZTAUEN , UETEEEAIRS | ERNEHERERFL
X TRS KN |, WEEEHMEZRITPEE | RSm—RIEEN
B, WiRS=RHITEENE | BN G TSRS EERL.
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3. TR EIE 31T A
LinuxE NI BT8R B Telnet, SSH. VNC,
Telnet :

n FIEEUREMLE LERERNER , LB PEERIRSSEHNANERE

FZ4S , B FENEPRLUBEN AT EE |, eFE—elNTEREA,
SSH .

m £FRESecure Shell (Z&Shell ) , (FHESSHEEE Y SItEiRGS 2528
FIBSEIEHITING , NTIIRESEEERNTEME | BE2BRILinuxR R
EHENTEEELT,

VNC :

s AJEANTEN BRSNS RTiEiRGSssNER.RE |, #HITVNCER

B , BERIfERRE INEFPimikid , tBrlERXIReH TER.
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3.t EE] 3.2 CentOSIEHISSHITISEE

£CentOS_ESCHISSHAE TRUIIEETE |, (FFH0penSSHER{A.,
OpenSSH3ZHFSSHIMYAY1.3, 1.5F128RA,

http://www.openssh.com
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OpenSSH Users

The following operating systems and products are known to integrate OpenSSH into the base system.

h— - l,—r"—l‘_ This list 1s in chronological order, with systems that integrated 1t first listed earlier NSk At o = P
3.]7‘5*5 g] - ® s SEIRSSHIZE E

.

» FreeBSD

» BSDi BSD/OS

s NetBSD

® Compuione

» Stallion

& Cygwin

» e-smith server and gatewayv

» Mac OS5 X Version 10.1 and later

s HP Procurve Switch 4108GL and 2524/2512

o IBM ATX

# Sun Solanis 9 and later (named SunSSH)

» SmoothWall

s IPCop

o SGI Inx

& ThinLinc

& Nokia IPSO

» Cisco C5511500 series content services switches

o Cisco SN 5400 series storage routers

o TopLaver IDS balancers

s NTI 55H Serial Port Switch

o Bluecoat (formerly Cacheflow) Proxy SG

& Novell NetWare

o Digi CM Console Servers

s Alcatel OmniSwitch

® Dell PowerConnect L.2 and 1.3 Switches

s HP-UX (known as HP-UX Secure Shell) ﬁ

o Packeteer PacketShaper 6.0 and above.

s Juniper Networks JUNOS

ARG EZ AL / BhEdy / 1 o All Linux systems, such as Red Hat.




/r’r =
*':' 3.2 CentOSSCIISSHITISES

3.0

£CentOS_ESLMSSHA T RITIE EIERECEL T
FE— | fECentOS_EZREEOpenSSHER
F & : BEEEOpenSSHIERER AZE RN,
F=2 : {BHOpenSSHAYAELE {4 /etc/ssh/sshd_config,
S BoERDKIESFFSSHIMYAYIIAE],
FhE | AEEEH HFERASSHE P ik (HTiE & ECentOS,
Windows¥& :
Putty. Xshell, Bitvise SSH, MobaXterm
DameWare SSH, SmarTTY, Cygwin
Mac& : OpenSSH Client, Shuttle, Secure Shell, Termius

Android¥£4 : JuiceSSH. Terminal IDE, Android Terminal Emulator
iIOS2& : Prompt, Termius, iSSH
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& Teach-CentQ5 7 - root@centosTteach:~ - Xshell 5 (Free for Home/School) — O = 2 1

IR $SEE) EBNV) TR HEEEEB) s00W) EEH) @ sshiffrogtmrrmrmerme @211.69.35.213:22 -
G- & &= - C E-B-Q-4- 8P HE & H-EB-@ . khSH=ENSE SS2008.
® 2211.69.35.214-Ubuntu Server... + @
\— f—F— | [root@centos7teach ~]# yum install openssh | ~
J-E = l_"—rl Loaded plugins: Tastestmirror ;imSSHiE*nM
- l E E‘ Loading mirror speeds from cached hostfile =1

* base: ftp.sjtu.edu.cn i

%

epel: mirrors.ustc.edu.cn
* extras: centos.ustc.edu.cn
* updates: centos.ustc.edu.cn
Package openssh-7.4pl-13.e17_4.x86_64 already installed and Tatest version
Nothing to do
[root@centos7teach ~]# systemct]l start sshd.service
[root@centos7teach ~]# systemct] status sshd.service

T

® sshd.service - OpensSSH server daemon r
Loaded: Toaded (/usr/1ib/systemd/system/sshd.service; enabled; vendor preset:
enabled)

Active: active (running) since wed 2018-03-14 11:27:29 CST; 2 weeks 1 days ag
o
Docs: man:sshd(8)
man: sshd_config(5)
Main PID: 961 (sshd)
CGroup: /system.slice/sshd.service
L 961 /usr/sbin/sshd -bD

Mar 29 20:01:31 centos7teach sshd[17909]: pam_succeed_if(sshd:auth): require...”
Mar 29 20:01:33 centos7teach sshd[17909]: Failed password for root from 10.1...
Mar 29 20:01:33 centos7teach sshd[17909]: pam_succeed_if(sshd:auth): require..."
Mar 29 20:01:35 centos7teach sshd[17909]: Failed password for root from 10.1...2
Mar 29 20:01:36 centos7teach sshd[17909]: pam_succeed_if(sshd:auth): require...”
Mar 29 20:01:38 centos7teach sshd[17909]: Failed password for root from 10.1...2
Mar 29 20:01:38 centos7teach sshd[17909]: error: maximum authentication atte...]
Mar 29 20:01:38 centos7teach sshd[17909]: Disconnecting: Too many authentica...]
Mar 29 20:01:38 centos7teach sshd[17909]: PAM 5 more authentication failures...t
Mar 29 20:01:38 centos7teach sshd[17909]: PaM service(sshd) dgnoring max ret...3
Hint: Some lines were ellipsized, use -1 to show in full.

rootl@centos/teach ~|# systemct| enable sshd.service |
[rootlcentos/teach ~#

([

B AR SRR <

iﬂl_EIFjEF' Eg".jj(? / BJTEHJ%EjE / | sshssoot@z1 s935213:22 B SSH2  xterm I 80x40 @ 3524 225F CAP NUM




& Teach-CentOS 7 - root@centosTteach:~ - Xshell 5 (Free for Home/School) - [m) x

§ P mEE =BV IEM EEEE) BOW BEH @ sshi/froots=ss=s== ©211.69.35.213:22 -1 : !:!
El=2- RNt G- Ol &-n-Q-4-1 P LB F-EE-@ . RBaESEmes sEows.

$openBsD: sshd_config,v 1.100 2016/08/15 12:32:04 naddy Exp $ ~

R R U AR @ 2 211.69.35.214-Ubuntu Server... + h

This is the sshd server system-wide configuration file. See
sshd_config(5) for more information.

This sshd was compiled with PATH=/usr/local/bin:/usr/bin 2 Centos;ImSSHﬁ E%

#
#
#
#
# The strategy used for options in the default sshd_config shipped with
# OpenssH is to specify options with their default value where
#
#
#
#
#

possible, but Teave them commented. Uncommented options override the
default value.

If you want to change the port on a SELinux system, you have to tell
SELinux about this change. g
semanage port -a -t ssh_port_t -p tcp #PORTNUMBER

#

#Port 22 |

#AddressFamily any
|#ListenAddress 0.0.0.0 |

TstenAddress :: £
HostKey /etc/ssh/ssh_host_rsa_key E
#HostKey /etc/ssh/ssh_host_dsa_key

HostKey /etc/ssh/ssh_host_ecdsa_key
Hostkey /etc/ssh/ssh_host_ed25519_key

# Ciphers and keying
#RekeyLimit default none

# Logging
#syslogFacility AUTH
syslogFacility AUTHPRIV
#LogLevel INFO

# Authentication:

#LoginGraceTime 2m
#PermitRootLogin yes
#3trictModes yes
#MaxAuthTries 6
#Maxsessions 10

#PubkeyAuthentication yes

# The default is to check both .ssh/authorized_keys and .ssh/authorized_keys2
# but this is overridden so installations will only check .ssh/authorized_keys
AuthorizedkeysFile .ssh/authorized_keys

#AuthorizedPrincipalsFile none

1 #authorizedkeysCommand none
#AuthorizedkeysCommandUser nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts
#HostbasedAuthentication no

# Change to yes if you don't trust ~/.ssh/known_hosts for
# Hostbasedauthentication

#IgnoreuserknownHosts no
# Don't read the user's ~/.rhosts and ~/.shosts files

[T

ETERE °

TARRELZI RS / Bty / 1393821368, o,

sshi//root@211.69.35.213:22 f@SSH2  xterm I 80x60 2. 11 28 CAP NUM




#3-5 OpenSSH BRI E

23

FRER &X
Port B SSHMROS
Protocol SR SSH iR ERH
N p— ListenAddress i 28 AR 5 AT A AL

3 -@*EDE%IE DenyUsers EEHIamE CentOSECINSSHIiEE
AllowUsers S RiEm AR
PermitRootLogin WBETE ) root HAEE
PermitEmptyPasswords BERAPERESEETHIME
PasswordAuthentication =S BAOSINER

ARPREDKRE / bl / 1393821366

AcceptEnv

EEFFIRRENBLEITETERS W SR E&EFRS . BF SSH-
2hiEHFREENGE

AddressFamily

85E sshd(8) Fr 24 AP AL BE - BVESRERZ : "any(BEiA)
“inet’({% IPvd) + “inet6"({2 IPv6)

AllowGroups

B EERE —BAEE I ROEETRE R LR RE
). BUATHREER

AllowTepForwarding

ESV TCP %, FIMEA yes"

AuthorizedKeysFile

iz PR A R SRR RSA/DSA 44

Banner

BiESEENZETATEAPRTIANEAIS TR ER P 201
REEAT SSH-2» BAHAABEHTET - none" £ RE AR

ChallengeResponseAuthentication

BT B -6 % (challenge-response)iAiE » BEil{EE yes"

Ciphers

{65E S5H-2 AVMERRNERE S M HAZA#RES SR

ClientAliveCountMax

sshd(8)fEFWEIEAF FIRERAIRERTRES I alive EE -
HiIMEES

ClientAlivelnterval

BE—TEENERIRE . INRBEE AR EREREE PRI
. sshdBJHB T ZRERT FIREE—"alive™HE » HFRE
Eo BHAE 0 RonARE alive  HE » IZ-MEIR{EH SSH-2 H3

Compression

EEHREHIERTNE, FRILREGAESR SEHREHIENE

ForceCommand

EHINTIE BIEER e S MRRE R EOTEG S« BhaSEE
FI A PRIZE R shell thiT

GatewayPorts

ETATTEENEEFHAERRD

LoginGraceTime

PR &1 A ok ST SRR R PR P AERET > 0 R AR H - BAER 120 22

MaxStartups BAAFRESTRIVEAEE - BIMEZ 10

MaxAuthTries EESMEERAMFEFIAERS - BHAER 6

U 185E sshd(8) 2GR iniE N BT REFT . LIsTHEMEE
seDNS

T5H IP Mt AR - 2L E " yes”




e

]

1B SSHA T ETRITFECentOS

£ CentOS_EZ&%#EOpenSSH
Eafsshd RBABERSBIZI TG
¥ & sshdiRSE B

EeEsshdfRsS ( /etc/ssh/sshd_config )
Z&RiIRASSHE s A : windows, android
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VNC ( Virtual Network Computing ) 2FEIAMEZITEVNSGEES , 22—
AT EEH TERG | BERATATRIRNMNEARSCIE =T A,
VNCERZBFRXYE |, iImfeiztlee ek , &XEEA. B,
VNCHEHFWindowsHUiiZRHE , FEULIBYE.
VNCHIMERDER | —2B8D 2 E FimHIN FIFER (vneviewer) ;| BYb—
2B R IRSS 28 imAIMN %izf“ (vncserver),

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



B e BEigs X Remote Access Software for X realvnc.com/en/connect/dc. X | M VNC Developer | RealVNC

W8 Driving innovation | VNC /

& = C @  ®& https//www.realvnc.com/en/ BR e Y| | Qx In 8 @O & = 26
EHACTCM (O s hz4w & 8B @ 25 [IMON [ECON G 62 @ [k PIEs +5= guz For C7AssE Lssss et DsmEss

o
penLVﬂC EHen O Q BENEFITS DOWNLOAD BUY NEWS SUPPORT  ABOUTUS

2

VNC Developer

Build secure, real-time rernote access into your product or
service. Control, support, monitor, manage and more.

VISIT WEB SITE

EBOOK: The four pillars of remote access - A guide for 2018. Download now.

VNC Connect. Be everywhere.

VNC Connect is screen sharing software that enables you
to solve problems, help people and work remotely.
Benefits.

Control remote computers as though sitting in front of
them, at any time, from any device. Features.

i o One product for all your remote access needs
ARREZT RS




WraPE

One product for all your remote access needs I

VNC Connect has device access and instant support capabilities built-in, so a single subscription enables remote access and
support for your entire organization.

%T

Device access

Install VNC Connect and access your own computers
remotely, provide IT support to staff, administer
unattended systems, share access to centralized

resources, simplify training provision, and much more.

@ & 6 ®

=/ LM =/ N

Cloud (Internet) and Artended and Licensed per remote Installation on remote
direct (LAN) unattended access computer to control computer required
connectivity

Instant support

Provide IT support to customers or employees on
demand, without installing any software, making end
users perform complex or privileged operations, or
leaving a software footprint. Find out more.

® ® ©® @
N N N\a% =/

Cloud connectivity only ~ Attended access only  Licensed per technician No install, zero
(Internet required) taking control footprint

START FREE TRIAL

Or compare subscriptions.



V8 Remote Access Software for X m Download VNC Connect | Be X @ VNC Developer | RealVNC V8 Driving innovation | VNC A

C @ @ & nhttpsy//www.realvnc.com/en/connect/download/vnc/ BE ety Q== N8 @O & =
BHACTCM (O Sz joatn S EEk @ = [mson [doson G 4ZE @Mz [k PSS viEs Uk EEE C FEHE Ossss AR [ #alE s

™

penLvnc & en O R BENEFITS DOWNLOAD BUY NEWS SUPPORT ABOUTUS  [EEIIENN

Download VNC Connect to the computer to control

Then, download VNC Viewer to the device you want to control from.

= = .’ é ‘ sotans @UX @

Windows mac0s Linux Raspberry Pi Solaris HP-UX AlX

DOWNLOAD VNC CONNECT 6.2.1

SHA-256: 0a2f8f564350360829a703d209e42982a1c8a7bd57d58a94a65b50cd76f0c318
EXE x86/x64 -

What's happened to VNC Viewer?



B tigennc BE X | %g TigerVNC X | & Cent0S63%=%= X | [ Remote Acce: X | Ul Download Vv X [EVEJEIRERRUNES SN [/ VNC Develop: X | M@ Driving inno

G @ | @ & https://www.realvnc.com/en/connect/download/viewer/ B e 1y | Qigm N B D =
BIHACTCM © @iz Ghz=te & 5E @ =F [QIMSON [HCON G2 mzs [k PSS 4 5= guE Elor CFetE Dasss Do O EaEEE

L]

ReAQalvNCc en . O BENEFITS DOWNLOAD BUY NEWS SUPPORT ABOUTUs  [EESIENEIN

Download VNC Viewer to the device to control from

Make sure you've downloaded VNC Connect to the computer you want to control.

B & A & ios e = o Q@

Windows mac0s Linux Raspberry Pi i0s Android Chrome Solaris HP-UX AlX

DOWNLOAD VNC VIEWER

SHA-256: f5bd12fde660f92cef6199c33791e2ed1866a688bc9af569834ff22d7668c115

EXE x86/x64 -

. AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



tigervnc_BE RGN (Sl 4, CentOS6.3% A CentDS 7 524 V8 Remote Acce V8 Download \r V8 Download VI V8 VNC Develop V8 Driving innov +

G @ @ tigervnc.org BE e | | Qs N8 @O & =

EoHacTeM @ isisx (b =4n S Eml @ 25 [MmsoN [Hoson G2 @z [k Flss 3= gk ElSE € FErE DsEss O EmAmt O ket

@ TigerVNc Releases Issues Repository

TigerVNC is a high-perfarmance, platform-neutral implementation of VNC (Virtual Network Computing), a
client/server application that allows users to launch and interact with graphical applications on remote machines.
TigerVNC provides the levels of performance necessary to run 3D and video applications, and it attempts to maintain
a common look and feel and re-use components, where passible, across the various platforms that it supports.
TigerVNC also provides extensions for advanced authentication methods and TLS encryption.

History

TigerVNC was originally based on the (never-released) VNC 4 branch of TightVNC. More information regarding the
motivation for creating this project can be found in the project announcement.

Downloads

The latest release of TigerVNC can be downloaded from our GitHub release page. Besides the source code we also
provide self-contained binaries for 64-bit and 32-bit Linux, installers for 64-bit and 32-bit Windows and a universal
binary for Intel-based Macs. We also try to provide packages for various distributions when we easily can.

Pre-release builds of the experimental next-generation code can be found here.

TigerVNC is also provided with many distributions, such as Fedora, OpenSUSE, FreeBSD, Arch Linux, Red Hat
Enterprise Linux and SUSE Linux Enterprise.

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



3.2 CentOSEEIVNCimiZ EIE

ECentOS_ESLMVNCE AR EENERE LR

F—
B
FE=2
Hz
Fhy

F[FSELINUXFOFirewall diR53.

: fECentOS_EZ & TigerVNC Serverfi4,

: Bg&tigervnc-serverftRIR S,

. EoEtigervnc-serveriZBBIRIRBC BRI ER KB TR oh.

. EEIEEN EERAVNC ViewEZE FIRIRTiE S CentOS,

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn




E CentOS 7 [IETEE(T] - Oracle VM VirtualBox — O ot
BE #i WE HE 2E =

= WAHBRF M8 %Ki EHApg 23:360 & ) O
ruanxiaolong@ CENTOS7:/home/ruanxiaolong - & X
\
TCHR(F) 4REE(E) EB(V) FEE(S) HW(T) HEI(H) LFO St
3'L7-I[ root®CENTOS7 ruanxiaolong] # setenforce O g*EEE

[ root@CENTOS? ruanxiaolong| # vi jetc/selinux/config ]

L==1

< @
R . [ ruanxiaclong@CENTOS7:/home/rua-+ 1/4
ARREEZIA BORE S @B DD Bsie: At




E CentOS 7 [IETEE(T] - Oracle VM VirtualBox

BE = 8 BE BE EH
& WRREF  UE K

B} 2336

A O]

ruanxiaolong@ CENTOS7:/home/ruanxiaolong

x

3 \LTIIT#(F) SREE(E) TE(V) MER(S) KM BB

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

H# enforcing - SELinux security policy is enforced.

by permissive - SELinux prints warnings instead of enforcing.
ks disabled . NWo SElinux policy is loaded.
#SELINUX=enforcing
SELUNUX=disable

# SELINOXTYPE= can take one of three two values:

by targeted - Targeted processes are protected,

H# minimum - Modification of targeted policy. Only selected processes are protected.
by mls - Multi Level Security protection.

SELINUXTYPE=targeted

4 @Fnuxftonfig" 151, 564C

[ ruanxiaclong@CENTOS7:/home/rua-

AmrEssN S GORG L ERE OB e |

1/4

&L
B



E CentOS 7 [IETEE(T] - Oracle VM VirtualBox

BE &=#H WE Mg BHE EH
& WARF M8 4 k

EHApm 23:38e

LA (O]

ruanxiaolong@ CENTOS7:/home/ruanxiaolong

o x

IR #REE(E) EE(V) EE(S) fHm(T) HEh(H)
[ root®CENTOS? ruanxiaolong] # setenforce O
root@CENTOSY ruanxiaolongl # vi fetc/selinux/config

root@CENTOSY ruanxiaolong] # yum install tigervnc tigervnc- server tigervnc- server- module

==L TE % : Tastestmirror, Langpacks

Loading mirror speeds from cached hostfile

% base: mirrors,aliyun, com

# extras: mirrors.aliyun, com

# updates: mirrors.aliyun. com

IFTE AR R EI = &

- FTEREE &

---» RUEEE tigervnc. k86 B4.0.1.8.0-2.el7 4 ¥ig Fi&

.- g8 tigervnc- server.xgé 64.0.1.8.0-2.el7 4 153 =&
---> ¥ tigervnc- server-module, x86 64.0.1.8.0-2.el7 4 ¥ =&
- BRI R T A

1T A= AR R

Package Il "R = B

IE 1 4%
tigervnc X836 64
tigervnc- server X836 64
tigervnc- server- module %86 64

EEHME

o
w 00w
ooo
pr b
™ @
~d
lelnle

updates
updates
updates

239 k
213 k
216 k

EE O3 EEA

ST EE 668 K
wmEF 17N
Is this ok [y/d/N]: vy

ruanxiaclong@CENTOS7:/home/rua-

ARGRELSA

1/4
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E CentOS 7 [IETEE(T] - Oracle VM VirtualBox

BE #=8 HE 28 BE BEf
& WRREF  UE K

EHApm 23:38e

ruanxiaolong@ CENTOS7:/home/ruanxiaolong - & X

IR #REE(E) EE(V) EE(S) fHm(T) HEh(H)
EEEE:

tigervnc

tigervnc- server
tigervnc- server- module

EEHME

X86 64
X86 64
X86 64

o
o w0 o
ooo
[ P P

239 k
213 k
216 k

updates
updates
updates

™ ® M@
~d =
lelnln

o R A L)

ST EHE e6s k

ZE 17N

Is this ok [y/d/N]:

Downloading packages:

[1/33: tigervnc- server-module-1.%.0-2, el7_4.x36_64. rpm
[2/3): tigervnc-1,8.0-2,el7_4,x36_64, rpm

(3/3): tigervnc-server-1.8.0-2,el7_4.x85 _64.rpm

53t

Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

00 00: 00
00 00: 00
00: 00: 00

| 216 kB
| 239 kB
| 213 kB

930 kB/s | 668 kB 00:00: 00

EfRE
Erzi
h e
%
% i o
% i oh

tigervnec-1.8.0-2 el7 4. x36 64

tigervnc- server-1.8.0-2.el7 4. %86 64
tigervnc- server-module-1.8.0-2.el7 4.x36 64
tigervnc- server-module-1.8.0-2.el7 4. x36 64
tigervnc- server-1,.8,0-2 ely _4.x86 64
tigervnc-1.8.0-2.el7 4. x86 &4

1/2
2/3

1/3
213
3/3

[

tigervnc.x86 64 0:1.8.0-2,el7 4
tigervnc- server- module, x26 64 0:1.8.0-2.el7 4

tigervnc- server,x86 64 0:1,8,0-2,el7_4

£l
#

'
root®CENTOS? ruanxiaolong] # i

o

ruanxiaclong@CENTOS7:/home/rua-

ARGRELSA
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E CentOS 7 [IETEE(T] - Oracle VM VirtualBox

BE #=8 HE 28 BE BEf
& WRREF  UE K

L3 EHipm 23:39e

LA (O]

ruanxiaolong@ CENTOS7:/home/ruanxiaolong

o x

IR #REE(E) EE(V) EE(S) fHm(T) HEh(H)
tigervnc- server X386 64
tigervnc- server- module X386 64

EEWME

1.8,
1.8

updates

0-2,el
0-2,el updates

74
74

213 k
216 k

FE O3 A

G T EE 668 k

ZEI P17 M

Is this ok [y/d/N: vy

Downloading packages:

(1/33: tigervnc- server-module-1.%.0-2 el7_4.x36_64. rpm
[2/33: tigervnc-1.8.0-2. el7_4. x36_64. rpm

[3/3): tigervnc-server-1.£.0-2.el7_4.x86_64. rpm

it

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
ETEFE : tigervnc-1.8.0-2,el7 4,x86 64
IETEF & : tigervnc-server-1.8.0-2.el7 4.x36 64
ETERE : tigervnc- server-module-1.8.0-2.el7 _4.x86 B4
% 1IF : tigervnc- server-module-1.8.0-2.el7_4.x86 B4
% 1IF : tigervnc- server-1.8.0-2.el7_4. x86 64
BEif & : tigervnc-1.2.0-2.el7 4.x86 B4

BxE:
tigervnc.x86 64 0:1.8.0-2.el7 4
tigervnc- server- module, x86¢ 64 0:1.8.0-2.el7 4

e bl

T

| 216 kB
| 239 kB
| 213 kB

980 kB/s | 668 kB

tigervnc- server, x86 64 0:1.8.0-2, el7_4

00 00: 00
00 00: 00
00 00: 00

00: 00: 00

1/2
2/3
3/3
1/32

3/3

= £b )
.

root®CENTOS? ruanxiaolong| # vi /lib/systemd/system/vncserver@:1, service

00ot@CENTOS? ruanxiaolong] # cp /lib/systemd/system/vncserver@, service /lib/systemd/system/vncserver@:1. service

ruanxiaclong@CENTOS7:/home/rua-

ARGRELSA

1/4
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ok
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WERELA

E CentOS 7 [IETEE(T] - Oracle VM VirtualBox — O ot

BEE &8 WE g =wE B

o WHRF  fE A EHim 2342 W) O
ruanxiaolong@ CENTOS7:/home/ruanxiaolong - & X

TCHR(F) 4REE(E) EB(V) FEE(S) HW(T) HEI(H)

# limit connections to the local host and then tunnel from

# the machine you want to view VNC on (host A) to the machine

# whose VNC output you want to view (host B)

i

# [user@hostA "] % ssh -v -C -L 590N: localhost: 590M hostB

b

# this will open a connection on port 590N of your hostA to hostB's port 590M

# (in fact, it ssh- connects to hostB and then connects to localhost (on hostB).

# See the ssh man page for details on port forwarding)

i

# You can then point a VNC client on hostA at vncdisplay N of localhest and with

# the help of ssh, you end up seeing what hostB makes available on port Z90M

i

# Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

i

# Use "-localhost" to prevent remote VNC clients connecting except when

# doing so through a secure tunnel, See the "-via" option in the

# ~man vncviewer' manual page,

[Unit]

Description=Remote desktop service [VNC)

After=syslog. target network. target

[Service]

Type=forking

# Clean any existing files in /tmp/.Xl1-unix environment

ExecStartPre=/bin/sh -c¢ ' fusr/bin/vncserver - kill %i = jdev/null 2z&1 || :'

ExecStart=/usr/sbin/runuser -1 root -c "/usr/bin/vncserver %i"

PIDFile=/root/. vnc/&H%1, pid

ExecStop=/bin/sh - ¢ ' fusr/bin/vncserver - kill %i > /dev/null 2:&1 || '

[Instarly

WantedBy=multi- user, targefi

ruanxiaclong@CENTOS7:/home/rua-+ 1/4




E CentOS 7 [IETEE(T] - Oracle VM VirtualBox — O ot
BE #i WE HE 2E =

& WRREF  UE K EHim 2345 W) O
ruanxiaolong@ CENTOS7:/home/ruanxiaolong - & X
A . - !
3 ]Tl THE(F) SRE(E) TE(V) WER(S) HER(MT) FWE(H) o Tm
" Downloading packages:
(1/3): tigervnc- server-module-1.2,0-2 el7 4, x86 64, rpm | 216 kKB 00:00:00
(2/3): tigervnc-1.8.0-2,el7_4.x86 64, rpm | 239 kB 00:00:00
[(3/3): tigervnc-server-1.8,0-2, el7_4, x86_64, rpm | 213 KB 00:00:00
=t 980 kB/s | 668 kB 00:00:00

Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

ETERE ¢ tigervnc-1.8.0-2.el7 4. x86 64 1/3
ETERE : tigervnc-server-1.2.0-2.el7_4.x86 &4 203
FiEEE : tigervnc- server-module-1.8.0-2.el7 4, x86 B4 3/3
Wi iE A : tigervnc- server-module-1,8,.0-2,el7 4, x86 B4 1/3
B if A : tigervnc-server-1.2.0-2.el7_4.x86 64 2/3
B E : tigervnc-1.8.0-2.el7 4.x86 64 3/3
BEE#E:
tigervnec, x86 64 0:1,8,0-2,el7 4 tigervnc- server,x86 64 0:1,8,0-2,el7 4

tigervnc- server- module, x86_64 0:1,8,0-2,el7 4

o b
[ root®CENTOS? ruanxiaolong] # cp /lib/systemd/system/vncserver®d, service /lib/systemd/system/vncserver@: 1. service

root@®CENTOS? ruanxiaolong] # vi /lib/systemd/system/vncserver®:1.service
TOOL@LENTUS/ ruanxiaolong| # vncpasswd BPEVNCHEE

Password:

Verify:

Would you like to enter a view-only password (y/n)? n 2 =
root@CENTOSY ruanxiaolong] # systemctl daemon- reload EE%E%E)\EEEESZFFﬁz mEEi=
root®CENTOS? ruanxiaolong] # systemctl start vncserver@:1l.service EEEVNCSENEHE?J ‘ E"":‘HE_EI{_LF
root@CENTOS? ruanxiaolong] # systemctl enable vncserver®:1.service REVNCServerfRss . sHHLAZIED
root@CENTOS? ruanxiaolong| #
root@CENTO0S? ruanxiaolong]# rm - rf /ftmp/. X11-unix/#* EREREERS | MRS E

root@CENTOS? ruanxiaolong| #

R n ruanxiaclong@CENTOS7:/home/rua-+ 1/4
ARREEZIA BORE S @B DD Bsie: At




E CentOS 7 [IETEE(T] - Oracle VM VirtualBox

BE #=8 HE 28 BE BEf
& WRREF  UE K

3 EHiig 23:47e & @) O

ruanxiaolong@ CENTOS7:/home/ruanxiaolong

- o X

3 \TI ITPHE) SRER(E) EE(V) $BER(s) H£M(T) HEh(H)

'LWould you like to enter a view-only password (y/ni? n

[ root@CENTOS? ruanxiaolong] # systemctl daemon- reload

[ root@CENTOS? ruanxiaolong] # systemctl start vncserver®:1,service

[ root®CENTOS? ruanxiaolong] # systemctl enable vncserver®:1, service

[ root@CENTOS? ruanxiaolong] #

[ root®CENTOS? ruanxiaolong] # rm - rf ftmp/.X11-unix/#

[ root@CENTOS? ruanxiaolong] #

root@CENTOSY ruanxiaolon ifconfi

enpos3: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 10.10.1.4 netmask 255.255.255.0 broadcast 10.10.1.255
ineté fed0::208c: d71e:496T:3ceb prefixlen 64 scopeid Ox20<links
ether 08:00:27: el: 00: a3  txqueuelen 1000 (Ethernet)

RX packets 5872 bytes 2063106 (1.9 MiB)

RX errors 0 dropped O overruns O frame 0O

TX packets 5296 bytes 23993290 (2.2 MiB)

TX errors 0 dropped O overruns 0 carrier 0 collisions ©

lo: flags=/3<UP, LOOPBACK, RUNNING> mtu 65536

inet 127,0,0,1 netmask 255,0,0,0

ineté ::1 prefixlen 128 scopeid Ox10<host:=

loop txqueuelen 1 [Local Loopback]

RX packets 102 bytes 9016 (8.8 KiB)

RX errors 0 dropped O overruns O frame 0O

TX packets 108 bytes 9016 (8.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

virbro: flags=4099<UP, BROADCAST, MULTICAST= mtu 1500
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192,168,122 255
ether 52:54:00:6c: af: 02  txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped O overruns O frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped O overruns 0 carrier 0 collisions ©

root@CENTOS? ruanxiaolong| #

ruanxiaclong@CENTOS7:/home/rua-

WERELA

1/4
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A vnC Viewer — O > ._ & CentOs Teach - Properties - O

File View Help

|Enter a VNC Server address or search | 8 Signin.. -

CentDS Teach

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn

General Options Expert

~
VNC Server: [10.10.1.4:1] |
Name: | CentOS Teach |
Labels
To nest labels, separate names with a forward slash (/)
Enter a label name, ar press Down to apply existing labels |
Security
Encryption: Let VNC Server choose w
[] Authenticate using single sign-on (S50) if possible
Authenticate using a smartcard or certificate store if
possible
Forget sensitive data
v

F B 2 AR | RS
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BEIZVNCH L ETRIEFECentOS
@ FFASELINUXFOFirewalldfRSS.
ECentOS_ %% TigerVNC Serverff4,
BoEtigervnc-serverfIEHR S (4,
BoEtigervnc-serveriREBIRIREC BB IR FRF B IS,
EWindows¥a & &EReal VNC Viewerf k{4
{§EFgReal VNC ViewerimfEEIECentOS

» ) ¢



4. M—%%IE 4. 1MEEETR

[ThqE
ar
p arp A AFERET NG arp FHE, B ET arp EHRHAFFEEER . MEtsENFEBES
EFIEEER] ip thitS MAC MR R R & .
| §:573
arp [iAIRIE ]
[2%hnkeA]
arp an S E R IRAA, 0% 3-6 Fim .
7% 3-6 arp vy gEnHEA
b} iR

-a 1#M BSD AEE T &%
-e M Linux BERTEN &5
-d BiEs: 1P 30 MAC Mtk EREETR LR

-ix —device | BRIEEREDVETT (thi0 eth0)
f,file M e RS 1R
5, —set FN—- 1P Htn MAC Mt R

-n TRTERER
[ £k
arp A SE R REE, 0% 3-7 Frm.
& 3-0 arp w225k
28 HER
E4, i arp £ M hidE MR arp F£B
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WFREL RS / b /-

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School)
MR EEE EENV) IRM BEEEE) s00W)  #EENH)
0w G - Q& -DB-8-4- €9

1Teach-Cent0S7 = (4

@ sshiffroot s ressanr@211,69.35.213:22

e s ® @ .

I» ZENSGEE, SEDMANE..

[root@centos7teach ~]# arp -a

.|gateway (10.10.3.1) at 00:22:93:5b:14:al [ether] on ens32

[root@centos7teach ~]# ping 10.10.3.49

PING 10.10.3.49 (10.10.3.49) 56(84) bytes of data.

64 bytes from 10.10.3.49: icmp_seq=1 tt1=128 time=0.771 ms

64 bytes from 10.10.3.49: icmp_seq=2 tt1=128 time=0.345 ms

AC

--- 10.10.3.49 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.345/0.558/0.771/0.213 ms
[root@centos7teach ~]# arp -e

Address Hwtype Hwaddress Flags Mask
10.10.3.49 ether 00:50:56:af:fa:d6 ¢
gateway ether 00:22:93:5b:14:al ¢

[root@centos7teach ~]# arp -s 10.10.3.49 00:00:00:00:00:00
[root@centos7teach ~]# arp -e

Address Hwtype Hwaddress Flags Mask
10.10.3.49 ether 00:00:00:00:00:00 M
gateway ether 00:22:93:5b:14:al cC

[root@centos7teach ~]# ping 10.10.3.49

PING 10.10.3.49 (10.10.3.49) 56(84) bytes of data.

AC

--- 10.10.3.49 ping statistics ---

3 packets transmitted, 0 received, 100% packet loss, time 1999ms

[root@centos7teach ~]# arp -d 10.10.3.49
[root@centos7teach ~]# arp -e

Address Hwtype Hwaddress Flags Mask
10.10.3.49 (incomplete)
gateway ether 00:22:93:5b:14:al C

[root@centos7teach ~]# ping 10.10.3.49

PING 10.10.3.49 (10.10.3.49) 56(84) bytes of data.

64 bytes from 10.10.3.49: icmp_seq=1 tt1=128 time=1.16 ms
AC

--- 10.10.3.49 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.163/1.163/1.163/0.000 ms
[root@centos7teach ~]# arp -e
Address Hwtype
10.10.3.49 ether

Hwaddress Flags Mask
00:50:56:af:fa:d6 C

B (R RS

ssh://root@211.69.35.213:22

5 55H2 xterm  I7 BOx40 0 4024 1&5F

Iface
ens32
ens32

Iface
ens32
ens32

Iface
ens32
ens32

Iface
ens32

CAP NUM

T
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4. BETH 4 IEEETE

[E4]
arpwatch o
[ emiked]
arpwatch A5 S kIR i8BH, 103 3-8 Fr -
% 3-8 arpwatch = %ini B
-2 HEH
-d BEhHHERE
-f FETEE ARP LTS 4. 0% F/var/arpwatch/arp dat
A $E5E il ARP FHEC, $iRRIHEO 4 etho
-1 file MIETERTT e iREl ARP LR TR M PR T
-u e FEREGSHAR. BAVERT EFERA
-e BT ERY =R E-mail E3BSEMA A HIAVERT R reot AR
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& Teach-CentOS 7 - roct@centosTteach:~ - Xshell 5 (Free for Home/School) - O =
MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot* e @211.60.35.213:22 -
= A - C & -u-9-4-€p IO El-M- @ ., BE=ss Ssens.

1Teach-CentOS7 = @ 2211.69.35.213-Cent0S 7 + ~

k,‘_ [root@centos7teach ~]# arpwatch -d ~
4 2 r——,|arpwatch: bogon 169.254.127.240 00:50:56:af:15:67 4. 1”£§ EIE
EI arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: Eogon 169.254.127.240 00:50:56:a;:15:67 b
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatCh arpwatch: bogon 169.254.127.240 00:50:56:af:15:67 L
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
arpwatch: bogon 169.254.127.240 00:50:56:af:15:67
AC[root@centos7teach ~]# _
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4. BETH LEEETE

[ el
. arping ar s EAT&IE arp BRB|— B EHNHTE ;s arping AILAEA ARP $1iE8, &
arping ping 574 KEHEE FATBIHIL.
| §:57 |
arping [EIRIEE]
[ 2%hikEA]
arping ar &L IMANGE 3-9 FiT.
% 3-0 arping % IR
IR iR
b BT EEL AR50 (FFFFFFFFFFFF ) - arping —FF 35 #M St 7z
WrEEI R a3 A unicast Mt
-q quiet output TR RHAER
] FT B E— MR R BB L
- wE—-#BRET A, B . NRERTIEETE, aping TR E = 2 EIR
w timeout RIR
¢ count FTEEIETH B ARP B RSB BB 51k - MRISE T deadline jIN,
M| arping &2 F4EEFIEREY arp . BFHFERTAL
%5E arping & AT arp #riE5 R SPA S ERENE - MNFAE . METE
-5 soUrCe 18, MNFE DAD R CzsiitiEm . WheE 0.0.0.0. NFZ
Unsolicited ARP 38+ ¢ Gratutious ARPY MIEH AB4FHhE . SOMIRHE
[
-iinterface RE ping fEARIRIEED
[ 2%hikeA]

arping RS EHTERHER, 0% 310 Fik-

% 3-10 arping wr<- S8k
4 |
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4.8 E

1Teach-CentOS7 = @ 2211.69.35.213-Cent0S 7 +

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School)
MR &EE) =SV IR EREE) SO0 EEH) B sshi/froot e @211,69.35.213:22

B B & -H-Q-4- €9 26 B-E- @  SESESE, SEENAE.

[root@centos7teach ~]# arping -c 5 10.10.3.49
ARPING 10.10.3.49 from 10.10.3.213 ens32

Unicast reply from 10.10.3.49 [00:50:56:AF:FA:D6]
Unicast reply from 10.10.3.49 [00:50:56:AF:FA:D6]

arping

WFRELKRE / b /|

Unicast reply from 10.10.3.49 [00:50:56:AF:FA:D6]
Unicast reply from 10.10.3.49 [00:50:56:AF:FA:D6]
Unicast reply from 10.10.3.49 [00:50:56:AF:FA:D6]
Sent 5 probes (1 broadcast(s))

Received 5 response(s)

[root@centos7teach ~]# arping -c 2 www.baidu.com
ARPING 119.75.213.61 from 10.10.3.213 ens32

Sent 2 probes (2 broadcast(s))

Received 0 response(s)

[root@centos7teach ~]# arping -c 2 www.hactcm.edu.cn
ARPING 211.69.32.50 from 10.10.3.213 ens32

Sent 2 probes (2 broadcast(s))

Received 0 response(s)

[root@centos7teach ~]# arping -f 10.10.3.214

ARPING 10.10.3.214 from 10.10.3.213 ens32

Unicast reply from 10.10.3.214 [00:50:56:AF:60:cC]
sent 1 probes (1 broadcast(s))

Received 1 response(s)

[root@centos7teach ~]# arping -q 10.10.3.214
AC[root@centos7teach ~]# arping -b 10.10.3.214
ARPING 10.10.3.214 from 10.10.3.213 ens32

Unicast reply from 10.10.3.214 [00:50:56:AF:60:cC]
Unicast reply from 10.10.3.214 [00:50:56:AF:60:CC]
Unicast reply from 10.10.3.214 [00:50:56:AF:60:cC]
Unicast reply from 10.10.3.214 [00:50:56:AF:60:CC]
Unicast reply from 10.10.3.214 [00:50:56:AF:60:cC]
AcCsent 5 probes (5 broadcast(s))

Received 5 response(s)

[root@centos7teach ~]# _

[=Jalalele]

B (R RS

.861ms
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RPRRERRE
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4, WIZ%%‘IE 4. 1MEEETR

ifconfig il
‘ ifconfig [E#h]
[ 24HEA]
ifconfig s S EHAE, 0% 3-11 BrT.
% 3-11 ifconfig &<S#ukH

b HifA
FsEE0 EEERR R RFEED
down EHEEREE R E
up BEhiEERFE R E

add=fif= EHRFEHIE BT P it
del<hitht= Blp: Fodé % &9 1P Hht

media

ey, | EEFERENR
s | mem_start<rizitit>
e, | REPHEREHTRHS
wonel=iit- | 83 1Pva S 1Pve 7 SRS it
e | smzemesums R SRR
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& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =

MR HEE) =EV) LR BEmEE) s0OWw) #HEH) B sshyfrootsreessss@211,60,35.213:22 -

=R - O &-B-G-4- €@ 6 FE-iE- @0, REENEss SEmums.

1Teach-Cent0S7 = (4

[root@centos7teach ~]# ifconfig

X 2&{:"—: ens32: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
. = El . inet 10.10.3.213 netmask 255.255.255.0 broadcast 10.10.3.255

inet6 fe80::88c3:6f51:945e:c4fc prefixlen 64 scopeid 0x20<1inks>

ifconfig

ether 00:50:56:af:76:7f txqueuelen 1000 (Ethernet)

RX packets 16952987 bytes 11822679032 (11.0 GiB)

RX errors 0 dropped 578 overruns 0 frame 0

TX packets 4622688 bytes 824730304 (786.5 MiB)

TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 294 bytes 16332 (15.9 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 294 bytes 16332 (15.9 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[root@centos7teach ~]# ifconfig ens32
ens32: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.3.213 netmask 255.255.255.0 broadcast 10.10.3.255
inet6 fe80::88c3:6f51:945e:c4fc prefixlen 64 scopeid 0x20<1ink>
ether 00:50:56:af:76:7f txqueuelen 1000 (Ethernet)
RX packets 16953168 bytes 11822693150 (11.0 GiB)
RX errors 0 dropped 578 overruns 0 frame 0
TX packets 4622808 bytes 824743870 (786.5 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[root@centos7teach ~]# _

B (R RS '
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4.1MEFEETR

ifup
ifdown

[o7ge
AEETE PSR ED .
[i5Z%1

# ifup [E#1]

[ &%iikEA]
ifup & 24 R IRER, N3 312 frss
% 312 ifup s S E N

& HER
TE=S i) B ARk
| [35Ed
TRAPEEED, BEfERS up .
51
‘ # ifdown [Z21)
[ 24keA]

ifdown 25 %2412 IRER, 205% 3-13 Fk.
% 3-13 ifdown &S8R

24 WHER

Tekecs m EWERREED
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4.8 E

MR HEE) =EV) LR BEmEE) s0OWw) #HEH) B sshyfrootsreessss@211,60,35.213:22 -

1Teach-Cent0S7 = (4

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) = O =

=R - O &-B-G-4- €@ 6 FE-iE- @0, REENEss SEmums.

[root@centos7teach ~]# ifconfig

ens32: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.3.213 netmask 255.255.255.0 broadcast 10.10.3.255
inet6 fe80::88c3:6f51:945e:c4fc prefixlen 64 scopeid 0x20<1inks>

ifup
ifdown

WFRELKRE / b /|

ether 00:50:56:af:76:7f txqueuelen 1000 (Ethernet)

RX packets 16960263 bytes 11823296412 (11.0 GiB)

RX errors 0 dropped 578 overruns 0 frame 0

TX packets 4623414 bytes 824857495 (786.6 MiB)

TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 294 bytes 16332 (15.9 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 294 bytes 16332 (15.9 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[root@centos7teach ~]# ifdown To
[root@centos7teach ~]# ifconfig
ens32: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.3.213 netmask 255.255.255.0 broadcast 10.10.3.255
inet6 fe80::88c3:6f51:945e:c4fc prefixlen 64 scopeid 0x20<1inks>
ether 00:50:56:af:76:7f txqueuelen 1000 (Ethernet)
RX packets 16960354 bytes 11823304714 (11.0 GiB)
RX errors 0 dropped 578 overruns 0 frame 0
TX packets 4623452 bytes 824862647 (786.6 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

[root@centos7teach ~]# ifup lo
[root@centos7teach ~]# _

B (R RS '
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4. B ETE LEEETE

mii-tool i
MIl f1£F5E Media Independent Interface, ERTEE . BB EAFESEEONME.

MAMPFAAEASEENIHET,, 7 Unux FIET, THEAREETIITIE mi-tool &

S FREE PR LR, -
(573 |
‘ # mii-tool [Edi] |
[24ikeH]
mii-tool G424 IRER, 0% 3-14 PrR.
# 3-14 mii-tool S-S5
.31 HAE
vV T EERFIER TEED
v
-F FoTREITIER
T EEFFRBER L EE
W EraMEE RS
ERSRiEZHET
- FTHEMILREE A syslog BE
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1Teach-Cent0S7 = (4

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =
MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot s @211,69.35.213:22 -
=R - O &-B-G-4- €@ 6 FE-iE- @0, REENEss SEmums.

Sy - [root@centos7teach ~]# mii-tool -v ens32
4 |RX| QQE—I ens32: negotiated 1000baseT-FD flow-control, 1ink ok
| |

product info: Yukon 88E1011 rev 3
basic mode: autonegotiation enabled

mii-tool

WFRELKRE / b /|

basic status: autonegotiation complete, Tink ok
capabilities: 1000baseT-FD 100baseTx-FD 100baseTx-HD 1lObaseT-FD 1lObaseT-HD
advertising: 1000baseT-FD 100baseTx-FD 100baseTx-HD 10ObaseT-FD 10baseT-HD
Tink partner: 1000baseT-HD 1000baseT-FD 100baseTx-FD 100baseTx-HD 1lObaseT-FD 1

ObaseT-HD

[root@centos7teach ~]# mii-tool -V ens32

net-tools 2.10-alpha

David Hinds based on Donald Becker's mii-diag

[root@centos7teach ~]# mii-tool -w ens32

10:44:19 ens32: negotiated 1000baseT-FD flow-control, 1link ok

AC
[root@centos7teach ~]# mii-too]l
No interface specified

usage: mii-tool [-VvRrwl] [-A media,... | -F media] [-p addr] <interface ...>
-V, --version display version information
-v, --verbose more verbose output
-R, --reset reset MII to poweron state
-r, --restart restart autonegotiation
-w, --watch monitor for 1link status changes
-1, --Tlog with -w, write events to syslog
-A, --advertise=media,... advertise only specified media
-F, --force=media force specified media technology
-p, --phy=addr set PHY (MII address) to report

media: 1000baseTx -HD, 1000baseTx-FD,

100baseT4, 100baseTx FD, IODbaseTx—HD,

10baseT-FD, 10baseT-HD,

(to advertise both HD and FD) 1000baseTx, 100baseTx, lObaseT
[root@centos7teach ~]# _

B (R RS '
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4. ME =18

route

ARREZD KRS/ bl / 139382

[1aE
route 5% FEREETHIEE Linux FHZREIFEE RS, oute iS58 BrEmEEaskE-
[5z1
| # route B B8 |
[2%hnkA]
route ai %I 12 AR, A0 3-15 FTm.
% 3-15 route & mnEHER
IR BiEH
-A T Hi e
-C FTEMHS Linux #0099 B4
v AR EA
-n 40T DNS R[o/E . EHETTHFRAT IP Mt
e netstat 15 BTG H%E
-net RIS AR
-host Fl—1EHAEHAE
[2%hkEA]
route A EHIIZIRAR, A0 3-16 Frm.
% 3-16 route Sy &35
= HEH
add prp) 1=
del WG

gw 1EERE ARl

mss % TCF MG EHEE. %y MB

window | IEERIHREHER TCP pHER TCP FOAY]

dev iR AT EEAREED

4. 1MEEETH




& Teach-CentOS 7 - roct@centosTteach:~ - Xshell 5 (Free for Home/School) = O =
MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot* e @211.60.35.213:22 -
= A - Q& -D-8-4- €9 508 -0 | @0, BEENEEeE SEENE.

T :
Qﬂk"_ [root@centos7teach ~]# route
r——,|Kernel IP routing table v fatc
4. |5ZX| (] E .|Destination Gateway Genmask Flags Metric Ref Use Iface 4'1g§EﬂIE

- default gateway 0.0.0.0 uG 100 0 0 ens32
10.10.3.0 0.0.0.0 255.255.255.0 U 100 0 0 ens32
[root@centos7teach ~]# route -n b
Kernel IP routing table

route Destination Gateway Genmask Flags Metric Ref Use Iface L
0.0.0.0 10.10.3.1 0.0.0.0 UG 100 0 0 ens32
10.10.3.0 0.0.0.0 255.255.255.0 U 100 0 0 ens32

[root@centos7teach ~]# route -e
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window 1irtt Iface
default gateway 0.0.0.0 uG 00 0 ens32
10.10.3.0 0.0.0.0 255.255.255.0 U 00 0 ens32

[root@centos7teach ~]# _

T
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4. B ETE LEEETE

ethtool (Sl
ethtool T—PE I EMFIEEMFSAESMNF TR, nEEMEHEE  EEEsE. 27

IT. 20T, PHEERE. BERTERRE, Ehet.

(4573
| # ethtool [%IM] ‘
[2%iiked]
ethtool S5 i% R IHER, 0% 3-18 ArF.
% 3-18 ethtool $rSATnsAA
g, R
-h ETan S B
- TEREAHEXER
-d TR MRS
- ERMERIEERE
-5 TR R BT
-5 [speed 10[100[1000] | EERFEEE 10/100/1000M
[duplex halflfull] WEPEREIRT
[autoneq onloff] nEkEESahE
[port tp|auilbnc|mii] i el
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4.2 E"

& Teach-CentOS 7 - roct@centosTteach:~ - Xshell 5 (Free for Home/School)
MR EEE EENV) IRM BEEEE) s00W)  #EENH)
oo G - O & -B-G-A- P B & B-

1Teach-Cent0S7 = (4

@ sshiffroot s ressanr@211,69.35.213:22

@

I» ZENSGEE, SEDMANE..

[root@centos7teach ~]# ethtool ens32
Settings for ens32:
Supported ports: [ TP ]

Supported 1link modes:  1ObaseT/Half 10ObaseT/Full

ethtool

WFRELKRE / b /|

100baseT/Half 100baseT/Full
1000baseT/Full

Supported pause frame use: No

Supports auto-negotiation: Yes

Advertised 1ink modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 1000Mb/s

Duplex: Full

Port: Twisted Pair
PHYAD: 0

Transceiver: internal

Auto-negotiation: on
MDI-X: off (auto)
Supports Wake-on: d
Wake-on: d

Current message level: 0x00000007 (7)
drv probe Tink
Link detected: yes

[root@centos7teach ~]# _

B (R RS
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4.R_E

ethtool

WFRELKRE / b /|

1Teach-Cent0S7 = (4

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School)
MR &EE) =SV IR EREE) SO0 EEH) B sshi/froot e @211,69.35.213:22
=R G - Qe -B3-9-4- €@ e H -0

I» ZENSGEE, SEDMANE..

[root@centos7teach ~]# ethtool -d ens32
MAC Registers

0x00000: CTRL (Device control register) 0x00c00249

Endian mode (buffers): Tittle
Link reset: reset
set link up: 1
Invert Loss-0f-Signal: no
Receive flow control: disabled
Transmit flow control: disabled
VLAN mode: disabled
Auto speed detect: disabled
speed select: 1000Mb/s
Force speed: no
Force duplex: no
0x00008: STATUS (Device status register) 0x0000CB83
Duplex: full
Link up: Tink config
TBI mode: disabled
Link speed: 1000Mb/s
Bus type: PCI
Bus speed: 66MHz
Bus width: 32-bit
0x00100: RCTL (Receive control register) 0x0000801A
Receiver: enabled
Store bad packets: disabled
Unicast promiscuous: enabled
Multicast promiscuous: enabled
Long packet: disabled
Descriptor minimum threshold size: 1/2
Broadcast accept mode: accept
VLAN filter: disabled
Canonical form indicator: disabled
Discard pause frames: filtered
Pass MAC control frames: don't pass
Receive buffer size: 2048
0x02808: RDLEN (Receive desc length) 0x00001000
10x02810: RDH (Receive desc head) 0x00000066
0x02818: RDT (Receive desc tail) 0x00000064
0x02820: RDTR (Receive delay timer) 0x00000000

B (R RS
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4./ ETE

ping

ARREZD KRS/ bl / 139382

4.2pLEMi TR

[ThaeE
ping Si % EEARE FIREE G S, 1BEATFRG NS 2S5 .
[i5i41
| # ping ExIAIE )
[ZomifieA]
ping Bid ikl 1 iHAR, 205 3-20 Fim.
3% 3-20 ping &SRR
-3 HEH
-d {#[ socket {1 SO_DEBUG THES
-c=count= B STARE R B
-f LIS = ping
-i<interval= EElE S ERiEkRE E
-I<interface= EREERPEE R miE e
-n Dit#ng
p=pattemn= EEERIHE IR
-q TRETHSITIERE . FRNEERHERERR
T PR EE . SEEEHEREEREEN
R IDFREHIE
-s=sndbuf= L e
-t=timestamp option= EETFEHE TTLRIF
-V AR TSR TIHE

[Z24#kEA]
ping A E¥IITIRAA, 3% 3-21 .
3+ 3-21 ping &rS 30k
S iR
BE, EEHE 1P Mt




1Teach-Cent0S7 = (4

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =
MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot s @211,69.35.213:22 -
=R - O &-B-G-4- €@ 6 R . P EESESE, SR

Sy - [root@centos7teach ~]# ping www.baidu.com -c 2
X Qf§ r——1,|PING www.a.shifen.com (119.75.216.20) 56(84) bytes of data.
. = E§§5_ 64 bytes from 119.75.216.20 (119.75.216.20): icmp_seq=l tt1=52 time=12.0 ms

WRRELKRE / Btk /

64 bytes from 119.75.216.20 (119.75.216.20): icmp_seq=2 tt1=52 time=11.9 ms

--- www.a.shifen.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 11.984/12.025/12.067/0.117 ms
[root@centos7teach ~]# ping www.baidu.com -n -c 2

PING www.a.shifen.com (119.75.216.20) 56(84) bytes of data.

64 bytes from 119.75.216.20: jcmp_seq=1 tt1=52 time=12.0 ms

64 bytes from 119.75.216.20: icmp_seq=2 tt1=52 time=11.9 ms

--- www.a.shifen.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 11.986/12.027/12.069/0.117 ms
[root@centos7teach ~]# ping www.baidu.com -n -c 2 -s 1024

PING www.a.shifen.com (119.75.213.61) 1024(1052) bytes of data.
1032 bytes from 119.75.213.61: icmp_seq=1 tt1=52 time=12.2 ms
1032 bytes from 119.75.213.61: icmp_seq=2 ttl=52 time=12.1 ms

--- www.a.shifen.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 12.184/12.230/12.276/0.046 ms
[root@centos7teach ~]# ping www.baidu.com -n -c 2 -s 1600

PING www.a.shifen.com (119.75.216.20) 1600(1628) bytes of data.

--- www.a.shifen.com ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 999ms

[root@centos7teach ~]# ping www.baidu.com -n -c 2 -s 1024 -t 5
PING www.a.shifen.com (119.75.216.20) 1024(1052) bytes of data.
From 210.43.145.209 icmp_seq=1 Time to live exceeded
From 210.43.145.209 icmp_seq=2 Time to live exceeded

--- www.a.shifen.com ping statistics ---
2 packets transmitted, 0 received, +2 errors, 100% packet loss, time 1001lms

[root@centos7teach ~]# _

B (R RS
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4. WS ETE

traceroute

ARREZD KRS/ bl / 1393821:

[iEEd

traceroute AILAZRISM B EH 2 B EHMEHES

4.2pLEMi TR

[i5H]
| # traceroute [1&IN][EET
[ZomikeEd]
traceroute s ST IRER, 0% 3-22 FrT.
% 3-22 traceroute &r<5&TmmEiER
b3 A
-d 1R socket ERAHHBTIEE
T EE EEE—TENERRRREESIE TTL A
-F et i
-0 rREFHAFE, BEERE S
<P fEREERFS T mE T ARE
- A ICMP [EREL UDP SBHHER
-mFEEHE> RN ERRIRATEESHER TTLAYA
-n B Pt EHE5
-pi@igimO> wE UDP Ehith wATRERD
T P EiEAY Routing Table, BEEH#RRERRENL
-t BTN ELSIRERT P it
A=pRiE A =Rt T ERY TOS #1fF
W AR TSR ITIHE
-w=BR R B ER E4 EHRRA
% eI FiEt el
[24hkEA]
traceroute S-S I iHER, 0% 3-23 .
Z 3-23 Traceroute &r-E&#niAR
=8 HER
FH EEBREN IP Hihtat Fiae




& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =
MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot s @211,69.35.213:22 - 63
=R - O &-B-G-4- €@ 6 FE-iE- @0, REENEss SEmums.

1Teach-CentOS7 = he

Qﬂk’r [rogtgce?tosjteaih ~]# yum install traceroute
|SZ I r——,|Loaded plugins: fastestmirror SR
4. X b | E .|Loading mirror speeds from cached hostfile 4'2mg§;)n~uﬁtIE
* base: mirrors.tuna.tsinghua.edu.cn
epel: mirrors.tuna.tsinghua.edu.cn
extras: mirrors.tuna.tsinghua.edu.cn 1
updates: mirrors.tuna.tsinghua.edu.cn
traceroutf Resolving Dependencies L
--> Running transaction check
---> Package traceroute.x86_64 3:2.0.22-2.e17 will be installed
--> Finished Dependency Resolution

Ed

EH

Ed

Dependencies Resolved

Package Arch Version Repository Size
Installing:
traceroute x86_64 3:2.0.22-2.e17 base 59 k

Transaction summary

Install 1 pPackage

Total download size: 59 k

Installed size: 92 k

Is this ok [y/d/N]: ¥y

Downloading packages:

traceroute-2.0.22-2.e17.x86_64.rpm | 59 ke 00:00
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : 3:traceroute-2.0.22-2.e17.x86_64 1/1

verifying : 3:traceroute-2.0.22-2.e17.x86_64 1/1
1Installed:

traceroute.x86_64 3:2.0.22-2.e17 -ﬁ
Complete!

_ (=] - =
7E-E|Fjl:':l E%i? / BEH%E / . ssh//root@211.69.35.213:22  S5H2 xterm [T 80x40 . 40,24 1&5 CAF NUM




& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =
MR HEE) =EV) LR BEmEE) s0OWw) #HEH) B sshy/froot e+ @211,69,35.213:22 -
=R - O &-B-G-4- €@ 6 FE-iE- @0, REENEss SEmums.
T - :
Qﬂk’r [root@centos7teach ~]# traceroute www.hactcm.edu.cn
r——,[traceroute to www.hactcm.edu.cn (211.69.32.50), 30 hops max, 60 byte packets s
4.|§XI,D = .| 1 oateway (10.10.3.1) 1.455 ms 2.979 ms 4.417 ms 4.2MEENR TR
2 10.10.0.5 (10.10.0.5) 4.986 ms 5.471 ms 5.960 ms
3 211.69.32.50 (211.69.32.50) 0.264 ms 0.220 ms 0.172 ms

[root@centos7teach ~]# traceroute -n www.hactcm.edu.cn 1
traceroute to www.hactcm.edu.cn (211.69.32.50), 30 hops max, 60 byte packets
traceroute 1 10.10.3.1 1.446 ms 2.901 ms 4.224 ms i

2 10.10.0.5 4.715 ms 5.203 ms 5.686 ms
3 211.69.32.50 0.383 ms 0.345 ms 0.303 ms
[root@centos7teach ~]# traceroute -d www.hactcm.edu.cn
traceroute to www.hactcm.edu.cn (211.69.32.50), 30 hops max, 60 byte packets
1 gateway (10.10.3.1) 1.448 ms 2.751 ms 4.078 ms
2 10.10.0.5 (10.10.0.5) 4.869 ms 5.356 ms 5.850 ms
3 211.69.32.50 (211.69.32.50) 0.238 ms 0.190 ms 0.169 ms
[root@centos7teach ~]# traceroute -dn www.hactcm.edu.cn
traceroute to www.hactcm.edu.cn (211.69.32.50), 30 hops max, 60 byte packets
1 10.10.3.1 1.548 ms 2.844 ms 4.144 ms
2 10.10.0.5 4.553 ms 5.045 ms 5.529 ms
3 211.69.32.50 0.273 ms 0.228 ms 0.179 ms
[root@centos7teach ~]# traceroute -f 2 www.hactcm.edu.cn
traceroute to www.hactcm.edu.cn (211.69.32.50), 30 hops max, 60 byte packets
2 10.10.0.5 (10.10.0.5) 4.750 ms 5.201 ms 5.678 ms
3 211.69.32.50 (211.69.32.50) 0.265 ms 0.221 ms 0.199 ms
[root@centos7teach ~]# _

T

B (R RS '

iﬂrﬁtp Egﬁiﬁ / Bﬁﬁ%iz / l ssh://root@211.69.35.213:22 B55H2  xterm " 80x40 12524 1EE CAP NUM




4. R E

1Teach-Cent0S7 = (4

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) = O =
MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot s @211,69.35.213:22 -
oo G- O E-3-9-4- P K B~ i~ @ ., »SEN=Ess SSEnE.

[root@centos7teach ~]# traceroute -n www.baidu.com
traceroute to www.baidu.com (119.75.216.20), 30 hops max, 60 byte packets
10.10.3.1 1.405 ms 2.702 ms 3.899 ms

w %

traceroute

WFRELKRE / b /|

8.105 ms
1.491 ms

211.69.35.1 7.042 ms 7.552 ms
222.21.219.73 1.375 ms 0.924 ms
210.43.145.209 1.434 ms * *
210.43.145.85 2.059 ms 38.768 ms 38.794 ms

101.4.115.125 4.279 ms 101.4.117.145 13.123 ms 101.4.115.125
101.4.112.1 11.379 ms 11.319 ms 11.118 ms

101.4.113.34 12.484 ms 12.483 ms 12.046 ms

219.224.103.10 11.690 ms 11.590 ms 11.724 ms

11 E

4.182 ms

| el el
= wra
I
ko %

==
~
* %
]

=
(%]
Ed
*

ok o o o o o o

[
ca
E
B

Ed
*

19 *AC

[root@centos7teach ~]# traceroute -n -I www.baidu.com

traceroute to www.baidu.com (119.75.213.61), 30 hops max, 60 byte packets
10.10.3.1 1.337 ms 2.784 ms 4.128 ms

L

211.69.35.1 6.391 ms
222.21.219.73 1.125 ms
210.43.145.209 1.675 ms
210.43.145.85 1.891 ms
101.4.117.145 3.537 ms
101.4.112.1 10.992 ms 11.342 ms 11.155 ms
101.4.113.34 12.187 ms 11.675 ms 11.815 ms
219.224.103.10 11.939 ms 11.925 ms 11.821 ms

7.475 ms

1.447 ms
2.289 ms
8.912 ms
3.357 ms

6.935 ms

1.169 ms
1.150 ms
8.891 ms
3.535 ms

woo~IgwvpbwrpP

10
11
12 EO

13 119.75.213.61 11.986 ms 12.146 ms 11.945 ms
[root@centos7teach ~]# _

B (R RS
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[Th&E
netstat g% AT B RSHPESERGE, OPEEERE. BidE. EOWE Onterface St
atistics . masquerade E3%. E1ERE (Multicast Memberships) £,

579 |
| # netstat [1%17]
Vaxiam [zomiag]
4NEBETE e sreams. 4.2FEMA TR
2= 3-24 netstat &S 5HHAR
A e
netstat T A L S
AP | BIHEIRER Y (P AR P 2
< EEETRRAE
< SREREEENRNES
. SEREEIAEEE
-F T FIB
g SRSE BRI RS
n T
i FRRATEESRE
4 ST LRI M Socket
" SRR
n BEER il FRREEEEE
N SRR B RS SR
0 TorithtEE
S ETE Sockel FEFHDBATER ¥
w ST RAW RIS
T 5T Routing Table
s SRRE TS E
4 BT TOP R SR
u 7 UDP RIS
v FRES TR
v SREES
x HEHEVERAEE *-A unix” SHER
TARREZG RS / Bkl / 1393821368 T I ——p—
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67

netstat

WFRELKRE / b /|

4.2pLEMi TR

& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =
ZHF REE) EEV) IR EREE) SOW) FEEIH) B sshyfrootrsr@211,68.35.213:22 -
=R G- O &-B-9-A4- €P IH [E3R . | SENSESE, SRl
T :
[root@centos7teach ~]# netstat -r ~
Kernel IP routing table
Destination Gateway Genmask Flags MSS Window 1irtt Iface
default gateway 0.0.0.0 uG 00 0 ens32
10.10.3.0 0.0.0.0 255.255.255.0 U 00 0 ens32
[root@centos7teach ~]# netstat -a 1
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State L
tcp 0 0 0.0.0.0:sunrpc 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:ssh 0.0.0.0:% LISTEN
tcp 0 0 localhost:smtp 0.0.0.0:* LISTEN
tcp 0 52 centos7teach:ssh 10.10.0.1:49974 ESTABLISHED
tcpb 0 0 [::]:sunrpc [::]:% LISTEN
tcpb 0 0 [::]:ssh [::]:% LISTEN
tcpb 0 0 Tocalhost:smtp [2:]:% LISTEN
rawb 0 0 [::]:ipv6-icmp [::]:% 7
Active UNIX domain sockets (servers and established)
Proto Refcnt Flags Type State I-Node Path
unix 2 [ ACC ] STREAM LISTENING 18439 private/Imtp
unix 2 [ ACC ] STREAM LISTENING 18442 private/anvil
unix 2 [ ACC ] STREAM LISTENING 15625 /var/run/vmware/guest
ServicePipe
unix 2 [ ACC ] STREAM LISTENING 18445 private/scache
unix 2 [ ACC ] STREAM LISTENING 17397 public/showq
unix 2 [ ACC ] STREAM LISTENING 17353 public/pickup
unix 2 [ ACC ] STREAM LISTENING 17357 public/cleanup
unix 2 [ ACC ] STREAM LISTENING 17360 public/gmgr
unix 2 [ ACC ] STREAM LISTENING 17382 public/flush
unix 2 [ ACC ] STREAM LISTENING 11853 /run/Tvm/Tvmetad. sock
et
unix 2 [ Acc ] STREAM LISTENING 11864 /run/Tvm/Tvmpol11d. soc
ket
unix 2 [ Acc ] STREAM LISTENING 14174 /var/run/rpcbind. sock
unix 2 [ ACC ] STREAM LISTENING 14178 /var/run/dbus/system_
bus_socket
unix 2 [ ACC ] STREAM LISTENING 17364 private/t1smgr
funix 2 [ Acc ] STREAM LISTENING 17367 private/rewrite
junix 2 [ ACC ] STREAM LISTENING 17370 private/bounce
unix 2 [] DGRAM 1170 /run/systemd/notify
unix 2 [] DGRAM 1172 /run/systemd/cgroups-
B AR - =
ssh://froot®211.69.35.213:22 @ 55H2 xterm IT 80w40 . 40,24 185 CAP NUM
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& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) = O =
SR EEE =RV IS BEEE) S0wW  EEH) @ sshiffroot s @211,60,35.213:22 -
03 - | " Gk ~ O &-pB-G- A- P 6 H- - @ [ SENZSESE, SEEG..
| 1o conios7 < [ .
My traceroute [v0.85] ~
.|centos7teach (0.0.0.0) Fri Apr 6 11:18:24 2018
Keys: Help Display mode Restart statistics Order of fields quit
Packets Pings

Host Loss% snt Last Avg Best Wrst StDev

1. 10.10.3.1 0.0% 16 1.4 1.6 1.4 2.3 0.0

2. 7?7

3. 211.69.35.1 0.0% 16 3.1 17.1 3.0 126.7 33.9

4. 222.21.219.73 0.0% 16 0.8 1.1 0.8 4.6 0.9

5. 210.43.145.209 6.7% 16 1.1 6.7 1.1 32.8 10.9

6. 210.43.145.85 0.0% 16 2.2 2.2 1.7 3.3 0.3

7. 101.4.115.125 0.0% 16 5.8 6.4 1.4 25.6 5.7

8. 101.4.112.1 0.0% 16 11.4 11.2 11.0 11.4 0.0

9. 101.4.116.206 0.0% 16 12.1 12.8 11.7 16.0 1.0
10. 101.4.117.98 0.0% 16 12.9 13.5 11.6 15.0 0.9
11. 101.4.117.170 0.0% 15 156.8 158.3 156.3 160.9 1.2
12. 38.88.196.185 0.0% 15 178.5 177.7 177.2 178.7 0.0
13. 154.54.42.101 0.0% 15 187.3 187.4 187.0 188.5 0.3
14. 154.54.82.18 0.0% 15 177.1 177.1 177.0 177.5 0.0
15. 130.94.195.18 0.0% 15 176.9 176.8 176.7 177.1 0.0
16. 151.101.24.81 0.0% 15 176.8 176.9 176.8 177.1 0.0

|- Rk oy =2 e - =
ssh://froot®211.69.35.213:22 @ 55H2 xterm IT 80w40 . 31 185 + CAP NUM
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4. MR ETH 4 3MEEIETE

iftop L

iftop T8 FsR=ERT m B P A EANS IP B e se.

[23kEA]
iflop s 24 1R, #NF% 3-25 B
% 3-25 iftop SHEIA
] iR
i FSEMMIERE . f0: #iftop - ethD
B Ll bytes BURTREBENZ bits), #0: #iftop -B
-n i host (SRR EHETT 1P, 40 #iftlop-n
-N FEROEEEEEMET TROS . i #iftop -N
E ETHERRAT S, in# iftop -F 10.10.1.0/24 5# iftop -F
10.10.1.0/255.255.255.0
-h i BTEHER
P FRIETEHE. FETFEETHEMENREE, BMTENLINIPER
b EREEREI ST
al HETER
P 1% host (EEMFHOEEEIAET
-m HOREE FENZENSAE FESEA SRS, Hl: #ftop —m 100M

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn
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& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =

MR REE BBV IRM EEEE) #O00W) EEH) B sshi/froot*rrr@211,69,35.213:22 - 7 1
=R - MO &-B-9-4- €P 16 FE-iE- @0, REENEss SEmums.
1Teach-Cent0S7 = (4 -

-

Qﬂk’r [root@centos7teach ~]# yum install flex byacc libpcap ncurses-devel libpcap-deve

|SZ I |1 _ncurses ncurses-devel tcpdump gcc N3

4. X ’D E .|Loaded plugins: ftastestmirror 4-3mg§m EIE
Loading mirror speeds from cached hostfile

* base: mirrors.tuna.tsinghua.edu.cn

* epel: mirrors.tuna.tsinghua.edu.cn 1
.f * extras: mirrors.tuna.tsinghua.edu.cn
| It()r) * updates: mirrors.tuna.tsinghua.edu.cn L

Package flex-2.5.37-3.e17.x86_64 already installed and latest version

Package byacc-1.9.20130304-3.e17.x86_64 already installed and Tatest version
Package 14:1ibpcap-1.5.3-9.e17.x86_64 already installed and Tlatest version
Package ncurses-devel-5.9-14.20130511.e17_4.x86_64 already installed and latest
version

Package 14:Tibpcap-devel-1.5.3-9.e17.x86_64 already installed and latest version
Package ncurses-5.9-14.20130511.e17_4.x86_64 already installed and Tatest versio
n

Package ncurses-devel-5.9-14.20130511.e17_4.x86_64 already installed and latest
version

Package 14:tcpdump-4.9.0-5.e17.x86_64 already installed and Tlatest version
Package gcc-4.8.5-16.e17_4.2.x86_64 already installed and latest version

Nothing to do

[root@centos7teach ~]# iftop

interface: ens32

IP address is: 10.10.3.213

MAC address is: 00:50:56:af:76:7f

[root@centos7teach ~]# _

T

B (R RS -
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& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) = O =
MR REE EENV IEM EEEE) SOW) ZEH) B sshyfrootrsr@211,68.35.213:22 - 7 2
RO - Qa-a-9- 4- €9 6 - @ . RSENSmes SssneE.
® 2211.69.35213-Cent05 7 + <
Qﬂk"_ 12.5kb 25.0kb 37.5kb 50.0kb 62.5kb *
S, | I I 1 1 Wit
4.|§XI,D El . 0.3.213 => 10.10.0.1 2.05kb  2.92kb  4.38Kkb 4.3MEEIETR
<= 160b 899  2.19kb
10.10.3.213 => 211.151.94.138 672b 605b 178b
<= Ob Ob Ob 1
. 239.255.255.250 => 10.10.3.228 Ob Ob Ob
IftO p <= Ob  396b  116b i
192.168.1.100 => 224.0.0.22 960b 288b 85b
= Ob Ob Ob
10.10.3.213 => 211.69.32.8 Ob 45b 60b
<= Ob 146b 164b
224.0.0.252 => 192.168.1.100 Ob Ob Ob
<= 464b 139b 41b
239.255.255.250 => 10.10.3.231 Ob Ob Ob
<= Ob Ob 190b
239.255.255.250 => 10.10.3.221 Ob Ob Ob
<= Ob Ob 143b
10.10.3.213 => 119.75.213.61 Ob Ob 59b
<= Ob Ob 59b
10.10.3.255 => 10.10.3.77 Ob Ob Ob
<= Ob Ob 23b
224.0.0.252 => 192.168.1.2 Ob Ob Ob
= Ob Ob 14b
i cumm: 19.9kB  peak: 11.7kKb rates: 2.70kb  3.56Kb 4.67Kb
12.8kB 9.98kb 1.55kb 1.83kb 3.01kb
TOTAL: 32.6KB 21.4Kb 4.25kb  5.38kKb 7.68Kb_
R e . b Wl e b2 iat S
7@’@* Eg’gii / BEH%E / . ssh://froot®211.69.35.213:22 @ 55H2 xterm IT 80w40 i 40,80 285 CAP NUM




[Thie
ngrep FATHIIEEREIRE . =4 ngrep EE R libpeap B, B3 AERHE RS 7 3
ER TR i a | ~ [,

FOREETHIY . AEIRAI TCP, UDPJ0ICMP &, AlLAIERR bpf ATt sEd .
521

# ngrep [i%1 ‘
4. IX—_IQ ""é: E i 43R TR

ngrep ArSEIR R INAE, 0% 3-32 FTT.

3+ 3-32 ngrep ElwSEH
.21 HEH
n g re p -0 A, MBEFNAX. FOEREHEREL “#” BT
e BTTHEE
- et =
v EREE
X Pt ET
X LA -7 i L
w A
P TR RS
-t e ILERTE 2 AT A
T Bor b DEAEHRE - ERETE R
-M {RHTRIT LA
- MR AR T I
-0 BB RERRTFR
-n e EREERRTES
-A ILEE|iEESS Dump B EAHESEH B REHEE
-W WEETHRT (BiE=#. normal. byline 30 single}
- IR SURIER
-F A hE A BPF ( Berkeley Packet Filter)
-N ETH IANAEXRIFINS
-d {EFIER-RdF . RIVLR “-L7 JAINEH
FIREA RS / Fubtie / 13938213 L BRSO
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& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =
MR REE EENV IEM BEEEE) SO0 =EH) @ sshiffroot**+eerrre@211,69,35.213:22 -
BE- = - O, &-0-Q-4- P 28 Gl- M- | @, »SEZSEes SSE0s.
® 2211.69.35.213-Cent05 7 +
.| [root@centos7teach ~]# yum install ngrep
4 X 2&{:"—\_ Loaded plugins: fastestmirror
- A E .|Loading mirror speeds from cached hostfile
* base: mirrors.tuna.tsinghua.edu.cn
* gpel: mirrors.tuna.tsinghua.edu.cn
* extras: mirrors.tuna.tsinghua.edu.cn
* updates: mirrors.tuna.tsinghua.edu.cn
ng rep Package ngrep-1.47-0.1.a39256b.e17.x86_64 already installed and latest version
Nothing to do
[root@centos7teach ~]# ngrep -iMx -n 1 -d ens32
interface: ens32 (10.10.3.0/255.255.255.0)
£i1ter: (Gp Il ip6) || (vian && (ip || 1p6)))
T 10.10.3.213:22 -> 10.10.0.1:49974 [AP]
00 00 00 70 32 e4 63 al 83 d3 67 21 Oc 49 d0 bO ...p2.c...g!.1
f1 15 9c 65 3f ba 98 cl d0 5e 93 58 dl 6b 3c e2 coee? A X k<
58 39 3e 2c 80 8a 8e 07 54 dc bl 5a 8d 77 d5 eb X9,....T..Z.w
09 8c 6f d2 28 da 04 8f eb ae 4f 14 b7 el aa dl 0. Ovvvnn
de de 91 bd 91 65 2c 0Od c0 6c 06 a5 5e dd d5 08  ..... e,..1..A..
fl 78 7d b9 9e 3f b5 12 f4 6e ce a0 79 31 ea b0 X}..7...n..yl.
1d bb 53 5a 98 44 06 dd le 37 b6 9d 65 fa b5 18 ..5Z.D...7..e..
e7 4f 55 c3 03 a9 8c 96 67 40 9b fd 14 86 91 eb OU. ..., g@......
28 b9 3a 2d b0 35 d8 a9 7d 35 10 50 c8 a5 80 84 (.:-.5..35.P
fa a4 a3 cc
exit
1 received, 0 dropped
[root@centos7teach ~]# _
. I _ R B (AR @
7@’F:E¢Eggi$/ BEHJZUE/ ssh://root@211.69.35.213:22 @ 55H2 xterm I BOx40 . 27,24 28 CAP NUM

74

A3MLEESIET R




& Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) - O =

el — R G- O E-3-9-A-  €P A/ -~ BE- . b EEIEESE, SEENE. -

MR HEE) =EV) LR BEmEE) s0OWw) #HEH) B sshyfrootsreessss@211,60,35.213:22 -

Sy - [root@centos7teach ~]# ngrep -iMx -n 2 -d ens32 8
4 X QQI—‘—I interface: ens32 (10.10.3.0/255.255.255.0) 4 3@*&"’,— ,-‘gIE
. =\ | E,,;ﬂter: (Gp [1ip6) 11 (vlan & (ip || ip6))) -5 WIS mIT
T 10.10.3.213:22 -> 10.10.0.1:49974 [AP]
00 00 00 70 be 1d 64 e4 80 cl1 73 13 c3 1f 76 02 co.p..do.is.Lav. 1
b4 c7 9 8a fc 16 98 3c 5f 43 03 f1 2e a5 21 05  ....... < C....l.
ng rep 8b 36 4a dl a3 02 e0 b cc 42 b2 ea 10 cd 14 7d  .63...... Buruns } i
4d 65 Of 09 c0 1c ba 44 96 d2 46 bf cd d6 e7 a3 Me..... D..F.....
8c 96 36 61 1b 3 dc 36 d3 67 97 a8 a4 01 95 b4 ..6a...6.9......
73 06 c9 36 03 26 6a bd Ob 07 60 98 8d d4 65 4a s..6.&j... ...e]
03 e2 d4 2f df Of fa a3 5d a0 50 al 8a d7 10 75 S A I - ||
c9 d5 ea el 2f 01 ed 7 69 25 99 1b 81 b4 db 60 R b S :
de 42 a4 86 3 9e 6e 04 40 ff 6a 4 61 49 32 5Sa .B....n.@,j.aI2z
18 26 71 4d . &qgm
#

T 10.10.3.213:22 -> 10.10.0.1:49974 [AP]
00 00 03 20 7e c8 bc cd 0d 21 da ab b5 6e f5 76 T T (.
41 7e 23 0d 96 79 €9 fa 29 0d 52 08 2d a6 0Ob 16 A~#..y..).R.-...

e7 1f f6 83 25 9b 23 ae c7 f3 95 8f af 82 17 bf R 7% .
c6 b6 14 d7 59 7c a0 87 75 c6 09 a7 13 d0 bl af R ' IV DR
50 08 a0 a7 62 ff 86 66 c6 e7 b4 e3 36 6¢c 2e 4e P...b..f....61.N
b6 6c 43 18 c6 00 5a 66 1c 09 d2 31 53 a0 8 dO dc...zf...1s...
6d da 3a fb 82 80 <0 e7 4a 21 af d4 22 a3 96 Of Metoenn. Jrout.
cb 4b 9f 69 14 6f 87 1c 51 68 a5 69 d9 eb cd a9 .K.i.0..0h.i....
92 c6 da a3 51 el c2 7c 5b e5 24 be ab 3c 54 42 R o T N I S 1 -
88 83 01 a7 8b 98 16 8e fa 80 77 b4 7 65 31 d6  .......... w..el.
fc fd ac 9a 2f 44 98 f3 11 07 67 le 19 7e 72 54 vereo/Diii.g..~rT
7b 31 2c 49 c8 04 db dc a2 fd c6 ff 70 cc ee 70 {1,7........ p..p
a8 03 7c fb dl 63 b5 dl1 d7 0d 7e 52 6a 97 15 b5 R I N S T
ca e3 97 73 6a 6a 2a 78 7f 8c f7 a7 bb 74 76 fb RS i U tv.
b2 88 06 d6 5e b4 le 8c 35 f7 7c 9e 50 65 56 8d s A5 L PeY.
02 31 cd 28 68 07 9f 3a 08 6T 8e 32 f5 f3 57 15 1.Ch..:.0.2..W.
3 d1 40 64 25 b7 01 2e 91 9f de 98 d4 73 87 49 LEd%. L s.I
ce 6e al 6b 43 ce 39 9c 70 21 b7 bl 0e 5f 65 3f .n.kc.9.p!..._e?
86 84 d3 bl 2f 67 0f 71 97 f8 c6 ab dd 0Oa 42 8c L - . B.
1 b7 9b 52 08 2f 15 f1 06 a3 3c 00 b3 15 c4 e2 8b LR
1 8a 20 c3 5a a5 34 dd 2c 11 67 Ob 00 a3 69 35 40 . .Z2.4.,.9...175@
59 c4 cd f6 62 97 d5 73 dc d7 bc 9e a6 04 41 20 Y...b..s...... A ﬁ
fb 42 33 6a 1c 01 30 10 97 cc 49 32 bb 15 2b 2a .B3j..0...I2..+%

T

B (R RS '

iml_;:ﬁjl:':l E_é—’:jkﬁ / Bﬁﬁ%jz / l ssh://root@211.69.35.213:22 B55H2  xterm " 80x40 1 4024 2&E CAP NUM
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MHF)  RE(E)
02w

EEV) IRM HEEEE) &HOMW) #=EIH)

G- O &-0B-G-4- €9 08 &8 HI-KE- @ .

1Teach-CentOS7 = @ 2211.69.35.213-Cent0S 7 +

@ sshiffroot s ressanr@211,69.35.213:22 -

I» ZENSGEE, SEDMANE..

[root@centos7teach ~]# ngrep -d ens32 host 151.101.24.81
interface: ens32 (10.10.3.0/255.255.255.0)
filter: ( host 151.101.24.81 ) and ((ip || ip6) || (vlan && (ip || 1p6)))

#
I 151.101.24.81 -> 10.10.3.213 0:0

o T"#8%&" O%+,-./01234567
#
I 10.10.3.213 -» 151.101.24.81 8:0

B A T"#8%&" O*+,-./01234567
#
I 151.101.24.81 -> 10.10.3.213 0:0

B R T"#8%&" O%+,-./01234567
#
I 10.10.3.213 -» 151.101.24.81 8:0

T 1 T"#8%&" O*+,-./01234567
#
I 151.101.24.81 -> 10.10.3.213 0:0

1 T"#8%&" O%+,-./01234567
#
I 10.10.3.213 -» 151.101.24.81 8:0

R T T"#8%&" O*+,-./01234567
#
I 151.101.24.81 -> 10.10.3.213 0:0

N e T"#8%&" O%+,-./01234567
#
I 10.10.3.213 -» 151.101.24.81 8:0

T T"#8%&" O*+,-./01234567
#
I 151.101.24.81 -> 10.10.3.213 0:0

L T"#8%&" O%+,-./01234567
#
I 10.10.3.213 -» 151.101.24.81 8:0

B T"#8%&" O*+,-./01234567
#
I 151.101.24.81 -> 10.10.3.213 0:0

B T"#8%&" O%+,-./01234567
#
I 10.10.3.213 -» 151.101.24.81 8:0

W e e e e T"#8%&" O*+,-./01234567

B RS e
ssh://root@211.69.35.213:22 5 55H2 xterm I BOwd0 0. 40,1 285 &  CAP NUM
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