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1.RALTE 11 SEHE R LIS

Linu@—PFEURIFRS , IFSBIRRIERE TEXILinuxd@(F&
SHITER  FEEBALNESRSZ. LinuxBRIFENTRERE.
s BERGH TR EI IR D 9. BRHFIT=F.
—BRGH—EEE | MARSREREYR, Elinuh , BFSEEYH
(30/bin/login ) MRLNREIEH , BANBEHATUBRRNRLE.
» HIERILEEBETHERIATSRIPREEENES , AMREIEEY
REBHETHBRIER | EREETEE.
» ERHEARAIP. LnuxPBEERHE (NVIEBIRSSETIFHE) | H
BRI FRSRITSRIR | IEREBREINREHIRIA,
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1.RALTE 11 SEHE R LIS

LinuxE— M FEURIER S | i*gfmﬁﬁﬂgﬂzil?ﬁzlﬁﬁunux};’fé{’lf,%
FHITER , EBALNnXESS. LinuxBEIFEN FE2RRE,
s REMIE.

ML PIFERARSS PRI SRS | ANARRRAIRDIRYsmurfiid: |, ANRE SRS S
BRESEERBELNICMPEAIXE— P EZ MRS L | BAE— SIS
[IBRINET , 2SS MRSB D A E—MNCMPE, | FEEANREFEH
B8 SERMERRILTNE.

s AT EEREE.
AT EAILRFEH TR  RlRSSEaFELERE , REEASR
J‘&gﬂgg , BREHUBRNEEEENBENERMANRITE , BARER
Z2RE.
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1. RARLTE 12 LinuxZz 23

Linux REZ P2 RIS,

= PAMAE,
PAM ( Pluggable Authentication Modules ) E—EHE5EF , HERNERHE—
R —ERRED | SNE TR R ASER , PAMATEERES
FMAIE A B TIRR | BREBEAEFNTmIFSIANEEXAIMN BfEFIER
T ARMIAIETG X,

s TEEIHH.
BIEE4E A RIELinuxAPREN 7 SZfh L 218t , (BAsEAI—E5masRE. A
FEEULAEREREN BB o ge2RIRSSES. EALinuxABEFUAMAIATAR
FesaXENE | BREATLUCRAERENTER. BEINMCREHEEFIMEE
EER  XEEEBRFERIHTIIRP AL TEERMESIS.
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1. RARLTE 12 LinuxZz 23

LinuxNEZMHLERIFIH.

m SEHIGEFEHEITE.
s&bnIEliEH] ( MAC , Mandatory Access Control ) E—fTHARFEERMNE
RESNAERE X FISCEaE aEsEl , BEITRCREZTPHNERE | smitt
MRS ENHE RS , EARRAR RN SEEBEXN. 8EtEmN
=8, MRA_EBSIHEEHZFIAEBELAYIER.

m [EXIEH,

PSR ERRIPIRS S F IR 28], B E FER MR Z BIPRHI5Ra0—FH
e — Ry EMY | B EENRXIEEEES. ETUARIGGEEIEE | B
LMRIEIRSS 28 E BHIZ e,
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2. SELinux 2.1 SELinuxfgift

SELinux ( Securlty Enhanced Linux ) EEFLinuxPRiZa95aH e
BRI, RHEEEEZRZEB (NAS ) FARIINE , SEEEE
BiLinuxIBIER GOSN,

SELinuxitSiET 1980 InHRIZAIR I ER RLEIAR | IXFRSEA
R ERETKR T 955 ETEN ( DTMach , Distribute Trusted
Mach ) BNIRE , FRIE 7 ZEitARINB AU,
EEERZEBFBIARALRSIN T DTMachIng , fTHTEXRSES
FEW®ES 57 XKENRETESMAZINE. =251k 77— 19
B4 |, BlFlask , xR FERESSERRYEGHH].

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn




2. SELinux 2.1 SELinuxfgift

EEERZEBANETEBIHL XS Flask , H ZWEFREN,

» 1999FEX , EEERLTEBELnuxIZHLIFlaskEZ 228443,

= 2000128 , EEERZEBABARINE—NARIRE , WL EIERAILInuxX,

s RAREERANRERFPTINN |, ATLASELInuTFFIAZ RILinuxit XASFE |
SELinuxx B2 fELinux 2.2 xAZFLA—ERZAN T BV TR,

XEEREZEBE2001FNLinuxizbEIES L, AEELinuxIES.R

ZaFgER 7 SELinuxFHE IR BB RIMACFOFlaskZRHs |, 1ELinux%g

SERIEFAZEBT , ANEERERINCSEHIFEIEHIRIIEE , STRE

BEEZEHLinudRIER S,

= SELinuxA] LA FSRBRFIFEFRIR/IMIITIR | 1IRSEFESE . N{RIFERFISR
BYSSEE RN LB
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2. SELinux

2.1

SELinux{&7}

Baifra2.6 X LA EMRARRILinuxItZREREERL I SELinux,

EAASELinuxfg , BMERARPIN G, BR. RBFEEiRAED
2 145 24t £,

W', MAPEITHIHR

S1ESg

—NER (R ) FEEEEDREEIT R (XM, BR. ®REE
ZFin[)  FSELULUTUEREE.

y

»

HmE AR

FERIEE Fl ) e

BERG

LiF

| Wit Bxsns |

SELinux

ok
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2. SELinux 2.2 SELinuxARiE

515 :

m {ESELinux® , B9 (identity ) BIBESAETAEFAIUNIX uid (userid ) ,
BRI URFETFT 1 BER S |, (BAIEARAIEEE.

s ESELinuxpEMELE L TXH—EF7 , BRI NI LUAN, —
PNSELinuxfV B SRV ERNUNIXERZERBINNXN SRR |, BEE(12
N TEAERES | i@ TsumSIBAS R SELinuxRRIS 5.

===

s BERE S BT UAGER. BXBLeia s i m e ERnI LATRcE X
RESAIBCE SR,

s NR—NRESEUREFEN T —1HEBARRILUER—ME , BEHE%R.
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2. SELinux

2.2 SELinuxAKiE

I :

AR HRT |, EEERE T HTENEE.

HER ER—MNARSITRENTIZR | i@ IRERE 7 — NEFEA LA HPLeSS R H
1T18E. EXNEFRLAUTEAR | REREBIITXIMMER , M0 8e3k15rootly

R , XFEEERNZ LR,

EfERSELinuxFYIRIER Z b |, WIR— N EEITAORTE B RS NS T
AS , WISELinuxBEGNZATER B FIF AN I THT,

FEIRNFZEELE | sysadmi_tRIARFEIR ; user tFRRNATIFNAELE ; init_t
FARINHRZEITE ; named_tZ&Rmnamedi #2115k,

itk
 RRRGTFE—IMNISRAREZISR A LIRS,
n SRERYENAMERENESER |, ARZOCETEENTHIZAINA |, MR EDE

LHR. XEHEEFH.
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2. SELinux 2.2 SELinuxARiE
R
s RBETLURERAN , RE T —1AERAFPTLIGEGA. BTEERLUHA
DR AOTRERT LAS [ BB EER AR , B el LURIERREE RS RokiR
ETEMN RS,
2o = il SV
s 2 PN/ THEERRENMEL , €FXH. BR. HEE. TCP socketsLAK
LA EFrBRIAE.

» 22 FITYEREEETEMH. B, HAXBEENS. ESELnuxES EaTLIRid
mREEINAFIRZE LT,
etR
s RIERe ETSCRHAIMBRRERE R , TEERMM VAR |
—MRIRIHT T — I IR EREAIEFIT R R ERTH TR |
BRI B R T eI SR R RIS SR BIRTSE R,
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2. SELinux 2.3 SELinux{E48

SELinux R ZE 2N E 7.

m SELINuUXIZHZRESIES ( Policy Language ) iz A RFIELZERAE ( Security
Policy ) , FRZOEHITEFRIEHIICE , AT INEREE ( Load Policy ) /3
SELinuxt2(HHTAISRESIBER | TEI4EHRSELinuxBYRRNIZEEZE (Rule DB )

= SELInuiGFRGENZ ( Kernel ) RELZERIGFE—I , NTRZN—DER ( Subject )
EAENREEEIHEIEIE XIS ( Object ) .

I |
Object

| ——)
Security _

Policy
Kernel
I

H Load Policy e@
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2. SELinux 2.3 SELinux{E48

SELinuXx RS ZEAIUNE A7,

= SELinuxEIRHZEE TSEHISERS ( Example Policy ) , I#E4BRIK T L& BT A RN
FR , B¥&Server Process ( 41Samba Server ) . Client Process ( #0Web Browser ) £,
FHAYHEREFIFZEEE, ( Type Enforce , TE ) JZRBAC ( Role Base Access
Control ) SEUKRITHIR S,

s IEIRRAYS B EFIAIPRE] , SELinuxB] ARG LErootkit &z REIIXE , 78
SELinuxifiBREMBNESHF R , LD BIAR D BRELEKEE , Z£HESELnuxB
NG , BERIEFTZERSRESBRHITFEUNER,
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2. SELinux 2.4 SELinux3Z{4

SELinuxBELENREIREREINZF , BEVUAGNTFHBEIRES., WTFEE
ARFEH  EEESTESELnuxIE S 5ETE,
EENGHER

= /selinux/BIASELINUXfASH RS , EEENZTFREAREERINSTHGS.
HRBINN R FS/proc/ AR FIEEEIU , RAEERNAFBEE
A HEEEERIPZEMY.

= /etc/selinux/ BREMB R HNEEREHFFHIIEENE.

m JEidcat /etc/selinux/configBASELinuxiIEBECE /4.
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2. SELinu

WRRELKRE / b /

& Teach-CentOS 7 - root@CentosT Teach:~ - Xshell 5 (Free for Home/School) — O *

IR &EBE EFV) IR0 EEEE) s0OW)  EEH) B sshy/froot= === 311 69.35.213:22 -
- |0 G~ & -5-8-4- €@ LG - - . B SENSESE, SEENNG..
1Teach-CentOS7 = (3

[root@Centos7Teach ~]#| cat /etc/selinux/config |

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing - SELinux security policy is enforced.
= perm1ss1ve - SELinux prints warnings instead of enforcing.
o SELinux policy is loaded.
SELINUX:enfcrc1n
SELINUX=d1sable
# SELINUXTYPE= can take one of three two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. only selected processes are pro
tected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

[root@cCentos7Teach ~]# _

(DSELinux #36¢ B 10-3 5 6 1T SELInWGET ) FLLIE B A enforcing( 8835 . permissive
(357%) g disable (££H). SELinux 1815 SiHARNE 101 Fi.
% 10-1 SELinux {8552 25500
L HER
enforcing IBHART, - 1E enforcing BT, ERRHFEIT, UE SELinux
FIEEHE BUITEERIRS Unu T2 UEHEERS LR

B8, « 11 permissive BT~ » BN IERINIT. DEF
permissive EEEHEEATES . SELinw T ERIRNRSAMIT RN 2TEATE
iRt — RS A

FHRE - TE disabled {H=T-» SELinuwx A& HIZRE XM
ERENER. FAEREERERAREN

@ SELinux 2585268 ([E 10-3 H1EE 19T SELINUXTYPE %15 BILAIBEH targeted 258
o mis 28 ¢ strict #5803, SELinux SRS IS B iHAAINS 10-2 T .
2 10-2 SELinux SEg2EAhLE

=] HER
targeted FEW RFP BT TR

mis { stricty o R T AR M T TRl

targeted ) % S2EFFIPEEMISTIFHTE (20 dnepd, httpd, named., nscd, ntpd, portmap.
snmpd. squid ELJE syslogd SE#FE ) AE TES e, mis (strict) NIRIFE R4 BA
mis {strict} &, AFMITEENGS (M0 1s) B84, FLLZHRIREIRTE T, RinREE
A. ERitENRMA RS MERERER, BHiEF tageted 1 SELinux FIsRIEIEHIZERL, M
T A EFEESTHE AR, A SIS RERIER.

disabled

o
ssh://root@211.69.35.213:22

16

2.4 SELinux >4

-

- e




2. SELinux

2.5 SELinuxfie B =18

BZESELINnUXIAZ : sestatu

[1h&E]
sestatus g5 % I &EF SELinux FIETING . HEEo I FER.
(541

# saestatus [1%I0]

[t TriREH]
sestatus &SRR E HPAINE 10-3 FiF .-
% 10-3 sestatus Sy 2m S B

b3 ] iR

7 TEEHNEMAN - ATEEES SELinw I35 - # « FREAFELER

v && lelc/sestatus conf 37 e ER (MRS E FT3ER)

-b EE-UERRRETS (REREEEARE

-vb ORES —YI RN T E F T ERE LU EEREE S
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é & Teach-CentOS 7 - root@Centos7 Teach:~ - Xshell 5 (Free for Home/School) — O * :1
1 () H&E\E FEV) IEM) EEEE) SOW) #=EH B sshyfroot™ == ===r@311.69.35.213:22 - 1 8
G- (E- O E-@3-9-4- €9 26 B+ - . P EENSHSE, SEEN0E..
oo :
4 [root@Centos7Teach ~]# sestatus ~
H |SELinux status: enabled SELi EEEME
. I n u; SELinuxfs mount: /sys/Fs/selinux Inux =]
SELinux root directory: /etc/selinux
- Loaded policy name: targeted
1Current mode: enforcing
s IMode from config file: enforcing
SEL|n Policy MLS status: enabled F
{Policy deny_unknown status: allowed
Max kernel policy version: 28
| [root@Centos7Teach ~]# _
] % 10-4 SELinux T Hz5HEA
1 RSHE AR
' SELInux status SELinux BIiETRE 2E5HE
a SELinuxfs mount SELinux (4B Pkl eh 5
SELinux root directory SELinux FIEE FERRTEREE
: Loaded policy name SELinux Il #fsE Realasx
| Current mode SELinux & FiisiTHE
E Mode from config file SELinux B B3 f chisfi st
) Policy MLS status MLS =Bk
L Policy deny_unknown status e o]
| Max kernel policy version B AEERR S
x w
R e e ] B (SR - =
7@’?‘5‘4:' Eg’\Jki / BTEHJEjE / sshz//root®211.69.35.213:22 & 55H2 xterm ™ B0xd0 i, 11,24 1485 CAP MUM



2. SELinux 2.5 SELinuxBe S 18

BZESELInUxIAZS : getenforce

[ThiEl
getenforce 855 A[E&EE SELinux AL=iTELEER.-
[iEZ]

e S AEERA AR MEREBHITES , HiEERTNT M-

# getenforce
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2. SELinu

ZESELin

| ITHHF)  SRER(E)
Ela - RN

1Teach-CentOS 7T = |4

_[root@CentOSTTeach ~]# getenforce

& Teach-CentOS 7 - roct@Centos7Teach:~ - Xshell 5 (Free for Home/School)
EENV) IEM HEHEEE) sOWw) Z=EH)
G- Q& -53-9-4- €@

B sshyfroot™ = ==rx@311.69.35.213:22

HBE HE-0

[» EENSAISE, SSENRE. .

[root@Centos7Teach ~]# sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: enforcing

Mode from config file: enforcing
Policy MLS status: enabled

Policy deny_unknown status: allowed

Max kernel policy version: 28

ach ~1#

Enforcin

.

SHRIREZ A / B / ]

lroot@Centos/Teach ~]#

| [root@Centos7Teach ~]# _

|- Ry paig s

sshiffroot@211.69.35.213:22 @ 55H2 xterm I 80x40

1. 15,24

155

.

CAP NUM

20

SELinuxfitBE &1




2. SELinux 2.5 SELinuxBe S 18

(ERISELINnUXIAZS : setenforce

[Th&El
setenforce 555 A& RN SELinux ioiTiET .

(6573

# setenforce [%IR]

[ETmikeEA]

setenforce s ETRINAE, 20F 10-5 FrT.
2 10-5 setenforce o pkIn
g ] A

Enforcing # SELinux f1E1T# = R H S HAE =

Permissive # SELinux RUE{THAGREAREEL
1 # SELinux =T AR &M, 5 Enforcing i ITHEE
0 # SELinux fUEfTHARFEATSTEL, 5 Permissive jEIREE
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f & Teach-CentOS 7 - root@Centos7 Teach:~ - Xshell 5 (Free for Home/School)
, MR &EE) EENV IERM EEEE) S0OW)  EEH)
- |0 G~ CQIE-B-Q-A4- P L& &-

1Teach-CentOS 7T = |4

B sshyfroot™ = ==rx@311.69.35.213:22

- @

[» EENSAISE, SSENRE. .

22

. 4 [root@Centos7Teach ~]#|setenForce permissivel
2. SELinu

[root@Centos7Teach ~]# sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
< SELinux root directory: /etc/selinux
4Loaded po1;cy name: targeted
e |Current mode: permissive
1|§&SEL|n Mode from config file: enforcing
{Policy MLS status: enabled
{Policy deny_unknown status: allowed
imMax kernel policy versjon: 28

[root@centos7Teach ~]#|setenforce enforcing |

[root@Centos7Teach ~]# sestatus

|SELinux status: enabled
4SELinuxfs mount: /sys/fs/selinux
| SELinux root directory: /etc/selinux
|Loaded policy name: targeted
| current mode: enforcing
{Mode from config file: enforcing
|Policy MLS status: enabled

Policy deny_unknown status: allowed

{Max kernel policy versjon: 28

[root@Centos7Teach ~]#

setenforce 0 |

[root@Centos7Teach ~]# sestatus

|SELinux status: enabled
1SELinuxfs mount: /sys/fs/selinux
4{SELinux root directory: /etc/selinux

Loaded policy name: targeted

Current mode: permissive
iMode from config file: enforcing
jPolicy MLS status: enabled
1Policy deny_unknown status: allowed

Max kernel policy version: 28

RS

STRIREL AL / B / |

[root@centos7Teach ~]# getenforce

Permissive

[root@Centos7Teach ~]#|setenforce 1 |

[root@Centos7Teach ~]# getentforce

1Enforcing

[root@cCentos7Teach ~]# _

|- Ry paig s

ssh://root@211.69.35.213:22

@ssH2  xterm

T Bloedd

1. 39,24

155

SELinuxfic B &8

T= T T

.

CAP NUM




2. SELinux 2.5 SELinuxBe S 18

(EEZSELinuXJAZS : setenforce

s (EMECESUE , SCHISELinuxlIE 5%

{ESSELinUXAYBCE S | FSECES A PRISELINUXIETIR E /9 disabled” , MITD
FIFISELInUIRE,

SRFEEDR , BEEE.
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2. SELinux 2.5 SELinuxBe S 18

(ERISELINnUXIAZS : setenforce

» ERRBHAHESELINUXIRZS
ERS S5m0, AILAEKernel ( A% ) ﬁ%h"*ﬁﬁlﬂ’]?’i_ﬁiﬁfﬁ ERFIABoot
loaderRTEIZE2L , X FERHIGRUBRLEILATE/etc/grub.confdhiH{TIRTE,
HpFEE3MEERNNGS BT,
Dselinux=0 : FRRASELInUX{EFHRT ( disabled ) FY£44 ;
@permissive=0 : FRRASELINUXTESIET, ( permissive ) FISEL ;
®enforcing=0 : FRASELinuxsEFIET ( enforcing ) FIS#,
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2. SELinux 2.6 SELinux#p/RIEFI L FXXEes

Policy

s HAPERITEIER (BHIENEsIWebiRSEE ) B —HERITENERT
R=KERPolicy ( ZREg ) FrblERIR S KieE R aiA A NAISSR
=5, RNRFTS | ERa IR ZRERHT.

s SELinuxteBEA TR THEFRAMERENR , W ERNASERIERE
RPRFOSELinuxtN PR A BENAHAI THERHRAE.

s SELinuXEE—NEERIPolicy AR LAKIEER. W0RPolicy KEEin=1(E
SELinuxZEFTAHEZM , AR 1L AFEERSEFEH.,

= JEFSecurity Policy ( 2258 ) NFIE LIFREFRARITERRE |, I
fNRedHat, SUSE. DebianZE#ERE T Policy,
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy
m Targeted Policy;2RHEL 6.08E X IFAYPolicy , X Targeted PolicyBIFHIE
BRI RS IR IRSS .
m CentOS 6.0_ESELinuxB]{RPEVIRSZ B httpd ( apache ) . named. dhcpd,
snmpdZF200Z 1M RSE.
= Targeted Policya[#855 ARFIRERIEM
#5/R{E ( boolean )
A4 T ( File contexts ) .
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

m Targeted PolicyBIE % : F7ME ( boolean )

FaskizHlE 1 deamon ( service ) process"<FiP ( BRSS ) HE"BINER , ANMXE]
SHZAFEFHATEARRINPRIZ IS ( ${deamonname}_disable_tran ) , THHIAH]
Sz FZRY S E PR,

dMhttpd (apache ) MBZ M h7X{Eboolean/Ett , httpd_enable_cgir] x|
httpd @& R LA Tcgiscript ; httpd_can_network_connectr]#&Hlhttpd 2 H]

LARSIME RIS ERA
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

= Targeted Policyf9/@M : 3432 ( File contexts )
FIRIEHIS 4 R S BN R B RAISELInuxt R , ErJERIREE N 4R
BRIEY , RN HER SRS RS,
BER , M/RERFHHET RS | ML T EEHIHEES )RR,
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2. SELinu|

&
IR RE(E)
07 - -

1Teach-CentOS7 =

a
&

+

Teach-Cent0S 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/Schoal)
ZE(\vV) IE() &EEEE)
G,

BsqOMW)  #E1H)

S-5-G-A- &P

B sshy//rootmesrssseansa @2

Pl ol == R R

1.69.35.213:22 v

@& .

[» EENSAISIE,

29

[root@Centos7Teach ~]#| tree /etc/selinux/targeted,/contexts/ |

/etc/selinux/targeted/contexts/

dbus_contexts
default_contexts
default_type
failsafe_context
files
file_contexts
file_contexts
file_contexts
file_contexts
file_contexts
file_contexts
media
initrc_context
Txc_contexts
removable_context
securetty_types
sepgsql_contexts
snapperd_contexts
systemd_contexts

users
guest_u
root
staff_u
sysadm_u
unconfined_u
user_u
xguest_u

userhelper_context

customizable_types

.bin
.homedirs
.homedirs.bin
.subs
.subs_dist

3 10-6 Policy ZB45 BIZRIEHEA

EE

HEA

contexts/

T F2 T3 contexts

modules/

£ policy iR {LER

modulesfactive

FE % policy HR{EEF ( RHBA EFAM policy )

modules/previous

£ER policy BH{EEF ( R4 A HRAR policy )

policy/

TERI Z IR policy 371

modules/“/booleans

Tehit policy Fag-1-IREIEIATE

modules/*/booleans local

BEX policy B RE (FRFMZHTRERIMIILEET)

contexts/iiles

Domain Type Y policy {523 {4

contextsfileffile_contests local

BIBEEE X policy iz FH#

WRERELKRE / B /

virtual_domain_context
virtual_image_context
x_contexts

2 directories, 30 files
[root@centos7Teach ~]# _

w

|- Ry paig s .
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

» f/RERMRE
NTEERE , SELinuxPRE T 1FZ R {EbooleanfS#L , HJLUBITIEXIX
LS B R — L SELiInuxAYIR RE.
SELinuxfpZR{Eboolean/EMHERYIER(F , BFERYAESBgetsebool ( FRENTR/RIE
boolean/BEHYIAZ ) Fsetsebool ( TE/R{EbooleanE )
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

getsebool
[Thie
getsebool ar S AEY BB HI % & I SELinux booleans BHAHASE £
|§7573

# getssbool [j&I0]
1T PR FE AT getsebool BEBIA S EFIXTNAE , 0B 10-13 Firim , B AME(EEIR
T HiRBRI0E 10-7 Fir -

B 10-13 getsebool 317

[enmikeA]

getsebool Fr- S FRETRIHAE, 03 10-7 Fig.
% 10-7 getsebool & kIR

g ] HEA
-a PIE{EAE SELinux Bl B RINARER{ERTS
boalean 2 HiAFE2--EEEAR boolean &, HITERLE boolean BIE HIA7E
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2. SELinu|

i 1Teach-Centos7 = (3

WRERELKRE / B /

& Teach-CentOS 7 - root@CentosTTeach:/etc/selinux/targeted/contexts - Xshell 5 (Free for Home/School)
MR &E|E) EEV) IR0 EEEE) SOW) =2EH) B sshi/froot™ =2 @211.69.35.213:22
0F - | G- NDNe | &-n-9-4- €@ 6 E B - @

[» EENSAISIE,

32

[root@Centos7Teach contexts]#|getseboo1 httpd_enab1e_cgi|
httpd_enable_cgi --> on
[root@centos7Teach contexts]# |getsebool -a |
abrt_anon_write --> off
abrt_handle_event --> off
abrt_upload_watch_anon_write --> on
antivirus_can_scan_system --> off
antivirus_use_jit --> off
auditadm_exec_content --> on
authlogin_nsswitch_use_ldap --> off
authlogin_radius --> off
authlogin_yubikey --> off
awstats_purge_apache_log_files --> off
boinc_execmem --> on
cdrecord_read_content --> off

lcluster_can_network_connect --> off

cluster_manage_all_files --> off
cluster_use_execmem --> off
cobbler_anon_write --> off
cobbler_can_network_connect --»> off
cobbler_use_cifs --> off
cobbler_use_nfs --> off
collectd_tcp_network_connect --> off
condor_tcp_network_connect --> off
conman_can_network --> off
container_connect_any --> off
cron_can_relabel --> off
cron_system_cronjob_use_shares --> off
cron_userdomain_transition --> on
cups_execmem --> off
cvs_read_shadow --> off
daemons_dump_core --> off
daemons_enable_cluster_mode --> off
daemons_use_tcp_wrapper --> off
daemons_use_tty --> off
dbadm_exec_content --> on
dbadm_manage_user_files --> off
dbadm_read_user_files --> off
deny_execmem --> off

deny_ptrace --> off

|- Ry paig s

ssh://root@211.69.35.213:22 @ 55H2 xterm I 80x40

1. 4031 1&E

CAP NUM
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

setsebool

[WhiE
setsebool #5458 37FNE5E SELinux boolean F1E M -
[5i]

‘ # sotsebool [i%1W]
[&EmikER]
setsebool a5 FERIREE, 0% 10-8 fiR-

% 10-8 setsebool HrSkn

AT iHEA

TR, MR SREREER, FATBEH R4 SELinu: booleans [l FIRA

-NPV EFRER HRIRE, TRARGREHENE. TSREEERNEN  IIRE EATm
ERAEERTBY

=EITER boolean B 55 - By ERE B itE— S EEILESME, B
TES I EUHREEEREZER < =" &

onghi 1 | Bl {E- & TEEs boolean BHE AT BIRE
off 2 0 | Bit{E- £HTFEEeR boolean EHEMXE AT

boolean

value
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2. SELinu|

WRERELKRE / B /

E  1Tcach-Centos7 = (K3

& Teach-CentOS$ 7 - roct@CentosTTeach:/etc/selinux/targeted/contexts - Xshell 5 (Free for Home/School) —
MR &E|E) EEV) IR0 EEEE) SOW) =2EH) B sshy/froot ™= @211,69.35.213:22
0 Gi- Ol&-5-G-24-1€@ 08 - @0, »EASESSE

34

[root@Centos7Teach contexts]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> off
[root@Centos7Teach contexts]#
[root@Centos7Teach contexts]# [setsebool -P httpd_enable_homedirs 1
[root@Centos7Teach contexts]#
[root@Centos7Teach contexts]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> on

[root@cCentos7Teach contexts]#

[root@centos7Teach contexts]# _

|- Ry paig s

sshiffroot@211.69.35.213:22 @S5H2  xterm I~ 80x40 @ 9,31 185
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

n FRNEMIZE
TR contextBEFRIZEHIRFZHRENEF. #12. KRB RASELInuxi R |
O] FAsRIZES Puser, process, 4N BRIEM | TTEXIE N processAIEN
1T IHTAEENES PR,
BRI , XEHRTLAETIENBD (user) . EANER (program ) BIEAMT A
FHUEENIR |, SiHEIRAEENR AR , T OERER RN ( overflow )
[BJRR , MIERHY SRS NIt BB E L.

» ) ¢
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy
n PN EHIRE
SELinuxBY_E R IOE RSV FRAR,
USER:ROLE:TYPE[:LEVEL[:CATEGORY]]
EIREEFRER"BESDR . B— 1FERAAF{USER} , B NMFEERAIEE
{ROLE},FBE=NNFERARBEUTYPE) , SHAANFEERANRBI{LEVEL) , BRNFERNAD
Z{CATEGORY},

HeprE AR BILEVELFI SE{CATEGORYRF R AT mls ( strict ) SRlgH , Fr
Vg vl Elpvin=s: ) nalil
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy
n PN EHIRE
SELinuxBY_E R IOE RSV FRAR,
USER:ROLE:TYPE[:LEVEL[:CATEGORY]]
EIREEFRER"BESDR . B— 1FERAAF{USER} , B NMFEERAIEE
{ROLE},FBE=NNFERARBEUTYPE) , SHAANFEERANRBI{LEVEL) , BRNFERNAD
Z{CATEGORY},

HeprE AR BILEVELFI SE{CATEGORYRF R AT mls ( strict ) SRlgH , Fr
Vg vl Elpvin=s: ) nalil
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy
s FREMETE : USER

FF&in il SELinux REFMSEASESHENSN, S 5&EEFHETRS
BRETE|—-~ SELinux AP - APS {02l Linux £ UID, RSB, ARCRS

{58 - SELinw FENFI=F user HFS{i03 10-9 PR -
=109 APSHh AR

B 113
user_u Tl A PE R R G AR iz
system_u FANLI3IE A R R R PR
root root & F ERIFE

users 7 SELinux SEHEZEALY targeted PIIRER AR NERER, BEHE SELInux RS
HRR mis Cstricty FREERGPLLITEE, FraTiig SELinux Users EEL), “_u” FER,
root Bg b«

o
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2. SELinux 2.6 SELinux#p/RIEFI L FXXEes

Policy
s R EMIZAE : ROLE
SELinuxaBoRAETHERGIEEE (RBAC) RE , MABERBACHEER
M. SELinuxIKP#IRTISENEE  MASHE FEREGENE, , At
SELinuxFB P S1aRIER AT
AERZRZPARFRENATHEAR , BEANESAEXIM KRN FAR.
X, BRMNgEABEERobject_r,
ERFRIABEEEsystem_r,
FBFHRAESELinuxBY Ea SRS SREIARIMARE.,
= SELinuxcREESEEY Atargetedhy , FAFRIFBE Asystem_r ;
= HSELinuxcREGSEE Amls ( strict ) B , FAFBIRBE Asysadm_r, staff_r. user_r,

- BPIAR , FURSFHIGD , AEABESAEINR , BRULIESESD
At BRFE—NERREER—HE.

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

s ERXEIMEIRIE : TPYE

SELinux3RBER ARG EIR ( subject ) FNE(K ( object ) XD AARERIA |, B8
DNEARMREGEHIEREN T — 1R | S TFSELinuxeEBIEN T REFGHFr
B LAR SRS | AEHERRHERRRIINRIAE,

HB— P REERITHRIHEERERRT , HE3EE (type ) tBFR/9IE ( domain )
SELinux3SBYZ2SELinux security contextPEREEERVER(Z , ESELinux Type
Enforcement ( SELinuxzSB23& ! ( TE) ) RYOBE , THIR(ELL_t"ERE.
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

n P RYEMIRIE : LEVEL
SELinuxZkBIEmls ( strict ) SRIGEYE 4,
— P mISSEREIZE—XIKE . BERAAERS-ESR , NEREIRBIZE—EHEY ,
LA LMNERERS , 41s0-s05s02—1FaY.
BRIERENNLLERIs0-515 , HFHENERiEE.,
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

m F RN EMIRE : CATEGORY
SELinux338Emls ( strict ) SRERRIEM | (NFTESSELinuxigEX 4. BR. BFSF

AERIT .
HRIE&EMATI72E/9c0-c1023,
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy

n FRYEMEE (Is-Z/ps-Z/id -Z
SELInuxXIRFFINF S-S TN , BERIN— -2 SR BREARFI AR

ZE E T,
LXK E T contextsBIERUIRM A SRS | BEREMNAILNERSS |, Bifa
SRR,

BE L T X contexts BB SEERIs -Z. ps -ZFlid -Z,
s -Zap S EEETENMHHE BREABTHN LT XER

ps ZEFEREEHENTE L TXER

id Z2EEEEAESNNTE L TXER.
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& Teach-CentOS 7 - root@CentosTTeach:/ - Xshell 5 (Free for Home/School)
IR REE EENV IRM EEEE) &S00 #E8H) & sshyfroot === @311,69.35.213:22 -
106 - Gi - Do 8-n-9-4- €@ 6 [+ - M - b EENSESE, SRR,

T :

[root@centos?Teach /]#|[1s -z /var}ﬁoq/Firewa11d|

-rw-r--r--. root root system_u:object_r:firewalld_var_log_t:s0 /var/log/firewalld -
2_ SE [root@cCentos7Teach /]# _-FYQEE
[root@centos7Teach /l#[ps -Z
— | LABEL PID TTY TIME CMD

unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 4399 pts/0 00:00:00 bash
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 5461 pts/0 00:00:00 ps
[root@cCentos7Teach /]#
[root@Centos7Teach /]#|id -z | ]
unconfined_u:unconfined_r:uncontined_t:s0-s0:c0.c1023
[root@Centos7Teach /]#

[root@centos7Teach /]# _

3 1010 ¥ contexts Bl R
4R e

system_u FFHLIHE B RN RIRfE SELinux A PR
object_r FHREERANATRE R
admin_home_t EFEV{HH) SELinux BIE{ZEE reot BRR-ABF
s0 FARE AR 2RI

.

. |- Ry =2 Enyaa e b
N | e
TAEE Eg"J T~ /| sshitsroot@211.69.35.215:22 @SSHZ2  xterm I 100x40 1. 1224 185F CAP NUM




2. SELinux

2.6 SELinuxfh/R{EF] L FXHLE

Policy
s _EREMEN : cheon

[thiEl

cheon &34 T 18P 371 SELinux 324 F T .

5]

# cheon [#IN] [-u SELinux B P] [-r @8] [ TE] [ 2680 a0
# chcon [£If] --reference=8£ 37 iE

[ETiEH]
cheon &5 IR 1t HiRER AN 10-11 T
2 10-11 cheon fSpklimp A
p2.3 7] HAA
R BT AR T
--reference MEXHO B HEREZE LT

-h

-—-no-dereference, SiMFEFRHiEE

—user=USER. wHEBHTAANEELITY

—role=ROLE, & BETEZ 2B ER

—range=RANGE: %% set role ROLE in the target
security context Birsr 2 itmEE

~type=TYFE. TIEfriRERITE LTI #H

ARREZD KRS/ bl / 139382 +

ETMERRRER




2. SELinu

Policy |
= FRX)

IRIERAS / BB / |

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) —
MR &E|E) EEV) IR0 BEEEE) &#0W) ZEH) B sshyffrootrsrasseess @211.69.35.213:22
0 GE- O&-53-9-4- €@ 18 B-E- @0, »EEEEs

1Teach-CentOS7 = (3

a X

P

46

-
[root@Centos7Teach /]#|cp --preserve=all /var/log/firewalld ~/|
[root@Centos7Teach /1#
[root@Centos7Teach /]# cd ~

[root@cCentos7Teach ~]# 1s

demo.conf samba.install.sh vsftpd.install.sh

firewalld samba.remove.sh  vsftpd.remove.sh

[root@Centos7Teach ~]#

[root@centos7Teach ~]# 1s -z firewalld

-rw-r--r--. root root system_u:object_r:firewalld_var_log_t:s0 firewalld
[root@Centos7Teach ~]#
[root@centos7Teach ~]#|chcon -t admin_home_t firewalld |
[root@cCentos7Teach ~]#
[root@cCentos7Teach ~]# 1s -z firewalld

-rw-r--r--. root root system_u:object_r:admin_home_t:s0 firewalld
[root@Centos7Teach ~]#

| [root@centos7Teach ~]# _

B ARSI
ssh://root@211.69.35.213:22 @ssH2  xterm I 80x40 0. 1624 18

Ll

.

CAP NUM
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2. SELinux 2.6 SELinux75/RIEH L F X EeS

Policy
s _ERXEMEN : semanage

[iEi]
‘ # semanage [i%IR]
[ETiEA]
semanage a5 < i B HRERI0SR 10-12 Fr .
% 10-12 semanage s ATmx A

IR HEA

-a —add, EmimgEE LT

-d —delete, HFFETERIRIRETZ LT3

-0 —deleteall; MBEFAAMNITESEX LT
-m —modify, EiEERINREE TR

4 —listy, BTIRETEEET I

-n —noheading. FET5EHEE
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& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

48

TP BEE =BV IEN AREE) BOW BHH 8 sh/rooeg o e .
2ol B Q& o-9- 4 €8 UG B~ - . SENEESE, SssuE .
1Teach-CentOS7 = (3 3 E

. [Eooﬁ@C§ntOjTEea?h ~]#|semanage fcontext —! | ~

-bash: /usr/sbin/semanage: No such Tile or directory ’~

2 - S E LI n u [root@centos7Teach ~]#|yum install semanage /.I\{E*DJ:-FIEEE
Loaded plugins: fastestmirror

Load1ng mirror speeds from cached hostfile
base: mirrors.cqu.edu.cn

epel: mirrors.tongji.edu.cn

extras: mirrors.cqu.edu.cn

Polic
)/ updates: mirrors.cqu.edu.cn
-|No package semanage available.
| | |: Q II Error: Nothing to do

[root@Centos7Teach ~]# |yum provides semanage |
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: centos.ustc.edu.cn

epel: mirrors.tongji.edu.cn

extras: centos.ustc.edu.cn

—
E

Ed

=

a
Ed

=

o

1 % updates: centos.ustc.edu.cn
policycoreutils-python-2.5-17.1.el17.x86_64 : SELinux policy core python

rutilities
Repo : base
Matched from:
Filename : /usr/sbin/semanage

[root@Centos7Teach ~]#|yum install policycoreutils-python |
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
base: centos.ustc.edu.cn

epel: mirrors.tongji.edu.cn

extras: centos.ustc.edu.cn

updates: centos.ustc.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package policycoreutils-python.x86_64 0:2.
--> Processing Dependency: setools-Tibs >= 3.3.

Bl

E

kS

*

5-17.1.e17 will be installed
8-1 for package: policycoreutils-

python-2.5-17.1.e17.x86_64
--> Processing Dependency: Tibsemanage-python >= 2.5-5 for package: policycoreut
ils-python-2.5-17.1.e17.x86_64

.

|- Ry s pang s @
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2. SELinu

Policy
= FRY]

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

49

IR REE EENV) IRM EEEE) &S00 #E8H) B sshy/frogtFrrrsasnasss @211.69.35.213:22 -

- |0 G~ O E-2-9-4- €@ B - - . b SENSESE, SRR
1Teach-Cent0S7 = (B4 =

1.e17.x86_64 "

--> Processing Dependency: Tibapol.so.4(VERS_4.0)(64bit) for package: policycore
utils-python-2.5-17.1.e17.x86_64
--> Processing Dependency: checkpolicy for package: policycoreutils-python-2.5-1

17.1.e17.x86_64

--> Processing Dependency: Tibgpol.so.1()(64bit) for package: policycoreutils-py
thon-2.5-17.1.e17.x86_64

--> Processing Dependency: libapol.so0.4()(64bit) for package: policycoreutils-py
thon-2.5-17.1.e17.x86_64

--> Running transaction check

---> Package audit-Tlibs-python.x86_64 0:2.7.6-3.e17 will be installed

---> Package checkpolicy.x86_64 0:2.5-4.e17 will be installed

---> Package libegroup.x86_64 0:0.41-13.e17 will be installed

---> Package libsemanage-python.x86_64 0:2.5-8.e17 will be installed

---> Package python-IPy.noarch 0:0.75-6.e17 will be 1installed

---> Package setools-Tibs.x86_64 0:3.3.8-1.1.e17 will be installed

--> Finished Dependency Resolution

WRRELKRE / b /-

" Dependencies Resolved

Package Arch Version Repository Size

Installing:
policycoreutils-python x86_64 2.5-17.1.e17 base 446 k

Installing for dependencies:
audit-1ibs-python x86_64 2.7.6-3.e17 base 73 k
checkpolicy x86_64 2.5-4.e17 base 290 k
Tibcgroup x86_64 0.41-13.e17 base 65 k
Tibsemanage-python x86_64 2.5-8.e17 base 104 k
python-IPy noarch 0.75-6.e17 base 32 k
setools-1ibs x86_64 3.3.8-1.1.e17 base 612 k

Transaction Summary

Install 1 Package (+6 Dependent packages)

Total download size: 1.6 M

Installed size: 5.1 M

Is this ok [y/d/N]: _

b ieiarm s aes =y - =
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RIEFN ETXEE




2. SELinu

Policy
= FRY]

WRRELKRE / b /-

[root@Centos7Teach ~]#[semanage login -1 |

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School)

MF) REE) EEV) IEM HEIEEB) SHOW) #EEHH) B sshyfrogtrrmressrrs @211.69.35.213:22

0 G - O&E-53-9-24- €@ L8 & - -0

1Teach-CentOS7 = (3

3 EEN=/E,

Login Name SELinux User MLS/MCS Range Service
_default__ unconfined_u s0-s0:c0.c1023 *
root unconfined_u s0-s0:c0.c1023 ®
system_u system_u s0-s50:c0.c1023 ®
[root@centos7Teach ~]#isemanage module -1 | tail |

wine 100 pp

wireshark 100 PP

xen 100 PP

Xguest 100 s]s]

Xserver 100 pp

zabbix 100 Pp

zarafa 100 PP

zebra 100 PP

zoneminder 100 pp

zosremote 100 PP

[root@Centos7Teach ~]#

[root@cCentos7Teach ~]#|semanage port -1 | tail |

zabbix_port_t tcp TO0ST

zarafa_port_t tcp 236, 237

zebra_port_t tcp 2606, 2608-2609, 2600-2604
zebra_port_t udp 2606, 2608-2609, 2600-2604
zented_port_t tcp 1229

zented_port_t udp 1229
zookeeper_client_port_t tcp 2181
zookeeper_election_port_t tcp 3888
zookeeper_leader_port_t tcp 2888

zope_port_t tcp 8021

[root@Centos7Teach ~]#

[root@centos7Teach ~]# _

- R o=y

ssh://root@211.69.35.213:22 & S5H2 xterm I 80x40 i, 32,24 185

.

CAP NUM

/RIEF ETXEE




2. SELinux 2. TRLENE

httpdfBXAYSELInUXZ £ ZRAS

(1) TiRME
SELinux ZEREE FIEGE XREAY, B SELnux §31 hitpd RS AIERSIEE 2%, AENTIRE
Al R RSP SR R B A RS, SO e R R n csRs T, B R R T

(Dt ¥ hitpd BlAssb BB P AR, B E S T Frr-

‘ # setsebool -P httpd_can_network_connect_db 1 |
@71 nitpd 3555 CGI 2R, AREG SR

‘ # setsebool -P httpd_enable_cai 1 |
(SFLYF hitpd i75(5] cifs ITHRGEER, HIR e ST

‘ # setsebool -P httpd_use_oifs 1 |
@sL¥F Apache M mod_auth_pam 1831 , Hi8{Far S 0T P .

‘ # setsebool -P allow_httpd_mod_auth_pam 1 |
E#73F hitpd 53] NFS 3£ 55E, EREm ST,

‘ # setsebool -P httpd_use_nfs 1 |
EIT hitp SHAHIEERE T, BREaS0 T .

‘ # setsebool -P httpd_can_sendmail 1 |
(DFLYF hitpd LS memcache RS EE, HiE(Far ST AT

‘ # setsebool -P httpd_can_network_memcache 1 |
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2. SELinux 2. TRLENE

httpdAESEHSE! ins iz SRR

(2) &2 I Tx

INRHLEE-1HIEN (I0 Apache, FTP, rsync %) HEMERTH, ALLBE =S
T3 public_content_t 2t public_content_rw_t, jx4be T3 FHIERIFIETER
SRS S, INRETAENES, NIES public_content_rw_t AZEEIHRE .

(InEJi%n public_content_t 25814528, stiF nitpd fRS1EERvartipd B, Hi&(Ea <
MNTFTs-
# semanage foontext -a -t public_content_t "/etc/httpd(/.=)?"
# restorecon -F -R -v fetc/httpd

@Bt public_content_rw_t 26BUFA, fiF ntipd FESvarwww BREFEF .
FE, 2izEEEH/EMTE all_httpd_anon_write, Ei#FaiSI0T A

# semanage fcontext -a -t public_content_rw_t "/var/www(/.=)?"

# restorecon -F -R -v fvar/www/html

B SEFRERNE: TR E R A R IR 10-14 fr.
¥ 1014 22 PRI BECERE

XHSRFRANE T3 PR

fvar/cache hitpd_cache_t

Apache FIE it httpd_config_t

{E21 CVS MBRIER httpd_cvs_content _t

Apache AR httpd_log_t

hitpd £IEAEEE httpd_squid_content_t

hitpd F47ER httpd_sys_content_t
/E.II__:EEP Eé’tj—j(?— / B)Tﬁﬁ%jz / 139382 OiEE hitpd B85 E htipd_sys_rw_content_t




2. SELinux 2. TRLENE

FTPH#ERAYSELinuxZ £ SRR

(1) TRE

Dsiif ip XS APKEFRPENER, HREaw ST s

‘ # setsebool -P ftp_home_dir 1 |
@Ak S B fp ARSI REPLIPTE, BRGS0 FE.

‘ # setsebool -P allow_ftpd_full_access 1 |
@it fip FEEEIER , HiEFan S 0T Fir.

‘ # setsebool -P ftpd_connect_db 1 |
@it fip HE cifs R4, ARSI T AT

‘ # setsebool -P allow_ftpd_use cifs |
E5it fip HE NFS o &%, B eS0T k.

‘ # setsebool -P allow_ftpd_use nfs 1 |
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2. SELinux 2. TRLENE

FTPH#ERAYSELinuxZ £ SRR

(2)y =2 T
BRI EEFRERREe T 3O SRR R0 1015 Brrk.
F 1015 T2 FRICHEECRE

MHSAFEEE g ol ol T2 T
fetc/BF TR fip 3745 fipd_ect_t
{eil fip FRERIE ftpd_tig T ia9T fipd_sxec t
| fip 38 B5{W7E fipd_initre_t {8 T3S fipd_initre_exec_t
fip B fipd_lock_t
fip £ /imp B F T4 AR fipd_tmp_t
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2. SELinux 2. TRLENE

MySQUIBRHYSELinuxZ & 2l

(1) RfE
DA APEE MySQL BR5T=8, EARFar 20T Fir.
# setsebool -P allow_user_mysqgl_connect 1 ‘
@it mysqld REEEFMARROS , HiFa S0 T Frr-
| # setsebool -P mysgl_connect_any 1 ‘
(2) B ETX
Bt SRRERNEe LT SR EE AR R 10-16 Frr.
#1016 T2 F FICHEXCRE

S BT el all L
mysald HriEEE mysgld_db_t
Triffe/etc/ BRT-HY mysal 37 mysald_stc_t
Fl) mysal F2FRRAE mysald_tigeizdT mysqld_exec_t
2] mysagl 32 E{W7T mysqgld_initre_t{sdizfT mysgld_initre_exec_t
=] mysgl 3 FE{W7E mysgld_safe_t iaiAiz{T mysqld_safe_exec t
mysal FE4TEtmp B F TR mysqld_tmp_t
mysgl TEi§7E varun B 3§ T-BERTST mysgld_var_run_t .~
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2. SELinux 2. TRLENE

MySQUIBRHYSELinuxZ & 2l

(1) RfE
DA APEE MySQL BR5T=8, EARFar 20T Fir.
# setsebool -P allow_user_mysqgl_connect 1 ‘
@it mysqld REEEFMARROS , HiFa S0 T Frr-
| # setsebool -P mysgl_connect_any 1 ‘
(2) B ETX
Bt SRRERNEe LT SR EE AR R 10-16 Frr.
#1016 T2 F FICHEXCRE

S BT el all L
mysald HriEEE mysgld_db_t
Triffe/etc/ BRT-HY mysal 37 mysald_stc_t
Fl) mysal F2FRRAE mysald_tigeizdT mysqld_exec_t
2] mysagl 32 E{W7T mysqgld_initre_t{sdizfT mysgld_initre_exec_t
=] mysgl 3 FE{W7E mysgld_safe_t iaiAiz{T mysqld_safe_exec t
mysal FE4TEtmp B F TR mysqld_tmp_t
mysgl TEi§7E varun B 3§ T-BERTST mysgld_var_run_t .~
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& Teach-CentOS 7 - root@Centos7Teach:/var/www/html - Xshell 5 (Free for Home/Schoal)

R SEE ==V IEM AERER) SO0 EEHH) RPNy — R R .
- R 0 e-w-9-A- P 26 G- - . P SENSHSE, SR
1Teach-CentOS7 = (3 3

[root@Centos7Teach html]# 1s ~
[root@Centos7Teach html]# systemctl stop firewalld
[root@Centos7Teach html]# systemct]l start httpd

T

[root@Centos/Teach html|# getenforce |
Enforcing

[root@Centos7Teach html]# sestatus

SELinux status: enabled

SELinuxfs mount: /sys/fs/selinux

SELinux root directory: /etec/selinux

Loaded policy name: targeted k
Current mode: enforcing

Mode from config file: enforcing
dPolicy MLS status: enabled

Policy deny_unknown status: allowed

Max_kernel policy version: 28

1

Lroot@cCentos7Teach html]#
[root@cCentos7Teach html]# vi /etc/httpd/

conf/ conf.modules.d/ modules/
conf.d/ logs/ run,/
[root@Centos7Teach html]# vi /etc/httpd/conf
conf/ conf.d/ conf.modules.d/
[root@Centos7Teach html]# vi /etc/httpd/conf/
httpd.conf httpd.conf.rpmsave magic

[root@Centos7Teach html]# vi /etc/httpd/conf/httpd.conf

[root@Centos7Teach html]# systemct] restart httpd

Job for httpd.service failed because the control process exited with error code.
See "systemct] status httpd.service" and "journalct]l -xe" for details.

t: disabled)
Active: (Result: exit-code) since wed 2018-05-09 23:33:22 csT; 1lmin 12
|s ago

Lroot@Centos/Teach html]# systemct| status -1 httpd
httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/1ib/systemd/system/httpd.service; disabled; vendor prese

Docs: man:httpd(8)
man:apachect1(8)
Process: 6782 Execstop=/bin/kill -WINCH ${MAINPID}
Process: 6780 ExecStart=/usr/sbin/httpd $OPTIONS -DFOREGROUND

Main PID: 6780 (code=exited, status=1/FAILURE)

.

B AR .

ssh://root@211.69.35.213:22 @55H2  xterm T 80x40 0. 4027 1&E CAP NUM




«F Teach-CentOS 7 - root@Centos7Teach:/varfwww/html - Xshell 5 (Free for Home/Schoal) — O *

| wm smE =E0 TEM BEOEE SOW EEE) 8 sshfrookron@al] 69.35.21392 .
2ol B Q& o-9- 4 €8 UG B~ - . B EEIEEeE, SR
1Teach-CentOS7 = (3 o |

Ll

Loaded: loaded (/usr/1ib/systemd/system/httpd.service; disabled; vendor prese
it: disabled)
Active: (Result: exit-code) since wed 2018-05-09 23:33:22 csT; 1min 12
{s ago L
g Docs: man:httpd(8)

man:apachect1(8)
Process: 6782 ExecStop=/bin/kill -WINCH ${MAINPID}

Process: 6780 ExecStart=/usr/sbin/httpd $OPTIONS -DFOREGROUND

Main PID: 6780 (code=exited, status=1/FAILURE)

May 09 23:33:22 Centos7Teach httpd[6780] (13)Permission denied: AH00072: make_s
ock: could not bind to address [::]1:801
May 09 23:33:22 Centos7Teach httpd[6780] (13)Permission denied: AH00072: make_s

ock: could not bind to address 0.0.0.0:801 i
May 09 23:33:22 Centos/Teach httpd[6780]: no listening sockets available, shutti
ng down F

IMay 09 23:33:22 centos7Teach httpd[6780]: AHO0015: uUnable to open logs

May 09 23:33:22 centos7Teach systemd[1]: httpd.service: main process exited, cod
e=exited, status=1/FATLURE

May 09 23:33:22 cCentos7Teach kil11[6782]: kill: cannot find process ""

May 09 23:33:22 Centos7Teach systemd[1l]: httpd.service: control process exited,
code=exited status=1

May 09 23:33:22 Centos7Teach systemd[1]:

May 09 23:33:22 Centos7Teach systemd[1l]: Unit httpd.service entered failed state

May 09 23:33:22 centos7Teach systemd[1]: httpd.service failed.
|[root@centos7Teach html]# semanage port -a -t http_port_t -p tcp 801
[Foot@Centos7Teach html1]# semanage port -a -t http_port_t -p tcp 802
[FOOTE@CEntos/Teach REMIJ# Systemctl restart Attpd

[root@Centos7Teach html]#
[ root@Centos7Teach html]# semanage port -1 | grep http

_cache_port_t tcp 8080, 8118, 8123, 10001-10010
_cache_port_t udp 3130
_port_t tcp 802, 801,|80, 81, 443, 488, 8008, 8009,
8443, 9000
pegasus_ _port_t tcp 5988
pegasus_ s_port_t tcp 5989
[rootudcentos/Teach ntmil]# _

.

|- Ry aE 2 e e -

ssh://root@211.69.35.213:22 @55H2  xterm T 80x40 0. 4027 1&E CAP NUM

T s — — e =




3.fa kIS 3 B

Ih KSR RS s L & — REERIERS.
HXIEEERYE — RISV FAIRE LV SSSRIERIMBBEZ A | it

RIRHAIERNMNESEETERSS  EEEIEET.

= . HREHAR | RYRESARE L — DO TR KB LEIEARF
PIEBRILE , SRS RRABRSS I/ ML | FHERE SR EIIE.

: {F%Egingcpﬂfaamﬂﬁ& A 2 S AR R AR S5 SRR AR S B SR I A

s EUFIRE - A5 @iﬂ_’,”"uﬂl?z&a%ﬁﬁtéﬁ HEESE | iz ARBIKER
S LEEICRARNENSE | LEERSSRES IET EXZ MBI,
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3.PaKIE 3 ARSI

PoXIEERDA=2E , BIEITEIXE. NARE AR AR
FHK IS,
= ELIERKIE -
A AR EIEMEF RIS ENR | IS MNUREILER.
il dtetik, SHOREBUSEIHTON , FSTSEREAIB KT SN
( Filtering Rule ) ¥H71%3d, —EAMENUREIIRN RS NS SILIEM
MITCEE , MR T2 SR B R E A RE.
EASE KIS RERNDEN | BN EEH RN ER
( URUE ARG XS EREARLL )
ggﬁWX%R%IWEm%Em%m%,#x%%%%ﬁm&¢MﬁE%§
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3.PaKIE 3 ARSI

PkIEEZED A=, BIEEIEMHXIE, NMARIE ISR AR
B KR,
= N FCEERG KIS ¢

N AREpXETFERBIERCREAFINEX |, BRABSHNEFmE—
FFiEX , NmiEERIBiriRSEs | FHEBRIRS SR ERIEUER R EHRF |
SARRETIE, SNFRERFANREN ISR FimET |, NI ST =R
Egiﬁﬂﬁﬁﬁfdl‘iﬁ\iﬁﬂﬁﬁ\%ﬁﬁ , BEFERN RN EEX N SEEE T8
EJ e Y]
R ARG IR MY EERIBEE IR BRI E B FIMEUE | FetllEEE R DT
RS HEHMFE & NS E.
Fﬁggﬁ@gkﬁﬂ?&fﬂﬂﬁﬁﬁ%ﬂ , EIT TSN BRI EIRT B =SB
IX—)QL N %_lm\o
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3.PaKIE 3 ARSI

PoXIEERDA=2E , BIEITEIXE. NARE AR AR
FHK IS,
n RESHEMBG KA -

ErKEBIEIS A BOIRER | FERBYINFASIE R TAFAIRTIR TR AMEUEX
gﬁ%ﬁﬁww%ﬁﬁw%¢ﬁm§ﬁ@w,#ﬁﬁ%ﬂﬁﬁﬂ%@ﬁ&é&
RS MEAIEIERER T XIS MUREAOKED. thil. dbhk, SHOLURERS
(EEBHTOATHIRRN &, Yi—bRE T "RIEILIE ( Session Filtering ) "TAE.
RSB T 1SS SRR TR L RS RI58S , B
ORISR | iSRS SRR IR I S AR
|31L‘J\Iu\o
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3- Bﬁxiﬁ 3.2 Linuxp X5

Linuxi2t T — PN EEMFRIIETE |, BlNetfilter/iptables
( http://www.netfilter.org ) , IZBAXIETERE=ERZEM , FEHAILA
E—aREER = LEUE1T,
= Netfilter/ iptablesljJ eEA , FARE  JLRANRERERIHITIE
LRI,
s F—AFBERLnuERAPERE REIRIBI NSRS | iptableski FEIERA
IAARZLinux LI B EINRERY 4R FBFE R

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




3 . BEXi%Z 3.2 LinuxPhAdis

Netfilter/iptables ( IPEREITIERS ) 2—FIhgesE KNI R , 7]
FTa00. JRiEFOMIERAINI, N RERELTEREITE P KIEFTE
TEFNARIEX , HEFETETREIEaEEERY | FRIZREMT
Linux1zH, EITEERF , RS EARRRISE ( chain) B, =R
Netfilter/iptablestE AM{JTS2 " BNENN" |, (BELR EERANEH |
EDNetfilterfliptablesZEf,
= Netfilter8{4F79"W1%ZS(E] ( Kernelspace ) ", @WZH—EF7D. BEHEL
IEETIRRAER , XERESNHAEEHEIRESEROERIRINEE,
m iptables?BF2—FTH , FRA"BFZSIA ( Userspace ) ", BIEEAN. 2
AR BT IRERFIRNTEEZ. BIFERAAPZSEELESREEN
AN, XEERNEFEERZSERIBIR IR,
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3 . B]}J_Xi%z 3.2 LinuxppAdiE

MNRERZXTXBELE, siFRL AV R E L SRR
SUREMOZAARNE, INRFENLURESHNIILAS , BRAACCEPTIELT
1ZEEEE T , DROPEYREJECTRIBZEFHFRILETEE.

n FRIEMINFFMRERIEUEERIZEEY | aJLUSHINIS EE e+, EFINPUTHE.
OUTPUTHEFORWARDHHX 3NMEESIBREIL ERTAENAEE, B, KE6H
(e FESEAY2EEY ( AN0PREROUTINGFIPOSTROUTING ) |, AR BFENAHE,

NREFIECFEBINRHBEIERS , BFANIZEEE BRI NZEIERITIERAVINPUTEE,

NREIERIRE REREPERFFTERZAIAENEINEMTR , FARLHESERERS—
HNERARSE | BRAEIRBERUEBEIOUTPUTEHE,

NREIERIRBEINEBRFHRMEANEP AR R LR B HRIEERIFORWARDIE,
s EVRNFBGEREESAIIVEZ R , M LUH TEREGITEIF Y. AREEMN
APZERET(E , SEUERRRNA KGR , RZTaESREAXER | THR
SURERBRIM , X MIIERRYERE.

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



3.Pa kIS 3.2 LinuxB5kis
SRS ELinuxE XSRS I RN B 7R,

A
== (DROP)
ﬂh INPUT chain (&1 A8 B :
£E8
FORWARD chain (3E&HE
- HESHEED
EZ
- QUTPUT chain (EHE) - Eiihe
Bz

B AR

AR EZS AT / Bl / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



3 . BEXi%Z 3.3 iptablesfEcEETE

iptables

1851 £ Netfilter/iptables & FRER1HF e iptables 27 XN, FHAFAMEFMEEE
RE P TEIFHEE MR e R AR e, SEIIAE . . WL R SRS N R e SR —
RO T FT T

# iptables [j&If]
iptables &5 4§k iHERINSE 10-19 FiT-
% 10-19 iptables & <kln
730 HEH
[t tables] B 1] 0E R =T
command E iptables sy EMITAERE
match TE < B4R B S 4L I L8 B BRRIHHLE
target I 55400 T LEE R Bk, 4T 2L 48 1E
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3 . BEXizé]z 3.3 iptablesfYfic B =18

iptables : tablesZ%{

m [-t tableliIZETSOIHERNER 2T EIER | BB SRS EREHIE
SRINFIREREHRE RIS ISR, B3fr] BAIZRIEI , BIFilter, NATHO
Mangle, 1ZIEIAZ WY , WNERFKIEE | NFilter FA{EERNAR. BKSL
IAYTHEEAN T,

m Filters®®

Filter BRI RM0RE, , ATLEEARIRIRE GRS , IRBEMNEH
4TDROPEFACCEPTIRE,
FilterREERTEUERAITIE.
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3 . BEXizé]Z 3.3 iptablesfYfic B =18

iptables : tables&%§

" [ bl HERRER Z SMOTE | FROA NS
SAMNFIsERVEHERITIEER. B3 nI BRIZRIEIN , BFilter, NATAO
Mangle, 1ZIEIIAEVHY , ANERFKIEE , NFilter BIEEVAR. =KL
IAYThEEUN .

m NATEE

HURE RS E BRIPHEIE | —EHRERInternetBIIPHEIL#EZK , ABAIERM
ERENSNBEEATLANESIIE | A7 BFtRESAENEZEM |, o]
ASR B EEHBI AR ( NAT )

B KIEHRNATR =2 T8It EEHR,
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3 . BEXizé]Z 3.3 iptablesfYfic B =18

iptables : tables&%£{

n [-t table BRI ERNERZ /MU AR | TERIBRFERELE
BRIRNFNSERNEIERITER. B3 FERYZRIEI , ROFilter, NATAO
Mangle, ZIEIASEMEY , WNERFKIEE . NFilterBIERIAR, BFREL
IMAYTHEESN T,

= MangleZ :

FERFRIENZES , BPYUNEARABNERELNAE , TEZHITTCPL
IS HBERE | IXNFEES I WERRSE , BIPREROUTING, POSTROUTING,
OUTPUT. INPUT#OFORWARD,

PREROUTING : TEEHANBGXIFZ G EEEHEAIMZ sl SEUEE ;

POSTROUTING : {EFiBEREBFIM< FEMEIES ;

OUTPUT : EEEN BN ZRIE SEUES ;

INPUT : EE#MEEHREIA 5 , (BERAPTHERNERERIEZRESEUES ;

FORWARD : {HifiE 8055 A B It B SE iz
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3 . BEXizé]Z 3.3 iptablesfYfic B =18

iptables : command&#

F 10-20 @GS B

. P /,—
B commandg| #es HIRE tablesap S EH1T
= ‘ —-append, JERTEEAEFRIIAN - S EHhEEERTHEL &5, W2 P HhEiF=
BUERME, fll|  * | s reswesmimrns o neemmensemmmmzs | RGO
D —delete, M EAEHIPMEENN - HFEEEEISEEMEEEENN . —EMNNEERE Y

—RIEEANETISAES (SREPEIIEFEEM 1 1ES)

—replace. TERTAPRIEISETE (SREPINNEFEEM 13RS ) BRAN. ©81F
R ERMZITREMD - SEHIFRRMIERLES . -2 PR 8
IR EF AT LLAREHT 05kt MRS S R

—insert. R4RELAINNIE-SoRTEE PG NN - MNREFSA 1. M0SIHE FIELER
FIBEA RS A 1

—list: TRETASE PRIETEAN - iNREEEER . B TEERGHAENE, NRFREETT
8. METHAENEE - FERLSTEGESHEEm. 0ty EE58

-L

r —flush, HERTAANE - MPETEENR: WETHERPIEE, IRFEETTSE. W
AP FATEH

-Z —zero. {OfEEEE (MNMFIETE . MBLARTES) RIETEHEHEIEE

N —new-chain. 1RiBF FIEEREF B ETT0E

—delete-chain. WEFISERIRFEEXE . MR EWE M - MRWsIA- WiszE
X émﬁgjﬂgﬂﬁﬁﬁﬁﬁ—*ﬁ ZHEMAN - RERREEH, BREGSHSMEINERREEN

—policys #E3%ESH AR target ¢ T]ARYE DROP 30 ACCEPT), j2- target $705%H8 " FR
-P EUR TS MMIT e s A R RS - DR PRSI A I RN B AEREENE e
B BT 2 E ARG R

—rename-chain: WEEXFRIMTES R, EENESTA FRFEG. EETrh
MEE. W SENSEREEEHIERE

ARREZD KRS/ bl / 139382 - —help, BTERENEE




3 . BEXizé]z 3.3 iptablesfYfic B =18

iptables : command&£{
= commandZiptablesipSHRIREZEAHNED , HENiptablestp SEHIT
HUIERAE. B0 , AR, SRRNGARINZSERIZR E S PRAN,

F+10-21 FBARRIRE Hhi
p3 1] Dl TS ThiiHER
IEIEIERL IR, ES-sUER - AN HidEEREEDm
v —list. —apend. — | Hiht JMWIEHEE . TOSHE . FHi0ETHSE, HoitdEEe K
—VEI';:I-OSE insert. -—-delete 30 | M B2 G AR - 08 -v --apend « —insert . —delete af—replace 1%
replace F» iptables SHitiFARNHE B TMNEINEGAEER. LEESER
bt e
—::act ~list fE—list fit p A SIS B TR TRAIEE 3B RS aEFnist A
s ist i A 1P TR O AN SR, Mf22iAREE. thn
—-numeric FiE . PEEEEEFEE 28, HIRmOERm-list £/
—ling- st st list ERRAT: {FRESTEENNTHEERRIES 24F
numbers Bl HERS
-C» .
~set | eSle TSP rppeamroAMEYA I 013
counters
ItkikITE iptables FEMIHESEFRAET . RE2FEETRE—%
—modprbe | 5 i F5— modprobe &4 TIENER BTN « 5 TR,
%iiﬁﬁ&ﬁa‘ﬁﬂﬁﬁ—’h%iﬁﬁ FlIFHER A %S . iptables thaniEinT
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3 . BEXi%Z 3.3 iptablesfEcEETE

iptables : match&%#{
= iptablesapSRIAIEMatchEB D IaELIEE SN ILECFT M EBRYHIE (10

IRIEIERN BRI 1Y ) |, BARIFASEAT.
generic matches : BFALE , ERATATERIAN ;
TCP matches : TCPULED , REERRFILECTCPE ;
UDP matches : UDPPLED , REEFBFPLECUDPE] ;
ICMP matches : ICMPILES , REEFBFILHECICMPE ;
status matches : JAZSPCED |, IRIBIASHEHITICED , S0RFEEFIEIAIRISRERIRHIZE.
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3 . BEXizé]Z 3.3 iptablesfYfic B =18

iptables : target&%§
s BinZ2HRMNGEIERRIE , RESHNEHNEIERMZITHAERE.
» RTYARFRAFPEXBERZI  AEFZY AN BinEATEZSEMUE R
9N0LOG (1I2%HZE ) . REDIRECT ( #UEEEREM ) . MARK (fRICEUER ) .
MIRROR ( E&EUEE ) FIMASQUERADE ( 2&E#4EE ) &,

#F 10-23 FEH BinEzEHE
&8 1
ERHRE, SRR SEH ACCEPT B2 NEMNEWET (RIFEEER

ACCEPT | ), HEHEIL R (BATHIRDAREEHE—E b, A 5EREn
E25), HBIEE 4 ACCEPT

EHEE, SRR SEH DROF BirAIN S £ ER SAE FEiRE. FETHEH

OROP | s ” weon@, & Eémtigss 0 DROP
nesecr | BESHER, ZEFIIESS DROP B4HER: {8 H DROP ff - 41 DROP FRIIE

REJECT & Hirix HE & s $1IEBATEEE /7. BT ISE A REJECT

FBIbiEE R, FANHizE RETURN Birit SiE#NLEREREE LR D a8 Eama
RETURN | §§, mRELE INPUT 22589558, ISR E6IAIEN S5 SEMRE . BWiSE-
RETURN
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3 . Bjj Xi%z 3.4 iptablesfit&
iptables]ASELE -

m L% yuminstall iptables iptables-services
[E5) : systemctl start iptables

K[ : systemctl stop iptables

FHHBERB5N : systemctl enable iptables

= FEEED : systemctl disable iptables
JRZ : systemctl status iptables
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& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

IR SRE|E) EEV) IEM EREE) S0 EEHH) B ssheffrooterrrssssans @211.69.35.213:22 -
- |0 G~ O & -2-6-4- €9 LG F- . b SENSESE, SRR

1Teach-CentOS7 = (3 =

Ll

[root@Centos7Teach ~]# systemct]l is-active firewalld

active

[root@Centos7Teach ~]# systemct] is-enabled firewalld

enabled

[root@centos7Teach ~]# iptables --version

iptables v1.4.21

[root@Centos7Teach ~]#

[root@Centos7Teach ~]# systemct] stop firewalld

[root@Centos7Teach ~]#

[root@Centos7Teach ~]# systemct]l disable firewalld

Removed symlink /etc/systemd/system/multi-user.target.wants/firewalld.service.
Removed symlink /etc/systemd/system/dbus-org.fedoraproject.FirewallDl.service.
[root@Centos7Teach ~]#

[root@Centos7Teach ~]# systemct] is-active firewalld

unknown

[root@Centos7Teach ~]# systemct] is-enabled firewalld

disabled

[root@Centos7Teach ~]#|systemct] mask firewalld|

Created symlink from /etc/systemd/system/firewalld.service to /dev/null.
[root@cCentos7Teach ~]#

[root@Centos7Teach ~]# [yum install -y iptabTes-services |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

base: mirrors.cqu.edu.cn

epel: mirrors.tongji.edu.cn

extras: mirrors.cqu.edu.cn

updates: mirrors.cqu.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package iptables-services.x86_64 0:1.4.21-18.3.e17_4 will be installed
--> Finished Dependency Resolution

E

E

Dependencies Resolved

package Arch Version Repository Size
Installing:

iptables-services x86_64 1.4.21-18.3.e17_4 updates 51 k

B (AR EEATE - =

ssh://root@211.69.35.213:22 @55H2  xterm T 80x40 0. 4024 1&F CAP NUM
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3.f5KiE

WRRELKRE / b /-

] IR SRE|E) EEV) IEM EREE) S0 EEHH) & ssh:ffroob™ = =rrr@a1,69.35.213:22 -
D& B O & -@-9-A- €@ 1B B~ e (@, P EENSESE SEENE.

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

1Teach-€ent057 . + =
[root@Centos7Teach ~]#|systemct1 start iptables | ~
[root@Centos7Teach ~]#| systemct]l enable iptables

Created symlink from /etc/systemd/system/basic.target.wants/iptables.service to
Jusr/1ib/systemd/system/iptables.service.

[root@centos7Teach ~]# systemct] is-active iptables

active

[root@Centos7Teach ~]# systemct]l is-enabled iptables

enabled
[root@centos7Teach ~]#|iptables -L |

JIchain INPUT (policy ACCEFT)

target prot opt source destination

ACCEPT all -- anywhere anywhere state RELATED,ESTA
BLISHED

ACCEPT icmp -- anywhere anywhere

ACCEPT all -- anywhere anywhere

ACEEPT tcp -- anywhere anywhere state NEW tcp dpt:
ss

REJECT all -- anywhere anywhere reject-with icmp-h

Jost-prohibited

Chain FORWARD (policy ACCEPT)

|target prot opt source destination

REJECT all -- anywhere anywhere reject-with icmp-h
ost-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@cCentos7Teach ~]#

| [root@centos7Teach ~]# _

.

|- Ry s pang s @

ssh://root@211.69.35.213:22 @55H2  xterm [T 80x40 0. 2924 1&E CAP NUM
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3 . BE Xi%z 3.4 iptablesfit&

iptablesfINIETE : InOECE

= FEEZENRDO , NEETCPIMNYAY22iHO T H RS,
# iptables -t filter -A INPUT -p tcp --dport 22 -j ACCEPT
# iptables -t filter -A OUTPUT -p tcp --sport 22 -j ACCEPT

s KiFARZENmRO , NECEAITEIS TCPIMYAY445im O HER S,
# iptables -t filter -A INPUT -p tcp --dport 445 -j DROP
# iptables -t filter -A OUTPUT -p tcp --sport 445 -j DROP

s FEERRSWmO , NEERIFRIIHTTPIERIR SIS0,
# iptables -t filter -A INPUT -p tcp --dport http -j DROP
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3 . ij Xi%z 3.4 iptablesfit&

iptablesfINEIE : [PiHBUIFCE
n fERE RPN |, AR —RRIPHIING ARG , HRFHEEIGEZ
IPHBAILE,
# iptables -t filter -A INPUT -s xxx.xxx.xxx.xxx -j DROP
# iptables -t filter -A OUTPUT -d xxx.xxx.xxx.xxx -j DROP

w FREIIPHBIIES |, ANFEREIPHBUIES (172.16.124.0/24 ) FR{E—HtBiLiA(E]
24t , BRGEBERETZIPHIE P E—IPEiL,
# iptables -t filter -A INPUT -s xxx.xxx.xxx.xxx/x -j DROP
# iptables -t filter -A OUTPUT -d xxx.xxx.xxx.xxx/x -j DROP
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3 . ij Xi%z 3.4 iptablesfit&

iptablesfiNE1E : IPHMUISiROEES
w (REHIPHIINGAIRIRO , (BB E—RIRIPHINSER R SRY220H
( TCPIMY ) .
# iptables -t filter -A INPUT -s xxx.XXX.Xxxx.xxx -p tcp --dport 22 -j DROP
= AIFRERIPHANARIRFRIIRSS IO , AT REERIPHUEHIRRSRIHTTP
RS imE.,
# iptables -t filter -A INPUT -s xxx.Xxx.xxx.xxx/x -p tcp --dport http -j ACCEPT
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iptablestiETR | MEEHMYECE

» FCERBICMPIMY , MECEEBMNREFIEIL PINGT UM AR Sl
# iptables -t filter -A INPUT -p icmp -j DROP
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3 . ij Xi%z 3.4 iptablesfit&

iptablesfINEIE : N-<ZORE
= iptablesfr KIFAT IR RN REFEOIREARRISREEIN , DARIHE
A EAEI K EE A AethOM-Kij51E) RFeAI80iH .
# iptables -t filter -A INPUT -i ethO -p tcp --dport 80 -j DROP
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3 . ij Xi%z 3.4 iptablesfit&

iptablesfINEIE : MACHBHUIFACE
= EEEMACHUFHIRIFTEBEEXGIE.

# iptables -t filter -A INPUT -m mac -mac-source XX:XX:XX:XX:XX:XX -j DROP
n {EEMEPE—EEPHI HEEMACHUTHNET GRS ISR,

# iptables -t filter -A INPUT -5 XXX.XXX.XXX.XXX/X -mM mac -mac-source
XXXX XX XX XX XX -) DROP

= NP E—EEIPHEE B EEMACHIERIFHIE AR FRN22 Sim .,
# iptables -t filter -A INPUT -p tcp --dport 22 -5 XXX.XXX.XXX.XXX/X -mM mac -mac-
source XX XX XX XX:XX:XX -j ACCEPT
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3 . ij Xi%z 3.4 iptablesfit&

iptablesLIARIER
= TRIER KGN ESHIER

= MHFREECERY ZELERILRERIPHENE I N RS B K IEHN
# iptables -t filter -D INPUT -s xxx.xxx.xxx.xxx/x -j DROP

= ARIERG SRR

m iptablesfi X IEEIRIEEZEFAIMNIINEHI THER . a0MERfilterzc
INPUTHERISE—RANI,
# iptables -t filter -D INPUT 1
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3 . ij Xizélz 3.4 iptablesfit&
iptablesfINNZRL -

n RN
= Y0filterRAFINPUTSERYSE — SN A RBEMEOFRIRS" |, IRz
NIE Ry EERE MBI ST E MR, &S T,
# iptables -t filter -R INPUT 2 ! -s xxx.xxx.xxx.xxx -j REJECT

= (BN

= YNfilterRAINPUTHERIBOARMNI 9" B2 AT B EER" | IUFZENARL
NHESA" e RINFR A SRR , HECEm<SUT.
# iptables -t filter -P INPUT ACCEPT

» ) ¢

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



3 . ij Xi%z 3.4 iptablesfit&

iptablesiCRAMNIFLLZHIHE :
» EREEIREEMEREF  SESERIPHIER AR NGO , SEHE
ERTEEIEEERICREImessages HEH , LUEF BRI ST

SIEH,
s IREEANPHEIL N AIXLEBI XIS AT 225w " H B RS E EICRE
messages Hi&,

# iptables -t filter -A INPUT -s xxx.xxx.xxx.xxx -p tcp --dport 22 -j LOG
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3 . BE Xi%z 3.4 iptablesfit&

iptablesEATARINY :
= iptablesPiXIEELERG . BIXEE T IERE R EEMAYEARIN,
s [REIFFEEOABASESIEFTAN

# iptables -p INPUT DROP

= [REFTEEOARE ABENEFARN

# iptables -p FORWARD DROP

= fREIFFEECAREHEAEFTAN
# iptables -p OUTPUT DROP
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3 . ij Xi%z 3.4 iptablesfit&

iptablespsDDoSIN :

» BRSSPI SSIERMDDOST/E | #IFELERIAIE) , AlfEiptables
B KiE EdATIRIR)E R BR .

= FNHMFIBIAITCP 80im , SRVEEAGEIL 1000T , SanEERS , FRblE
PR ARIEREI251,

# iptables -t filter -A INPUT -p tcp --dport 80 -m limit --limit 25/minute --limit-
burst 100 -j ACCEPT
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3 . ij Xi%z 3.4 iptablesfit&

iptablesfSYN FIoodIQﬁ_.t ;

s [KIEARTFEBRFEREY , XEIENEHEERRIRZS , aJLAERSYN
1:3“*/ \;E Bﬂ-u:ﬁ B.IJ:IG;E TX*RHIJIE [=1R

= AFFLESYN FloodIds |, BIXYSYNEESHITIEREIR S,

# iptables -t filter -A INPUT -p tcp --syn -m limit --limit 25/minute --limit-burst
100 -j ACCEPT
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& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O K b
P RRE ZEBV IRM ERFE) S0W  #EH) B sshi/frogterressesees @211.69.35.213:22 -
DE- & EB- hHO &8 H3-0-4- €9 L0 @ B - . B EAISNSE, SESNEARE,

1Teach-CentOS7 = (R4 )

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 80 -m Timit --Tlimit 100/minute --limit-burst *
1000 -j ACCEPT P

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 8000 -s 10.0.0.0/8 -j ACCEPT

[root@Centos7Teach ~]# iptables -A INPUT -p tcp --dport 8000 -s 192.168.0.0/16 -j ACCEPT

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 8000 -s 172.16.0.0/16 -j ACCEPT

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 22 -s 211.69.32.121 -j ACCEPT

[r$ot@$entos7Teach ~]# diptables -A INPUT -p tcp --dport 22 -j LOG --Tlog-prefix "fw-22-port" --Tog-Tle

vel info

[root@centos7Teach ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp --  anywhere anywhere tcp dpt:http Timit: avg 100/min burst
1000

ACCEPT tcp -- 10.0.0.0/8 anywhere tcp dpt:irdmi

ACCEPT tcp -- 192.168.0.0/16 anywhere tcp dpt:iirdmi

ACCEPT tcp -- 172.16.0.0/16 anywhere tcp dpt:irdmi

ACCEPT tep -- 211.69.32.121 anywhere tcp dpt:ssh

LOG tcp --  anywhere anywhere tcp dpt:ssh LOG level info prefix "fw-
22-port"

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@centos7Teach ~]# iptables -L -n

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:80 Timit: avg 100/min burst 10
00

ACCEPT tcp -- 10.0.0.0/8 0.0.0.0/0 tcp dpt:8000

ACCEPT tep -- 192.168.0.0/16 0.0.0.0/0 tep dpt:8000

ACCEPT tcp -- 172.16.0.0/16 0.0.0.0/0 tcp dpt:8000

ACCEPT tep -- 211.69.32.121 0.0.0.0/0 tcp dpt:22

LOG tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:22 LOG flags 0 level 6 prefix
"fw-22-port"

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

[root@centos7Teach ~]# _

- Rritesa-s s - =

ssh//root@211.69.35.213:22 B55H2  xterm [T 100x43 B 4324 1eE CAP NUM
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4. Z Gt A1BELEHTE-Nmap

Nmap2— MHREZIIMEBLINTER |, @1z TEREHHKHMS
ELEA , FUAEN LWL TRIPRES  FEBE i RE
FHL EETHNEREFEESIRAERE | &EEeer iz TR
AR R FHISSEIAMR A,

Nmap2—IIREIFEBARIMESIRNTE , R EBRIMEEE
IERZE . E/INmapfrSCIlAYX ETNREIE R EENENBAI— 2R
Jiz. WEZEEHERAE L, RETRESARNENSTMTE |
ZeEE . B MEH TIRS SRR 205,
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4. Z Gt A1BELEHTE-Nmap

Nmap2Network MapperfI48E , HFyodorf£199756lJ## , IIEEE
RARENTEREZ—,

NmapfFA—1iRiTHIZE2TH , BHNEESRBLUTRS.

n BERE. NmapFF10ZF3EA T | A58 BIRESI3E |

s IS ETERMERZ. NmapszffWindows, Linux, BSD. Solaris. AIX. Mac OSZs
ZMY S, oJBENE ;

 (FHEE, NmapZTiSEREMRAER , EXREEEREHRE—IREREX ;
n HEP{EF. Nmap2fEGPLIMY FAFRY , 1£GPL licenseBSSEEIN T HHEFEHH.
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‘nmap.org!

NMAP. ORG

Nmap Security

Scanner

+ Intro

+ RefGuide
Install Guide
Download

" WHAT.1S.YOUR OPERATING SYSTEM N/ rvs 7
A 15 YO ErnG orens nor 1L/

Book Install Guide

Intro Reference Guide

Corig Download  Changelog Zenmap GUI Docs
- Bug Reports | OS Detection | Propaganda | Related Projects
In the Movies In the News
Security Lists
- Nmap
Announce .

+ Nmap Dev

. Bugtrag + Nmap 7.70 is now available! [release notes | download]
Fuﬁ [Prcineer + Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack article. £Nmap20!
Pen Test + Nmap 7.60 is now available! [release notes | download)

- Nmap 7.50 is now available! [relcase notes | download]
+ Nmap 7 is now available! [release notes | download]

+ We're pleased to release our new and Improved Icons of the Web project—a S-gigapixel interactive collage of the top million sites on the Internet!
Security Tools + Nmap has been discovered in two new movies! Ifs used to hack Matt Damon's brain in Elysium and also fo launch nuclear missiles in G.1. Joe: Retaliation!

PONNMEPRIR . \/cuc delighicd o announce Nmap 6.40 with 14 new NSE scripts, hundreds of new OS and version defection signatures, and many great new features! [Announcement/ Details], [Download Site]
+ We just released Nmap 6.25 with 85 acw NSE scripts, performance improvements, better OS/version detection, and more! [Announcement Details], [Download Site]

Vi - Any release as big as Nmap 6 is bound fo uncover a few bugs. We've now fixed them with Nmap 6.011

i — - Nmap 6 is now available! [release notes | download]

Wirel + The sccurity community has spoken! 3,000 of you shared favorite security tools for our relaunched SecTools Org. It is sort of like Yelp for security tools. Are you familiar with all of the 49 new tools in this edition?

it + Nemap 5.50 Released: Now with Gopher protocol support! Our first stable release in a vear includes 177 NSE seripts, 2.982 O fingerprints, and 7.310 version detection signatures. Release focuses were the Nmap Scripting Engine, performance, Zenmap GUL and the Nping packet analysis tool. [Download page | Release notes]

Packet crafiers « Those who missed Defcon can now watch Fyodor and David Fifield demonstrate the power of the Nmap Scripting Engine. They give an overview of NSE, use it to explore Microsoft's global network, write an NSE seript from scratch, and hack a webcam--all in 38 minutes! (Presentation video)

More + Icons of the Web: explore favicons for the top million web sites with our new poster and online viewer

+ We're delighted to announce the immediate, free availability of the Nmap Sccurify Scanner version 5.00. Don't miss the fop 5 improvements in Nmap 5
Site News - After years of effort, we are delighted to release Nmap Network Scanning: The Official Nmap Project Guide to Network Discovery and Security Scanning!
Advertising + We now have an active Nmap Facebook page and Trwitter feed to augment the mailing lists. All of these options offer RSS feeds as well

About/Contact
Site Search

[ys—

Introduction

Nmap ("Network Mapper”) is a free and open source (license) utility for network discovery and security auditing. Many systems and network administrators also find it useful for tasks such as network inventory, managing service upgrade schedules, and monitoring host or service uptime. Nimap uses raw IP packets in novel ways to determine what hosts are available on
the network, what services (application name and version) those hosts are offering, what operating systems (and OS versions) they are running, what type of packet filters/firewalls are in use, and dozens of other characteristics. It was designed to rapidly scan large networks, but works fine against single hosts. Nmap runs on all major computer operating systems, and
official binary packages are available for Linux, Windows, and Mac OS X. In addition to the classic command-line Nmap executable, the Nmap suite includes an advanced GUI and results viewer (Zenmap), a flexible data transfer, redirection, and debugging tool (Ncat), a utility for comparing scan results (Ndiff), and a packet generation and response analysis tool
(Nping)

Nimap was named “Security Product of the Year” by Linux Journal, Info World, LinuxQuestions.Org, and Codetalker Digest. It was even featured in twelve movies, including The Matrix Reloaded, Die Hard 4, Girl With the Dragon Tattoo, and The Bourne Ultimatum.
Nemap is

« Flexible: Supports dozens of advanced techniques for mapping out networks filled with IP filters, firewalls, routers, and other obstacles. This includes many port scanning mechanisms (both TCP & UDP), OS detection, version detection, ping sweeps, and more. Sec the documentation page.

+ Powerful: Nmap has been used to scan huge networks of literally hundreds of thousands of machines

+ Portable: Most operating systems are supported, including Linux, Microsoft Windows, FreeBSD, OpenBSD, Solaris, IRIX, Mac 0 X, HP-UX, NetBSD. Sun OS, Amiga, and more.

+ Easy- While Nmap offers a rich set of advanced features for power users, you can start out as simply as "nmap -v -A rargethost’_ Both traditional command line and graphical (GUT) versions are available to suit your preference. Binaries are available for those who do not wish to compile Nmap from source

Free: The primary goals of the Nmap Project is to help malke the Iaternet a little more secure and to provide administrators/auditers/hackers with an advanced tool for exploring their networks. Nmap is available for free download, and also comes with full source code that you may modify and redistribute under the terms of the license

« Well Documented: Significant cffort has been put into comprehensive and up-to-date man pages, whitepapers, tutorials, and even a whole book! Find them in multiple languages here

- Supported: While Nmap comes with no warranty, it is well supported by a vibrant community of developers and users. Most of this interaction occurs on the Nmap mailing lists. Most bug reports and questions should be sent to the nmap-der list, but enly after you read the guidelines. We recommend that all users subscribe to the low-traffic nmap-hackers
announcement list. You can also find Nmap on Faccbook and Trwitter. For real-time chat, join the #nmap channel on Freenode or EFNet

+ Acclaimed: Nmap has won numerous awards, including "Information Security Product of the Year" by Linux Journal, Info World and Codetatker Digest. It has been featured in hundreds of magazine articles, several movies, dozens of books, and one comic book series. Visit the press page for further details

Popular: Thousands of people download Nmap every day, and it is included with many operating systems (Redhat Linux, Debian Linux. Gentoo, FreeBSD, OpenBSD, etc). It is among the top ten (out of 30.000) programs at the Freshmeat Net repository. This is important because it lends Nmap its vibrant development and user support communities.

Nrmap users are encouraged to subscribe to the Nimap-hackers mailing list. It is a low volume (8 posts in 2016), moderated list for the most important announcements about Nmap, Insecure org, and related projects. You can join more than 128,000 current subscribers by submitting your cmail address here:

[ | [ Subscribe to Nmap-hackers |
(or subscribe with custom options from the Nmap-hackers list info page)

We also have a development list for more hardcore members (especially programmers) who are interested in helping the project by helping with coding, testing, feature ideas, etc. New (test/beta) versions of Nmap are sometimes released here prior to general availability for QA purposes. You can subscribe at the Nmap-dev list info page
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
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1Teach-CentDS 7 =

[root@Centos7Teach ~]#|yum install nmap |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: ftp.sjtu.edu.cn

epel: mirrors.tongji.edu.cn

extras: ftp.sjtu.edu.cn

updates: ftp.sjtu.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package nmap.x86_64 2:6.40-7.e17 will be installed

F

1--> Processing Dependency: nmap-ncat = 2:6.40-7.e17 for package: 2:nmap-6.40-7.e
117 .x86_64
|--> Running transaction check

---> Package nmap-ncat.x86_64 2:6.40-7.e17 will be installed

| =-> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
{Installing:

nmap x86_64 2:6.40-7.e17 base 4.0 M

Installing for dependencies:

nmap-ncat x86_64 2:6.40-7.e17 base 201 k

Transaction summary

Install 1 Package (+1 Dependent package)

Total download size: 4.2 M
Installed size: 17 M
Is this ok [y/d/N]: _

B (A ERISRTENE @

ssh://root@211.69.35.213:22 F55H2  xterm I 80x40 @ 3321 1&E CAP NUM
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
MEHF) REE) EENV LEM EEEE) SFOW) E#EH) 8 sshyfrootrrererer@211 50.35.213:22 - 9 7
=R G- O, P SENSESE, SHEEN..

E-n-9-4- €9 HA H-E-@ 2.

1Teach-CentDS 7 = ©

é [root@Centos7Teach ~]#|nmap -sn 10.10.3.201-220 | .
4. 2R

—
Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 01:57 CST EEHL'I'IE-Nmap
Nmap scan report for 10.10.3.201
Host is up (0.00082s Tlatency).
MAC Address: 00:50:56:AF:5D:AF (vMware)
Nmap scan report for 10.10.3.207
Host is up (0.0013s latency).
MAC Address: 00:50:56:AF:05:31 (vMware)
Nmap scan report for 10.10.3.208
lHost is up (0.0011ls latency). L
MAC Address: 00:50:56:AF:FA:2A (vMware)
|Nmap scan report for 10.10.3.209
Host is up (0.0012s latency).
|MAC Address: 00:50:56:AF:17:52 (vMware)
Nmap scan report for 10.10.3.210
Host is up (0.0011ls latency).
MAC Address: 00:50:56:AF:21:C3 (vMware)
Nmap scan report for 10.10.3.212
Host is up (0.00086s latency).
MAC Address: 00:50:56:AF:33:E3 (VMware)
|Nmap scan report for 10.10.3.214
Host is up (0.00037s latency).
MAC Address: 00:50:56:AF:60:CcC (vMware)
Nmap scan report for 10.10.3.220
Host is up (0.00079s latency).
MAC Address: 00:50:56:AF:B8:DB (VMware)
Nmap scan report for 10.10.3.213
Host 1is up.
Nmap done: 20 IP addresses (9 hosts up) scanned in 0.25 seconds
[root@Centos7Teach ~]# _

9
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4. RFL

L

WRERELKRE / B /|

& Teach-CentQS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) —
ZiHF &EE BENV IR0 EEEE) sOW) EEH B sshyfroot*resrssrs @211 60.35.213:22
e & (& O & -@-©§-4-€o 88 B-E- (@ 0. »EEEERE

1Teach-CentDS 7 =

[root@cCentos7Teach ~]# nmap -Pn 10.10.3.214

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 01:58 CST
Nmap scan report for 10.10.3.214

Host is up (0.000091s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:50:56:AF:60:cC (vMware)

INmap done: 1 IP address (1 host up) scanned in 0.13 seconds
[root@centos7Teach ~]# nmap -Pn 10.10.3.212

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 01:59 CST

|Nmap scan report for 10.10.3.212

Host is up (0.00057s Tlatency).
Not shown: 995 filtered ports
PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn
445 /tcp open microsoft-ds

13389/tcp open ms-wbt-server

5357/tcp open wsdapi
MAC Address: 00:50:56:AF:33:E3 (vMware)

Nmap done: 1 IP address (1 host up) scanned in 4.74 seconds
[root@Centos7Teach ~]# _

B (A ERISRTENE

sshi/froot@211.69.35.213:22 @ S55H2  xterm I 80x40 W 27,24 1&5

CAP NUM
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
13 - & &= - C E-;m-9-4- @ A H-E-® e SEMSESE, SSEN..

LS

@ 1Teach-Cent057 2 Teach-CentDS 7 =

[root@Centos7Teach ~]#|nmap -su 211.69.32.50 | .

r_3_1 ——
4.%2;6& Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:18 CST EEHL'I'IE-Nmap
£

[root@centos7Teach ~]# nmap -sU -F 211.69.32.50

1 [er

starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:22 CST
Nmap scan report for 211.69.32.50

JHost is up (0.00042s Tatency).

Not shown: 97 closed ports

PORT STATE SERVICE

111/udp open rpcbind L
161/udp open snmp

631/udp open|filtered ipp

|Nmap done: 1 IP address (1 host up) scanned in 98.51 seconds
[root@cCentos7Teach ~]#|nmap -s5 -F 211.69.32.50
Jstarting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:29 CST

Nmap scan report for 211.69.32.50
Host is up (0.00020s Tlatency).

PORT STATE SERVICE
]22/tcp  open ssh
180/tcp  open http
111/tcp open rpcbind
8080/tcp open http-proxy

JNmap done: 1 IP address (1 host up) scanned in 0.10 seconds
[root@Centos7Teach ~]#
[root@Centos7Teach ~]# _

.
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4. RFL

lcefp-submit.cgi

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
o G - O & -@-©§-4-€o 88 -0 . T SENZEAE, SsEhi..

1Teach-CentDS 7 = @ 2Teach-CentOS7 +

100

[root@Centos7Teach ~]# nmap -sv 10.10.3.214

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:12 CST

Nmap scan report for 10.10.3.214

Host is up (0.000065s latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh (protocol 2.0)

1 service unrecognized despite returning data. If you know the service/version,
please submit the following fingerprint at http://www.insecure.org/cgi-bin/servi

SF-Port22-T dhat-T1inux-gnu%r(

|SF:NULL,2A, [SSH-2\.0- OpenSSH 7\. 5p1\x20Ubuntu 10ubuntu0\ \r\n");

MAC Address 00:50:56:AF:60:CC (VMware)

|service detection performed. Please report any incorrect results at http://nmap.

org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.29 seconds
[root@cCentos7Teach ~]# nmap -sV 211.69.32.50

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:13 CST

{Nmap scan report for 211.69.32.50

Host is up (0.00020s latency).
Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh OpenssH 5.3 (protocol 2.0)

80/tcp open http Apache httpd

111/tcp open rpcbind 2-4 (RPC #100000)

8080/tcp open http Apache Tomcat/Coyote ISP engine 1.1

L

WRERELKRE / B /|

Service detection performed. Please report any incorrect results at http://nmap.
org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 6.44 seconds

[root@centos7Teach ~]# _

B (A ERISRTENE @

ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40 I 3424 2&E CAP NUM
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
MEHF) REE) EENV LEM EEEE) SFOW) E#EH) @ sshyfroot - e@311.69.35.213:22 - 1 O 1
o G - O & -@-©§-4-€o 88 F-E-® ., BEOEEes SsEm.

1Teach-CentDS 7 =

i& [root@Centos7Teach ~]#|nmap -0 --osscan-guess 211.69.32.50 | .
4R T

—
Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:16 CST EEHL'I'IE-Nmap
Nmap scan report for 211.69.32.50 |
Host is up (0.00030s latency).
Not shown: 996 closed ports |
PORT STATE SERVICE
22/tcp  open ssh
80/tcp open http
111/tcp open rpcbind
18080/tcp open http-proxy
Device type: general purpose
JRunning: Linux 2.6.X[3.X |
0S CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:Tinux:Tinux_kernel:3
|0s details: Linux 2.6.32 - 3.9
Network Distance: 3 hops

® 2 Teach-CentOS7 + -

0S detection performed. Please report any incorrect results at http://nmap.org/s
ubmit/ .

Nmap done: 1 IP address (1 host up) scanned in 2.12 seconds

[root@centos7Teach ~]# nmap -0 --osscan-guess 211.69.32.8

starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:16 CST
Nmap scan report for 211.69.32.8

Host is up (0.00034s Tatency).

A1l 1000 scanned ports on 211.69.32.8 are filtered

Too many fingerprints match this host to give specific 05 details

0S detection performed. Please report any incorrect results at http://nmap.org/s
ubmit/ .

Nmap done: 1 IP address (1 host up) scanned in 7.89 seconds

[root@Centos7Teach ~]# _
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4/?\2?[_\:?%1:@;)'1” A2 NZHEMTITAR : Snort
Snort2— 1 EEMFHIARRNEEE , BE 7 — RV FR
HUATECE .

SnortSCfR_ E BN AERNERFRT | BRREREI(. ZIEEICRE
. AEEURICGFIREMRT | AT ENAERINEENERET,
HFANFEENETL Y , Snort@Ed EFREENXANFZHNREREN
MIZETAE , XEERNAPRYKERS &R E T Sourcefire ( SnortAYHIEES )
FSTENXRY , WERTAILABITREN,

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn
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4 ggﬁ?é*ﬁilﬂu A2 NZHEMTITAR : Snort

SnortEETEHAENFIHR SEH1 T TAERY, ESnortalEII {44k
IHREFRFNEHIRSTIEHTESR | RN EREFRFANEEREE
FREIRE., SnortVEHEEMHEFREIRE LA IEHFICRETIZE
RISRIERETEZ K.
EREN M EESERSnortl Nt & AR S IUENEER.
SnortfSEFARVEIHRR A L ACE A EIA BRI E.
s — M EE BRYRI R 2alert_syslogiRiR | IZIRHRG AKX E SRIAHRIR
#HE (syslog) F ;
» B—PMRHERESUEERBIER | ZEREFEESnortEIREZEE R AXE—
NSQLEGRER ;
s [R_ EARTEIHRRSS  AEEMBmEERER |, X T iERAIE S
SnortBI3AEHERE,

BRILATE

nif

AR EZS AT / Bl / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn




Snort - Network Intrusic X | +

www.snortorg

Q @B Docoments  Downloods  Products  Community  Tolos  Confect

Maili art Scholarshi

Get Started @

Rules &

Documents ll

2018 Snort Scholarshipl

Find out if you are eligible and apply now for the

Get Started

1 Find the appropriate package for your operating system and insiall.

wget https://wwm.snort.org/downloads/snort/dag-2.0.6.tar.gz

wget https://wan.snort.org/downloads/snort/snort-2.9.11. 1. tar. gz

tar xvzf dag-2.0.6.tar.gz

cd dag-2.0.6
-/configure &% make && sudo make install

tar xvzf snort-2.9.11.1.tar.gz

cd snort-2.9.11.1

-/configure --enable-sourcefire & make 8 sudo make install

Downloads .



s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
MEHF) REE) EENV LEM EEEE) SFOW) E#EH) @ sshyfroot - e@311.69.35.213:22 - i 1 O 5
Ga- & F- DO & -B-0-4- €0 HA - B . P SEEESE, SEEN.

® 2 Teach-CentOS7 +

1 Teach-CentOS T =
[root@centos7Teach ~]# yum install https://www.snort.org/downloads/snort/daq-2.0|"

E%?z =
«|-6-1.centos7.x86_64.rpm 143 .
4-/ \2;6§ Loaded plugins: Tastestmirror z*ﬁ;ﬂ“IE . Snort

dag-2.0.6-1.centos7.x86_64.rpm | 147 kB 00:02
Examining /var/tmp/yum-root-1z8jq3/daq-2.0.6-1.centos7.x86_64.rpm: dag-2.0.6-1.x
86_64

Marking /var/tmp/yum-root-31z8jq3/dag-2.0.6-1.centos7.x86_64.rpm to be installed
Resolving Dependencies

--> Running transaction check

---> Package daq.x86_64 0:2.0.6-1 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
daq x86_64 2.0.6-1 /daq-2.0.6-1.centos7.x86_64 649 k

Transaction summary

Install 1 Package

1Total size: 649 k
Installed size: 649 k
1Is this ok [y/d/N]: _

.
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4., ?\éj%?@*ﬁ;m” ANRIENIA : last

last

s TRFEERFNAIIER. Xl. ERFE
HARGRHEE /var/log/wtmpﬁdﬂﬁ“tﬂaiﬁjtlj

= nvaﬂT last [-adRx][-f ][-n ][IKSEFR...] (LIRS ]

SF0RBA
-a BB NRFIENBFREIPHELE , B RERE—1T.
-d WGP LR AL FEHNB TR,
-f <IERH> BEIERNE | BWARER/var/logHR TRIwWtmpEHAYIES |, {B/var/logB=R
TEbtmpeE B RIABEFE | JUBREEESR , flillsshER |, BIEEAMANERIEK.
-n <BRHE> 5 - < BTRYIEL> REYHBRENERYIEL.
-R ARERENERGR TN ZFREIPHLL,
-X BREGKM , EFFN , URBITERNETEER,

I BRI pERNER
-t ERYYYYMMDDHHMMSSZ Bifl=E

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O * 1 O 7

TR &EE BEV 1AM EEEE SOW)  EEH) B sshy/froot** @ 211,69.35.213:22 -
Ga & B DO & 83-0-4- €0 806 - - . D SEMSSAE, ASEN..
1Teach-CentDS 7 = . |
é s |[root@centos7Teach /]#[last -n 10 | i |
«| root pts/1 10.10.0.1 Thu May 10 20:18 still Togged in = .
4.%,;“& root pts/0 10.10.3.212 Thu May 10 11:48 still logged in 2SI H : last
‘I root pts/2 10.10.0.1 Thu May 10 02:29 - 02:29 (00:00)
| root pts/2 10.10.0.1 Thu mMay 10 02:15 - 02:15 (00:00) |
| root pts/2 10.10.0.1 Thu May 10 02:14 - 02:15 (00:00)
root pts/1 10.10.0.1 Thu May 10 02:03 - 02:31 (00:27)
root pts/0 10.10.0.1 Thu May 10 01:01 - 02:31 (01:29)
reboot  system boot 3.10.0-693.21.1. Thu May 10 00:59 - 22:29 (21:29)
root pts/0 10.10.0.1 wed May 9 22:30 - down (02:29)
| root pts/0 10.10.0.1 wWed May 9 17:25 - 18:30 (01:05)

wtmp begins Sun Feb 25
[root@Centos7Teach /]1#|1
reboot  system boot
reboot  system boot
reboot  system boot
reboot  system boot
reboot  system boot
|reboot  system boot
reboot  system boot
reboot  system boot
{reboot  system boot
reboot  system boot

u May 10 00:59 - 22:29 (21:30)

sun May 6 22:57 - 00:59 (3+02:01)
sun May 6 22:56 - 00:59 (3+02:02)
wed May 2 17:28 - 22:56 (4+05:28)
Tue Apr 24 09:30 - 17:29 (8+07:58)
Mar 14 11:27 - 09:33 (40+22:05)
wed Mar 14 11:22 - 13:17 (-244+-22:-5
wed Mar 14 11:04 - 13:17 (-244+-21:-4
wed Mar 14 10:54 - 11:03 (00:09)

wed Mar 14 10:49 - 10:53 (00:04)

.10.0-693.21.
.10.0-693.21.
.10.0-693.21.
.10.0-693.21.
.10.0-693.17.
.10.0-693.17.
.10.0-693.17.
.10.0-693.17.
.10.0-693.17.

L2 LD WD L W) W Lo LD L) W
=
=

RPRRPRPRRPRPRPRPER

=
[
o

wtmp begins Sun Feb 25 22:00:53 2018

[root@Centos7Teach /]#|last -n 10 -x reboot -i 10.10.3.1

reboot  system boot Thu May 10 00:59 - 22:30 (21:30)
reboot  system boot sun May 6 22:57 - 00:59 (3+02:01)

| reboot system boot sun May 6 22:56 - 00:59 (3+02:02)
reboot  system boot wed May 2 17:28 - 22:56 (4+05:28)
reboot  system boot Tue Apr 24 09:30 - 17:29 (8+07:58)
reboot system boot Mar 14 11:27 - 09:33 (40+22:05)
reboot  system boot wed Mar 14 11:22 - 13:17 (-244+-22:-5
reboot  system boot Wed Mar 14 11:04 - 13:17 (-244+-21:-4
reboot system boot wed Mar 14 10:54 - 11:03 (00:09)
reboot system boot wed Mar 14 10:49 - 10:53 (00:04)

wtmp begins Sun Feb 25 22:00:53 2018 Q
[root@centos7Teach /]# _

[=leleojeolololele el
[=lslalalaolalaolslals
OO0 0O000O00O0O0Og
[=sfojaolelaolelelele

=

1]

o

.
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s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O *
ZHF) &EE) ZEV) IRM EEEE) SOMW) =EH) B sshyfroot*resrssrs @211 60.35.213:22 -
G- & R O & -B-0-4- € HBE - - . b SEISESE, SEER.

1Teach-Cent0S7 = (I3 -

|
[root@Centos7Teach /]#|last -f /var/ﬁoq/messaqes | head -10 | .

«|0x00 PRE 0.10.0.1 DST DF PROTO=TCP SPT Wed Oct 29 09:34 gone - no logout =4O .
4./?\2 & 33:47 Ce 4600 RES=0x0 -portIN=ens32 OU Mon Oct 3 23:24 gone - no logout "E*ﬁ;)n‘uIE ° IaSt

108

10.0.1 D 6:7f:00:22:9 5=0x00 PREC=0x00 sat May 8 21:34 gone - no logout
53 RES=0 PROTO=TCP S 2:33:47 Centos7T Tue Dec 15 06:06 gone - no logout
1f:00:22: rtIN=ens32 0 .10.0.1 DST=10.1 Thu Sep 5 09:55 gone - no logout
F PROTO= T0S=0x00 PRE DOW=155 RES=0x00 wed Aug 7 06:01 gone - no logout
-portIN= 22:33:46 Ce af:76:7f:00:22:9 Mon Mar 4 11:23 gone - no logout
S=0x00 P =10.10.0.1 D DF PROTO=TCP SP Wed Mar 22 01:09 gone - no logout
10 22:33 WINDOW=155 R fw-22-portIN=en Sun Jan 2 16:54 gone - no logout
|:00 SRC= :50:56:af:76 3 LEN=40 T0S=0x0 Mon oct 9 04:10 gone - no logout
[root@centos7Teach /]#
[root@Centos7Teach /]#|last -n 10 -t 20180510120000

root pts/0 10.10.3.212 Thu May 10 11:48 still logged 1in
root pts/2 10.10.0.1 Thu mMay 10 02:29 - 02:29 (00:00)
root pts/2 10.10.0.1 Thu May 10 02:15 - 02:15 (00:00)
iroot pts/2 10.10.0.1 Thu May 10 02:14 - 02:15 (00:00)
root pts/1 10.10.0.1 Thu mMay 10 02:03 - 02:31 (00:27)
{root pts/0 10.10.0.1 Thu May 10 01:01 - 02:31 (01:29)
| reboot system boot 3.10.0-693.21.1. Thu May 10 00:59 - 22:34 (21:35)
root pts/0 10.10.0.1 wed May 9 22:30 - down (02:29)
root pts/0 10.10.0.1 wed May 9 17:25 - 18:30 (01:05)
| root pts/0 10.10.0.1 Tue May 8 22:21 - 23:24 (01:03)

wtmp begins Sun Feb 25 22:00:53 2018
[root@Centos7Teach /]#
[root@centos7Teach /]# _

.
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4., ?\éﬁgédzﬁilﬂxu ANEEMIA : lastb

lastb

s BTEESERXNHIE
HRRRBLEAS/var/log/btmp 8T HI T,

n TSHEEL ¢ lastb [-adRX][-f][-n < BRFIE [IKSRBFR. [ RimtwS...]
SE0RAA
A BB RGN EIREIP R e —T.
4 EIPHBEEIAL TR,
BRI ISR,
-n< BIRFIEL> 8- < B7RFIEL> REYHBENERFIEL.
R RETENRGENSFREIPHELL,
X BREGEEN, BT, MRS,

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



4. RFL

WERELKRE / B /-

3

s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O *
ZiHF &EE BENV IR0 EEEE) sOW) EEH & sshy/frootrressssresg 211 60.35.213:22 -
Ga & B DO & 83-0-4- €0 806 B- - . SEMESAE, AsEam
1Teach-CentDS 7 = ©
[root@Centos7Teach /]#|lastb -n 10 | .
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
btmp begins Tue May 1 ?f:ff:?f f?ff
[root@cCentos7Teach /]#|lastb -n 10 -d
root ssh:notty 0.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
root sshinotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)

btmp begins Tue May 1 03:12:02 20]
[root@centos7Teach /]#|lastbh root

awk '{print $3}'

| sort | unig -c | sort -nr|

303554 10.10.0.1
1 Tue
110.10.1.5
1

[root@Centos7Teach /]#
[root@cCentos7Teach /]# _

B (A ERISRTENE

ssh://root@211.69.35.213:22 & 55H2

xterm I 8040

.

13324 185 CAP NUM
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4 %éﬁgédzﬁ;mu 43NRISNIE : lastlog

lastlog
» BFEERP L—XINERER.

HARR R /var/log/lastlog A& L.
m 18T - lastlog [-bChRStu]

SEURAE

-b, --before DAYS print only lastlog records older than DAYS

-C, --clear clear lastlog record of an user (usable only with -u)
-h, --help display this help message and exit

-R, --root CHROOT_DIR directory to chroot into

-S, --set set lastlog record to current time (usable only with -u)
-t, --time DAYS print only lastlog records more recent than DAYS

-u, --user LOGIN print lastlog record of the specified LOGIN

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 - [ 1 1 2
Oe- & (B ODBO &8-3-0§-4- €0 3506 B- - @0 . PbEEmSmes ssenm. |

1Teach-CentDS 7 = ©

é s [root@Centos7Teach /]#|lastlog -u root | 2
| Username Port From Latest V.S .
4.%,;[;& root pts/1 10 20:18:29 +0800 2018 SR : lastlog
' lastlog -t 20180507120000 I

[root@Centos7Teach /1#

Username Port From Catest

root pts/1 10.10.0.1 Thu mMay 10 20:18:29 +0800 2018

bin **Never logged in**

daemon **Never logged in*¥

adm “*Never logged in*¥

1p **Never logged in¥*

sync **Never logged in** L
shutdown #“*Never logged in®¥

halt “*Never logged in*¥

mail **Never logged in**

operator #“*Never logged in®¥

games “*Never logged in®¥

ftp **Never logged in** L
nobody **Never logged in*¥ r
systemd-network “*Never logged in*¥

dbus **Never logged in**

polkitd **Never logged in*¥

postfix “*Never logged in*#

sshd “*Never logged in®¥ t
rpc **Never logged in*¥ !
arpwatch “*Never logged in*¥

tcpdump **Never logged in¥* B
apache **Never logged in**

mysq]l #“*Never logged in®¥

webalizer “*Never logged in*¥ f
rpcuser **Never logged in** t

[root@Centos7Teach /]#

.

B (A ERISRTENE @

iﬂﬁﬁjtp Ezﬁiﬁ / Bﬁﬁ%ﬁ / ‘ ssh://root@211.69.35.213:22 @ S55H2  xterm I 80x40 @ 31,24 185 CAP NUM
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4 -ggﬁﬁédﬁ\vﬂu ANEEMIAR : history

history
n ATFEREEHEIESHS | ElNAYE S NEFRHBEFRALRGSE
PXFNEHEGSENXFTHNEEBE NS X4,
1z < BRH{ERRRT 12@7.1_?}7_25Eﬁ/7}'\ , ESSITH |, AILAERfFS HITIEER
SNBSS, G0, BRITE2NAEGS , WEA2,
m Gp ST - history [155I1] [B%1]
SRR ¢
< EESUFIAERS |
BRESSENRBHSBAFEHS T
IR RO RS SN STIE RS SE R
AR HEHSENRGOENFERS X+

L 44
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s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
G- & (B DO &8 -3-0-4- €9 306 B~ - (@0 . [ SEIEESE SHEE.

1Teach-CentDS 7 = -

é s [root@c$nto_?7Teach /1#|history 10 | |
? « 1129 t -t 2018050/120000 O . L
4./ \,;E§ 1130 c?Zarog ‘.‘L;ﬂ“IE . hlstory

1131 history 10
1132 history | awk '{print $3}' | sort | unig -c | sort -nr
1133 clear
1134 history | awk '{print $3}' | sort | uniq -c | sort -nr | head 10
1135 history | awk '{print $3}' | sort | uniq -c | sort -nr | head -n 10
1136 history | awk '{print $3}' | sort | uniq -c | sort -nr | head -n 20
1137 clear
1138 history 10
[root@cCentos7Teach /]# history | awk "{print $3} | sort | uniq -c | sort -nr |
head -n 20 1
225 I
38 smb.conf k
36 restart
30 install
27 -A
24 -p
18 samba.install.sh
17 remove
16 start
16 -n
15 -L
14 u I
13 -1
12 autoremove '
12 -MN ]
11 -t
11 -su
11 -r
10 stop
10 ..
[root@centos7Teach /]# _
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