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s APERLnuxES , ARZERFP®E (name ) LAURER ( password )
BRLNuRERFZAHASEERIIERNNARER | BERERFRIAR
FAFRIIDERR (UID )

= UID ( UserID ) REFPHIIDFRE , 81MNEFPVIDEZRE— , BIIRE
MNEPEBNTS N —PNEE—RIUID , UIDIE—SXREIRALE.
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& Teach-CentQS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) —
MEHF) REE) EENV LEM EEEE) SFOW) E#EH)
3 - G- DO &-8-6-4-€¢

1 Teach-CentOS7 = (&4

@ sshyfroot*rrreeeerag511.,60.35.213:22

aflElB-6E- 00,

b
&

f» BEMSREE, MREH...

—
[root@Centos7Teach ~]#|cat /etc/login.defs | grep -v "A#" | grep -v "A§"|
MAIL_DIR /var/spool/maq |
PASS_MAX_DAYS 99999
PASS_MIN_DAYS 0
PASS_MIN_LEN 5
PASS WARN AGE 7

WRRELKRE / Bk / |

UID_MIN 1000
UID_MAX 60000
lSYS_UID_MIN 201
SYS_UID_MAX 999
GID_MIN 1000
1GID_MAX 60000
SYS_GID_MIN 201
SYS_GID_MAX 9299
CREATE_HOME yes
UMASK 077

USERGROUPS_ENAB yes
ENCRYPT_METHOD SHAS512
[root@Centos7Teach ~]#
[root@Centos7Teach ~1# _
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GID_MAXFAMETUHITEN. |
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s SAPEXNEREREFRE etc/passwdFl/etc/shadowF N3G,
m /etc/passwd
/etc/passwd 2 RFIRBIFHFB— 1Y |, ESEfR/etc/passwdFiiEEFHER
SN2  RARFTENREPEEXERICE.
P— MK "zhangsan" ERIBER SR , HIKSEERINELTU TR,
WEERET , RFEETcEA/ etc/passwd X , FIKTEAE B "zhangsan" kS ;

HERSHIVIDIE , RIBVIDEFARFFSD |

ARAEFUNRFE zhangsan" S, NsEEY/ etc/shadowI4HFIXT N AY zhangsan K&
A9ZERS |, AR TRMNERRE SN , FHRIEEEPECE S,
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2 N RETE 2 AR5 AR

SHEPEXNEE S

» SHPEXIEREREFE/ etc/passwdfll/etc/shadowf N34,

m /etc/passwd

/etc/passwdRRFIRBIFAFI— 1Y |, TESLfR/etc/passwdFiiEETHIER

SN2  RARFTENREPEEXERICE.

IN— MK "zhangsan" B RBER A , EIKSEERINELSTU TR,
WKSERET , RFEBETER/ etc/passwd 3 , FIKTRE B "zhangsan" kS ;
REKSAIVID(E , IRIBUIDEARFTISD ;

ARBEPUNREFE zhangsan"KS |, NEEEN/ etc/shadowIFHRTXTRAEY zhangsan” kS

RS |, ANRERBIZSLTRNERE TR |, FAREE AP ECE 4.
f£/etc/passwdfcEX 4+ , 8—1TEFRIE—NEHFPIMER . E—17871
¥, BV FRZER" "ol
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2N RE"

SARIREIAY / BB/ |

MEHF) REE) EEV) L1E([M EmEER) SHOW) EEH) & sshyffrootrressssresg 211 .60.35.213:22

0" & - NO &-B-9-4- €9 06 - - . B SEmEmeE S5

1Teach-CentDS 7 =

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) —

17

[root@Centos7Teach ~]#[cat /etc/passwd |

root:x:0:0:root:/root: /bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/shbin/nologin
adm:x:3:4:adm: /var/adm: /sbin/nologin
Tp:x:4:7:1p: /var/spool/lpd: /sbin/nologin
sync:x:5:0:sync:/sbin: /bin/sync
shutdown:x:6:0:shutdown:/shin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/shin/halt
mail:x:8:12:mail:/var/spool/mail:/shin/nologin
operator:x:11:0:operator:/root:/sbin/nologin

Tgames:x:12:100:games: /usr/games: /shin/nologin

ftp:x:14:50:FTP User:/var/ftp:/shin/nologin

nobody:x:99:99:Nobody: /:/sbin/nologin
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
dbus:x:81:81l:System message bus:/:/sbin/nologin
polkitd:x:999:997:User for polkitd:/:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/shin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
rpc:x:32:32:Rpchbind Daemon:/var/1ib/rpchind: /shin/nologin
arpwatch:x:77:77::/var/1ib/arpwatch: /shin/nologin
tepdump:x:72:72::/: /sbin/nologin

apache:x:48:48:Apache: /usr/share/httpd: /sbin/nologin
mysql:x:27:27:MariaDB Server:/var/1lib/mysql:/sbin/nologin
webalizer:x:67:996:webalizer: /var/www/usage:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/1lib/nfs:/shin/nologin
[root@Centos7Teach ~]# _

% 111 jetcipasswd FEE A

FH HER

E—FH root, FiPE (MRERAERE)

BIFR i5/etcishadow it

* root BRMEFHES. BEEMEE—178. FHETASNM

BIFH 0, FTAFA (root) ) UID {§

Eued 0, FLRAM (root) FRTELAM GID E

ELFR root: FRAPERIR REAIA, AILFRE

Epcaa froots FRAPAPABRMTE

BLER /binbash, F:TF FEE Shell R

B (A ERISRTENE

ssh://root@211.69.35.213:22 @ S55H2  xterm I 80x40 W 27,24 1&5
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S5RAFEXNEENY
» SHPEXIEREREFE/ etc/passwdfll/etc/shadowf N34,

m /etc/shadow
/etc/shadow{2/etc/passwdBIE,F 31 | BFHAZEH/etc/passwdr=4/Y,
/etc/shadowF[/etc/passwdE XS E#MY,
/etc/shadowS AT EIE T AR RBNINZRZ B AR Efthft/etc/passwd
REEENERER. (LAFNESEER. ZiEiTHAREE,
/etc/shadow S {FANERFHE N EE rooti R,

fE/etc/shadowBR BN , S—THFTNE— APEBRESES , 5—
TENFR , BAFRZIAA" : "S5l
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«& Teach-CentOS 7 - root@CentosT Teach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 - 1 9
- & - O &-m-8-4- €@ IO/ - - . P SENSESE, SEEN..

1Teach-CentDS 7 = ©

fm b [root@Centos7Teach ~]#| cat /etc/shadow
2 r——4.|root:$631gskspb9IUTEiI1XWS0004L53bv33wIckt/wqHTcQI0SyobwECvqlwd. tcuCanAhFbQabOYtM 2 1mp Empgﬂ
. El | MxCD4ZRxGmTdpj 30y FvOAXdi46kF8y1::0:99999:7:: | & -

bin:%:17110:0:99999:7:::
daemon:*:17110:0:99999:7:::
adm:%:17110:0:99999:7:::
Tp:*:17110:0:99999:7:::
sync:*:17110:0:99999:7:::
shutdown:%:17110:0:99999:7:::
halt:%:17110:0:99999:7:::
mail:*:17110:0:99999:7:::
]operator:#:17110:0:99999:7:::
games:¥:17110:0:99999:7:::
ftp:%:17110:0:99999:7:::
nobody:%:17110:0:99999:7:::

systemd-network:!!:17587::::::

coltiea 1782 1 R

postfix:!11:17587:::::: Eii i

sshd:!1:17587:::::: o agn | PR (HRIRABRS) fletvshadon . B SEietcpasswd SAEFEY, 2
m

rpc: 11:17603:0:99999:7: : : T | S passwd 4 shadow I AEIA BB R BEROETER

arpwatch: !1:17611 e | B CHNENED, MEEEERETNE 0 BRERTHEREES

tepdump: ! 117611 | s

apac;\e l : ! 1 %2332: HHHHH somg | DREEOSERIE. ZAMHAZN 1970 F 015 01 BELARIE—REHOSH

mysql:::: PR - B iENiEE « FE#

webalizer:!1:17645:::::: spas | PRERCSERBLAES, MREEN 0, WETLAHNR, 22 E28

vuser:!1:17653:0:99999:7::: T | Jelcllogin.defs TPEEY PASS_MIN_DAYS JEIT#HTEY

rpcuser:!1:17655: 1:::: smep | PABHOS ERESHES, HUEHANOS AR HRIELA

[root@Centos7Teach ~]# _ BOFE | fotcflogin defs 14 PASS_MAS_DAYS IR Y

H O REEA FOS IS 4 A SRR S RASREREEERFOS

EAER | HEES LR AR -2 ELRidletclogin. defs T PASS_WARN_AGE T

HTEN

sy | EOSENZESSTEANAS - WFERTAAOSERSLER, FASRAL
| AR APERE, SRELSERGATERTOS M

iy | AU R RIS TR SRR O 1970 21 015 01 BIFFAREIRAD)
FE | R SRR ekt

BAFR | REEH. BRAE, LEEE Un R : :

.

bl Bresas=lEangs
N ZE25 7 R=RR /o
75.“_35'4:' nggk% / BJTJH%E / ssh//root@211.69.35.213:22 [SSHZ  xterm [T B0x40 . 2924 14F CAP NUM




2 N RETE 2 AR5 AR

FARPBERNEE NS

n SAFPBEEXRBERERFE/ etc/groupfl/etc/gshadowfi N4,

m /etc/group
/etc/group R AFENEENME , ASEFEAFNEFE , #EEE R
AR Z2IREBA AR EEB LB A,
FAFPAEERSZEETARFEERRHTIRKNGE , BEEE—ENZet
BRE, WMENMNAPNREASEEEENINIR , EVRIFLRAFREMIIAIAR
H , FEERICAFPTHIXERIRIZEENTEIAE | NTTREFASEBFEN
PR EE Rk IS B ELfth F P AN E TR,
rootFAPRIEEAEIRE @A IMARE , LB LEEEAFHEAE oot R,
f£/etc/groupFe & EIERFA ( Group ) . AFAENAS. GIDLAKIZAF
BRFEESHIER (User) , BMNAEPE—KICR , 817841 FE , 815K
ZIERA" : "E5E,
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 - 2 1
e & (& O & -n-0-4- €9 006 BE- - . B EEmEEsE, sasum.

+

1 Teach-CentOS 7

S [roo?@?evtos?Teach ~]#|cat /etc/group|
2 N PR & e 2.1 BPSEPE

daemon:x:2:
sys:x:3:
adm:x:4:
tty:x:5:
disk:x:6:
l1p:x:7:
Imem:x:8:
kmem:x:9:
Twheel:x:10: r
cdrom:x:11:
mail:x:12:postfix
man:x:15:
dialout:x:18:
floppy:x:19: —
games x:20: & 113 letc/group FERE A

tape:x:30: R A

ﬂ deo:x:39: EFR | APEsh SERVEDER

1 ogkxxs 24 . ) gg;&;?&ﬁjﬁ?ﬁmlﬂﬂ NFEEFRETRIE “x™ R TAPRERNAE. &
audio:x:63: =
nob ody *x:99: BE-FHR | GIDE. E=RAFEER

users:x:100: s | BB SAMPZER <7 B8l FFEAE, MRTEE. METAR
utmp:x:22: $820 GID IR P
utempter:x:35:
ssh_keys:x:999:
input:x:998:
systemd-journal:x:190:
systemd-network:x:192:
dbus:x:81:
polkitd:x:997:
postdrop:x:90:
postfix:x:89:
sshd:x:74:

rpc:x:32:

arpwatch:x:77:
tepdump:x:72:
apache:x:48:

B (A ERISRTENE -

1]
> =t e — S ]
7EF=EEF' Eg’gk% / BEHJXIEE / ssh://root@211.69.35.213:22 @ S5H2Z  xterm I 80x40 @ 40,24 1&5 CAP NUM

.




2 N RETE 2 AR5 AR

AFREEXRRIBCENH

n SAFPBEEXRBERERFE/ etc/groupfl/etc/gshadowfi N4,
m /etc/gshadow

/etc/gshadowR/etc/groupBINNZESZ4E , FAF4E ( Group ) BIENZREMEEM
FEXAH,

/etc/gshadowdl/etc/group 2 B #MIFN I,

f£/etc/gshadowRABFTHFENBFREA—RKIER , 817841 FKR , §1MFEZE
" "SnEl
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR &REE EEN) 1R EEEE) SO0 =EEH) & sshy/froot*rresresamo1],69.35.213:22 - 23
RE- & B ORO & R-0-4- € U6 -0 @ ., P BETSEAE, Stk

1Teach-CentDS 7 = <

f—#—-| [root@Centos7Teach ~]#|cat /etc/gshadow|
2 N PR&E s 2 1BPSEPE

daemon:::
sys:::
adm:::
tty:::
disk:::
Tp:::
mem: : :
kmem: ::
Twheel:::
cdrom:::
mail:::postfix

man: ::

dialout::: % 11-4 Jetcigshadow 2RSSR

Floppy::: =8 B

g Zgz? o B38| AREER. ERROFETR

video::: TR | AAEEE. EERELATEEN ¢ 1 MEATHA 1" T EEED
ftp::: BIER | APETIEE . wERELE. NRES M ASEEES. B S48

Tock:::

audio:::

nobody:::

users:::

utmp:!::
utempter:!::
ssh_keys:!::
input:!::
systemd-journal:!::
systemd-network: !::
dbus:!::
polkitd:!::
postdrop:!::
postfix:!::

sshd: I::

rpc:l::

arpwatch:!::
tepdump: !
apache:!::

B (AR ERISEENE @

1]
iﬂﬁﬁjtp Egﬁiﬁ / Bﬁﬁ%ﬁ / ' ssh://root@211.69.35.213:22 @55H2  xterm I 80x40 @ 40,24 1&5 CAP NUM

FOFE | ARS, INRESTHE. B 58

.




2 N RETH 2 \FFSRARE
FAFPRRNSZ{4

m etc/login.defs
o /etc/login.defs3{42 2 652 AP RTRI—LEBARLK.
o XYM AR TR E rooti PR,
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2. PRE"

WERELKRE / Bk /

« Teach-CentOS 7 - root@CentosT Teach:~ - Xshell 5 (Free for Home/School) — O *

T SEE =BV 1SN EREE) SOW  EEH B sshfroot s @211,60,35.213:22 o

0" G- NO &-3-8-4- €@ U6 FE- - . P SENSESE, SEENA..
1 Teach-CentOS 7

[root@Centos7Teach ~]#|cat /etc/login.defs | grep -v "A#" | grep -v "A§'| 4

MAIL_DIR /var/spool/ma7t |

PASS_MAX_DAYS 99999
PASS_MIN_DAYS 0
PASS_MIN_LEN 5
PASS_WARN_AGE 7

UID_MIN 1000
UID_MAX 60000
SYS_UID_MIN 201
SYS_UID_MAX 999
GID_MIN 1000
GID_MAX 60000
SYS_GID_MIN 201
SYS_GID_MAX 999
CREATE_HOME yes - - T
- 11.5 (etcllogin.defs T EFEEATHEH
UMASK 077 F 115 feflogh.de A
USERGROUPS_ENAB yes e HiiE i
ENCRYPT_METHOD SHAS512 MAIL DIR arispootmail | X BIERR SR BB varispoolimallth g —1- £~ mail
[root@cCentos7Teach ~1# _ - X
PASS_MAX_DAYS 99999 SEXAPHER TR
PASS_MIN_DAYS 0 SENEDE 7 ER
PASS_MIN_LEN 5 SR E
PASS_WARN_AGE 7 ENTERITEREE T
UID_MIN 1000 SEXER]s UID #1000, 3Eh0F FEE. WD 2, 1000 Fis
UID_MAX 60000 s=5 B UID {524 60000
SYS_UID_MIN 201 SESERERR P UID B30 201 RN R4RR A UID A 201 TRk
SYS_UID_MAX 999 SEX FAF PR 999
GID_MIN 1000 EH B GID A 1000, 30 FE GID A 1000 FHg
GID_MAX 60000 = E GID{E ) 60000
SYS_GID_MIN 20 SEX FRIRF FER A 201, SNFERA PR GID M 201 FHig
SYS_GID_MAX 999 S R FRE A 999
CREATE_HOME yes EXEERR T 2TREASSFE THIEREE
UMASK 077 SES BIRR R AR
USERGROUPS_ENAB yes SEXBERR FIHES EREEIAEA FERA
ENCRYPT_METHOD SHA512 SEN TN 4 SHAS12 v

ssh://root@211.69.35.213:22 @55H2  xterm I 80x40 @ 1924 15 CAP NUM
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| 2.1AR5HR4A




2 N RETH 2 \FFSRARE
FAFPRRNSZ{4

m etc/default/useradd
o Jetc/default/useradENX T iBiZuseradddp s I BTHIER M
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) = O *
TR &EE) EENV) LEM EmEEER) ZJOW) EENH) @ sshyfroot e @211.69.35.213:22 - 27
- E- O & -H-9-4- €9 1B &~ NE- . P BEMEEAE, SEENA..

1 Teach-CentOS 7
[root@Centos7Teach ~]#|cat /etc/default/useradd | grep -v "A#" | grep -v "A§"

2. PR E e, 2 1mPSEPE

INACTIVE=-1

EXPIRE=

SHELL=/bin/bash
SKEL=/etc/skel
CREATE_MAIL_SPOOL=yes
l[root@Cent057Teach ~1#

~

& 11-6 letc dd FEREEmEHE
mE HHaiA BER
GROUP 100 SEX BRI AT FAIEA AR 100
HOME home SEXBEEF AT, TE/home hEEAFERR
INACTIVE -1 TEX BANSEIR, 1 £RT B
EXPIRE - EXWSELLAH, FERFRTTER
SHELL ibinfbash | T AIEEA T EAR SHELL 23
EXWS AT INE SUBR TR FRERE
SKEL skl | L shtFe o P B T S
ZA-ERPEHE
CREATE_MAIL_SPOOL yes SEXELURZMRIET. ves RTOER

w

B (AR ERISEENE

1]
> =t e —_ S |
7@’@‘4:' Eg"Jk% / BEH%E / ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40 1 924 1285 CAP NUM




2 N RETE 2 AR5 AR

4B RANBR

s HEFRNREIRIAE
LinudERGEF , MHFREMIE=MEBHITENN , DRIRXHMEE
(BX). XHEERFFMER/MA,
NIHFrEERIRRIEXHNA | BEEREAAE—ERN , RANGEIEEAZE
NHBENEERF. B , MHCIZERXUGRIREE (BX)  BE
XMUPRATLAEELE. R EARAYR( R rootIKF AT
EEMERT |, AILUSSEA G — 1 APERITEE | FAXTAPEREX
HEH., BB —HHRES  ME—HAFPNES  BRERFE
RIS, EEARRISERSRERE | AL —ERP X HRIEENR,

Hitt AMEIR T XFrEE. XXHRERFIMIFIEA.

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2 N RETE 2 AR5 AR

S5 B RANR
s S E RNPRSE
SHUREIE A=/, SBIR B (r) . B (w) FHUT (x) .
(1) SIFERIRASIH BBRIPRIT AR

R : SERPEILETAS , HEE SN ;

SENUR - iSRAPALERENXH | BEOUHIAE | (BEESTLMBR 4 aERE X
 , REAPINZXAFREERIOIRRE |

FUTIUR - S8R A LAUTIUY, Linud RS |, AILUHITHTIIRIRERISEE
ZHBIESSZAROS hel BT FRFE,
(2) I EREBRIBRI TR,
IZEUR - FERFRERY B RABATE X HRAISXHER. |
ENYUR - iEAFEERENHBERRCE. MPRFNEmEG
PUTEUR : IEAPBEEHAEFBERA.

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2 N RETE 2 AR5 AR

A ERINPR
= HEFRTIRFRRADE

F— I NHESMRTRATGIE | BRA—THHAESTMNR |, Linux{ERE/\i#
IR U B RUR.

FELinuxBfER AP , NG UGEREPEF =MAEH TSN |, Bt
Linux{f FIOfiI — i HIERF G B RINR,

EEd‘ DTHBIGN ST\ SR, Bl LSRR 3L kR H
RINPR,
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2 N RETE

2. 1HR5RAP4A

B FRAR

s HEFRTPRFRTRGE

= 17 )Gk T S PHRIRH SR
Jukd i NHERAUR TR
0 000 FARR
1 001 --X thiT
2 010 w- LSPN
3 011 -wix EAahiT
4 100 r-- =Bl
5 101 r-x EEIRTT
6 110 rw- LIS
7 M rwx wEE AT
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2 N RETE 2 AR5 AR

PR BR RS

s PR¥ERE
umaskZEchmodftER , R34 ( GID/UID, BE. BN, EAEPNER) |
AT FESChRN i EE AR ERE3T.
EINEREIZERPE . BPBumask{BE2022 ( ffLARumaskspSEE ) .

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



2 N RETE 2 AR5 AR

PR BR RS
= RESITE

umaskap <L FEIFIRE X EIZRTHIRERIL | WNEF—XAHF (XHEE. E
HRF. EftARP ) FE—MENA umaskEFRIEE.
XFIEEKG , XNEFRAERS, RAAITFRFECIEN A S4BT HIE T
ZSHHITIER | EEIE R chmod ap SIEINX—1PR.
BRETHITIER | IXEFFXTERFKNR , umaskPZ M EFRATLIE,
8 umaskBEfI7Gi% , TEBBEumaskEMBIRF" 2K 1B AR,

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2. N PRETH

2. 1BR5HRFA

BRI
= RESITE

%+ 11-8 umask 537t . BRIRHE S

umask HRRE T i Sk RIBE i ik
0 6 EMEA 7 SEVE A dhAT
1 6 EEhAT 6 SR
2 s & 5 AT
3 4 1=En 4 iH1
4 > £, 3 E
5 2 =g % 2 B,
6 0 AR 1 th47
7 0 FAPR 0 AR
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2 N RETE

2.2HFEME

AFEEERSS

% 119 AFERGS Rk

e iEH
useradd i =]
adduser a1 2] =]
passwd HEFAPRER
usermod EZr A PREE S, PSS - PR ABRE
pPWEConY A FFIEEEE - EE PEE M feto/passwd B3| fetc/shadow
pwck il F PE Rt eto/passwd f/etcishadow AT RS SEHTE
pwuncony AT pwunconv 185 AL HIR PERRIER, Bardy=iTDES shadow =
7. EFTEMF passwd Zitdh
finger EEAFRREIR
id FER R UID . GID zRT3ERIR F4A
chfn EAAREER
su AFHRTE
sudo Eiﬁ%—¢ﬁﬁﬁ§ﬁmﬁ%{% { execute a command as another user}, sufg
FUHRA A, HERIHNAE A PR ERRERTS
visudo visudo 2¥mig etc/sudoers B5S» BHF HiEiRiE/eto/sudoers
sudoedit & B—-F PR IT AR AT &

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2 N RETE

2.2HFEME

BEHAPER : |d

id faé)ﬂ?@%ﬁ%ﬂ* SAAFEES B ERFENEEIEERPER., TEERPES
FMEFIRAPIES, TEES8rT, 2TMEEE.
(47573 ]
# id &R [AFa]
[TmiRaA]
id f T 1 HiREAANE 11-10 BT
= 1110 id &SRR EHER
y:. 0] HHA
-8 FRAFE - UID f0EA FRERREE
-Z-context | SRR A SELinux Fif e E T HIER
-g®-group | ETFTARERFAM ID
-GE—groups | B:F FRRERMIIFERY ID
-ngh—name | BRAF. FREFATHHIHERER
-r fi—real FoTEERE 1D
-u si—user BTERAID
z@—zero | BTRPTER, T
~help T id EENER
--version ETREER
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& Teach-CentQS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR &REE EEN) 1R EEEE) SO0 =EEH) & sshy/froot*rresresamo1],69.35.213:22 -
e & (& O & -@-§-4- €@ U8 B~ - @ . »ESE0EEsE SsEnm.

1Teach-CentDS 7 =

Sl [root@Centos7Teach ~]# 1id 2
r——.|uid=0(root) gid=0(root) groups=0(root) context=unconfined_u:unconfined_r:unconfi -4
2-*2'3& E Jned_t:s0-s0:c0.c1023 L 2-2m’= EE

[root@Centos7Teach ~]1#
[root@centos7Teach ~]# id apache
uid=48(apache) gid=48(apache) groups=48(apache)

E [root@Centos7Teach ~]#
% [root@Centos7Teach ~]# id -z
)

unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023
! [root@Centos7Teach ~]#

[root@cCentos7Teach ~]# id -g
10

[root@Centos7Teach ~]#
[root@Centos7Teach ~1# id -G
0

[root@Centos7Teach ~]# _

.

B (AR ERISEENE

1]
iﬂ@qﬂ Eg"’jﬁﬁ / Bﬁﬁ%ﬁ / ’ sshi/froot@211.69.35.213:22 & 55H2

xterm  I* B80x40 0 1624 14T CAP NUM




2 N RETE 2 2PEE
BEEREFER  w, who. users

[ThEE]
w. who 30 users a5 S EF P EEREFHRTNAAR, ZEwSaERAAE, BEEHAAT
A-FEle
§:525
w, who #0 users S HiEEER RO TFT.
+EETFAPEE-waS
#w [iEm] [AFE]
+*EEEFRAFERE-who &d
# who [EIR] [ZERTEF]
#EECRAPEE-users i %
# users [%IM]

=fen S AR RIS TEE SR E R APTRIAGER-

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



| [

RmiHAR]

w B IR HRERIOSR 11-11 Bme

= 1111 wiir Sk EGEA

21 A
- -h@--no-header | T2 TLEE
2 1;2 BE EIE -ugi—no-current | BT SAI#HIEI0 CPURTIER A FE 2.2 Fﬂpﬁéﬂ
- s-short | HRERILER:
Agi-from | FRAFMBERTER, SENERTENE. SNET P Hht
E %}Eﬁ )t| 1 oFi-old-style | FERIBRLAEIRTHL
e e T
~-help BT wWEHSHMER
Vgi-version | BTEEER
@whno Ay % ik 12 BRARINSE 11-12 Fom.
#1112 who SrSpUREEHIRA
g2 1] iHEA
-a g-all ERAPERNAERERE
-b gfi—boot Lo ppE ] =H =)
-d 5fi--dead ETRARTEME
-Hgfi--heading ETEELARIEEET
- #i—login BRERTTOHEER, DER1E
—lookup i DNS RS R AFMEYE
-m AT am "EHEERERIER. BTEREVE0RP
-p dfi—process T AR init 4 RRAERENHIE
-0 gf—count ETRER RIS SRS AR
-r F--runlevel BRI RN S AR TRA
-5 Ti—short HES DR FAHE RS who S EMEERRTE a1
4 gfi-time BT AR R iEE
-T =t-w Bfi—mesq 5f;
—message - ERAFRE R
writable
-u gt —users BTHARGTERNMERAAER
~-help BT who & EEENER
‘;E.“—_:EEP E?\jj(?’;i / BEH%Z'[Z / 1393821 3680 / -V =fj—version BTEEER



s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *

TR &EE BEV 1AM EEEE S0OW) EEH) B sshy/froot*s+++++ers@211,69.35.213:22 -
Fa- & E- O &-wm-O-4- &P 1B - - . P SEMSEAE, SSEm..
1Teach-CentDS 7 = -
Sl [root@Centos7Teach ~]# w 2
2 r——, 14:01:39 up 6 days, 13:02, 2 users, Tload average: 0.05, 0.03, 0.05 2 Zm}:ME
- E + USER TTY FROM LOGING@ IDLE JCPU PCPU WHAT L © =
root pts/0 10.10.0.1 11:09 2:50m 0.01s 0.01ls -bash
root pts/1 10.10.0.1 13:09 3.00s 0.08s 0.02s w

[root@Centos7Teach ~]# _
Eéﬁiﬁ

F 1114 w S5 REES T

Fi ot Jictil]
04:2211 AT waS AR
up 2:30 ETHRIRSISAT 281 30 435

1 user ETHREREGAADH
Load average | FTFRAATIRIE 1+ 5 10 PR FIERE

USER root BRERAANSE
7Y ptsi0 TRA PSR ERREER
LOGING 01:52 FTHAEFE RGN AR 10 52 5
IDLE 3.00s APZEFRE B E R AR EE
JCPU 0408 LUSIRSRE S, £TILREER, iSRS REEa
RTE AT CPURIE
PCPU 0.00s 18 WHAT 1%{1 5 01T /SE#E CPURTE
WHAT w ETHAIAPHATEHIE

.

B (AR ERISEENE @

1]
> =t e —_ S |
7@’@‘4:' Eg’gk% / BEH%E / -‘ ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40 0. 624 125 1+ CAP NUM




2. XRE"
BEUT

WRRELKRE / B / )

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School)
MEHF) REE) EENV LEO) EEEE) SFOW) #2EEIH)
0 - Gi- C &-i-9-4- €9 HB @\ B -0 .

1 Teach-CentOS 7

@ sshyfroot* e =rg011.69.35.213:22

[» EEMSmEE, mEElE..

[root@Centos7Teach ~]1# who

root pts/0 May 16 11:09 (10.10.0.1)
root pts/1 May 16 13:09 (10.10.0.1)
[root@Centos7Teach ~]1#

[root@cCentos7Teach ~]# users

root root

[root@Centos7Teach ~]1#

[root@Centos7Teach ~]# _

7 11-15 who #rSiREESREER
#R HEA
root BTHRIYRAFESE
pis/0 FTAPERATERAREER
2017-12-2006:30 | _ _ o
(172.16.124.150) | THERAPERIBELR P 1ot

B (AR ERISEENE

ssh://root@211.69.35.213:22 & 55H2

xterm I BOxd40 in. 824

185

.

CAP NUM

2.2HFEME




2 SRETE e
FHiEAEF : useradd

[115E]

useradd 754 T Linux (RAIZESHEVREEMF . B8 useradd & bl STRI2Z/E  STOF L
BRI /etc/passwd ST .

(657
# useradd [lilﬁ] [%iﬁﬁp—g] fj,‘useradd Emlﬁ}f*ﬁi‘:
# useradd -D
# useradd — D [JAIq]
[2omikeA]
useradd &5 AT R HIRARINR 11-16 FR.

% 1116 useradd w5 = IREEELHIA

p-l] HAAR
-b g-base-dir BASE_DIR ARERIR A EEEREF
¢ afi—comment COMMENT ?Eiﬂutﬁi‘ﬁﬁs FEFRTET passwd fIRE
=11
-d gi—-home-dir HOME_DIR e S e i =
-D =ti--defaults EEMEE
-a ofi—expiredate EXFIRE_DATE | {&ESaRa 14AR
-f i —-inactive INACTIVE {SETTE IR S L R S
-0 Fi—gid GROUFP {EEAFER A

AR EZS AT / Bl / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



2N REE
FTIEAF  use

ARREZD KRS/ bl / 1393821:

# 11-16 useradd &SR EEEHAA

p2]

HEH

-b gti--base-dir BASE_DIR

AEEERA FIEEERBF

-¢ @i —comment COMMENT

ARPNLEEYE, FENFR1FT passwd AIRE
=i

2.2HFEME

~d fi—-home-dir HOME_DIR & ERFEFRMTHIEER
-D g~-defaults EEMiRE
-e oi—expiredate EXPIRE_DATE | {&EMk-2007E M HAIR
-fgfi~-inactive INACTIVE EETTERI RS L TR HERS
-0 3—-gid GROUP 1EER FETER P
-G Bi—groups GROUPS 1EER PR BRI FE

-h =t --help

ToT: useradd FEAIGSEE

-k Bti—-skel SKEL_DIR

BHAFERE T AEENERNEIRFFEEFATIH
B

-K gli--key KEY=VALUE

& /etclogin.defs EHABIR A5 INNHE

- gi--no-log-init TR R0 lastiog 30 faillog #iERE
-m =fi—create-home BzhaEA PEE N B
-M —-no-create-home TBEhHlER FEE A BR
-M g{—-no-user-group THERS A FEAEREE SRR
-0 Z--non-unique MFRERESFEE UID (EE—) fIRA
-p gi-password PASSWORD | JrH PEIEIESD
ot —-system EELRR RS
-R ®i—root CHROOT_DIR =M PR CHROOT B
-5 gi--shell SHELL $EER PSSR EERRT shell
-u F--uid UID EEAR UID (B

- gt--user-group

fEEAERAPERE—SRFEREERRFE

-Z gt -selinux-user SEUSER

{8 — 45 ER seuser {17 SELinux B FRREH




2 PRE
HIEAF

WRRELKRE / B / )

s Teach-CentOS 7 - root@CentosTTeach:/var/mail - Xshell 5 (Free for Home/School)
MEHF) REE) EENV LEO) EEEE) SFOW) #2EEIH)
i~ R Gi- C &@-n-9-4- €eP Ul @ B-

@ sshyfroot* e =rg011.69.35.213:22
@R,

1Teach-CentDS 7 =

[» EEMSmEE, mEElE..

[root@Centos7Teach ~]#|usera
[root@Centos7Teach ~]#
[root@Centos7Teach ~]#|useradd user2 -u 544
[root@Centos7Teach ~]1#

[root@centos7Teach ~]#|useradd user3 -g user2 -G userl
[root@Centos7Teach ~]#
[root@Centos7Teach ~]# cat /etc/passwd | grep user
rpcuser:x:29:29:RPC Service User:/var/1lib/nfs:/shin/nologin
userl:x:1000:1000:: /home/userl: /bin/bash

luser2:x:544:1001:: /home/user2: /bin/bash

user3:x:1001:1001:: /home/user3:/bin/bash

| [root@centos7Teach ~]#

[root@Centos7Teach ~]# cd /home
[root@Centos7Teach homel# 1s -1

total 0
drwx------ . 2 userl user2 62 May 3 11:32 ftpuser
drwx------ . 2 user3 1002 62 mMay 3 22:33 tsuser

drwx------ . 2 userl userl 62 May 16 14:15|userl
drwx------ . 2 user2 user2 62 May 16 14:15| user2
drwx------ . 2 user3 user2 62 May 16 14:16

drwx------ . 2 userl userl 62 May 2 11:35 wvuser
drwx------ . 2 1002 1002 62 may 3 22:34 wsuser
[root@Centos7Teach homel# cd /var/mail/
[root@Centos7Teach maill# 1s -1

total 208

-rw-rw----. 1 userl mail 0 may 3 11:32 ftpuser
“rwW------- . 1 root mail 207089 May 16 03:18 root
-rw-rw----. 1 rpc  mail 0 mar 13 23:04 rpc
-rw-rw----. 1 userl mail 0 mMay 10 20:29 snort
-rw-rw----. 1 user3 mail 0 Mmay 3 22:33 tsuser
-rw-rw----. 1 userl mail 0 may 16 14:15|userl
-rw-rw----. 1 user2 mail 0 May 16 14:15|user2
-rw-rw----. 1 user3 mail 0 mMay 16 14:16|user3
-rw-rw----. 1 userl mail 0 may 2 11:35 vuser
-rw-rw----. 1 1002 mail 0 mMay 3 22:34 wsuser

[root@Centos7Teach maill# _

B (AR ERISEENE

ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40 i 36,27
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2 N REIE 2 2APEE

A2 A &
1'2&%? |:| N pesswd R ATRBEAFPMILLEES, SEAFSED. TRNERTEE. REERETL,
IWERAPET, —RAFPRREEECHTER.

[i5Z]
# passwd [I&] [ PE]
[ ZmikaA]
passwd Ay %I HiRERIEE 1-17 BT
3% 1117 passwd S PR ELHER
TR i
-k Bi-keep-tokens {REERNRIR ERR A P EAR S A B A
-d g —-delete WP PR s {RaGR I root fIRHRAE
Agi—lock A AAANEREEE, W root {1FREE(E
-ug—-unlock WA PHEE
-2 of-expire 2R APHEITEREM - ¥ root {UFRIE(E
fgfi-force SEHIRAE. 1 root IFRER(E

-% Bi—-maximum=DAY S PR E TR A A R root RFRIB(E
-n g—minimum=DAYS PR E TR g R root {RFRIB(E

-w B-waming=DAYS LRS-V IRAEFA FIZRER (X root {RERHERTE
- i—inactive=DAYS HEDIEESE, FOWERRE, X roof {TREIE
-5 g --status EiRFA FRTETHATS . {7 root ER4R1E
—stdin BB Eeh A AEIHEE. {1 root {UPR4ER(E
-7gfi—help BT passwd v S ERER

ARREZD KRS/ bl / 139382 —usage ST




(5]

5 1‘2'}& %IE [g:;:;od ] (8] > DEFEE

usermod 554k B B iHERNEE 11-18 i
3 1118 usermod &S ATRAE R

e et — o
- Bi—comment COMMENT fZri A PSR EN T
-d & --home HOME_DIR EMEPERNRNER
-e di—expiredate EXPIRE_DATE | {ZRtMEEMArHAR
T8 -inactive INACTIVE iR ES LT S
-0 F—gid GROUP iRk FRTERIR e
-G i —groups GROUPS ZpkFH PR ERIRTINA 48
-a 3-—-append fZeF FIE R Z A0
-h=fi--help 2T usermod S REBNER
- i --login NEW_LOGIN IEp T PES 3F
-L F—lock HERAPED. #EETH
-m F-move-home BAPIEFRNMEIE R E
-0 Zi--non-unique iFEREEEE UID (JEE—) RS
-p T—password PASSWORD | #3A FEErinEsm
-R F—root CHROOT_DIR {E5EM A8 CHROOT B%
-5 @i --shell SHELL 18 EH A A SRR shell
-u gfi--uid UID 15 EMR UID B
-U g--unlock IBESEA PR —- SR FEMERRIRE A
SRR ES A / Frkely, / 139382 -Z @i -—-selinux-user SEUSER {8 — e/ seuser B4 SELinux A FRLET




2 RE
EBP

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *

TR &REE EEN) 1R EEEE) SO0 =EEH) & sshy/froot*rresresamo1],69.35.213:22 -
B E- O E-B-Q-A- 8P LA @\ E-1H-10O . PEEI=EEE s

1 Teach-CentOS 7

[root@Centos7Teach ~]# usermod -G userl user3
[root@Centos7Teach ~]#

[root@cCentos7Teach ~]# usermod -s /sbin/nologin user3
[root@Centos7Teach ~]1#

[root@cCentos7Teach ~]# usermod -L userl,user?
usermod: user 'userl,user2’' does not exist
[root@Centos7Teach ~]# usermod -L userl
[root@Centos7Teach ~1#

Mlusermod: unlocking the user's password would result in a passwordless account.

Lroot@Centos/Teach ~]# usermod -U userl

You should set a password with usermod -p to unlock this user's password.

WRRELKRE / B / )

| [root@Centos/Teach ~J#

[root@centos7Teach ~]# passwd userl

Changing password for user userl.

New password:

BAD PASSWORD: The password fails the dictionary check - it is too simplistic/sys
tematic

Retype new password:

sorry, passwords do not match.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[root@Centos7Teach ~]# usermod -L userl
[root@Centos7Teach ~]# usermod -U userl
[root@Centos7Teach ~]#

[root@Centos7Teach ~]# _

B (AR ERISEENE @

ssh://root@211.69.35.213:22 @55H2  xterm I 80x40 W 2624 185 CAP NUM

.

2.2HFEME




2 N RETE 2 2PEE
BB : userdel

[ThiE

userdel 55 % AP HPsIEEMRAF  LARSRAPIEXMIHE  I0TAmER , MR AE:AF=S
[l i e
4579
| # userdel ) (RAE] |

[@iEA]

userdel S TR R EiHABINSR 11-19 FrTe.
% 11-19 userdel SR EGER

p-27] wHEH
fati—force sEflEERE A, FERPSEEER
-h &—-help T userdel FFRhE %
-ra--remove BlE: L PEIER . BERS A FERAIRTE
-R 8fi—root CHROOT_DIR I&EEMA T CHROOT BF
-Z d--selinux-user #80% SELinux A FRhEd
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2 N RE"

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR &REE EEN) 1R EEEE) SO0 =EEH) & sshy/froot*rresresamo1],69.35.213:22 -
e & (& O & -@-§-4- €@ U8 B~ - @ . »ESE0EEsE SsEnm.

1 Teach-CentOS 7

[root@Centos7Teach ~]# userdel userl

userdel: group userl not removed because it has other members.
[root@Centos7Teach ~]# userdel -r user2

userdel: group user2 is the primary group of another user and is not removed.
[root@Centos7Teach ~1# userdel -r user3

IR |

WRRELKRE / B / )

Lroot@Centos/Teach ~]# tree /home
/home

|-- ftpuser

|-- tsuser

11-- userl

|-- wvuser
-- wsuser

5 directories. 0 files

[root@Centos7Teach ~]# tree /var/mail/
/var/mail/

|-- ftpuser

|-- root

|-- rpc

|-- snort

|-- tsuser

|-- userl

|-- wvuser

T-- wsuser

0 directories, 8 files
[root@cCentos7Teach ~]# _

B (AR ERISEENE @

ssh://root@211.69.35.213:22 @55H2  xterm I B0x40 @ 31,24 1&5 CAP NUM

w

2.2HFEME




P
2. N RETE 2RRER
SSTHSES FHAS A
ARAERERGS
F= 1-20 AFEEGS—NE
L Ed AR
groupadd dhnE PR
groupdel il AR 4R
groupmod ErAPRER
groups ETHFREREFEER
grpck TR PEEERE RN (Jetc/group 3/etc/gshadow )
HBRFARRSER - A PEERM etc/group BiF|fetcigshadow.
gIPEOMY 1 ynem feteigshadow FF{EMmIfEE
arpuncony thiT grpunconv 355 AL AR FAERTER . ©SIDEBM gshadow 37
M+ E[EFFE| group 2H4HE . FiER gshadow 2
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2 N PREHE 2 2P
ElsEAF4A : groupadd

[Th&E]
groupadd &% AT RIR—1-FHIAFE, HAFPENBSHEWFME REHT.
groupadd a5 % B[{ETE SRR UFNAFEANS , T2 Al REHRFEIAFAE,
e RAFE RN T EEE . BRFEARPASRALL.

[Hi]
| # groupadd [ e |
[o5iked]
groupadd A< TR B BRBRINGS 11-21 frrs.
Z 11-21 groupadd &S REzETIER
IR HER
= S| = : 4, 5o
A afi-force Eﬁgﬁé ﬁﬁmuﬁwa@an ID AP S-o
-gati--gid GID ABEARAREE IDE
-hEti—-help T groupadd s EEENE R
-K @i—key KEY=VALUE & /etcllogin.defs AR FERINAMINE
-0 gi--non-unigue IR EAEER 1D f9A R
-p g—password PASSWORD | A7F FéE BB hIEE 0
-rat--system HESERER B4 H P4
-R gj—Toot CHROOT_DIR &£ P4ERY CHROOT BR
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& Teach-CentQS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School)
TR &EE) EENV) LEM EmEEER) ZJOW) EENH) @ sshyfrootrsrax @],
- E- O & -H-9-4- €9 1B -0 @ ., P BETSEAE, Stk

69.35.213:22 -

1Teach-CentDS 7 =

Jf—k—-| [root@Centos7Teach ~]# groupadd usergroupl

2 r——.|[root@Centos7Teach ~]# 2 Zmpﬁﬁ:ﬂ
- E . [root@Centos7/Teach ~]# tail /etc/group i . B
arpwatch:x:77:

tepdump:x:72:
apache:x:48:

I $ é mysql:x:27:
§ £|webalizer:x:996:
lrpcuser:x:29:

legred:x:995:

userl:x:1000:

Juser2:x:1001: 1

usergroupl:x:1002:

root@Centos/Teach ~]#

[root@Centos7Teach ~]# _

.

B (AR ERISEENE

1]
iﬁ.lﬁtp Eg"‘jﬁ? / Bﬁﬁ%ﬁ / ' sshi/froot@211.69.35.213:22 @55H2  xterm I 80x40 @ 1524 1&5 CAP NUM




2N RETE 2 2FPEE
IEMFBF4E : groupmod

[ThiE
groupmod a5 % AT E R AFEMTEERER.-
[5#]
| # groupmod [7] ]
[iemikad]
groupmod #E4%kTR E HiRRRNGE 11-22 Bk
7 11-22 groupmod S AIREHITER
AT HER
g —gid GID %%FHF@EEFJ GID {g, MFHMENIETE GID T RHH
—hgi—-help T groupmod gEEEENE R
-ngk--new-name NEW_GROUFP | {ZphF A4 =35 DA EMATEE Name 1225 HE—
-0 5f--non-unigue & 4R GID RIS E{FH P B H1EER GID
-p 8f--password PASSWORD | u¥TF PEBERINETD
-R Zfi—root CHROOT_DIR 185 F4ARY CHROOT BE:
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR &REE EEN) 1R EEEE) SO0 =EEH) & sshy/froot*rresresamo1],69.35.213:22 -
e & (& O &-53-0-4- €@ HA B-0E- @5, R SEIEEaE asa.

1Teach-CentDS 7 = <

Jf—k—-| [root@Centos7Teach ~]# groupadd usergroupl
2 r——.|[root@Centos7Teach ~]# 2 ZmPME
- E . [root@Centos7/Teach ~]# tail /etc/group L . B
arpwatch:x:77:

tepdump:x:72:
apache:x:48:

mysql:x:27:
1'%&%, Ié webalizer:x:996:
)

rpcuser:x:29:
legred:x:995:
userl:x:1000:
Juser2:x:1001:
usergroupl:x:1002:
[root@Centos7Teach ~]#
[root@centos7Teach ~]# |groupmod -p usergrouplpwd usergroupl |
[root@Centos7Teach ~]#

[root@Centos7Teach ~]# tail /etc/group

arpwatch:x:77:

tepdump:x:72:

apache:x:48:

mysql:x:27:

webalizer:x:996:

rpcuser:x:29:

cgred:x:995:

userl:x:1000:

user2:x:1001:

usergroupl:x:1002:

[root@centos7Teach ~]# tail /etc/gshadow

arpwatch:!::

tepdump: !z

apache:!::

mysql:!::

webalizer:!::

rpcuser:!::

cgred:!::

userl:!::

user2:!::

usergéoupl:usergrouplpwd:: |
Lroot@Centos/Teach ~]# _

.

B (AR ERISEENE @

1]
R — ISy —_ S |
7@’@‘43 Eg’gii / BTEHJXIEE / ssh://root@211.69.35.213:22 @55H2  xterm I 80x40 @ 3924 1&5 CAP NUM




2. N PRETH

22RFER

FAFPHEETE : gpasswd

l-ls]
g[pzl:wd #&48 Linux T B4R etc/igroup #/etcigshadow FTEE TR, AL FTEEM]
APHITERE R TEE -
| §7579
# gpasswd [3%I[] [$AE]
[ ¥emiREA]
gpasswd an AT F: HIRBAANSR 11-23 AT
7 11-23 gpasswd &S R EHH
p3 1] HEH
-agi--add USER RINFA AR F4A
-d gi—delete USER M PR R ERR A
-h g—-help T gpasswd sp S EEENER
-Q g --root CHROOT_DIR $E5EM P4RR CHROOT B3
-r gi--remove-password TR FE PR R
R & restrict E}ﬂ;ggF%)\Jﬂpéﬁ, SFREF A GEEL A newgrp i
-M gti--members USER, .. EEHER
-A S --administrators ADMIN,... | {EEHAEER
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2. RE"
FAPYaET

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School)

MHEHF) REE) BBV L1E( EmEER) #SOW) EBEH) & sshyffrootresssseng211,60.35.213:22
i~ R G- Do, &-3-0-4A- P HA & B-1 - O

1Teach-CentDS 7 =

[» EEMSmEE, mEElE..

[root@Centos7Teach ~]#| tail /etc/passwd

rpc:x:32:32:Rpcbind Daemon:/var/1b/rpcbind: /sbin/nologin
arpwatch:x:77:77::/var/1ib/arpwatch:/sbin/nologin
tepdump:x:72:72::/:/sbin/nologin

apache:x:48:48:Apache: /usr/share/httpd: /sbin/nologin
mysql:x:27:27:MariaDB Server:/var/1lib/mysql:/sbin/nologin
webalizer:x:67:996:webalizer: /var/www/usage:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/shin/nologin

Muser2:x:1001:1001:: /home/user2: /bin/bash

userl:x:1000:1000::/home/userl: /bin/bash

user3:x:1002:1003:: /home/user3:/bin/bash

[root@cCentos7Teach ~]# gpasswd -a userl usergroupl

Adding user userl to group usergroupl

[root@Centos7Teach ~]#|gpasswd -a user2 usergroupl |
Adding user user2 to group usergroupl

[root@cCentos7Teach ~]# gpasswd -a user3 usergroupl

Adding user user3 to group usergroupl

[root@centos7Teach ~]# tail /etc/passwd
rpc:x:32:32:Rpcbind Daemon:/var/1ib/rpcbhind: /sbin/nologin
arpwatch:x:77:77::/var/1ib/arpwatch:/sbin/nologin
tepdump:x:72:72::/:/sbin/nologin

apache:x:48:48:Apache: /usr/share/httpd: /shin/nologin
mysql:x:27:27:MariaDB Server:/var/Tib/mysql:/sbin/nologin
webalizer:x:67:996:webalizer: /var/www/usage:/shin/nologin
rpcuser:x:29:29:RPC Service User:/var/1lib/nfs:/shin/nologin
userl:x:1000:1000::/home/userl:/bin/bash
user2:x:1001:1001:: /home/user2:/bin/bash
user3:x:1002:1003::/home/user3:/bin/bash
[root@cCentos7Teach ~]# tail -n 5 /etc/group

cgred:x:995:

userl:x:1000:

user2:x:1001:

usergroupl:x:1002:userl,user2,user3 |

WRRELKRE / B / )

users3:x:1003:

[root@cCentos7Teach ~]# gpasswd -d userl usergroupl
Removing user userl from group usergroupl
[root@centos7Teach ~]# gpasswd -d user2 usergroupl
Removing user user2 from group usergroupl
[root@Centos7Teach ~]# gpasswd -d user3 usergroupl
Removing user user3 from group usergroupl

B (AR ERISEENE

ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40

040,24 1&5

CAP NUM

.

2.2HFEME




2N RETE 2 2FPEE
MBREBF4H : groupdel

[ThaEl
groupdel m & BT RERIEERIAFE, FardEEnk/etcgroup F0/etc/gshadow F-{-FRE00
e FZAPERIESHEES, MRt ArE, FaefbsArE.
47579
# groupdel [#H:2]
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2. RE"

MHFRAE 4

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School)
ZHF &EE BENV IR0 EEEE) s0OW)  EEH @ ssh:/froot**srsaa2@211.60.35.213:22
=R Gi - O E-i3-9-4- €9 U & BE- - @ . b SEnEmss Ssan.

1Teach-CentDS 7 =

[root@Centos7Teach ~]# userdel -r userl
[root@centos7Teach ~]# userdel -r user2
[root@Centos7Teach ~]# userdel -r user3
[root@Centos7Teach ~]1#
[root@centos7Teach ~]#|groupde1 usergroupl |
[root@Centos7Teach ~
[root@Centos7Teach ~]# tail /etc/passwd

polkitd:x:999:997:User for polkitd:/:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/shin/nologin

Usshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin

rpc:x:32:32:Rpcbind Daemon:/var/1ib/rpchind:/sbin/nologin

Tarpwatch:x:77:77:: /var/1ib/arpwatch:/shin/nologin

tepdump:x:72:72::/:/sbin/nologin

apache:x:48:48:Apache: /usr/share/httpd:/sbin/nologin
mysql:x:27:27:MariaDB Server:/var/1lib/mysql:/sbin/nologin
webalizer:x:67:996:wWebalizer: /var/www/usage:/shin/nologin
rpcuser:x:29:29:RPC Service User:/var/1lib/nfs:/sbin/nologin
[root@Centos7Teach ~]#

[root@cCentos7Teach ~]# tail /etc/group

postfix:x:89:

sshd:x:74:

rpc:x:32:

arpwatch:x:77:

tepdump:x:72:

apache:x:48:

mysql:x:27:

webalizer:x:996:

rpcuser:x:29:

cgred:x:995:

[root@Centos7Teach ~]# _

1 B (AR SEERE

WRRELKRE / B / )

ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40 i 30,24

185

CAP NUM

.
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2 N REIE 2 2APEE

AR SRPAEEN
» BRI SHRFEFRIY/ BRHFTRFERFERN , 752
chown, chgrp. chmod,
chown : iZaF<S BRI HE BRI ETIFTEIVAE , xas <A LIRED
AFPEN , (EZAPEREEX I EEBE B ATERIE.
chgrp : 1Zap < RBEEXHE B RATBRIAFAE. BEALERFAHED , X4
EEL‘)\%EEE*ET%%FFE’JEE&@%ZEE’\JW%U% , AT LA B ECAHEIARIS 4

chmod : %A AR A B RAR. 304 B RAXBRAVZH 735 LAE
B BA. UTSH—RIERKX S |, BE3MFANIRA Uz, mIEEH
chmodap LB HSERAITIR , IRES KA FE#HFR S,

BRECKAFIRNGS , EFRESEHR2ERXEI.
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2N [RETH 23RS BRI

PAM&ES
= Linux-PAM ( Pluggable Authentication Modules for Linux ) BIfRIAMEIELR,
= Linux-PAME—EEATFLinuxBIBHIIERZERS , ©ARKFTRIN BFERFEHR
FRENSESHIIHRER S,
= fELinux , PAMZEZISEER , AttRAEE R LB HIEENAER.

s PAMMAEIFZEEFRSIRE L | LLIIERTER (login, su ) IPAMBRIGIE ( 0%
WIE. [REIZER) . passwdigfl|Z(8, AP HESLHEE, IAPSRARRIRE.

d- 7P
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2N [RETH 23RS BRI

PAM&E/
= PAMHEERFHERAERIMRE A SISEERY.
= PAMHYIZOERDZEE ( libpam ) FIPAMIRIRIIEES |, BRI T304k

/lib/security FRIENESHHERE (.so ) &, LJJSZLH:/etC/pam.d/EiEP (BER
/etc/pam.confECE M ) BIR NN PAMIEIRECE S 14,

= /etc/pam.d/BRFEN T SIEFHRSHIPAMECE X4 , Effsystem-auth3Z {4
EPAMIERIBEERENH , EXEEREAPERRFHNSMOIAELE , MYl ,
HAtbaORN R a RS B includeZORFERAYE (123X {FEsystem-auth-acHJER
$ERE ) o WAbpassword-authBcEX RS S IRIEFEXINEZRCE 4 | Eodl
FAFPRITEE RN ( SSHER ) 2B e,

m {EUbuntu, SUSE Linux&&1ThRF , PAMEER B4 Ecommon-auth,
common-account, common-password, common-sessioniXPUNI4 , FrERIAL

FREFHIARSHEZEPAMECEES AT LU B 1KE R,
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& Teach-CentQS 7 - root@CentosTTeach:/ - Xshell 5 (Free for Home/School) — O *
ZHF &EE BENV IR0 EEEE) s0OW)  EEH B sshyffrootseresereess @211.69.35.213:22 - 6 2

0" & - NO &-3-8-4- €@ U6 B~ - @, R EansEmss Ssenm.

1Teach-CentDS 7 =

Eroot@Centos7TeacE ;%# ldd /usr/bin/htpasswd | grep 1ibpam
.| [root@cCentos7Teac # iy VoS 7=

[root@centos7Teach /]# 1dd /usr/bin/ssh | grep Tibpam zégﬁjg‘-‘lﬂ*;i*
[root@Centos7Teach /]1#

[root@cCentos7Teach /]#|1dd /usr/bin/passwd | grep 11bpam|
Tibpam.so.0 => /T3 ibpam. so. X al71000)
Tibpam_misc.s0.0 => /1ib64/libpam_misc.so.0 (0x00007f8329f6c000)

[root@Centos7Teach /]#

[root@centos7Teach /]#1dd /usr/bin/login | grep pam L
Tibpam.so.0 => /T1ib64/T1ibpam.so0.0 (0x00007f8leeb4a000) L
Tibpam_misc.s0.0 => /1ib64/Tibpam_misc.so.0 (0x00007f81ee946000)

1 [root@centos7Teach /]#

[root@Centos7Teach /1# _

I

2. [R

PAM{&

of
=

.

B (AR ERISEENE

1]
iﬂﬁq:l Eg"‘jﬁ? / Bﬁﬁ%ﬁ / ' sshi/froot@211.69.35.213:22 @55H2  xterm I 80x40 @ 1324 1&5 CAP NUM




2N [RETH 23RS BRI

PAMETY

m /etc/pam.d/ERFEESMNEEFHIIPAMECESE , FIT0 , loginfEFRIEE
EF/IREZBTREN Alogin , 5223 MAIPAMECE {4 8/etc/pam.d/login,

n BNEEXNHEIEE—HIES | BTEXERUUNEHIREISE., 85
S EE— EREANEE , BFRERNEMN (20 ) fiERANEEIR
=R

n IEEEU TR,

module_interface control_flag module_name module_arguments
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2N [RETH 23RS BRI

PAMIE ZF&TU,
m module_interface control_flag module_name module_arguments

n PAMIE RSN AU SR « iRz, ITHinE. ERBIR. (EESEL
EHEOH e FRAERETRSE , PAMSIAHESIREIFRE AT ARIESEO |, (1558
EAARRINAERSS.

EHIREESCI AP ENE— MFERN B REZ B IR B AT TS, FrarY

PAMIELR# A FRRT ER IR B R THER & L MINER | B PAMIERFIE S NI R A HIIRS
RELERER/BEIEEY, FMEHIRETN—MMELEER | PAMEGIX LB /LMAVE
RESI— NGB/ AMER | REBERIREISN PR,

BRZROE SRR NER AR | IIRIRESAHIER | BR—MEREBIR , Wik

BHZAERENIATE B 5/ usr/lib/security

ERSHAREBZERINSE , —RRREMERISEEAERE |, ATLARIZERATFF

REBETEN , BRBEN N HEERNSE,
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% 11-24 PAM $td0

B 8
amh | AHERED . STRASY . T TR EDE AR e
ot | . SEER SR TET SRR R ARTE
Aok FRERERS « LEE RS N _—
2 1;2 BE =1 I@ password | EEEHEC - FAEHEAEE, LHEH R OmE 2.3 2 B{pIGIFIER

session ESEERED - RTEENRER PSS, TRAFPRINMECBBEIEN

PAMIEHE e

.21} 5B

R I A R UAE » ANRAE UL AN MRS | FE
FEHREOT—MEH . ERIFERERIIIERE. TEEREnEAs

required

equiste | ERERARRINARAGNE RTINS AN
FRHEAS

WGSBS - IR sufficient EEGARRT. HE </l
sufficient Rl required ERETE L0, PAM SOEARFERREER. 7=
B E Rt

A B ENE A R W - R AR BERIE FE 45200
optional | optional {8525 B BIBAIERZBHA AT « BRI T s
BIE HFSAMEIBERAR

nouge | SEMSHATETE, ncude SERARAUNENATR . BFEATER
3IFR Y PAN EEREE S5y

Z 11-26 PAM i TIEREY
& R
debug FEEERE SR sysleg (EHFRRILERE A BIRGREZFH

no_wam FHER T T E R R R AR
use_first pass | FERZEHCT R TR FRVET EERR—TMERN A FBREEERTED

ry it pass | FERIERATES AN — AR A A EEAES, MREERET
- it BTN BED

use_mapped_pass | FARE{EHRTEME TR PHAER, mEERNERER

e ERZERET AP EERES, RO EELITE TR, FAn
SIEEFREZ A / ly / 1393821 | W0SeRCCOUN | o b o oter o o12 FERIRIED




2 N RETE

2372 BRIGIERIR

PAME Rtk

ARREZD KRS/ bl / 139382

7 11-27 PAM ER#EH
PAM {5tk BOEe wHEH
auth TR ED, HSletc/shadow 37HEM R IWEIREEESR 0
pam_unix.50 account ENEFHRSER (BEESIHERE), WSaIAeT, REER 0
password TEp A PRTER BAARAMED AR PRETEDE
shadow 37 {4+
oam_shels.so autn HEFIIEEREG FATR shell fFiRTzetshels Tk —
account £ shell
auth
account
pam_deny.so el A TiBs@ihi]
password
session
auth
account
pam_permit so AR AR AR R Rk Th
password
session
pam_securatty so auth MEAPEL root BEAT. MR ty 7z ietosecurentty 7 h
auth
account
pam_listfile.so ThialEz AR EAEHIT =
password
session
pam_cracklib.so password | JE-MMEHA[LUEA Bl MERFETERES . BT REEOEE
pam_limits.so session EXEARGEERI LR root AFPMEEIRS oILiAR

fetcisecurity/limitsconf ak/etc/security/limits d* conf %52




2 NRETH 2382 BINIREIEHR
PAMZ/ : s@F|{sEFAsRES

[

AE Linux Feg 5| RS, AR R TR EKIFH " /etc/pam disystem-auth-ac”.
[#h 5240

TEFRIEH : pam_cracklib. iZHER{RIEAT password gD, TERTIEAFERE

TATEESUE, RN EATNEME EEEHE, 0% 1-28 Frn.
2% 11-28 pam_cracklib {fihSHiRE

E HEH
minlen=N EEFEREETLT v (B 9
Icredit=-N ElEE N EFES
ucredit=-N ZlEE N4 HEER

deredit=-N =lag A=
ocredit=-N EEE N MEHET
retry=N BETEN, 5 ¥ AR PEDER R
difok=N ERTEN . HEEELD v AETSIREETE (24 5

reject_username | ST E RS SHPESHREENEE
maxrepeat=N | {EEESEE ¥ -MEEFHATER. FIMEN 0 BTHETE2ERA

{EEESHT VARRETRIIRIET . 580 ©1234" B “fadcb™ BIAER
maxsequence=N | TEMERTIR--ZHEE . —RASHEFNEDHISBE . BFEFEAISE
EER— R

maxclassrepeat=N | {EEEEIEEZRIE ¥ L FEEFFAER - 2N 0 BT ETEER
use_authtok MRS AIRED. TETAPRARED (TR PEkER)
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School)
MEHF) REE) EENV LEO) EEEE) SFOW) #2EEIH)
B B DO & @-0-4- 88

1 Teach-CentOS7 = (&4

& sshyfroot*resr =g 011.69.35.213:22 -

Pl = NETRA RN G R

[» EEMSmEE, mEElE..

[root@Centos7Teach ~]#

rpm -qa | grep cracklib

I A

)
2 "-—“’—-r. crack1ib-2.9.0-11.e17.x86_64
. B, .|crackiib-dicts-2.9.0-11,217.x86 64

[root@Centos7Teach ~]#|tree /etc/pam.d/ |
/etc/pam.d/
atd
chfn
chsh
config-util
crond
fingerprint-auth -> fingerprint-auth-ac
fingerprint-auth-ac
Togin
other
passwd
password-auth -> password-auth-ac
password-auth-ac
polkit-1
postlogin -> postlogin-ac
postlogin-ac
remote
runuser
runuser-1
smartcard-auth -> smartcard-auth-ac
smartcard-auth-ac
smtp -> /etc/alternatives/mta-pam
smtp.postfix
sshd
su
su-1
sudo
sudo-i
system-auth -> system-auth-ac
system-auth-ac
systemd-user
vmtoolsd
vsTtpd.bak
vsftpd. rpmsave
vsTtpdr

PAMZEf 1 -

B (AR ERISEENE

ssh://root@211.69.35.213:22

WRREL KRS / B /

.

@55H2  xterm I 80x40 @ 40,24 1&5 CAP NUM

ZEBHBISIEEIR




2. RE"

PAMZE(;

TR &REE EEN) 1R EEEE) SO0 =EEH) & sshy/froot*rresresamo1],69.35.213:22 -
B E- O E-B-Q-A- 8P LA @\ E-1H-10O . PEEI=EEE s

1Teach-CentDS 7 =

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *

[root@Centos7Teach ~]#[cat /etc/pam.d/passwd |

#%PAmM-1.0

auth include system-auth

account include system-auth

password  substack system-auth

-password optional pam_gnome_keyring.so use_authtok

password  substack postlogin

password required pam_cracklib.so minlen=15 Tcredit=-1 ucredit=-1 ocredi

t=-1 dcredit=-1 difok=6

i

|Retype new password:

[root@Centos7Teach ~]#
[root@cCentos7Teach ~]# passwd userl
Changing password for user userl.

|New password:

Retype new password:

BAD PASSWORD: is too simple
Retype new password:

sorry, passwords do not match.

[root@cCentos7Teach ~]# passwd userl
Changing password for user userl.
New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[rootlécCentos/1each ~]#

[root@Centos7Teach ~]# _

minlen=12 /L 12497

lcredit=-1 i D 1 NNG 7 5

ucredit=-1 P 1TKE 7

ocredit=-1 gL 19¥F

deredit=-1 gL 1M T

difok=6 TR A 5 A BB B 6N T A A

B (AR ERISEENE @

WRRELKRE / Bl / |

ssh://root@211.69.35.213:22 @55H2  xterm I 80x40 W 2624 185 CAP NUM
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2N [RETH 23RS BRI

s | . \ — 2N U |
PAMZER : ZIRKMEFLE 1E
(A
# Linux PIREIAPEFRANE, HEEXHREREEH “etcpamadisshd (3
fetc/pam. d/password-auth-ac ™.
[ER524]
EF “pam_tally2” R ELE AT auth BHRED, TBATAPERIERSIL, 1Z18HRE

ERMESH R HARIREA, 0% 11-30 Brr.
% 11-30 pam_tally2 {§ths#fen

23 M HEA
onerr=[succeed|fail] IR EEEHETIT
file=/pathitoflog SMERAR B var/log/tallylog
audit ZREN | IRERNAFEEHEL WEAFPEERLREIRGEES
silent THEMEXRIER
no_log_info TR relog IBREERR
deny=n MG o SR
lock_time=n S MrER SHERRTE (R
unlock_time=n B ST EiRE S, FRigntial
no_lock_time - FAEEETE var/log/Faillos AR fail locktime =TER
magic_root root Fj P (uid=0) AR AT HEEFEEE
even_deny_root oot F PARMIE R RAEE deny=n X BIEEEIRIA]
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2. N PRE

PAMZE(

WFRELKRE / Bl / |

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *

TR &EE BEV 1AM EEEE S0OW) EEH) & sshyffrootresssseng211,60.35.213:22 -
Fa- & E- O &-wm-O-4- &P 1B - - . P SEMSEAE, SSEm..
1Teach-CentDS 7 = <
[root@Centos7Teach ~]#|cat /etc/pam.d/password-auth | .
#%PAM-1.0

# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth required pam_faildelay.so delay=2000000

auth sufficient pam_unix.so nullok try_first_pass

auth requisite pam_succeed_if.so uid >= 1000 quiet_success

auth required pam denv,.so

auth required pam_tally2.so deny=3 unlock_time=120 file/var/Tog/tal
Tylog

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed_if.so uid < 1000 quiet

account required pam_permit.so

account required pam_tally2.so |
password requisite pam_pwquality.so try_first_pass local_users_only retry
=3 authtok_type=

password sufficient pam_unix.so sha512 shadow nullok try_first_pass use_au
thtok

password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

sessioz [success=1 default=ignore] pam_succeed_if.so service in crond quiet
use_ui

session required pam_unix.so

[root@Centos7Teach ~1#

[root@centos7Teach ~]# pam_tally2 --user=zhangsan
Login Failures Latest failure From
zhangsan 5 05/16/18 23:25:22 10.10.0.1
[root@Centos/Teach ~J]&

[root@Centos7Teach ~]# _

.

B (AR ERISEENE @

ssh://root@211.69.35.213:22 @55H2  xterm I 80x40 @ 3824 1&5 CAP NUM
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22 BHAISIERIR




EE' zhangsand tos7 Teach:~

login as: zhangsan
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
login as: zhangsan
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
login as: zhangsan
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Access denied
zhangsan@211.69.35
Account locked due
Account locked due

.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:
.213's password:

.213's password:

to 4 failed logins
to 5 failed logins

JEEIRIR

Last failed login: Wed May 16 23:25:24 CST 2018 from 10.10.0.1 on ssh:notty
There were 12 failed login attempts since the last successful login.

Last login: Wed May 16 23:19:34 2018 from 10.10.0.1

[zhangsanlCentos7Teach ~]$ I
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/School)

MR 4E|E) =ZEBNV IEM EmREE) 00w #EEIH) @ sshifroot** s @192,168.10.101:22
=R G- NOo &-5-9- - P 6 [E3 R . P EEISESE, SEsnmnss,

1192.168.10.101 =

+
[root@Cent0s7Base ~]#|fd15k -1 |

Disk /dev/sda: 8589 MB, 8589934592 bytes, 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x000eeb9c

Device Boot start End Blocks Id System
/dev/sdal * 2048 2099199 1048576 83 Linux
/dev/sda2 2099200 16777215 7339008 8e Linux LWM

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Ra

Disk /dev/mapper/centos-root: 6652 MB, 6652166144 bytes, 12992512 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/centos-swap: 859 MB, 859832320 bytes, 1679360 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

[root@centos7Base ~]# i

B USSR EERISRTET

sshz//root@192.168.10.101:22 & S5H2

xterm T 12040

0. 31,23

188

CAP NUM

i .




R

« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)
MR REE BBV IR EERE) &S00 =)
i RN &= - Mo &-o5-6- 4-

1192.168.10.101 = |4

0192.168.10.101:22

@ -

@ ssh/froot:

é-ﬂ n-@ E"

[+ EEM=RTS

, AT,

[root@Cent0S7Base ~]#
wWelcome to fdisk (uti

fdisk /dev/sdb |
-lnux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier Ox6f4417cf.

Command (m for help): m

Command action

toggle a bootable flag

edit bsd disklabel

toggle the dos compatibility flag
delete a partition

create a new empty GPT partition table
create an IRIX (SGI) partition table
Tist known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes

create a new empty Sun disklabel
change a partition's system 1id

change display/entry units

verify the partition table

write table to disk and exit

extra functionality (experts only)

command (m for help)
Partition type: -

p primary (0 primary, 0 extended, 4 free)
e extended
select (default p)i:;]
Partition number ( default 1): F
First sector (2048-41943039, defauTlt 2048):
Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-41943039, default 41943039):
Using default value 41943039

XE<CAHWOTOSI VOCQOANTR

B (A R E
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)

MHHF HIBE EENV) LRI EmEE) S0OW)  #EH) B ssh/frootreeessrars @192.168.10.101:22

RN G- O &-3-G-4- €@ A & H- - ® . P SEmEEeE  suAnsaEE.

1192.168.10.101 = |4 )

Partition type:
p primary (0 primary, 0 extended, 4 free) iﬁi
e extended

select (default p): p

— Partition number (1-4, default 1): 1 -

First sector (2048-41943039, default 2048):

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-41943039, default 41943039):

Using default value 41943039

Partition 1 of type Linux and of size 20 GiB is set

Command (m for help):
The partition table has been altered!

calling ioct1() to re-read partition table.

Syncing disks.

[Foot@CentOs7Base ~]1#] mkfs.ext4 /dev/sdbl |

mke2fs 1.42.9 (28-Dec-72013)

Filesystem Tabel=

0S type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

stride=0 blocks, stripe width=0 blocks

1310720 inodes, 5242624 blocks

262131 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=2153775104

160 block groups

32768 blocks per group, 32768 fragments per group

8192 inodes per group

superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

writing superblocks and filesystem accounting information: done

[root@Centos7Base ~1#

m .

. - RS A @
WEH
ssh://root@192.168.10.101:22 5 55H2 xterm [ 120x40 i, 40,23 185 CAP MUM




« 192.168.10.101 - root@CentOS7Base:/newdisk - Xshell 5 (Free for Home/Schoal)

MHHF HIBE EENV) LRI EmEE) S0OW)  #EH) B ssh/frootreeessrars @192.168.10.101:22

RN G- O &-nB-6-4- €@ A B~ - . P SEmEEeE  suAnsaEE.

R

1192.168.10.101 = |4

[root@Centos7Base ~]# fdisk -1

Disk /dev/sda: 8589 MB, 8589934592 bytes, 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: O0x000eeb9c

Device Boot Start End Blocks Id System
/dev/sdal * 2048 2099199 1048576 83 Linux
/dev/sda2 2099200 16777215 7339008 8e Linux LWM

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x22653f47

Device Boot Start End Blocks Id System
/dev/sdbl 2048 41943039 20970496 83 Linux

Disk /dev/mapper/centos-root: 6652 MB, 6652166144 bytes, 12992512 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/centos-swap: 859 MB, 859832320 bytes, 1679360 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

[root@Centos7Base ~]# mkdir /newdisk
[root@Cent0s7Base ~]# mount /dev/sdbl /newdisk
[root@Centos7Base ~]#

[root@cCentos7Base ~]# cd /newdisk
[root@Cent0s7Base newdisk]# mkdir demofolder
[root@Cent0s7Base newdisk]#

B (A R E
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«& 192.168.10.101 - root@CentOS7Base:/ - Xshell 5 (Free for Home/School)

MHHF HIBE EENV) LRI EmEE) S0OW)  #EH) B sshef/froosssesseees @192.168.10.101:22
O &= O & -B-Q-A- €@ 2R - - . P SENSEaE , Snahne,

1192.168.10.101 = |4

[root@cCentos7Base /]# vi /etc/fstab
[root@Cent0S7Base /]1# cat /etc/fstab ﬁ

#
—# /etc/fstab -
# Created by anaconda on Fri Apr 6 18:04:16 2018
#

# Accessible filesystems, by reference, are maintained under '/dev/disk'
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

/dev/mapper/centos-root / xfs defaults 00
UUID=62e32dd3-d222-4ffc-901b-4alab5933eal /boot xTs defaults 00
dev/mapper/centos-swap swap swap defaults 00

/dev/sdbl /newdi sk ext4 defaults 00 |
rootdcentos/Base /%

[root@Centos7Base /1# e

FARBER S,

FETHRMEER | LSRN EEE gFauto , ERautoll]
FETREmountsEX|ErEEE,

FONRRENFTSOXTEZNETER., NERS . NEE
defaultsUIFRAAERALEEFEAEAERE | £8rw, suid, dev,
exec, auto, nouser, 1 async,

FNHEFRdumpit - dump TEFETXMERMAE FR%=%
RAENEEZREETEEN. NER0, dumpREHEZE , T L
. REHRdumpiZE 20,

FATIRISckiER - fsckGp S EERMNZFEREELHEZREITMN
AAFEERERE | RIERS/ MR FEMELZA, 2t
EFEMiZA2, EXNEERFEETECHONAERE | WREZFEA
0.

m .

B (A R E

R
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)

IHHF)  RBE EENV IR EEEE) s00m  EEH) B sshyffrogtrssesees @192.168.10.101:22
RN G- O &-nB-6-4- €@ A H- - . P SEmEEeE  suAnsaEE.

1192.168.10.101 = |4

[root@Centos7Base ~]# fdisk -1

Disk /dev/sda: 8589 MB, 8589934592 bytes, 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: O0x000eeb9c

Device Boot Start End Blocks Id System
/dev/sdal * 2048 2099199 1048576 83 Linux
/dev/sda2 2099200 16777215 7339008 8e Linux LWM

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/sdc: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

R

Disk /dev/mapper/centos-root: 6652 MB, 6652166144 bytes, 12992512 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/centos-swap: 859 MB, 859832320 bytes, 1679360 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

[root@Centos7Base ~1#

B (A R E
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)

IHHF)  RBE EENV IR EEEE) s00m  EEH) B sshyffrogtrssesees @192.168.10.101:22
RN G- O &-nB-6-4- €@ A H- - . P SEmEEeE  suAnsaEE.

1192.168.10.101 = |4

[root@Centos7Base ~]# fdisk -1

Disk /dev/sda: 8589 MB, 8589934592 bytes, 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: O0x000eeb9c

Device Boot Start End Blocks Id System
/dev/sdal * 2048 2099199 1048576 83 Linux
/dev/sda2 2099200 16777215 7339008 8e Linux LWM

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x20dbld35

Device Boot Start End Blocks Id System
/dev/sdbl 2048 41943039 20970496 83 Linux

Disk /dev/sdc: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk Tabel type: dos

Disk identifier: Ox2e3bbb03

Device Boot start End Blocks Id system
/dev/sdcl 2048 41943039 20970496 83 Linux

R

Disk /dev/mapper/centos-root: 6652 MB, 6652166144 bytes, 12992512 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/centos-swap: 859 MB, 859832320 bytes, 1679360 sectors

B (A R E
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)

MHHF HIBE EENV) LRI EmEE) S0OW)  #EH) B ssh/frootreeessrars @192.168.10.101:22

R

RN & - O E-B3-Q-A- P 26 B~ - . B EENEEAE, SsEMpELEA

1192.168.10.101 = |4 )

[root@centos7Base ~]#| yum -y install mdadm |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: ftp.sjtu.edu.cn

* extras: ftp.sjtu.edu.cn

* updates: ftp.sjtu.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package mdadm.x86_64 0:4.0-13.e17 will be installed

--» Processing Dependency: 1ibreport-filesystem for package: mdadm-4.0-13.e17.x86_64
--> Running transaction check

---> Package Tlibreport-filesystem.x86_64 0:2.1.11-40.e17.centos will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:

mdadm x86_64 4.0-13.e17 base 431 k
Installing for dependencies:

Tibreport-filesystem x86_64 2.1.11-40.e17.centos base 39 k

Transaction Ssummary

Install 1 Package (+1 Dependent package)

Total download size: 470 k

Installed size: 1.0 M

Downloading packages:

Tibreport-filesystem-2.1.11-40 FAILED
http://ftp.sjtu.edu.cn/centos/7.5.1804/0s/x86_64/Packages/libreport-filesystem-2.1.11-40.e17.centos.x86_64.rpm: [Errno 1
4] curl#6 - "Could not resolve host: ftp.sjtu.edu.cn; Unknown error”

Trying other mirror.

mdadm-4.0-13.e17.x86_64.rpm FAILED

http://ftp.sjtu.edu.cn/centos/7.5.1804 /0s/x86_64/Packages/mdadm-4.0-13.e17.x86_64.rpm: [Errno 14] curl#6 - "Could not re
solve host: ftp.sjtu.edu.cn; Unknown error"

Trying other mirror.

Tibreport-filesystem-2.1.11-40 FAILED

m .
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)

TP SEE ==V IEMN EEEE) S00W ZEH) LIPS SR
RN G- O &-nB-6-4- €@ A B~ - . P SEmEEeE  suAnsaEE.

R

1192.168.10.101 = |4

-

[root@Centos7Base ~]#|mdadm -C /dev/md0 -ayes -1 1 -n 2 /dev/sd[b,c]l |
mdadm: Note: this array has metadata at the start and

may not be suitable as a boot device. If you plan to

store '/boot' on this device please ensure that

your boot-Toader understands md/vl.x metadata, or use

--metadata=0.90
Continue creating array? vy
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/md0 started.
[root@Cent0S7Base ~]#
[root@CentOS7Base ~]#|cat /proc/mdstat |
Personalities : [raidl]
md0 : active raidl sdcl[1l] sdbl[0]

20953088 blocks super 1.2 [2/2] [uu]

[===>. . i ] resync = 19.5% (4096768,/20953088) finish=2.0min speed=136558K/sec
unused devices: <none>
[root@Cent0S7Base ~]# mdadmZ2[izEg -
[root@Cent0s7Base ~]1# [ -C  --create IE[EF,

-a --auto FAECIRRE | MAFIMESHE YR ERmknodas 4R EIE
— T RAIDIRE | FiTHEFFR-a yessH—RECIE.

-1 —level [EHESR , ERNESNEDSE linear, raid0, raidl, raid4,
raid5, raidé, raid10, multipath, faulty, container,

-n  --raid-devices [EFFEFHEEMNHE  ZHENLEREENHNEN
EZETESFENEENE,

/dev/md0 EFIENRES R,
/dev/sd[b,c] Z256IEEINEEZSR.

- REarE S = At
ssh://root@192.168.10.101:22 B 55H2  xterm I 120x40 @, 19,23
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« 192.168.10.101 - root@CentOS7Base:~ - Xshell 5 (Free for Home/Schoal)

MHHF HIBE EENV) LRI EmEE) S0OW)  #EH) B sshef/froosssesseees @192.168.10.101:22
RN &= PO &-wm-9-4- €@ U6 F~- - ® . b EEISEeE , SeanEEEa.
1192.168.10.101 = | -
[root@Centos7Base ~]#|mdadm -D /dev/md0 | 8
/dev/md0:
version : 1.2 é

Creation Time : Thu May 17 23:50:55 2018
— Raid Level : raidl —
Array Size : 20953088 (19.98 GiB 21.46 GB)
Used Dev Size : 20953088 (19.98 GiB 21.46 GB)
Raid Devices : 2
Total Devices : 2
Persistence : Superblock is persistent

Update Time : Thu May 17 23:53:35 2018
State : clean
Active Devices : 2
working Devices : 2
Failed Devices : 0
Spare Devices : 0

Consistency Policy : resync

Name : Cent0s7Base:0 (local to host Cent0S7Base)
UUID : al4ceb3b:d7e82c47:f663bf07:06fac39d

Events : 17
Number Major Minor RaidDevice State
0 8 17 0 active sync  /dev/sdbl
1 8 33 1 active sync  /dev/sdcl

[root@Cent0s7Base ~]#
[root@centos7Base ~]# JI

m .

N |- EvEare e = e -
JAEgR
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«& 192.168.10.101 - root@CentOS7Base:/newmddisk - Xshell 5 (Free for Home/Schoal)

XA HEE BEv) 150 EREE) ®OW 2E8H)
Do & - o8- A

G- G-

@ sshyffrootrrsssresss @192.168.10.101:22

eP Heids H -0 -

[+ EEMSRSE | ohliEE .

R

1192.168.10.101 = |4

1 8
[root@Cent0S7Base
[root@Centos7Base
[root@Cent0s7Base
[root@Cent0sS7Base
[root@Centos7Base

mke2fs 1.42.9 (28-

Filesystem Tabel=
0S type: Linux

33 1 active sync  /dev/sdcl

~1#

~]#|echo DEVICE /dev/sd{b,c}l >> /etc/mdadm.conf
~]#|mdadm -Evs >> /etc/mdadm.conf

~#

~]#|mkfs.ext4 /dev/md0

Dec-2013)

Block size=4096 (log=2)

Fragment size=4096 (log=2)

stride=0 blocks, stripe width=0 blocks

1310720 inodes, 5238272 blocks

261913 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=2153775104

160 block groups

32768 blocks per group, 32768 fragments per group
8192 1inodes per group
superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

writing superblocks and filesystem accounting information: done

[root@Centos7Base
[root@Cent0s7Base
[root@Cent0sS7Base
[root@cCentos7Base
[root@Cent0S7Base
[root@Cent0sS7Base
[root@Centos7Base
[root@Cent0S7Base
total 20

~]# mkdir /newmdddisk
~]# mount /dev/md0 /newmddisk

S1#
~]#|echo "/dev/md0 /newmddisk ext4 defaults 0 0" >> /etc/fstab|
~1#

]
~1# cd /newmddisk
newnmddisk]# mkdir folderl
newmddisk]# 1s -1

drwxr-xr-x. 2 root root 4096 May 18 00:05 folderl

drwx------ .
[root@Centos7Base

B (A R E

ssh://root@192.168.10.101:22

2 root root 16384 May 18 00:03 Tlost+found

newnddisk]# B

& s5H2

xterm

I 12040
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[ThiEd
fsck i % REdF B BRI E EFAERMA S R Gt
€73
| # fsck [ -sAVRTNP] [-C [fd]] [-t fstype] [filesys--] [--] [ fd-specific-options]
[omiRAA]
BRI 11-39 F 7o
Z 11-39 fsck sSptn
AN HHEH
-8 FRHATREFRL . Mr2HTHIT
tfstype | ENERRERIC A RGREEE
-A taE/etc/fstab iR ERIRFE R I Rin
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1Teach-CentDS 7 =

[» EEMSmEE, mEElE..

[root@Centos7Teach ~]# fdisk -1

Disk /dev/sda: 64.4 GB, 64424509440 bytes, 125829120 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

IDisk identifier: 0x000433e9
Device Boot Start End Blocks Id System
1/dev/sdal * 2048 2099199 1048576 83 Linux
/dev/sda2 2099200 125829119 61864960 8e Linux LVM

o

o

o

Tpisk /dev/mapper/centos-root: 41.1 GB, 41120956416 bytes, 80314368 sectors

Units = sectors of 1 * 512 = 512 bytes
sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/centos-swap: 2147 MB, 2147483648 bytes, 4194304 sectors
Units = sectors of 1 * 512 = 512 bytes
sector size (logical/physical): 512 bytes / 512 bytes

1I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/centos-home: 20.1 GB, 20073938944 bytes, 39206912 sectors
Units = sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

=

[root@cCentos7Teach ~]# fsck -y /dev/sdal
fsck from util-Tinux 2.23.2
/sbin/fsck.xfs: XFS file system.
[root@centos7Teach ~]# fsck -y /dev/sda2
fsck from util-Tinux 2.23.2

WRRELKRE / B / |

[root@Centos7Teach ~1# _
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR &EE BEV 1AM EEEE S0OW) EEH) B sshy/froot*s+++++ers@211,69.35.213:22 -
Fa- & E- O &-wm-O-4- &P 1B B- - . D SEMSSAE, SsEn..
1Teach-CentDS 7 = <
\ n - [root@Centos7Teach ~]# ps -ef ~F
5 UID PID PPID C STIME TTY TIME CMD 5 2‘#EME
I; | E E .| root 1 0 0 maylé ? 00:00:02 /usr/1ib/systemd/systemd --switc LIIITEE
root 2 0 0 mMayl6 ? 00:00:00 [kthreadd]
root 3 2 0 maylé ? 00:00:00 [ksoftirgd/0]
root 5 2 0 maylé ? 00:00:00 [kworker/0:0H]
E ‘;:I: [ | root 7 2 0 maylé ? 00:00:00 [migration/0]
] Z‘E Jroot 8 2 0 Mayl6 ? 00:00:00 [rcu_bh]
root 9 2 0 maylé ? 00:00:00 [rcu_sched] L
root 10 2 0 maylée ? 00:00:00 [watchdog/0]
iroot 11 2 0 maylé ? 00:00:00 [watchdog/1]
root 12 2 0 maylé ? 00:00:00 [migration/1]
| root 13 2 0 maylé ? 00:00:00 [ksoftirqd/l]
root 15 2 0 maylé ? 00:00:00 [kworker/1:0H]
root 17 2 0 maylé ? 00:00:00 [kdevtmpfs]
1root 18 2 0 maylé ? 00:00:00 [netns]
root 19 2 0 maylé ? 00:00:00 [khungtaskd]
lroot 20 2 0 maylé ? 00:00:00 [writeback]
root 21 2 0 maylé ? 00:00:00 [kintegrityd]
root 22 2 0 Mayl6 ? 00:00:00 [bioset]
< root 23 2 0 Mavle ? 00-00-00 Tkhlackdl
root 24 & 11-40 4T
| root 28 FH iER FH A
root 29 uID ETHEAA STIME IR BT A
d ;33§ gg PD | gD ™Y wige
root 39 PFID AMEIEID TIME HIZ{EAR CPUATE
{ root 40 ¢ |crummmR cMD OIS 1]
root 41 L ——— — ————— d]
root 42 2 0 maylé ? 00:00:00 kpsmoused]
1root 44 2 0 maylé ? 00:00:00 [ipv6_addrcontf]
root 63 2 0 maylé ? 00:00:00 [deferwq]
Jroot 97 2 0 Mayl6 ? 00:00:00 [kauditd]
root 278 2 0 maylé ? 00:00:00 [mpt_pol11_0]
root 279 2 0 maylé ? 00:00:00 [ata_sff]
root 280 2 0 Mayl6 ? 00:00:00 [mpt/0]
root 287 2 0 maylé ? 00:00:00 [scsi_eh_0]
| root 288 2 0 maylé ? 00:00:00 [scsi_tmf_0]
root 289 2 0 mayl6é ? 00:00:00 [scsi_eh_1] Q
root 290 2 0 maylé ? 00:00:00 [kworker/u4:2] y
o R - Ry e i e
Ijl__qu:llzzljk / BTEH%E/ ssh://root@211.69.35.213:22 & 55H2 xterm I BOxd40 in. 40,24 k= CAP NUM
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o &-

B sshyffrootressssssessg a1
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» BEMSRISE, _EE

69.35.213:22 -

root 1649 788 0 01:07 pts/0

[root@Centos7Teach ~]1#

[root@centos7Teach ~]#|ps -T1
PID TTY STAT

E \;:I: of 17 Ss
1 Z‘E 788 pts/0 Ss 0:00 -bash
1650 pts/0 R+ 0:00 ps -T1

[root@Centos7Teach ~]#

[root@cCentos7Teach ~]#!ps -Af kuid,-pid '
UuID PID PPID

4

Jroot 1651 788 0 01:08 pts/0 R+
root 1646 2 0 01:06 ? s
root 1641 2 001:017 s

9 root 1580 2 0 00:45 7 s
root 1571 2 000:41 7 S

|root 1387 2 0 maylé ? S
root 788 784 0 Mayl6é pts/0 Ss
root 784 652 0 maylé ? Ss

qroot 775 1 0 maylé ? Ss
root 709 2 0 maylé ? S<

lroot 652 1 0 maylé ? Ss
root 650 1 0 mayl6 ? ss
root 636 1 0 maylée ? Ss

root 633 1 0 Maylée ttyl Ss+
root 631 1 0 maylé ? Ss

{ root 626 1 0 maylé ? Ss
root 625 1 0 maylé ? ssl
root 606 1 0 maylé ? Ss

Jroot 603 1 0 maylé ? Ss
root 602 1 0 maylé ? ssl

Jroot 597 1 0 maylé ? Ss
root 574 1 0 maylé ? s<sl
root 569 2 0 Mayle ? S
root 568 2 0 mMaylé ? S<
root 567 2 0 maylé ? S<

| root 566 2 0 maylé ? S<
root 565 2 0 mMaylé ? S<
root 564 2 0 maylé ? S<
B RTE S

WRRELKRE / B / |

ssh://root@211.69.35.213:22

[slsjalslslslslslajslaslslalslsislslslalslslslalslslsls)e]
(=]
o

& 55H2

[root@Centos7Teach ~1#|ps -ef | grep bash
root 788 784 U MayIb pts/U 00:00:00 -bash

00:00:00 grep --color=auto bash

0:02 /usr/1ib/systemd/systemd --switched-root --system --d

CMD

ps -Af kuid,-pid
[kworker/1:0]

[kworker/1:2]

[kworker/1:3]

[kworker/0:1]

[kworker/0:0]

-bash

sshd: root@pts/0
/usr/1ibexec/postfix/master -
[kworker/0:1H]

Jusr/sbin/sshd -D
fusr/bin/python -Es /usr/sbhin
Jusr/sbin/crond -n
/sbin/agetty --noclear ttyl 1
Jusr/sbin/atd -f
/usr/1ib/systemd/systemd-1ogi
/usr/sbin/NetworkManager --no
/usr/sbin/irgbalance --foregr
Jusr/bin/vmtoolsd
/fusr/sbin/rsyslogd -n
Jusr/bin/vGAuthservice -s
/sbin/auditd

[xfsaild/dm-2]
[xfs-eofblocks/d]
[xfs-Tog/dm-2]
[xfs-reclaim/dm-]
[xfs-cil/dm-2]
[xfs-conv/dm-2]

xterm  I* 80x40 0 4024 1845 CAP NUM

5.2iH = 18

.




& Teach-CentQS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O X
R HgE) =EENV) 1R EI-EE) s0W) #FEH) 3 ssh:ffrooprererresaama],69.35.213:22 o
& - G- O &-;3-9-A- €9 U6 FE- - . b EENEESE, SEENELE.
:
| [root@Centos7Teach ~]# ps -aux
:USER PID %CPU %MEM VSZ R55 TTY STAT START TIME COMMAND
| Moot 1 0.0 0.1 128168 6732 7 Ss Maylé 0:02 /usr/'l1b/systemd/systemd --switched-root --system --des
root 2 0.0 0.0 0 0?2 S Maylé  0:00 [kthreadgq”
— I root 3 0.0 0.0 0 07 S Mayl6 0:00 [ksoftird—— 1150 BRI —
root 5 0.0 0.0 0 07? S< Maylé 0:00 [kworker]| % v i L
root 7 0.0 0.0 0 07 S Maylé  0:00 [migratig USER | jafTitiemm RSS FHE SRR TR
root 8 0.0 0.0 0 07 s Mayle  0:00 [rcu_bh] e S
root 9 0.0 0.0 0 07 S Mayl6 0:00 [rcu_schdl—— =00 ST RS
root 10 0.0 0.0 0 07 s Mayl6é  0:00 [watchdod| %CPU | #iEHCPUBRE START L BRI
root 11 0.0 0.0 0 07 s Maylé  0:00 [watchdod| wmem | wgmmsems TIME #HZ A CPU HIBTiA
R I L~ e e
root 15 0.0 0.0 0 07 S< Maylé 0:00 'kworker/Z:0H]
root 17 0.0 0.0 0 07 s Mayleé  0:00 [kdevtmpfs]
root 18 0.0 0.0 0 07 S< Maylé 0:00 [netns]
root 19 0.0 0.0 0 0°7 S Mayle  0:00 [khungtag jfipt-auxitlil, nf A& FR4HFTA AL 2R EE SR
root 20 0.0 0.0 0 07 S< Maylé 0:00 [writebad s
root 21 0.0 0.0 0 07 S< Mayleé 0:00 [kintegri ’ .
root 22 0.0 0.0 0 0? S< Maylé 0:00 [bioset]| =fritfZMHF (USER)
root 23 0.0 0.0 0 0°? S< Maylé 0:00 [kblockd] CPUfEHZE (%CPU)
root 24 0.0 0.0 0 07 S< Maylé 0:00 [md] = (%MEM
root 28 0.0 0.0 0 07 S Maylé  0:00 [kswapdO] gfjggi;d‘ {RS)S)
root 29 0.0 0.0 0 07 SN Maylé  0:00 [ksmd] e ]
root 30 0.0 0.0 0 07 SN Mayl6 0:00 [khugepad ZuhS (TTY)
root 31 0.0 0.0 0 07 S< Maylée 0:00 [crypto] ﬁ}”jkg (STAT)
root 39 0.0 0.0 0 07 S< Maylé 0:00 [kthrotld P
root 40 0.0 0.0 0 072 s Mayle 0:00 [kworker] UEEianfiinl (START)
root 41 0.0 0.0 0 07 S< Maylé 0:00 [kmpath_f HtEERE/HMICPURTE] (TIME)
root 42 0.0 0.0 0 07 S< Maylé  0:00 [kpsmousd jmfrHIEM#S (COMMAND)
root 44 0.0 0.0 0 07 S< Maylé 0:00 [ipv6_add -
root 63 0.0 0.0 0 07 S< Maylé 0:00 [deferwq]
root 97 0.0 0.0 0 07 s Mayleé  0:00 [kauditd]
root 278 0.0 0.0 0 07 S< Maylé 0:00 [mpt_pol1_0]
root 279 0.0 0.0 0 07 S< Maylé 0:00 [ata_sff]
root 280 0.0 0.0 0 0?2 S< Maylé  0:00 [mpt/0]
root 287 0.0 0.0 0 07 s Maylé  0:00 [scsi_eh_0]
root 288 0.0 0.0 0 07 S< Maylé 0:00 [scsi_tmf_0]
root 289 0.0 0.0 0 07 S Maylé  0:00 [scsi_eh_1]
root 290 0.0 0.0 0 07 s Mayleé  0:00 [kworker/u4:2]
R B (S ARk -
7E.IF=Eq ssh://root@211.69.35.213:22 & S5H2 xterm I 120x40 i 40,24 1255 CAP NUM

.




IH 5. 212

ELinuRFEF |, Bal—MHIEARNEERR | BEEMNFIE.
FIEEERFBaAGSRRLEFEOEN—MER.
RIEHIERIRESR Y | FLEMIX A LIS SRR aRmH,

pIaEd : RFLE—MNEENRERAN. i, BRFEA—NsTS , XME
Boi— 1 eie#EiE. sIaaiEiNE RS —ELEERREN |, BRIERaAEET
5L, BUAR L EEZZIRE AP TEMG S, BIeBoiEERa N —REER
ESETIHERE. SES5HEPRERIRER.

[EEEE | HIEETEAERTERETH , #BaENREIEISheliBRF T , A*<=hH
KindEO. MAARLESEINENHER | T REzTE MRER , MEESHES
RARBRREREERIT. NR—NMEFETHEBAEER , MEAZEESHEPHETRE , 38
AAUEEFEREERA. AR R— 1S5 KELUESUFIARE , hTA
{E%f_—;';?ﬁﬁ’%helIE%%U%EJZ%TJ%B—E?&cpﬁ‘Eé\ﬁ B . NEsBshXNEEEE— 1 EE
UIFEHE,
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| <& Teach-CentQS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) O X
| T mEE =E0 IEM BEEEE S0W  BHH B sshy/froot*+++ e @211.60.35.213:22 o
& - G- MO, @-3n-G-A4- €9 U6 FE-0E- @ . [ ESEEEss s,
1Teach-CentOS7 = [I&d -
 [root@cCentos7Teach ~]#|ps aux | grep bash ~
Froot 788 0.0 0.7 908 964 pts/0 Ss  Mayl6é 0:00 -bash
w | Moot 1687 0.0 0.0 9048 664 pts/0 S+ 01:17 0:00 grep --color=auto bash
[root@Centos7Teach ~]#
— | [root@centos7Teach ~]#|ps aux | grep bash & |
[1] 1689
[root@Centos7Teach ~]# root 788 0.0 0.0 11908 1964 pts/0 Ss+ Maylé 0:00 -bash
root 1689 0.0 0.0 9048 664 pts/0 s 01:17 0:00 grep --color=auto bash
|2
g [11+ Done ps aux | grep --color=auto bhash
[root@Centos7Teach ~]#
[root@Centos7Teach ~]# _
i
t!
E
E:
R B (TS ST - =
7E.I$EI ssh://froot@211.69.35.213:22 & 55H2 xterm I 120x40 12,24 185 CAP NUM

=R ITYT O TTT ==

T 7T TTTT I T TET




5H$E§IE 5.2iHfEEE

[hiEl
NRELE | — BT SHERLETT . TLAE T R cir+C, IR EESHE, IRkER
kill a5 3EE | F o B | — B aiHHE , EAEBILEZHIEFGHE 1D, FLLE ps g 5i#H1T
SRR, PRSIEEE 1D fEREETE kil an S HETE - A TFEEAFER, AP RsEERCIET
Rz . M root AFNALLER REDEEIHE.
[E]
| # kill ) G858 |
[ ZeritiaH]
Kill A% AT 2 BiRBRINSR 11-51 Firs.
£ 1151 kil S-S B ELEER

AR |
a LAMELATHER  TIRHGS BIGHE ST EE
AFSSIRE] | MEAISSRE AR, M- SHSEE e B S
P $rE Kl A O TEHRSHEA A B, TORR RIS S
O e R
-u EERA
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# 11-52 {SSEH

22| EHFZ ;- kill

AP EAKE / Fkely / 1393821368

5.2

= g FhAahiE S CRNESHEED
SIGHUP 1 Term SEIRATRTE R
SIGINT 2 Term FEREEEIES
SIGQUIT 3 Core FERENERES
SIGILL 4 Core EFiES
SIGABRT 6 Core *8 abort fIREES
SIGFPE 1 Core Feafilsh
SIGKILL 9 Term FIE
SIGSEGV 1 Core BIERER(MTESIAER
SIGPIPE 13 Term EBIRT: m—EHEERHENEESHIE
SIGALRM 14 Term *[8 alarm AR ERHES
SIGTERM 15 Term =1
SIGUSR1 30,10,16 Term BREEYEE1
SIGUSR2 31,1217 Term BPEEYEE?2
SIGCHLD 20,17,18 lan FIgE bR
SIGCONT 19,1825 Cont NSRBI, AT
SIGSTOP 17,19,23 Stop FREHERHELES
SIGTSTP 18,2024 Stop FEEIRAWELLES
SIGTTIN 21,2126 Stop SEEHHEIRER
SIGTTOU 222227 Stop EEHEEER
SIGBUS 10,7,10 Core SR (MTERIaER)
SIGPOLL - Term Pollable &4 (Sys V). 5 SIGIO @
SIGPROF 27,2729 Term it mER AT
SIGSYS 12-12 Core FEERGERSVM)
SIGTRAP 5 Core fihtisit= ]
SIGURG 16,23,21 lan socket' £S5 S(4.2850)
SIGVTALRM 26,26,28 Term EetiliHA15FIA4(4.2BSD)
SIGXCPU 242430 Core #8id CPURHER(4.2BSD)
SIGXFSZ 25,2531 Core BT FERH (4.2BSD)
SIGIOT 6 Core 10T B5F5» 5 SIGABRT @3
SIGEMT 7-7 Term
SIGSTKFLT -16,- Term thaMBEE LR (R ER)
SIGIO 23,2022 Term AR E AR T VO B1E
SIGCLD --18 lan 5 SIGCHLD @3
SIGPWR 29,30,19 Term B P (System V)
SIGINFO 29-- 5 SIGPWR @
SIGLOST Term SRS
SIGWINCH 28,2820 lan BHO A "#1%(4.3BSD, Sun)
SIGUNUSED - Term F{#ERIZE(will be SIGSYS)




& Teach-CentQS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoal) — O X
TP EEE =BV L[S0 EEEE) S0  ZEH) B sshyfraot=sssermmn@D11.60.35.213:22 -
R & - O &-n-G-4- €9 a8 - - @ . b EEsmes ascissism,
: '
[root@Cento each ~]#|Es aux greg httpd | ~
F root 1786 |1.0 Q0. 4 : Ss 01:23 0:00 /usr/sbin/httpd -DFOREGROUND
| 2pache 1787 0.0 0.0 226304 3036 7 S 01:23 0:00 fusr/sbin/httpd -DFOREGROUND
apache 1788 0.0 0.0 226304 3036 7 S 01:23 0:00 /usr/sbin/httpd -DFOREGROUND
= | apache 1789 0.0 0.0 226304 3036 7 s 01:23 0:00 /usr/sbin/httpd -DFOREGROUND
apache 1790 0.0 0.0 226304 3036 7 S 01:23 0:00 /fusr/sbin/httpd -DFOREGROUND
apache 1791 0.0 0.0 226304 3036 7 S 01:23 0:00 /usr/sbin/httpd -DFOREGROUND
root 1794 0.0 0,0 9044 664 pts/0 S+ 01:23 0:00 grep --color=auto httpd
[root@Centos7Teach ~]#|kill 1786
[root@Centos7Teach ~]#
{1 [root@Centos7Teach ~]# ps aux | grep httpd
Jroot 1802 0.0 0.0 9044 664 pts/0 S+ 01:24 0:00 grep --color=auto htipd
[root@Centos7Teach ~]#
[root@Centos7Teach ~]# _
R B (TS ST - =
7@’[3:&3‘:' ssh://froot@®211.69.35.213:22 & 55H2 xterm I 120x40 14,24 185 CAP NUM




5E$%§IE 5.2iHfEEE

BXOHFRLIAD : nice renice
s ELinuxEFH , BNHEERITIESIE I —MUEER , FHhids |, #
FEIRIBCPUNEIRS#Z |, FRLRIESIHE | BT MG |
[ 2 N HBERA<BE THE,
s HEERMLSTEISEEN-20~19 , HF |, 20k ~mmEdk , m1INEH(E.
n FR-1~-201FrootFBFPRILURE |, RIS THIEKIAZR B0,

[Thigl
nice i< AT LAETER IR LR B BT e e o
(5]
| # nice [#R] [49]
[emifEH]
nice & % & FhET B H1RARINSR 11-53 Prs.
% 11.53 nice &S WIRITHiH
R A
B BRI ES (B8
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& Teach-CentQS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoal)

B (SR EETIS R

7@?@ Etl ssh://root@211.69.35.213:22

root@Centos7Teach ~]# _

& 55H2

xterm I 120w40

139,24

165

CAP MUM

TEHF REE ESNV) IR EEEE) s0W EEHH) B sshffroot s @311,69,35.213:22 -
0 G- O &@-i-9-4- 8¢ U6 - - . EENEEAE, SEENELEE,
oo B .

[root@Centos7Teach ~]# vi testl.php & ~

A [1] 1857
« [root@Centos7Teach ~]# nice vi test2.php &

[2] 1858

[1]+ Stopped vi testl.php

[root@Centos7Teach ~]# nice -19 vi test3.php &

[3] 1859

[2]+ Stopped nice vi test2.php

[root@Centos7Teach ~]# nice --19 vi test4.php &

[4] 1860

[3]+ Stopped nice -19 vi test3.php

[root@cCentos7Teach ~]# nice -30 vi test5.php &

[5] 1861

[4]+ sStopped nice --19 vi test4.php

[root@Centos7Teach ~]#

[5]+ sStopped nice -30 vi test5.php

[root@cCentos7Teach ~|# ps Tax | arep test

0 0 1857 788 20420 1424 do_sig T pts/0 0:00 vi testl.php

0 0 1858 788 30 10 20420 1420 do_sig TN  pts/0 0:00 vi test2.php

0 0 1859 788 39 19 20420 1428 do_sig TN pts/0 0:00 vi test3.php

B 0 1860 788 1 -19 20420 1424 do_sig T< pts/0 0:00 vi test4.php

0 0 1861 788 39 19 20420 1424 do_sig TN  pts/0 0:00 vi test5.php

0 0 1863 /88 20 0 9044 bb4d pipe_w S+ pts/0 0:00 grep --color=auto test
[root@Centos7Teach ~]#

[root@Centos7Teach ~]#|renice 5 1861 |

1861 (process ID) old priority 19, new priority 5

[root@Centos7Teach ~]# ps Tax | grep test

0 0 7 788 20 20420 1424 do_sig T pts/0 0:00 vi testl.php

0 0 1858 788 30 10 20420 1420 do_sig TN  pts/0 0:00 vi test2.php

0 0 1859 788 39 19 20420 1428 do_sig TN pts/0 0:00 vi test3.php

B 0 1860 788 1 -19 20420 1424 do_sig T< pts/0 0:00 vi test4.php

0 0 1861 788 25 5 20420 1424 do_sig TN pts/0 0:00 vi test5.php

0 0O 1867 788 20 0 9044 664 pipe_w S+ pts/0 0:00 grep --color=auto test
[

.
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5.3{¥5511%!

BRI T © crontab

[ohg

crontab FILIRES ¢, -F. HES. AT, 2HIREESRIERESHESHIT. AFR

27 crontab PR BITEFBIFETE, B (AN EEREMSBNENZESE.

[i5E]

# crontab [i&If] [crontab 374f]

[omiRan]

crontab ar %% FHEAT B HiRBAAATE 11-54 .

% 11-54 crontab w4 pRIAzEER

p-. ]

i

-U user

SEEM WA FBMEE - MRSz, MESESRETaS
RAPRIEMIETIE - FANEH root FFEER —RAFEEENE
CRNEETE

Fid HAIRIEEN TR

fHEF S AIRISchiT S 3%

B A PRIEEN TS TR

S-1HER BT ESIRAISIETA PR
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(& |

R

& Teach-CentQS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoal) O X
MHEF) REEE) BBV IE() BEmEER) sOM)  #EEH) B sshy/froot*+++ e @211.60.35.213:22 -
& - G- O &-;3-9-A- €9 U6 FH- - . b EENEESE, SEENE .
T .
[root@Centos7Teach ~]# cat /etc/crontab ~
SHELL=/bin/bash
PATH=/sbin:/bin: /usr/sbin:/usr/bin
MAILTO=root
# For details see man 4 crontabs
# Example of job definition:
I LR Lt minute (0 - 59)
# | - hour (0 - 23)
#1 | -mmmm———-- day of month (1 - 31)
#1 | | ------- month (1 - 12) orR jan,feb,mar,apr ...
#1 | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri,sat
#1001 1 |
# % % % % % yser-name command to be executed
*= % % * % proot date > /root/cron-date.txt |
[ rootl@Centos/Teach ~]#
[root@Centos7Teach ~]# cat /root/cron-date.txt
Thu May 17 01:51:01 csT 2018
LrootacencosTreach -t
- | 5501 B8 A5 280 6%
EE RS T ERATRAEI0R 11-55 BT .
& 11-55 IS PEHRF R
Fi HAR
A M 0~59 7 IR EER
aR:E] M 0~23 7 IR EEE
HHA M 131 FEIRHA RS CNFEEEET B MR ERnrRE i EE)
Afi M 112 F BRI AR
8 M0 ERHTE RS Hd 05 T ZTEHEE
e EEEREER S
W
B (TS ST - =
ssh://froot@®211.69.35.213:22 & 55H2 xterm I 120x40 . 22,24 185 CAP NUM
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$|:| /r‘r

5.1 5.3(F53i1#

JEEAERHTT crontab

ST - 81T IREL ZRIEN/ mnt/ RRTA SU4E192.168.1.88:/mnt/
* * %% * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

SEff2 -« B NEFRISE3FSE 15D $ A TRIZ R A/ mnt/ RRE SL{421192.168.1.88:/mnt/
3,15 * * * * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

SLPI3 © E B8RRI 1 RAYSE3FNSE 15Dt TRIZ SRIEN/ mnt/ FRFE X E!
192.168.1.88;/mnt/

3,158-11* * * command

L4 - BIRMREY EF8RE11 B3NS 15D HH TR SRIEN/mnt/ TETE 42
192.168.1.88;/mnt/

3,15 8-11 /2 * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/
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5.1 HFEE] 5. 3(E5iH)

BRI T © crontab

KI5« SAER—RI T8RRI RIS 152 HTRIZ SR/ mnt/ FEFES
§U192.168.1.88:/mnt/

3,158-11* * 1 rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

SEfl6 - ERRAY21:30RS HRTEN/ mnt/ FRE X4 E192.168.1.88:/mnt/
30 21 * * * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

L7 - A1, 10, 22H/Y4 : 45REHRTEN/ mnt/ FATES4E]192.168.1.88:/mnt/
45 4 1,10,22 * * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

scffls - 7. BEHEBT : 10EL SN/ mnt/ A 4E192.168.1.88:/mnt/
10 1 * * 6,0 rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/
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HiEE=T 5 3{ESSi1H)

5.3

BRI T © crontab

SLf5)9 - K18 : 00223 : 002 [BJER30EE HIEH/mnt/ FEFESEZE!
192.168.1.88;/mnt/

0,30 18-23 * * * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

SCF10 - BEHAZSBIMR E11: 00 pmEZ HEIEN/ mnt/ FRTBSHE192.168.1.88:/mnt/
0 23 * * 6 rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

LT B—/NEFERsmb
* /1 * *rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

sef12 - B ENMRREIR E7R2iE , SR—/ R HEIEN/ mnt/ FRRESUEFE!
192.168.1.88;/mnt/

*23-7/1* * * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

1}

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



$|:| /r‘r

5.3

118

5.3{¥5511%!

JEEAMERAT © crontab

L6013 - ERRN4SS5ERA—FIE=M1 REZARIEN/ mnt/ FRTEXXHE!
192.168.1.88;/mnt/

0 11 4 * mon-wed rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

s£14 - —B—SH4RBEIE SRIEN/mnt/ FEE 3 4E1192.168.1.88:/mnt/
04 1 jan * rsync -vzopgrt —delete /mnt/ 192.168.1.88:/mnt/

S515 @ B/ NEFH T/etc/cron.hourly B RIIAVEIA

01 * ** * root run-parts /etc/cron.hourly
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5.1 = 1H 5. 3(Z55iH)

ERTHAT : at

[osé

T at ar S AILAEISE AT ERITIEE RS S - 5 crontab @], 18T at s S E X AHE
FREEIT—R, MEER, BT RREESHAEFE [ .
[i5Z1
# at [ [EERR A

[omikAd]

al & % B FATR B HLiRBAANR 11-56 .
% 11-56 at i SAIRZHFER

.- 1] 5HEA
ol HERSEFESRTIE
-q EEFTEAIATEH
-l ETRHTERRRIR
-d B eEER AT 5
-m HENIT=EER PREHE
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R &EE EENV) 1A EEEE)
oo - | " G - o,

1Teach-CentOS7 = [I&d

&-

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School)

@ sshyfroot rrer@a11.69.35.213:22

S8 EmE--0

BOMW)  BEH)
H-9-A-€p

f» BENSAEE, REEmiE .

[root@Centos7Teach ~]# at
l: job 4 at sun May 20 14:00:
| [Froot@Centos7Teach ~]#
[root@Centos7Teach ~]# at
job 5 at Thu may 17 02:30:
[root@Centos7Teach ~]#
[root@Centos7Teach ~]# _

B (SR EETIS R
7E.[$ I:Il ssh:/froot@211.69.35.213:22

-f /root/backup.sh 2pm +3 days
00 2018

-f /root/backup.sh now+30 minutes
00 2018

& 55H2

xterm I 120w40

07,24

165

il

.

CAP MUM

e —
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5.3{¥5511%!

o /= .
AT  batch
[ThaE]d

batch fas BT ARSI TR , Eans L FH0 at s5 S I sE=230E] - E—FIERAES at

SSrEIEISENTE], RISt TIEE S S, T batch IEERSGRAEEHE, B ETEETE

HiTAE% . batch FITFEEHESFIEHE, EmBETEITafFHER -~ FmsEsTHiTh

AEEEENwS -
[E1
| # batch m) [EsEEYA] |
[ omilaH]
batch dr<y & R 12 HiRAEINSE 11-57 Am.
2% 11-57 batch S-SR ERHER
i P

1 e mA R ESMIE R
4 ST SATASIER
m BT ERA SE
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& Teach-CentQS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoal)
MR HREE B8NV 1RO EEEE) s;OM)  #EEIH)
oo - | " G - O &-n3-G-A- €9 38 & -

1Teach-CentOS7 = [I&d

@ sshyfroot rrer@a11.69.35.213:22

- | @ 8.

[» EENS/SE, mhlitEELE.

[root@Centos7Teach ~]# at -f /root/backup.sh 2pm +3 days
job 4 at sun May 20 14:00:00 2018

[root@Centos7Teach ~]#

[root@Centos7Teach ~1# at -f /root/backup.sh now+30 minutes
job 5 at Thu may 17 02:30:00 2018

[root@Centos7Teach ~]#

[root@Centos7Teach ~]#|bash -f /root/backup.sh |

[root@Centos7Teach ~]#

[root@Centos7Teach ~]# cat /root/

.bash_history .lesshst community-rules.tar.gz
.bash_logout .mysql1_history cron-date.txt
.bash_profile .pki/ demo.conf

.bashrc .tcshre firewalld

.cshrc backup.sh runlog.txt

[root@centos7Teach ~]# cat /root/runlog.txt
Thu May 17 02:05:46 CST 2018
[root@Centos7Teach ~]# bash -f /root/backup.sh
[root@centos7Teach ~]# cat /root/runlog.txt
Thu May 17 02:06:32 CST 2018
[root@Centos7Teach ~]# _

B (SR EETIS R

ssh://root@211.69.35.213:22

samba.install.sh
samba.remove.sh

vsftpd.install.sh
vsftpd. remove.sh

[ 55H2  xterm I 120x40 0 2024 1 &5

.

CAP MUM

el




123

6.HEEIE 6.1 IS EEA
/. \’;E E ’Ll\
s FHAMEBNDTTUNRBDN RFZAEE— I EAEERMNIZEHITHVES
Z_

= BEM , MRICRAFENEEIER |, FI0 © A5, @ (KIFRP ) |
AN (HARSERR) . MTHARIE, BEERE  CRRAEHA
ATREEMHREM T ARIT AR | RETAMESEHEE.

» ) ¢
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6.HEEIE 6.1 IS EEA
HEEERERR

= LinEREERNZE—ESHETIFERINESE.

s HERBEDNER— TS HERIE,
7 HSSEFEETE - SPEEATHNEEFE—REETHNE, ZES
PHTER | —2a L ESRMEE REBINELTWA NS EESETMIFR.
AESREESD - BEHEHRERNEEE , AFEFEESMOMIEIE. NRFE
BEOIINSZEFZESHDAR | MIKEN—NEIRIDBRE 0N BIEF
BAFRGRIR S
HEMHRIRIP | —EERIREITRARIBEHRMERFRIA T | 1XEX

HEEE SR OSFaEMEIRER.
HEMAHRIRFE | IBAEE AR AMRFAHIEAINE | FERE
HE&RRFEA.
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—I—Hr

=

BRSNS

#1159 ERASEARHTIN

B3t

B

Mvarflog/boot.log

IRFFATLS TR PR EATEN, HE Lnux REANBRITERTHER

Jvarflog/cron

i85 crontab <piPHHE crond BRI T RGHIENE . AIEMLARS - E55mH
Bl PID LR BRI IERIENE

Mvarflog/maillog

iEE—RER RN RRE LRI TH AR, FILEERA PR
T FinkE T B C R RS

fvarflog/messages

EREHETSHERLIHIICE . MBS RIS A S SEE,
HAENEEER

Mvarllog/syslog

EhiA Linu SR RGERE 4. (BrR]LEI R /eto/syslog.conf il Fénd pRiERE
Mt EREEHEIERESER

fvarflogfsecure

BFEESREEAXMER

ERHFRIEFRAEHNR R EREREM . 6 login £/ 32

varfloghastiog TGN, SEEA lastos 5 EE HEVDHFETERE IR
OS40 B Rata

fvarfloghwtmp EFESTAPEE . EHEL BRSNS SRS

ivar/log/utmp ERAXSAERNETEPNER

fvarflogixferiog 2 FTP =i AlE TR Pl FTP RS Ss MRS S1E M T A5 i

var/log/Xfreed6 x log

o T X-Window SERRIFER

fvarflog/kemlog

Fhid Linu iRRiEEE . AR /etc/syslog conf 4 {4 - E3HL
F T RGBS EREERER
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R =gL

AT HEXHREZREKX

fEE
i

(1) E#E
{(EFRFELEF
&t%ﬂ@mﬁﬁ
L _'.---%_

(2) St
(HENEERE
EnENEZLRFF
TELE)F T+
—%

EFETELE

AoftrlAEE
FTHEELEER
g, EAFEHAL
HELTLEHER
FEAERFAER
(FZ2ERLKE
LRREFHE
i

HEFEEREEETERFLOELARES
FE2FTERL, FETREETLEHEREF.

DEERLLXEFRETHRELEELHENT
Oﬁﬁﬂﬂﬁiﬂﬁ%ﬁﬁr%ﬁgﬁﬁﬂaii
BEER,

BETHEET RN,

(1) E#E
{(EFRFELEF
HEAREHEAE) F
+=&

2y fm
(HENEERSE
ERRFEZeRy
TELE)F T+
—%

ATARTRARE
A4

EdHEEFGEREEAERER.

DEASEERAEAALBERAT AT,
SEFREATATX.
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6. I_LI,_\EIE 6.2 syslogd AERSS

HEEI
n —ESR , BRETFAENEER SsyslogicRZ G | BEERIYSICE TH
JINEEER.
= RERNBEISEE ;
RELEHIENE ;
Bt EHRIBRS TR ( Wsamba , xinetdZE ) EREREZFR ( Wlibpam ) ;
Z(EECREIE N A,
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& Teach-CentQS 7 - root@CentOSTTeach:~ - Xshell 5 (Free for Home/School) — O X
TEHF REE ESNV) IR EEEE) s0W EEHH) B sshffroot s @311,69,35.213:22 s
G- (G- DO & G-§-4-1€€0 28 - - . EENEEAE, SEENELEE,

1Teach-CentOST = [ ©

May 18 00:32:32 centos7Teach login: pan unix(login:session): session closed for user root

IMay 18 00:32:53 Cent0S/Teach sshd[1300]: Accepted password for root from 10.10.0.1 port 54902 sshl |

May 18 00:32:53 Cent0S/Teach sshd[1300]: pam_unix(sshd:session): session opened for user root by (uid=0)

May 18 00:33:13 centos7Teach sshd[1321]: Invalid user godep from 10.10.0.1 port 56918

May 18 00:33:13 centos7Teach sshd[1321]: input_userauth_request: invalid user godep [preauth]

May 18 00:33:13 centos7Teach sshd[1321]: pam_unix(sshd:auth): check pass; user unknown

May 18 00:33:13 centos7Teach sshd[1321]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruse
r= rhost=10.10.0.1

May 18 00:33:15 Cent0s7Teach sshd[1321]: Failed password for invalid user godep from 10.10.0.1 port 56918 ssh2

May 18 00:33:16 Cent0S7Teach sshd[1321]: Received disconnect from 10.10.0.1 port 56918:11: Normal Shutdown, Thank you fo
r playing [preauth]

May 18 00:33:16 Cent0S7Teach sshd[1321]: Disconnected from 10.10.0.1 port 56918 [preauth]

[root@CentoS7Teach ~]# _

.

B (SR EETIS R @

ssh://root@211.69.

21322 [ 55H2  xterm I 120x40 01424 1 &5 CAP MUM

[root@Cent0S7Teach ~]# tail /var/log/secure ~
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6. I_LI,_\kE’TIE 6.2 syslogd BERSS
HE&BCEX S

N sysIog%ﬂj‘%ﬁlﬂlﬁ%'—iﬁ%ﬁ%ﬁﬁﬁf‘ RIBLE 42 /etc/syslog.conf, FC
BXHEE T H ARSI AF RSB AN BICRERRE,

0 iZS‘Z#FEPiﬁ%E’Ji:.}H&‘WD'FﬁEm ( LAauthpriviRSS 7961 ) .

#IRS AR =1ERFK SRICRAIHRABIREEE
authpriv.* /var/log/secure

authpriviRSZ=4MRTEERINERE | EHICRE/var/log/secure BES4H,
m £CentOS 7THER G |, sysloghIBEE {4 9/etc/rsyslog.conf,
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& Teach-CentQS 7 - root@CentOSTTeach:~ - Xshell 5 (Free for Home/School)

MHEF) REEE) BBV IE() BEmEER) sOM)  #EEH) B sshy/froot*+++ e @211.60.35.213:22 -
R & - NO & -H-G-A- @ HA (& - 0-@ . khSE0SEes ceclnsusd
1Teach-CentOS7 = [I&d .

[root@CentOs7Teach ~]#[cat /etc/rsyslog.conf | grep -v "A#" | grep -v "AS" |

$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)
$ModLoad imjournal # provides access to the systemd journal

$workDirectory /var/lib/rsyslog

$ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat

$Includeconfig /etc/rsyslog.d/*.conf

$omitLocallLogging on

$IMJournalstateFile imjournal.state

#.info;mail.none;authpriv.none;cron.none /var/log/messages
authpriv.® /var/log/secure
mail.* -/var/log/maillog
E?on.* /var/log/cron

. emerg TOMUSFmsg: ~
uucp,news.crit /var/log/spooler
Tocal7.* /var/log/boot.log

[root@Cent0S7Teach ~]#
[root@Cent0s7Teach ~]1#

B (SR EETIS R

ssh://root@211.69.35.213:22 & 55H2

xterm I 120w40

117,24

165

CAP MUM

.

T#FF

T—
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6.2 syslogd HEIRSS

syslogfIIRFZ B FR

x 1160 EANIES AN

IR

HEREA

auth ¢ authprivy

EESNETEAALE - B0 login, ssh. suFEFEWSED

cron a2 PIIT LIRRARE crontabl/at 34 pbiS S BRI
daemon SE-- daemon HEMEE
kern M (kemel) P4 {ZERIMIA
Ipr SHEMAEEMIER
mail SHHEEERIERELE
news SEhElEARRS =T RN

syslog { rsyslog)

gt syslegd XM REFESE AR

user,uucp,locald~local?

5 Unix Like flEFBTZAI—LER
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6. I_L\I,_\%rfi 6.2 syslogd BERSS

syslogH S EFEH

#* 11-61 FEEREE Nt

Fh FRERR wiEH
1 info RE—EETRIEEHAm 2
2 notice BT info AT ERI TR LEENE

ETHIRR AlReAIE. (BRI ZT2EEE-1- daemon jZiTHIF
3 warning {warm) B; B4 L info. notice, wamZ=--EEEEM—EEEEEMm
By EET - E TSRS Ra TR

—LEAFERER . PGSR RE =R A ERSETER

4 eIT {error) IS EHER, BEEE er FHEEEH. MiFAL TEZRS LB
fIja)

5 it tk error iFEEEFESREE . X oit 2iEF g (critical) BEES . 12
TEEEEREET

6 alert L. 2ERHREHEDS. kot TEES

“ER” B BEFADELTETAMS, 2R RTEMERE
7 | emerg (panic) | BT - BEAMOEEAHEIESHR - METAIRHIET . AL
EEREE

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



6.HETEH

133

6.2 syslogd A=EIRSS

SEREHIRE

it

s HEXHHNEZEEBEERE | IFEARERSXHHIILZ SN ? IHMELRIE
H& U AR FRE R root R A/VO B L 7

= @I chattr'ap 1§ HE R E R R REIE ISR (B A REHRMIBRAVIRE”
MITERIP B3

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



134

6. I_|_\ E’TIE i 6.2 syslogdHEIRSS

chatr 7 FERPIIESC AL B - SOMHE ATARTISTEACE ext2 HF LA HEER
Rk, LRI 8 PN, BFENHEATE 1162 T

:I:Eg 2 11-62 chattr s>
IZIIL‘J\ E 3 Elas ek

a iR FR RMETIA

b TEHIHHERNREFHE
c B e B R ER T

d Hooo e B T IREER b
i T ERE R

5 REH R AR

5 B E RS =k

u TR AR

(457 |
‘ # chattr [3%IA]
[EmikeA]
chattr a5 Pk I B iRARINES 11-63 FrT.
# 11-63 chattr S5 pEREE A

m A
-R BAHE. e BR THREZHRRTER—HAE
VIEESH] | RENHHEREE
v RS HITIERE

B RS ERESAREY
1B ST REREERE
ARREZD KRS/ bl / 139382 =[] {EE TR E RS AEY
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6. HELEIH 6. 3EEX LA

s

logrotatefz P2 — M HEEE TR | TERTNRFHEHITICR.
[E4aF0MBR . RIS BERIEEFEERRFE.
s (FRZEFIERASERENERRRFATENICRIE , 8MCRIUGFESEILL
WIRENEH. SREERALE , e UK KRIIZEIANE | N BIEEI
MBRIBIOEES S |, FHRIEFRIBES |, B2 %E FR , NMIARFE - EHE

=[],
C |ogrojjtate1%IEIE’\JEIEI#F%%’?E}JEJZIEII#F , FEEFFFE—TIERER. HIE
RIS

F—IX T5ErotateZfg |, [RARImessageseZEkmessages. TTIESHIE—1ZHY
messagestE RFRIRFHEUS ;

F_IRWNITZE |, Mimessages. 1235 Amessages.2 , messages=arpmessages.1 , Xi&hk
— 1 SHImessagesKiRrF AU

NRIZERE3NBESUFNE |, BBFANITEIDRET , Nimessages. 3iIXN ISR |
FHEENEHETIREFBE USRS,
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A
——
6.HE-=IH 6. 3R STLEAOIE
logrotate
FE—r | messages [—1-®| messages.1
H ¢k | messages —2—#| messages.l —1—#| messages.?
FE=i% | messages —3—®| messages.l —2—#| messages.? |—1—#| messages.3
Pk | messages —4—| messages.l ——3—#| messages.2 —2—#| messages.3 —i1— kR
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& Teach-CentQS 7 - root@CentOSTTeach:~ - Xshell 5 (Free for Home/School) — O X
TEHF REE ESNV) IR EEEE) s0W EEHH) B sshffroot s @311,69,35.213:22 s
R & - O &-n-G-4- €9 a8 - E- @ 5., s ascismsm,
oo B .
[root@Cent0S7Teach ~]# cat /etc/logrotate.conf ~
# see "man logrotate" for details
# rotate log files weekly
week1y
# keep 4 weeks worth of backlogs
rotate 4
# create new (empty) Tog files after rotating old ones
create
# use date as a suffix of the rotated file
dateext
# uncomment this if you want your log files compressed
#compress
# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
# no packages own wtmp and btmp -- we'll rotate them here
/var/log/wtmp {
monthly
create 0664 root utmp
minsize 1M
rotate 1 Fxdwtmp BEMNEE
/var/log/btmp {
missingok
monthly
create 0600 root utmp
rotate 1
# system-specific logs may be also be configured here.
[root@centos7Teach ~]# _
W
B (DS A= - =
ssh://root@211.69.35.213:22 & S5H2 xterm I 12040 #3724 1 &84T CAP NUM
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6.3BEXHRYIEE

logrotate H&ELME
[Th&e

T[4 logrotate ap %y, AIEMRTHEHIT rotate $&4F, HITHECHEIRERE-

[54]
| # logrotate [7] MEt]
[#emmikind]
logrotate Ag <% AT 13 HiRBRIOSE 11-63 Fis.
Z 1163 logrotate &S kIR
p. 3] HER

-d gi—debug IR BHES ISR BT HET TR R TR R

-f gti--force BT R PR, FHE logrotate 55 R HEE

-5 Bfj—-state [IAZ53 1] | EERIEERHATE

-v g—version EriEsihiTiEiE

-usage SErESEERA
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& Teach-CentQS 7 - root@CentOSTTeach:~ - Xshell 5 (Free for Home/School)

MHEF) REEE) BBV IE() BEmEER) sOM)  #EEH) B sshyffroot s @211,59.35.213:22

1Teach-CentOS7 = [I&d

- (@ O @ H3-6-4-89 BB@ & - . P EENZEEE

T .

—
[root@Centos7Teach ~]1#|logrotate -v /etc/logrotate.conf |
reading config file /etc/logrotate.cont
including /etc/Togrotate.d
reading config file bootlog
reading config file syslog
reading config file wpa_supplicant
reading config file yum
Allocating hash table for state file, size 15360 B

Handling 6 Togs

rotating pattern: /var/log/boot.log

after 1 days (7 rotations)
empty log files are rotated, old logs are removed
considering log /var/log/boot.Tlog

Tog needs rotating
rotating log /var/log/boot.log, log->rotateCount is 7
dateext suffix '-20180518"
glob pattern '-[0-9][0-9][0-9][0-9][0-9][0-9][0-9][0-9]"
glob finding old rotated Togs failed
copying /var/log/boot.log to /var/log/boot.log-20180518
set default create context to system_u:object_r:plymouthd_var_log_t:s0O
truncating /var/log/boot.log

rotating pattern: /var/log/cron

/var/log/maillog

/var/log/messages

/var/log/secure

/var/log/spooler

weekly (4 rotations)

empty log files are rotated, old logs are removed

considering log /var/log/cron
Tog needs rotating

considering log /var/log/maillog
Tog needs rotating

considering log /var/log/messages
Tog needs rotating

considering log /var/log/secure
log needs rotating

considering log /var/log/spooler

B (SR EETIS R

ssh://root@211.69.35.213:22

& 55H2

xterm I 12040 04024 1 84T

CAP MUM
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6. HEEIE 6.47:61 : EFLogAnalyzen#{TRIEITEITHHF
TR

s ERFHBEEPYRES , MXEBEIEEREXXY  2BFL TS EE
i

SRR
SRGRIETISKREN , B ERNSIRENNHEREXRN , MRNERFIZEA
RUBESNBEXHRIS N TRFIGE R LF AT 8.

A
RABTERPRFERENHEER | BEEXEREHTHAAEEIZANEIN. mH
SOMTALUG BSASHTRES I AEFRIER | sebi S BAFEEERE 7
B AR D HEREE R RS TSR SRS B,

N
7
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0. ,_L\IJ_\,':E’:IE 6.4l : EFLogAnalyzeriH{TRABEH T
K

s ERFHBEEPYRES , MXEBEIEEREXXY  2BFL TS EE
a5

FRA B
REFENASEREEMARFER , ERXEFRNIBTERRFERARG
&, EARRILERRT,
BYRSHEUTD , THARSFRNEASERRITARREFRFE | AEHEARR
FEEFHERERENESER | FRIEBREKRIIE,

RIASRES
é%éﬁ?ﬁiﬁﬂﬁ%ﬁ%ﬂ’ﬂ@@ﬁ? , BFrEHENRIAEER | (BRIEHEARFBENE
3.

BIENAIAEEITSTIER  SRIEkFRSHNETE , TERET—ERIRA
FEREASEREHEHEREHEAR | NIRRT AIRA RIERR R,
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6.HEETE 6.4 : EFLogAnalyzeriftiTRAETEIHHF
FER

A3 A&

cups

cups

Y
A
iR
##
S
Yo

LogAnalyzer 53t BT WebFEIZM

AL RS RS

5
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