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1.FTPR53E: 1.1 FTPROBLAGEE
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1.FTPR53E: 1.1 FTPROBLAGEE

{(EARFTPIRS EERBIZFTPIRSHZNAYA PRI OSHITER |
EIRiE N EERIEENAINIRE | A LAZZFTPERS 2/ HAIARSS.
EEXRRIEEMNPERA—EIDFTPIRSET ER'R , BIER

( anonymous ) FTPERSS2% , IXSEARSERAVE HIIZ N A AR
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EEN LTI,

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




1.FTPR53E: 1.1 FTPROBLAGEE

FTPS i EianD, | XEENBERFTPRFURE , (BRKZE
Linux/UNIXEFZR BRI - XA ( ASCI) F1—i#H ( BINARY ) ,
n XA
EXAEEESF , EERARSHTER | TEFRIAN AR ERSHE
7 MT. ERGASHTER  BEEDUEERR BN ENAISER.
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1.FTPIRSSES 1.1 FIPRUE AR

FTPRY T EE 9 AREFD | —fpi&E=AStandard ( t89PORT , Fat&E
) , —F2Passive ( tBAPASY , R ) .

Standardt&E T FTPRYZE i A 1XPORTAR S Bl FTPERSS SE IR TR O FEIA.
Passivei®I{ FFTPHYE FimAXPASVap S EIFTPIRSS 25:# 1 Tim T
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1.FTPR53E: 1.1 FTPROBLAGEE

FTP : StandardtE={

 FIPEFIRESCEEMNFTPIRSEEMTCP 21ixAENEE |, BITX/MNEEE
FimAXFARPZIEEHITESR | ERMIEER R ERYIREEIE
ENEUER , ZEPimRBENFFR—NMERTimO ( XEE/RimO |, isOS11E1024
Z6553527/8] ) , ZIEPORTAFSRIFTPIRSEEE |, "&iRF'IRSBEE , EFIEX
REEFH AR,

n FTPIRSEZEEEIPORTERNER i SHIinISfE , IRSZSEAITCP 20imAF0E
s Yis &,

n FEERINT |, FIPARSZESFIZE Fim /i, — NEESH TS .
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1.FTPIRSSES 1.1 FIPROE A RIS

FTP : Standardf&=(
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FTP : PassivefETt,
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1.FTPR53E: 1.1 FTPROBLAGEE
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1.FTPIRSSES 1.1 FIPRUE AR
FTPEFEEYEIClient/Server ( C/S ) &1 , TEEEEFinfliRSSE:E
FANERT

LinuxZRF P FI= FinflFTPIRSB G B IREZ.
s FIPEFIRFE : fireZilla Client, FireFTP, NcFTP
s FTPARSZIHFER : WU-FTPD, ProFTPD. vsftpd
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AR ED KRS/ Bbely / 1393821

[itp BfFins1
ftp = FHE M Fan & AT B ERERIOSE 6-3 Fi.
% 6-3 ftp FtFars
e HEH
I [shell [sra] ] TEFHH hihiT3eE shell, exit D% fip 3745, #0:s* . zip

macro-ame[args]

HWATESE S macro-name

accouni[password]

FHERRE RARTE N RAREREAHROS

1.2 FIPX &<

append local-file[remote-

BEMTHHENEIRE Ry, EFREEDRRAEEE. WHER

file] EHEE

ascii R ascii 2RMERH

bell SradhIREEHENEL —FIETS

bin R RS R

bye R fip SaEidiE

case FE1ER moel B, iR VI FERRAERE 58
cd remote-dir N i =

cdup HATE NSRRI ER

chmod mode file-name

¥mdg AT file-name FI7FELA R A mode, #0: chmod
777 a. out

close

FEFSIRIE AR 220 fip =& (5 open #ff)

cr

{BF asscll AR EHIC AT WBEERITEHRARTT

delete remote-file

BhlfFImAE A

debug[debug-value]

HHATAT, BERREEESEIVHSESS . 10: debup 3.
Fi%A 0, FTELY debug

dirfremote-dir][local-file]

ETREENEF . HEEREAEHEE

form format

W RIS A format, e file =

get remote-file[local-file]

¥mie EHATEH remote-file EEEMRFERTAHIIT

% H mdelete: mget, mput fI37{EFET R, &R B S,

lob o a
g B4 1T6-0 B8
hash F/ELR 1024 =9, B T—7 hash 2 (#)

help[cmd]

5T fip M S omd FEEENSE. #0: help get
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[tp EfFan 2]
fip & FE(Fan & AR 2 HiRERA0SR 6-3 Firr.
# 6-3 fip #fFird
e A

idle[seconds]

HintE RS 28R AT 2% A[secondsRh

image

B T HEIERAR (F bind

lcd[din]

BT FEFIHAZE dir

1.2 FIPX &<

Is[remote-dir][local-file]

ETnIEEF remote-dir. H7EAFEHETE local-file

macdef macro-name

EX 5 1EF| macdel THITEITRY . EENER

mdelete[remote-file]

ffsiniE S

mdir remote-files local-file

5 dir 26/, {BeEES IR, 0 : mdir*. o. *. zipoutfile

mget remote-files

iz iE

mikdir dir-name

EniE EFE—BF

mis remaote-file local-file

@ nlist: {BEHEES S

mode[modename]

B ERA TR E A modename, & stream A,

modtime file-name

FrndE E R SR

mput local-file

B M EREIRE £

newer file-namea

ISR file-name FAERIE EIEL A HITE R ElE S AR EE
ik MISEEEH

nlistiremote-dir][local-file]

ETREINEFRIESESR. HFASHRERAT local-file

nmaplinpattern
outpattern]

REV ST ER RN, TR E AR
#i+ #0: nmap $1- 52 $3[31, $21. [$2, 53] MHEHEHF al-
a2, a3y, ZHEFAal, a2o EadHRERTIEEENASE
UNDX HFIER

nirans[inchars[outchars=

IRE N EFIRENFELE]: 40 ntrans 1R, MEAE LLL B34
RRR

open hostlpor]

#iIEE fp RS oHEEERRD

passive B AR,
prompt WEE TSRS EES
TERERtEED. T—E fews, ESTRITEEST o B
proxy fip-cmd Feer LA TARE S BRI - 5 fparS i open: ]

ERELR RS EERTEE




[ftp #{Ems]
#+£6-3 fip EEmS

fip % FtE{F A & AT B HiRARINE 6-3 i
W i

& oo put local-file[remote-file] | jgEH7 i local-file &5 R84, PN
1_ FT P H Iﬁ e BY pwa BRSNS LR 1.2 FTPX{HEHGS
quote arg1, arg2... BEinE=EZ=mnAE fip R552E. #: quote syst
regetremn RO | s T gets (B localfle fr7E s M LA MM
rhelp[cmd-name] R EFITIE 1 AUEERD
rstatus{file-name] ERIEER S, NETEE IS, SN TRIHERS
rename(from][to] EpnfE EN S

reset HPREFEEAT]
restart marker MISTERMTE marker £t BEFFYE get g puts d0: restart 130
rmdir dir-name ks EMER
runique ;%gif#%ﬂ—'ﬁ#ﬁ#s BEHFE, WRERSAEmEE . 1. -
sendport %8 PORT #<-flisE
site argls arg2«.. BEg{EA SITE S FEF L RN fto 24
size file-name TrnfE EW AL 40: site idle 7200
status ERHAI fip 75
struct{struct-name] T P AN T 2 struct-name,  ELeSRTER stream 454y
sunigue B RS ER A — (5 runique 35 )
system Tmne EHANRE R E
tenex o AR AN T 2 TENEX | AR R
fick i BRI A s
trace inE EiRER

G ST RIS type-name, §&70 ascil, A1ype binary, i
type[type-name] B itlgsE

umask[newmask] EiniE RS2 0TE e umask 5 Y newmask, #0: umask 3

s S s p— e g user user- Mt ENFABCHIS M, FEOSH B O% ., M: user
7E_I|__:§EF' EZ’\JjC?— / B)'EH%jE / 13938213¢ name[password][account] | anonymous my@email
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« 211.69.35.213-Cent0S 7-Teach - root@CentosiTeach:~ - Xshell 5 (Free for Home/Schoaol)
REE EENV LIEM EEEE &FOMW) #EIH)
G- O &-u-9-A-

1211.69.35.213-Cent0S 7-T.. = [jid

ILE(R)
-

e

@ sshiffroofrresssesres @211.69.35.213:22

S 8E -

@ =

18

[» EENSEISE, SEDlnEL..

[root@centos7Teach ~]#|yum install ftp |
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
base: ftp.sjtu.edu.cn

epel: mirrors.ustc.edu.cn

extras: ftp.sjtu.edu.cn

* updates: ftp.sjtu.edu.cn

Resolving Dependencies

--> Running transaction check

E

E

--> Finished Dependency Resolution

Dependencies Resolved

---> Package ftp.x86_64 0:0.17-67.e17 will be installed

FIPX LRSS

Package Arch Version

Repo

sitory Size

Installing:

| ftp x86_64 0.17-67.e17

base

61 k |

Transaction summary

Install 1 Package

Total download size: 61 k

Installed size: 96 k

Is this ok [y/d/N]: vy

Downloading packages:

ftp-0.17-67.e17.x86_64.rpm

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
Installing : ftp-0.17-67.e17.x86_64
verifying : ftp-0.17-67.e17.x86_64

Installed:
ftp.x86_64 0:0.17-67.e17

Complete!

|- b =2 Al
@ s5H2

WEPEAKRE / bl /

ssh://root@211.69.35.213:22

xterm 1 B0wd0

61 ke 00:00

1/1
1/1

.

0.4024 18%F CAP NUM




1.FTPARS

WRRELKRE / Btk /

1 <« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/School)
SZH(F)
=R

REE EENV LIEM EEEE &FOMW) #EIH)
& o &G A

1211.69.35.213-Cent0S 7-T...

B sshe/froot s sresesrsx @2

€@ e -

.69.35.213:22

@ =

[» EENSEISE, SEDlnEL..

[root@Centos7Teach ~]#|ftp resource.hactcm.edu.cn |

Connected to resource.hactcm.edu.cn (211.69.33.253).
220------—--- welcome to FTPd
220-You are user number 1 of 96 allowed.

220-Local time is now 08:57. Server port: 21.
220-This is a private system - No anonymous login
220-IPv6 connections are also welcome on this server.

Name (resource.hactcm.edu.cn:root): hactcm
331 User hactcm OK. Password required
Password:
230-Your bandwidth usage is restricted
230 oK. current directory is /
Remote system type is UNIX.
|Using binary mode to transfer files.
ftp> 1s I
ntering Passive Mode (211,69,33,253,118,216)

150 Accepted data connection

drwxrwxrwx 8 2 2 8 Apr
drwxrwxrwx 8 2 2 8 Apr
drwxrwx--- 7 100001 99999 7 Jan
drwxrwx--- 8 100001 99999 8 Jan
drwxrwx--- 18 100001 99999 18 Jan
drwxrwx--- 3 100001 99999 3 Apr
drwxrwx--- 32 100001 99999 32 Nov
drwxrwx--- 12 100001 99999 12 Jan
226-0Options: -a -1
226 8 matches total
ftp> cd #fF

. current directory is /&
ftp> s
227 Entering Passive Mode (211,69,33,253,119,86)
150 Accepted data connection
drwxrwx--- 32 100001 99999 32 Nov
drwxrwxrwx 8 2 2 8 Apr
drwxrwx--- 6 100001 99999 7 Jan
drwxrwx--- 2 100001 99999 9 oct
drwxrwx--- 3 100001 99999 3 Jan
drwxrwx--- 5 100001 99999 5 Jan
drwxrwx--- 10 100001 99999 18 Jan
- Rt e e e
sshe//root@211.69.35 213:22 & s5H2

24
24
26

11
24
10

10
24
26
13

26

220 You will be disconnected after 10 minutes of inactivity.

2017 .

2017
2017
2017
2017
2017
15:23 ¢
2017

FE.F'./
FH, L FE]
L
Bﬁﬁi
i
\Ikr

15:23 .
2017 ..

2017
2017
2017
2017
2017

xterm 1 B0wd0

a. 406

H7 I
o~ EML
DANAN
P&
HESEN

185

CAF NUM

.

FTPX &<
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[ftp> rstatus

« 211.69.35.213-Cent0S 7-Teach - root@CentosiTeach:~ - Xshell 5 (Free for Home/Schoaol)
SZH(F)
3

@ sshiffroofrresssesres @211.69.35.213:22

€ @ HAs -7

REE6 =z IS0 EREE SOW =EH)
Gi~ O &-3-9-4-

1211.69.35.213-Cent0S 7-T.. = [jid

[» EENSEISE, SEDlnEL..

[root@centos7Teach ~]# ftp resource.hactcm.edu.cn
Connected to resource.hactcm.edu.cn (211.69.33.253).
220------—--- welcome to FTPd
220-You are user number 1 of 96 allowed.

220-Local time is now 09:34. Server port: 21.

220-This is a private system - No anonymous login

220-IPv6 connections are also welcome on this server.

220 You will be disconnected after 10 minutes of inactivity.
Name (resource.hactcm.edu.cn:root): hactcm

331 User hactcm OK. Password required

Password:

230-Your bandwidth usage is restricted

230 oK. current directory is /

Remote system type is UNIX.

files.

211 http://www.pureftpd.org/

Ttp>_lcd

ftp> lecd /home
Local directory now /home

Ttp> lcd
Local directory now /home

ftp> dir

|
22/ Entering Passive Mode (211,69,33,253,118,62)

WEPEAKRE / bl /

150 Accepted data connection

o101
R
R
1
o

drwxrwxrwx 8 2 2 8 Apr 24 2017 .
drwxrwxrwx 8 2 2 8 Apr 24 2017 ..
drwxrwx--- 7 100001 99999 7 Jan 26 2017
drwxrwx--- 8 100001 99999 8 Jan 4 2017
drwxrwx--- 18 100001 99999 18 Jan 11 2017
drwxrwx--- 3 100001 99999 3 Apr 24 2017
drwxrwx--- 32 100001 99999 32 Nov 10 15:23
drwxrwx--- 12 100001 99999 12 Jan 6 2017
226-0Options: -a -1

226 8 matches total

ftp> B

- Rt e e e

sshe//root@211.69.35 213:22 & s5H2 xterm 1 B0xdd

0. 376 145

CAF NUM

.

20

FIPX LRSS




1« 211.692.35.213-Cent0S 7-Teach - root@Centos7Teach:;/home - Xshell 5 (Free for Home/School) — O x

MHF REE) =BV IEM EEsE ZJ00W  EEH) B sshyffroppressrss @211.69.35.213:22 -
=R G - O E-B-0-4- €8 I8 (] - - T R EEISESE, SRR

69 e + -
p> cd 7.4.1708 "

1. FTPH&% 2Fi3>0|1<é current directory is /#iff/#{F F 4 /Linux/Centos/7.4.1708 FTPY{#{’EE‘@E‘}:’@

227 Entering Passive Mode (211,69,33,253,117,53)
150 Accepted data connection

drwxrwx--- 2 100001 99999 8 Feb 25 21:35 .

drwxrwx--- 15 100001 99999 15 Feb 25 21:30 ..

-FW=rw=---- 1 100001 99999 4521459712 Feb 25 21:30 Cent0sS-7-x86_64-DV
D-1708.4s0

-rw-rw---- 1 100001 99999 8694792192 Feb 25 21:36 Cent0S-7-x86_64-Ev
erything-1708.1so

-FW=rw=--=-=- 1 100001 99999 1287651328 Feb 25 21:30 Cent0S-7-x86_64-L1
veGNOME-1708.1is0

-rw-rw---- 1 100001 99999 1793064960 Feb 25 21:30 Cent0S-7-x86_64-L1
veKDE-1708.1s0

-FwW=rw=-=-=-=- 1 100001 99999 830472192 Feb 25 21:30 Cent0s-7-x86_64-Mi
nimal-1708.1iso

-rw-rw---- 1 100001 99999 442499072 Feb 25 21:30 Cent0S-7-x86_64-Ne

tInstall-1708.1s0
226-0Options: -a -1
226 8 matches total
ftp> get Cent0S-7-x86_64-DVD-1708.17s0 |

local: CentOS-/-x8b_b4-DVD-1/08.7s0 remote: Cent0S-7-x86_64-DVD-1708.1s0
227 Entering Passive Mode (211,69,33,253,118,57)

150-Accepted data connection

150 4415488.0 kbytes to download

226-File successfully transferred

226 43.129 seconds (measured here), 99.98 Mbytes per second
4521459712 bytes received in 43.1 secs (104831.69 Kbytes/sec)

Ttp>
ftp> led
Local directory now /home
ftp> bye
221-Goodbye. You uploaded 0 and downloaded 4415488 kbytes.
221 Logout.
|root@Cent057Teach ~1# cd /home
root@Centos/Teach home|# Is |
BeiJingHuanYingNi.bak EveryoneIsNo.l maillog
Cent0S-7-x86_64-DVD-1708.is0 filel ZaishuoyiCiwoAiNi . doc

[rootl@Centos/Teach homel# N

.

B A EERSRETE @

iﬂl_z:éjq:l E%k? / Bﬁﬁ%ﬁ / ssh://root@211.69.35.213:22 & SSH2  xterm T 30x40 0. 4027 12 CAF NUM
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1.FTPIRSS =S 1.3{@FvsftpdiIEFTPIRSS

vsftpdE—mRFELinuXRIThRPEF ARIFTPIRSS 881EF. vsftpdERSE
. BiReRREE=1TTEE LERIERI,
vsftpdi2HRIEEINREEIE | RHIPIRE. EHIEF. Standalone,
inetdB{FREIN. BANEBERAFIRERNINFERME.

el , eNRE EEXN T KZSEWu-FTP, ProFTPJ3ZEBSD-FTP
ML etlE , ERTSRISHARATEMaH R , FeeaxuEsn
BRI IRS .

m {FERvsftpdIE T MutBERed Hat, SuSE. Debian, GNU, GNOME, KDE,
GimpF[1OpenBSDZ,
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1.3{EBvsftpdiFEFTPIRSS

1.FTPARRSSES
. A
7 6-4 vsitpd FHATER B A EENHER
prds S HH
fusrishinfvsftpd vsitpd ¥{+RITIEE
letcivsfipd vsfipd $FHIEEF
letcivsfipdivsftpd.conf vsftpd ¥R EEE Wit

letc/pam.divsfipd

ET PAMBT vsfipd $riH B e iEB & >

lfetc/rc.dfinit.dfvstipd

vsfipd $#r{HHSahiE . BTk =M sevice #4TIHA Bzh

fusrishare/docivsiipd-x L x

vsfipd ¥R IS HIE1E

Ivsrifip AR vsipd MR ERFE
letcivsftpdifippusers SEIAAY vsfipd $niFMIE e
letcivsfipdiuser_list TR AR R R E S RHIE R

letc/logrotate. divsfipd B EnERE T
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1.FT pﬂﬁ%%% 1.3(EMvsftpdiEEFTPIRSS

/etc/re. d/init. d/vsftpd
user llst ftpuser
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1.FTPRS

« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:/home - Xshell 5 (Free for Home/School)

MHF REE) =BV IEM EEsE ZJ00W  EEH) B sshyffroppressrss @211.69.35.213:22

3

=R - O E-p-9-4- €@ I8 ET R Y b SENSESE, SEEMES .

1211.69.35.213-Cent0S 7-T.. = [jid

[root@centos7Teach home]# yum install vsttpd |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

base: ftp.sjtu.edu.cn

epel: mirrors.ustc.edu.cn

extras: ftp.sjtu.edu.cn

* updates: ftp.sjtu.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package vsftpd.x86_64 0:3.0.2-22.e17 will be 1installed
--> Finished Dependency Resolution

E

E

Dependencies Resolved

Package Arch Version Repository

Size

Installing:
vsftpd x86_64 3.0.2-22.e17 base

Transaction summary

1

69 k

Install 1 Package

Total download size: 169 k
Installed size: 348 k
Is this ok [y/d/N]: vy
Downloading packages:
vsTtpd-3.0.2-22.e17.x86_64.rpm | 169 kB
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : vsftpd-3.0.2-22.e17.x86_64
verifying : vsftpd-3.0.2-22.e17.x86_64

Installed:
vsTtpd.x86_64 0:3.0.2-22.e17

Complete!

B A EERSRETE

WEPEAKRE / bl /

ssh://root@211.69.35.213:22 & 55H2  xterm 1 B0x40 1. 40,27

00:00
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& 211.69.35.213-Cent0S 7-Teach - root@CentosiTeach:fvar - Xshell 5 (Free for Home/School)
MHF REE) =BV IEM EEsE ZJ00W  EEH) @ sshiffrootrrerenma]1,60,35.213:22 -
D~ & @ O E-B-9-4- €@ 16 G- - Y B EEISESE. SEENNEL.
+
] [root@centos7Teach home]# cd /var
[root@Centos7Teach var]# mkdir /var/ftpservice
1. FTPHﬁj [root@Centos7Teach var]# chmod -R 777 /var/ftpservice ftdeEFTPBE%
[root@cCentos7Teach var]#
[root@centos7Teach var]# cat /etc/vsftpd/vsftpd.conf | grep -v "A#" | grep -v "A

27

1211.69.35.213-Cent0S 7-T... *

jgn I

anonymous_enab [e=N0 P £
lTocal_enable=YES %EEE’.!HEJJ:%%WRR ¢
write_enable=YES AT P EHERAFTPRE F
local_umask=022 _ FEE Hivarlttpservice |
local_root=/var/ftpservice

dirmessage_enab |e=YES
xferlog_enable=YES
connect_from_port_20=YES
xferlog_std_format=YES
idle_session_timeout=600
ascii_upload_enable=YES
ascii_download_enabTle=YES
ftpd_banner=welcome to Linux Teach FTP service.
1isten=YES
pam_service_name=vsttpd
userlist_enable=YES

tcp_wr‘a.pper‘s=YES & 211.69.35.213-CentOS 7-Teach - root@CentosTTeach:/var/ftpservice - Xshell 5 (Free for Home/Schoal) - m} x
[root@Centos7Teach var]# ZHE REE BEV) LM EEEE) BOW) BEH) 8 sshifoot i @211683521322 .

[root@Centos7Teach varl# fi
N =R & - O &-3-8-4- €@ LA - B&- ® [ SENSESE, AL

AR MR RSO LS S @ 2 211.69.35.214-Ubuntu Server ... +

root@centos7Teach /]# cd /var/ftpservice/
root@cCentos7Teach ftpservicel#
root@Centos7Teach ftpservicel# tree

— book

ENG-AURACHS-HTML5 .and.css3.3rd.Edition. 9781890774837 .pdf
ENG-Oreilly-Ethernet.The.Definitive.Guide.2nd.edition-1449361846.pdf
ENG-PACKTPUB-Nginx.HTTP.Server.Third.Edition.9781785280337 .pdf
ENG-The.Linux.Command.Line.pdf
ENG-Ubuntu.Pocket.Guide.and.rReference.pdf

— software

L teach

R 3 directories, 5 files
L IEEEE S e SRS [root@Centos7Teach ftpservicel# I

iﬂl_;:&j I:FI E_é;\.jk\\? / Bﬁﬁ%ﬁ / ssh://root@211.69.35.213:22




1« 211.692.35.213-Cent0S 7-Teach - root@Centos7Teach:;/home - Xshell 5 (Free for Home/School) — O x

MR EE EENV IR0 EEEE) ZSO0W) =EH) B sshiffrogtsssssssaras @211.69.35.213:22 - 28

=R Ge - O &-n-8-4- €@ I8 E-l- ® 7 RSEEEeE SEEUEL.

RN LR E RS (e . @ 2 211.69.35.214-Ubuntu Server ... + A
K [root@centos7Teach home]#luser‘add ftpuser | ol

I ’ 2~ | [root@centos7Teach home]#
1. FT Hﬁj [root@Centos7Teach homel# passwd ftpuser ftdeEFTPBE%
Changing password for user ftpuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

[root@centos7Teach home]l#

[root@centos7Teach homel# vi /etc/passwd

[root@cCentos7Teach home]#
[root@Centos7Teach home]# cat /etc/passwd | grep "Aftp"
ft ftp:/sbi 1

[root@Centos7Teach homel# §

CIERTIPEBEANSRERS, EELSE:

1. glEESftpuser

2. EftpuserfIE8

3. ¥ftpuserikSRERZUSE, NARFFTPENTE,

.

B A EERSRETE @

Ij[__qu:' Ei’]i“' / Bﬁﬁ%i@ / ssh://root@211.69.35.213:22 & SsH2  xterm [T B0x40 @ 1527 294 CAF NUM




1.FTPRS

WEPEAKRE / bl /

< 211.69.35.214-Ubuntu Server 17.10.1 - administrator@UbuntuServer1710: ~ - Xshell 5 (Free for Home/Schoal)
IR REE EEV) IRM EERE ®0wm) #EIH) & sshy/fadminist

R Gi - O @ -o5-9-4- €@ U & H-E-

® 1211.69.35.213-Cent05 7-Teach 2 211.69.35.214-Ubuntu Ser... =

administrator@buntuserverl710:~% ftp 10.10.3.
Connected to 10.10.3.213.

220 Welcome to Linux Teach FTP service.

Mame (10.10.3.213:administrator): ftpuser

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> s

200 PORT command successful. Consider using PASV.
150 Here comes the directory Tisting.
drwxr-xr-x 2 0 303 may 02 02:

drwxr-xr-x 2 0 0 6 May 02 02:39 software

drwxr-xr-x 0 0 6 may 02 02: teach
s 226 Directory send OK.

ftp> cd book

250 Directory successfully changed.

ftp> Is

200 PORT command successful. Consider using PASV.

150 Here comes the directory Tisting.

-rW-r--r--— 10 0 2260 7 May 02 02:49 ENG-AURACHS-HTMLS5.and.Css3.3rd.
Edition.9 90774837 . pdf

-rw-r 10 2 94 ?:48 ENG-0Oreilly-Ethernet.The.Definit
ive.Guide.2nd.edition-1449361

=[=f==== ENG-PACKTPUB-Nginx.HTTP.Server.T

37
37

-14
hird.Edition.97817852803
-rW-r--pr-- 10 2 ? 02:48 ENG-The.Linux.Command.Line.pdf
-PW-r--r-— 10 22407 2:48 ENG-Ubuntu.Pocket.Guide.and.Refe
rence. pdf
2726 Directorv send OK.
ftp> get ENG-AURACHS-HTML5.and.Cs53.3rd.Edition

local: ENG-AURACHS-HTML>.and.CSS d.Edition.Y g a pdf remote: ENG-AURACHS-HTML
2 5.and.Css3.3rd.Edition. 978189 4837 . pdf

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for ENG-AURACHS-HTML5.and.CSS3.3rd.Edition.97818
90774837 .pdf (226086057 bytes).

226 Transfer complete.

226086057 bytes received in 1.02 secs (212.1531 MB/

ftp> Tcd

Local directory now /home/administrator

ftp> Tdir

?Tnvalid command

ftp> !dir

ENG-AURACHS-HTML5.and.C553.3rd.Edition

Ttp> W

ssh://administrator@211.69.35.214:22 & SsH2 aterm [ 88x47 Q0. 466 2eE CAP NUM
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1.FTPR53E: 145260 : AVPIERFTPII(HIRSS
KRR
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HEH 1R
BFEH public
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1.FTPRS

BcE3EhE

WEPEAKRE / bl /

« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoaol) — O x
IR REE EEV) IRM EERE ®00 #EIH B sshyfrogtsressess @211.69.35.213:22 - |
- G - MO &-5-9-A- €@ 08 - BE- 7 REEnEmeE SssnmEL. |

AR EL A RSV LU R S @ 7 211.69.35.214-Ubuntu Server ... + -

[root@centos7Teach ~]#!yum -y install vsftpd pam pam-* db4 db4—*| .
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
base: ftp.sjtu.edu.cn

*®

RIEBFTP3ZI4-ARSS

epel: mirrors.ustc.edu.cn

extras: ftp.sjtu.edu.cn

* updates: ftp.sjtu.edu.cn

Package pam-1.1.8-18.e17.x86_64 already installed and latest version

package pam-kwallet-5.5.2-1.e17.x86_64 already installed and latest version
Package pam-1.1.8-18.e17.x86_64 already installed and latest version

Package pam-devel-1.1.8-18.e17.x86_64 already installed and Tatest version
pPackage 1ibdb4-4.8.30-13.e17.x86_64 already installed and latest version

package 1ibdb4-tc1-4.8.30-13.e17.x86_64 already installed and latest version
Package 1ibdb4-utils-4.8.30-13.e17.x86_64 already installed and latest version F
Package Tibdb4-devel-static-4.8.30-13.e17.x86_64 already installed and Tatest ve |
rsion

package 1ibdb4-cxx-4.8.30-13.e17.x86_64 already installed and latest version
Package 1ibdb4-devel-4.8.30-13.e17.x86_64 already installed and latest version
Package libdb4-cxx-devel-4.8.30-13.e17.x86_64 already installed and latest versi
on

package libdb4-tcl-devel-4.8.30-13.e17.x86_64 already installed and latest versi
on

Package libdb4-java-4.8.30-13.e17.x86_64 already installed and latest version
package 1ibdb4-doc-4.8.30-13.e17.noarch already installed and latest version
package libdb4-java-devel-4.8.30-13.e17.x86_64 already installed and Tatest vers
ion

Resolving Dependencies

--> Running transaction check

---> Package vsftpd.x86_64 0:3.0.2-22.e17 will be installed

--> Finished Dependency Resclution

E

Lk

Dependencies Resolved

Package Arch version Repository Size
Installing:
vsTtpd x86_64 3.0.2-22.e17 base 169 k

Transaction summary

.

B S EEERSRETE @

@ 55H2  xterm T BOx40 @ 4024 2 & CAP NUM
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1.FTPRS

« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoaol)

4P HEEO ZEV IS0 EREE SO0W EEH)
G- Do & -B3-6-2- €8¢

AR EL A RSV LU R S @ 7 211.69.35.214-Ubuntu Server ... +

-

aa EIR

@

B sshiffroghrrresssrsess @211.69.35.213:22

2

R SENSESE, SEENNEL.. |

to /usr/lib/systemd/system/vsftpd.service.
[root@Centos7Teach ~]#|systemct] stop firewalld

BcE3EhE

WEPEAKRE / bl /

[root@Centos7Teach ~]#
[root@Centos7Teach ~]#|setenforce 0 |
setenforce: SELinux is disabled
[root@Centos7Teach ~]#
[root@centos7Teach ~]# mkdir -p /srv/ftp/web
[root@Centos7Teach ~]# mkdir -p /srv/ftp/announced
[root@centos7Teach ~]# mkdir -p /srv/ftp/public
[root@Centos7Teach ~]# mkdir -p /srv/ftp/web/webl
[root@cCentos7Teach ~]# mkdir -p /srv/ftp/web/web2
[root@centos7Teach ~]# mkdir -p /srv/ftp/announced/annol
[root@centos7Teach ~]# mkdir -p /srv/ftp/announced/anno2
[root@Centos7Teach ~]# mkdir -p /srv/ftp/public/publ
[root@centos7Teach ~]# mkdir -p /srv/ftp/public/pub2
[root@Centos7Teach ~]#
[root@Centos7Teach ~]#|tree /srv/ftp |
/srv/ftp
— announced

annol

anno?2
— public

|: publ

pub2
L— web

webl

web?2

9 directories, 0 files
[root@Centos7Teach ~]# W

B S EEERSRETE

ssh://root@211.69.35.213:22

[root@centos7Teach ~]#|systemct]l enable vsftpd
Created symlink from /etc/systemd/system/multi-user.target.wants/vsftpd.service

@ 55H2  xterm [ BOx40 @ 3224 2

.
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1.FTPRS

« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoaol) — O x
IR REE EEV) IRM EERE ®00 #EIH B sshyfrogtsressess @211.69.35.213:22 - |
- G - MO &-5-9-A- €@ 08 - BE- 7 REEnEmeE SssnmEL. |

+

1211.69.35.213-Cent0S 7-T... *

® 2211.69.35.214-Ubuntu Server ...

~]# touch /etc/vsftpd/vuser_passwd.conf
~1#
~1#|vi /etc/vsTtpd/vuser_passwd.conf |

[root@centos7Teach
[root@centos7Teach
[root@cCentos7Teach
[root@Centos7Teach ~

35

RIEBFTP3ZI4-ARSS

BcE3EhE

i
WRRELKRE / Btk /

[root@cCentos7Teach ~]# cat /etc/vsftpd/v

web SRELESES
webpwd q BT B2
announce = FrmuraEs
announcedpwd igg ﬁg;ﬂj‘“ﬁ
public 2 Pasgrrs
pub'l'icpwd FHT BES2HEFB
roo entos/Teach ~[#
[root@centos7Teach ~]# db_load -T -t hash -f /etc/vsftpd/vuser_passwd.conf /etc
/vs‘FtEg/vuser_passwd.db
LrootldCentos/Teach ~]#
[root@cCentos7Teach ~]#

1ser_passwd.conf

Lk

1s -1 /etc/vsftpd/

total 36

—FW==-===-= 1 root root 125 Aug 3 2017 ftpusers

—FW=-=-===-= 1 root root 361 Aug 3 2017 user_list

-rw------- 1 root root 5030 Aug 3 2017 vsftpd.conf

-rwxr--r-- 1 root root 338 Aug 3 2017 -sh

-rw-r--r-- 1 root root 51 May 2 18:02 |vuser_passwd.conf

-rw-r--r-- 1 root root 12288 May 2 18:02|vuser_passwd.db

[root@cCentos7Teach ~]#

[root@Centos7Teach ~]# [

B (USSR I =
CAP NUM

ssh://root@211.69.35.213:22 & S5H2  xterm [T 80x40 @, 2524 24




W 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:/etc/vsftpd/vuser_conf - Xshell 5 (Free for Home/School)
P REE BBV IR0 ERFEE) JOW =R B sshiyfroot = @211.69.35.213:22 -
=y A Gz - O &-B-G-4- €@ 8 -0 T SENSESE, SEEIAEL.
1211.69.35.213-Cent0S 7-T... *

[root@centos7Teach vuser_conf]#]vi /etc/pam.d/vsftpd | .

TT

36

® 2211.69.35.214-Ubuntu Server ... + ©

[root@cCentos7Teach vuser_conf]# k>

1. FT Pﬂﬁ [root@Centos7Teach vuser_confl]# cat /etc/pam.d/vsftpd WI:IIZFTPI#FHE%
#HiopAM-1.0
#session optional pam_keyinit.so force revoke
#auth required pam_listfile.so item=user sense=deny file=/etc/vsftpd/ft

O g pusers onerr=succeed
EEE* #auth required pam_shells.so

#auth include password-auth
#account include password-auth
#session required pam_loginuid. so
#session include password-auth
auth required /1ib64/security/pam_userdb.so db=/etc/vsftpd/vuser_passwd r

account required /1ib64/security/pam_userdb.so db=/etc/vsftpd/vuser_passwd
[Footl@Centos/Teach vuser_cont]#
[root@centos7Teach vuser_conf]# [

B SvsttpdiIpam, fE3C{EFEMMauthflaccountiZE

==y

.

B S EEERSRETE @

iﬂl_z:éjq:l Ez_’:jk\? / Bﬁﬁ%ﬁ / ssh://root@211.69.35.213:22 & SsH2  xterm T B0x40 @ 1733 228 CAF NUM

— e




« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoaol) — O x
MR #EE) EENV IR0 EEEE) SO0 E=EH) B sshiffrogpssresssisses @211.69.35.213:22 - 3 7

=R o Mo, &-B-Q-4- €@ A R ? [ EENSESE, SEEuNEL.. b

PR LR E R (O B N @ 2 211.69.35.214-Ubuntu Server ... +
[root@centos7Teach ~]#|useradd -g ftp -d /home/vsftpd -s /sbin/nologin vsftpdl

1. FT Pﬂﬁg [root@cCentos7Teach ~]# WﬁBFTP¥1¢HE%

[root@Centos7Teach ~]# cat /etc/passwd
root:x:0:0:root:/root: /bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
===l adm:x:3:4:adm:/var/adm: /sbin/nologin

EEE* Tp:x:4:7:1p:/var/spool/1pd: /shbin/nologin
sync:x:5:0:sync: /shin:/bin/sync
shutdown:x:6:0:shutdown: /sbhin: /sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator: /root:/sbin/nologin
games:x:12:100:games: fusr/games: /sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/shin/nologin
nobody:x:99:99:Nobady: /:/sbin/nologin
systemd-network :x:192:192:systemd Network Management:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin
polkitd:x:999:997:User for polkitd:/:/sbin/nclogin
postfix:x:89:89::/var/spool/postfix:/shbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
rpc:x:32:32:Rpcbind Daemon: /var/1ib/rpcbind: /sbin/nologin
arpwatch:x:77:77:: /var/1ib/arpwatch: /sbin/nologin
tepdump:x:72:72::/:/sbin/nologin
apache:x:48:48:Apache: /usr/share/httpd: /sbin/nologin
mysql:x:27:27:MariaDB Server:/var/1ib/mysql:/sbin/nologin

i (X167 : i H :/sbin/nologin

Lk

vsTtpd:x:1000:50: : /home/vsftpd: /shin/nologin
entos/teach ~]#
[root@centos7Teach ~]# [

ELinuxEinEiEkESvsttpd
BTFPEUKSERESHEERESRAF, A2 ZAFRSHERERSR

.

B S EEERSRETE

i
iﬂl_z:éjq:l Ez_’:jk“i / Bﬁﬁ%ﬁ / ssh://root@211.69.35.213:22 & SsH2  xterm [T 80x40 @ 3024 24 CAF NUM




W 211.69.35.213-CentOS 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) - m} x
MR #EE) EENV IR0 EEEE) SO0 E=EH) B sshiffrogpssresssisses @211.69.35.213:22 - 38
- G - MO &-5-9-A- €@ 08 [ [ ? @ EENEESE SsEiEL. |

AR EL A RSV LU R S @ 7 211.69.35.214-Ubuntu Server ... + -

[root@centos7Teach ~]#|cat /etc/vsftpd/vsftpd.conf | grep -v "A#"

| 1
1. FTPARS st e PIRBFTP3Z{tARSS

write_enable=YES anonymous_enable=NO
Tocal_umask=022 SEEERFFELIGE. B ZESAEHETRF. NEZRERTANOGBATTEN
anon_upload_enable=No BFREZNA

Bt anon_mkdir_write_enable=No | local_enable=YEs

E*}j dirmessage_enable=YES ;ﬁtf'_zi{;e VES i
xferlog_enable=YES o ool
connect_from_port_20=YES I_oﬁijfi‘rfffifmmﬁﬁﬂ |
chown_uploads=NO :Ejt‘ggﬁa;ﬂg k
xferlog_file=/var/log/xfer] anon_upload_enable—NO

xferlog_std_format=YEs = EzmmoEas

nopriv_user=vsftpd anon_mkdir_write_enable=NO

async_abor_enable=YES =E)ESHTLUSF—LEENES, TLlSTmessage_file= messageERE
ascii_upload_enable=YES dirmessage_enable=YES

ascii_download_enable=YES | uferlog_enable=YES *FE==

ftpd_banner=welcome to Linuy connect from port 20=YES #=zjEEsans

chroot_list_enable=YES SEEEI rEYHENES
chroot_list_file=/etc/vsfty chown_uploads=NO

Tisten=YES *EEEE, EENSEXERENchown vsftpd vsftpd /var/log/vsftpd log
pam_servi ce_na_me:vsftpd xferlog_file=/var/log/xferlog

userlist_enable=YES xferlog_std_format=YES FiET (k==

tcp_wrappers=YES sZibvsftpdiE SEEE. EitSvsftpdE E& Anobody
guest_enable=YES e

guest_username=vsftpd async_abor_enable=VES *REXERSEENE

ascii_upload_enable=YES #gEZFASCIESH LS

virtual_use_local_privs=YES
- - —P ascii_download_enable=YES = gEZTBASCIES S-S

user_config_dir=/etc/vsftpg

- *BERDE
E:ggE%ZEEg:;ISZEE -%i I ftpd_banner=Welcome to Linux Teach FTP service.
FREBFETAEEREA.

chroot_list_enable=YES
SREETMABRAAANAPEERNR
chroot_list_file=/etc/vsftpd/chroot_list
listen=NES =llstandalone/s. 2z
pam_service_name=vsftpd #/etc/pam d/ F&ivsitpdiliE
userlist_enable=YES =%/ etc/vsftpd/user listmg1 S EF S EFTP
tcp_wrappers=YES #ZiSTCP Wrappers 8155 XCGEH3
guest_enable=YES sEEELEATE
f SELBFENERAUONEISS. EZEFAInuEEREES
guest_username=vsftpd
SELBFHvsItpdEE T EFHIEZ.

virtual_use local_privs=YES

iﬂF:EEFI E%k“?’ / Bﬁﬁ%ﬁ / sshe//root@211.69.35.213:22 (IR A (=24 L B I 020 S| 223 = TR O

L&




1.FTPRS

[root@centos7Teach
[root@centos7Teach
[root@cCentos7Teach
[root@centos7Teach

BcE3EhE

i
WRRELKRE / Btk /

root@centos7Teach
rootlcCentos/Teach

[root@centos7Teach

B S EEERSRETE

ssh://root@211.69.35.213:22

« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoaol)

2

IR REE) =BV IEM EmEE J00W  EEIH B sshy/froot = ++++@211,69.35.213:22
=R G# - O &-B-0-4-  €P L &a H-E- 0
PARRT R RN S W @ 2 211.69.35.214-Ubuntu Server ... « || +

[» EENSEEE, 5

~]# touch /etc/vsftpd/chroot_list
~1#

-%# echo vsftpd > /etc/vsftpd/chroot_list
~1#

~]#|cat /etc/vsftpd/chroot_list |

~1#

~1# 1

tliEchroot listTiT S N IEHE
chroot_listEFSvsftpdIFTPiFEEE RS ET AEEA.

@5S5H2  xterm I 80x40

. 824

2o

39
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W 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:/etc/vsftpd/vuser_conf - Xshell 5 (Free for Home/School) — O x

MR #EE) EENV IR0 EEEE) SO0 E=EH) B sshifroot = @211.69.35.213:22 - 40
G- B RS- -3-06-4- €858 @0 | @ 7 REESNSE SEramEs. [
PR LR E R (O B N @ 2 211.69.35.214-Ubuntu Server ... + A
y3 [root@centos7Teach ~]#|mkdir /etc/vsftpd/vuser_conf .
- | [root@cCentos7Teach ~]#|cd /etc/vsftpd/vuser_conf/ k>
1. FTPHﬁj [root@centos7Teach vuser_cont|# WHBFTPIFFHE%
[root@Centos7Teach vuser_conf]# cat > web << EOF SWebE PRIy sftpd
> local_root=/srv/ftp HESETE
> write_enable=YES
I=I=I=l|3‘—| > anon_umask=022
E* > anon_world_readable_onTly=No r
> anon_upload_enable=YES
> anon_mkdir_write_enable=YES b
> anon_other_write_enable=YES L
> EOF

root@cCentos7Teach vuser_conf]#
root@Centos7Teach vuser_conf]# cat > announced << EQ| sannounced=~81
Tocal_root=/srv/ftp/announced SusftpdEE T
write_enable=YES
anon_umask=022
anon_world_readable_onTy=N0
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES
EOF

root@Centos/Teach vuser_conf|#
root@Centos7Teach vuser_conf]# cat > public << EOF || spublicz=al
Tocal_root=/srv/ftp/public Evsitpd RS Tit
write_enable=YES

anon_umask=022

anon_world_readable_onTly=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES

> EOQOF

[root@Centos7Teach vuser_conf]#
[root@centos7Teach vuser_conf]# 1s -1

total 12

-rw-r--r-- 1 root root 169 May 2 18:23 announced
-rw-r--r-- 1 root root 166 May 2 18:23 public
-rw-r--r-- 1 root root 159 May 2 18:23 web

[root@centos7Teach vuser_conf]# [

VVVVVVYVVr

VVVVVYVV

L&

.

B S EEERSRETE @

N U — N
ﬂFE‘:F' Ez?‘jj(?— / Bnﬁ%jz /| sshisiroot@211 6335 21322 B SSH2  xterm I 80x40 @ 3933 28 CAP NUM




< 211.69.35.214-Ubuntu Server 17.10.1 - administrator@UbuntuServer1710: ~ - Xshell 5 (Free for Home/Schoal)
IR REE) =BV IEM EmEE J00W  EEIH & sshy/fadministrator:

41

Ge- & (B BO & B-0-4- €9 HE &8 &6 -

® 1211.69.35.213-Cent0S 7-Teach 2 211.69.35.214-Ubuntu Ser...

administrator@buntuserverl710:~% ftp 10.10.3.213

A Connected to 10.10.3.213

1 FTPHE; 220 wWelcome to Linux Teach FTP service. WEBFTP¥1¢EE%
= Mame (10.10.3.213:administrator): web

331 Please specify the password.

Password:

230 Login successful.

O g Remote system type is UNIX.
E*E Using binary mode to transfer files.
ftp> s

200 PORT command successful. Consider using PASVY.

150 Here comes the directory Tlisting.

drwxr-xr-x 40 0 32 May 02 9 announced
drwxr-xr-x 40 30 may 02 :59 publdic
drwxr-xr-x 4 0 30 may 02

226 Directory send OK.

ftp> bye

221 Goodbye.

administrator@UbuntuServerl710:~% ftp 10.10.3.213

Connected to 10.10.3.213.

220 welcome to Linux Teach FTP service.

Name (10.10.3.213:administrator): public

331 Please specify the password.

Passwc g

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> s

200 PORT command successful. Consider using PASV.

150 Here comes the directory Tisting.

drwxr-xr-x 20 0 6 May 02

drwxr-xr-x 20 0 6 May 02 :59 pub2
226 Directory send OK.

ftp> bye

221 Goodbye.

administrator@UbuntuServerl710:~% [

R e s o N DR E .
7E_IF:EEFI Eggk% / B)-EH%% / ssh://administrator@211.69.35.214:22 & §SH2  xterm [T 89x47 @ 3635 2eE CAF NUM




= TRERERAMKLGE

n ZEvsftpd
» [RSBEPEFILHE
m VS

@ HFCentOSSCHI N NERFTPI 4RSS



#Z%Evsftpd,pam,db4

yum -y install vsftpd pam pam-* db4 db4-*

#HgBvsitpd 225
systemctl enable vsftpd
# R KAEFOSELinux
systemctl stop firewalld
setenforce 0

#EIEEFTPARSSHIFER R

mkdir -p /srv/ftp/web

mkdir -p /srv/ftp/announced

mkdir -p /srv/ftp/public

mkdir -p /srv/ftp/web/web1

mkdir -p /srv/ftp/web/web2

mkdir -p /srv/ftp/announced/anno1
mkdir -p /srv/ftp/announced/anno2
mkdir -p /srv/ftp/public/pub1

mkdir -p /srv/ftp/public/pub2




R ERIMKS RS

cat > /etc/vsftpd/vuser_passwd.conf << EOF

web

webpwd

announced

announcedpwd

public

publicpwd

EOF

G AR S B BB 1% /9 d bAREE B S 1
db_load -T -t hash -f /etc/vsftpd/vuser_passwd.conf
/etc/vsftpd/vuser_passwd.db

#ELBvsftpdiUpam , E3EHIEINauthflaccountfl &
sed -ir 's/N/#/g' /etc/pam.d/vsftpd

echo -n'

auth required /lib64/security/pam_userdb.so
db=/etc/vsftpd/vuser_passwd

account required /lib64/security/pam_userdb.so
db=/etc/vsftpd/vuser_passwd

' >> /etc/pam.d/vsftpd

#BZ AT FTPEMIKSIRSHIRFRFARF | ARILZARE
P ERGE
useradd -g ftp -d /home/vsftpd -s /sbin/nologin vsftpd




mv /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf.bak

cat > /etc/vsftpd/vsftpd.conf <<EOF

#AFCITFER I

anonymous_enable=NO
HZEAAPTLUARE, TR FERARMBEERF W

RizI BiREANOIPAFTB EM BB EEA

local_enable=YES

AT R

write_enable=YES

#BlE e &R SR RIS

local_umask=022

#Z | FEZAPLE

anon_upload_enable=NO

#ZIFEZRAFAZEER

anon_mkdir_write_enable=NO

HHNE RIS —ERENER |, TLUET
message_file=.messageRig &

dirmessage_enable=YES

#HEEE

xferlog_enable=YES

#ENERIRAS

connect_from_port_20=YES

#HIREZIF HENHEREE

chown_uploads=NO




#HEEREE | FEXHETIUHZ Y chown vsftpd.vsftpd
/var/log/vsftpd.log

xferlog_file=/var/log/xferlog

#EIAE

xferlog_std_format=YES

#22 |Fvsftpd i SEFE , Bttt SvsftpdaZRZFtAnobody
nopriv_user=vsftpd

HIRTEX R B HIINEE

async_abor_enable=YES
HZESFFASCITEINHY _EE
ascii_upload_enable=YES

HZE S FFASCITREIUHY _EE
ascii_download_enable=YES

#EFEOE

ftpd_banner=Welcome to Linux Teach FTP service.
#RERAFENTABRRAIGA.,
chroot_list_enable=YES
#HRETENABRNIFRNEFERYIE
chroot_list_file=/etc/vsftpd/chroot_list

#  standalone A ,/B5)

listen=YES

#/etc/pam.d/ FHYvsftpd {4
pam_service_name=vsftpd
#7E£/etc/vsftpd/user_listAAIFE IS ABE(ERRFTP

userlist_enable=YES




#3735 TCP Wrappers BB 1

tcp_wrappers=YES
#[= FREHA PP IhgE

guest_enable=YES

%ﬁ%ﬂ%)ﬂwﬁﬁﬁiﬂmﬂ’ﬂﬁiﬁﬁ? , BERPAInuIRER S

guest_username=vsftpd

#REFU AP HvsftpdBL B A FIES 12,
virtual_use_local_privs=YES

#vsftpd_configRHR , BEEFHAVSUGRFEMIFEF B/
e

user_config_dir=/etc/vsftpd/vuser_conf

EOF

#Bl$Zchroot_list]IHHFBENIHFARE
touch /etc/vsftpd/chroot_list
echo vsftpd > /etc/vsftpd/chroot_list

#BIZEH B PREE SV FIHVER S
mkdir /etc/vsftpd/vuser_conf
cd /etc/vsftpd/vuser_conf/



#9WebFF Bl vsftpd R B S
cat > web << EOF
local_root=/srv/ftp
write_enable=YES
anon_umask=022
anon_world_readable_only=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES

EOF

#J9announced FBF & vsftpd BB E 314

cat > announced << EOF
local_root=/srv/ftp/announced
write_enable=YES
anon_umask=022
anon_world_readable_only=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES
EOF




#9publicAP 82 vsftpdAVBC E {4
cat > public << EOF
local_root=/srv/ftp/public
write_enable=YES

anon_umask=022
anon_world_readable_only=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES

EOF

#EFTEalvsftpdiRSS
systemctl restart vsftpd
echo "FTP Service is OK.”

5/ ShellfiiZx , SLILBEIRIERESLHE,
LB A iSRS LIRS A,




2 NFSHR55 8 2.1 NFSROEL AR

NFS ( Network File System ) BIMZEINA4E S , BEHSUNZYEF1985
FHEHRIDIN 8 , WS ZMA , KEBDRILinux&ZIThRISSZ
NFS,

NFSTIFMNEE PRI EN L BEIS TCP/IPMEHERIR, BRIEEI]
BEE BT ME AR ER R Z B LKL HEZESHGFIB R,
NFSHRSZ 28 Al LASSIFNFSE FimfimimN FSIRZ 25in I Z B REEE]
AHAUNFSEZ g, FEAMBHINFSE FisAIH 285K , NFSIRSS S8l
HEMNEERMUEIMEN#E S XFNIBR—H |, BeliRE iR LIS
BEItEIL Rl RS Rs PRISUG R 5.

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn




2 NFSHR55 8 2.1 NFSROEL AR

RPC ( Remote Procedure Call Protocol ) BlifEi S ARImMY , BT

&SGR FBIZ . ENFSIRSZ e LA R airA—Iuia (9] |

FHFNFSSZFAITNEERZ ( HIUNAR USRI AR AR FRARERIN

IR) , ARININEES B ARRIRORE®EETE , HFimORNAEE

SIERNFSE FimSNFSIRS 25imAYB(SIES | XMEERARPCIRS

KT TE.,

RPCRIFHEFNFSE FimSNFSIRE 25imEtE a2,

= RPCEIENINESH 2ISEE NNFSIHEE Mg OE , FHERIRAE
Fimg |, itZPime] USSR ERRRm O _E#E @i,

s HIRBZEMEBINFSIYTSBENERE NwO |, FEEBRRPCER.

= RPCUFEAEERO111EEITEFimiiERFHREIE P ERmO | X
FERPCHERI LARIEE Nm XS M AINFSINEE,

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



2 NFSHR55 8 2.1 NFSROEL AR

FBEINFSZHI , WIRSEEEIRPC , BNINFSETGEMRPCGEM , (B2
HBEIRPCAT , Z Rl EMERO-SIhEERIE RG-S,
E%ﬁ)ié'ﬂz‘gj RPC , iEESEHEENFEREFREEN S , FEFHT
RPCERR.

NFSHURTUINEEERRERRPCEM , IXFERPCH8E 7 HENFSIRZ IR
IIheERport number, PIDFONFSTEEAATISIFAVIPE: , ZFiHABE
5181 I RPCRYIA) AR B IERRNY M AR .,

N N;ﬁj%\?ﬁ%ﬁ RPCIZ1ERT A BERL IR MARSS , RILLFRNFSARPC Serverfy

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2 NFSHR55 8 2.1 NFSROEL AR

NFSIRSSREEHTRIFNDE , BESTIREX.
NFSIRSS2REHMIE/DFERNTIFHE | EEEFIRNEANRS
EEE iRt ER.
NFSIRSS2RAIIERIZ T RINEES T THHHIE

rpc.nfsd

rpc.mountd
rpc.lockd
rpc.statd
rpc.quotad

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2 NFSHR55 8 2.2 NFSHOBRE I

NFSZiEf , RAESTACIE— L EHR U,
NFSIRSS F el @AY B N B aNZR6-9F 7.

% 6-9 EEN R
45 = 5
lustisbinfexportfs | BT BT NFS RS TRIRS RS
fusr/sbin/showmount AT, BT NFS iRE2E FRINEEE
jusrisbin/nfsstat BATITIE . BRTIRIRGE

letc/export DNSHEEEHRS
fetclinit. dinfs BENEE1E nfs BRSS
fetciinit.dirpchind Bhat{E)t rpcbind BRE
letcfsysconfig/nfs RS

Isbinfmount nfs BRI RS
/sbin/mount nfs4 HHPME R (NFSw4)
fshinfunmount.nfs EMEpPARE i iR

fsbinfunmount.nfs 4 RS R (NFSv4)

WRREZ RS / Bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2 NFSHR55 8 2.2 NFSHOBRE I
NFSIRSB UGB TAERAE , BRI~

/etc/init. d/nfs rpcbind
showmount nfsstat B Bz /usr/sbin/exportfs
\ / i
EEETRICH ZitE 2 Exr
mount. nfs Al mount. nfs4 EE Nk p  /etc/exportfs
i3lE37
l HOSH
umount. nfs Al umount. nfs4
/ete/sysconfig/nfs

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



2.NFSR5528 2.3 NFSEETET

e (&
=IENFS exportfs &4 FITEIE NFS RESETHIL e, HEEXIHN“fetclexportis”. &4
pu—. DB NFS BIHE R Rl
= .
541
HE?D E%/ < S ——

SO e

exportfs 854 BRI HBE, 03 6-10 T

?éﬁ . 2 6-10 exportfs &S 3XTmHEH
AN~ IR 8
ex p o) I’th -a E&%ﬁ%ﬂ?ﬁfﬁﬁﬁi
-d SRt hEE
-0 {eE—R5SE%InM0 w, asynec. root_squash)
-i AW /etc/expaorts Ffetc/exports. d BR T34
r EHHSFEEF
-u HEFLFESE — e JHEFE
i NS /profifs/nfsd afi/procifs/nts 2ifiHEH . PIFEHERT . &k
MEAT MR =LE
v BT EHAHRFRIFAER
-5 T A Fetclexports ISR SLEFRIE
[24kAA1
exportfs a7 ¢ RIS IR HEA, 0% 6-11 FF-
% 6-11 exportfs arSS3nEH
3 |

WRREZ RS / bl / 139382 HETIERS {E=EEd NFS RS SHSMET, HigztH *home/directory ”




2.NFSR5528 2.3 NFSEETET

FE ML [shi

nfsstat g5 % AT 20T NFS FEI Pz e nid iz @A (RPC) ORISR, B

3214:/2%56 SRR S T

[1'.|§$£]
. nfsstat [&IM0]
. nfsstat ot
nfsstat &5 % FRAR R IR, 305 6-12 frr.
2% 6-12 nfsstat G=3kTniH A
-] wHEH
-5 N TS SIRAIEER - ARG ST EPRAAS
€ RETEFRIWAEEE
-n {REET NFS I#7RER, BHAET NFS IAZREE4 RPC
-2i374 105IE, NFS ik 20304 Biikzs
-m FIENELANERRT nfs 3T T4
. RETER rpc 475
-0 BTEEXREEER
-l LB FAIT R TENE R
-5 FIENE AR AR

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



2.NFSR5528 2.3 NFSEETET

E,—}N FS [

showmount &7 % FRTE&18 “mountd” SiFHTE, FRELFE NFS RS EE_ LAY NFS TR
g g
RSEE e,
SONIESHES oy

showmount aa< §hEIm 2 18EE, 305 6-13 PR

IO % §-13 showmount sr<30FREEA
showmount = m

-a EL hostdin ZHFRMEREE RS AN SR OB R

-d HETHEEHNERE

-8 T NFS BFHSERRLESR

h FrEER

-V ETHEER

—no-headers THILAEI S EHEE

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn




WEPEAKRE / bl /

« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:~ - Xshell 5 (Free for Home/Schoaol)
IR REE) =BV IEM EmEE J00W  EEIH
R G - MO &-o3-Q- A-

B sshiffroghrrresssrsess @211.69.35.213:22

e P s @7

1211.69.35.213-Cent0S 7-T... *

[» EENSEEE, Sl

g m

[root@centos7Teach ~]#|yum -y install nfs-utils rpchind |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

base: ftp.sjtu.edu.cn

epel: mirrors.tongji.edu.cn

extras: ftp.sjtu.edu.cn

* updates: ftp.sjtu.edu.cn

Package rpcbind-0.2.0-42.e17.x86_64 already installed and latest version
Resolving Dependencies

--> Running transaction check

E

E

1---> Package nfs-utils.x86_64 1:1.3.0-0.48.e17_4.2 will be installed
gssproxy »>= 0.7.0-3 for package: l:nfs-utils-1.3.0-0.

--> Processing Dependency:
48.e17_4.2.x86_64
--> Processing Dependency:

Tibnfsidmap for package: 1l:nfs-utils-1.3.0-0.48.e17_4

.2.x86_64

--> Processing Dependency: Tibevent for package: 1l:nfs-utils-1.3.0-0.48.e17_4.2.
x86_64

--> Processing Dependency: keyutils for package: 1l:nfs-utils-1.3.0-0.48.e17_4.2.
x86_64

--> Processing Dependency:

13.0-0.48.e17_4.2.x86_64

--> Processing Dependency:
.3.0-0.48.e17_4.2.x86_64
--> Running transaction check

| ---> Package gssproxy.x86_64 0:0.7.0-4.e17 will be installed
Dependency: Tlibverto-module-base for package: gssproxy-0.7.0-4.el

--> Processing
7.x86_64

--> Processing
: gssproxy-0.7
--> Processing
ge: gssproxy-0.
--> Processing
ge: gssproxy-0.
--> Processing
0-4.e17.x86_64
--> Processing
.0-4.e17.x86_64
--> Processing Dependency:
.0-4.e17.x86_64

--> Processing Dependency:

.0-4.e17.x86_64
7.0-4.e17.x86_64

7.0-4.e17.x86_64
Dependency:

Dependency:

B S EEERSRETE

ssh://root@211.69.35.213:22 & SSH2  xterm T 80x40 @ 4024 125

Tibnfsidmap.so.0() (64bit) for package: l:nfs-utils-1.
Tibevent-2.0.s0.5() (64bit) for package: 1l:nfs-utils-1

Dependency: Tibref_array.so.l(REF_ARRAY_0.1.1)(64bit) for package
Dependency: libini_config.so.3(INI_CONFIG_1.2.0)(64bit) for packa
Dependency: Tibini_config.so.3(INI_CONFIG_1.1.0)(64bit) for packa
Tibref_array.so.1() (64bit) for package: gssproxy-0.7.
Tibini_config.so.3() (64bit) for package: gssproxy-0.7
Tibcollection.so0.2() (64bit) for package: gssproxy-0.7
Tibbasicobjects.so0.0() (64bit) for package: gssproxy-0

CAF NUM

.

4 NFSERSSH9SCIT
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« 211.69.35.213-Cent0S 7-Teach - root@Centos7Teach:/ - Xshell 5 (Free for Home/School)

g m

WEPEAKRE / bl /

P WEE EENV) IEM EEEE S0 E#EiH) B sshaffroot s s @211.69.35.213:22 -
GE- " B DO & -B3-6-4- €9 36 E-0- @ 7 REsnsmes sssmss. |
AR EL A RSV VA R @ 2 211.69.35.214-Ubuntu Server ... + -
[root@centos7Teach /]# cat /etc/exports EENFSESZE, gsH=E2, .

/srv/nfs/public *(rw,sync)
[Footl@Centos/Teach /¥
;roo}@gentOSTTea h /1# tree /srv/nfs
srv/nrs H=HR, FRENR
L— pubTic 7668 ETTT,
nfsl
nfs2
rnfsl
rnfs2
1 directory, 4 files
[root@cCentos7Teach /1#
[root@centos7Teach /]# showmount -e Tlocalhost EEH=53
Export list for localhost: —
1/srv/nfs/public *
root@centos/Teach /l#
[root@Centos7Teach /]# nfsstat EEH=RE
Server rpc stats:
calls badcalls badcint badauth xdrcall 1
98 0 0 0
Sserver nfs v4:
null compound
2 2% 96 97%
server nfs v4 cperations:
opO-unused opl-unused op2-future access close commit
0 0% 0 0% 0 0% 14 B% 3 1% 0 0%
create delegpurge delegreturn getattr getth Tink
0 0% 0 0% 1 0% 67 2B% 12 4% 0 0%
Tock Tockt Tocku Tookup Tookup_root nverify
0 0% 0 0% 0 0% 8 % 0 0% 0 0%
open openattr open_conf open_dgrd putth putpubfth
3 1% 0 0% 0 0% 0 D% 68 23% 0 0%
putrootfth read readdir readlink remove rename
5 1% 1 0% 2 0% 0 D% 0 0% 0 0%
renew restoreth saveth secinfo setattr setcltid
0 0% 0 0% 0 0% 0 D% 2 0% 0 0%
setcltidconf verify write re11ockownFr be_ct1 bind_conn .
B USSR o =
sshe//root@211.69.35 213:22 & 55H2 xterm 1 8040 a2, 40,24 2eE CAP NUM

4 NFSPRSSH95CH

—T



& 211.69.35.214-Ubuntu Server 17.10.1 - administrator@UbuntuServer1710: /nfsdata/public - Xshell 5 (Free for Home/School)
MR REE) ZFEWV IEM EEREE) SFOWw)  E#EIH)

G- & R o & &9 R A 1~ BE- T e
® 1211, 3-Cent(5 7-Teach

administrator@buntuServerl710:/$ sudo apt-get install rpcbind nfs-common
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
watchdog
The following NEW packages will be installed:
nfs-common rpcbhind
0 upgraded, 2 newly installed, 0 to remove and 27 not upgraded.
Need to get O B/248 kB of archives.
After this operation, 912 kB of additional disk space will be used.
selecting previously unselected package rpcbind.
(Reading database ... 65363 files and directories currently installed.)
Preparing to unpack .../rpcbind_0.2.3-0.6_amdb4.deb ..
Unpacking rpcbind (0.2.3-0.6)
Selecting previously unselected package nfs-common.
Preparing to unpack .../nfs-common_1%3al.3.4-2.1lubuntu?_amdb4.deb ..
Unpacking nfs-common (1:1.3.4-2.1ubuntu2) ...
Processing triggers for ureadahead (0.100.0-20)
Processing triggers for systemd (234-2ubuntul2.3)
Processing triggers for man-db (2.7.6.1-2)
Setting up rpcbind (0.2.3-0.6) ...
Setting up nfs-common (1:1.3.4-2.1ubuntu2) ..
administrator@buntuserverl710: /% sudo mkdir -p /nfsdata/public
administrator@buntuserverl710: /% sudo showmount -e 10.10.3.213
Export list for 10.10.3.213:
/srv/nfs/public *
administrator@buntuserverl710:/$ sudo mount -t nfs 10.10.3.213:/srv/nfs/public /nfsdata/
public -o nolock
administrator@buntuserverl710:/$ cd /nfsdata/public/
administrator@buntuServerl?710: /nfsdata/public$ 1s
rnfsl rnfs2

administrator@buntuserverl710: /nfsdata/public$ cat rnfsl
demo
demo
demo
administrator@buntuServerl710: /nfsdata/public$ mkdir rfolderl
administrator@buntuserverl?710: /nfsdata/public$ 1s

rnfsl rnfs2
administrator@buntuServerl710: /nfsdata/public$
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R R ELRAE R LA SR @ 2 211.60.35.214-Ubuntu Server ... +

|

[root@Centos7Teach /]# vi /etc/exports
[root@cCentos7Teach /]#

[root@Centos7Teach /]# cat /etc/exports
/srv/nfs/public *(ro,sync)

/srv/nfs/public 10.10.1.5(rw,sync)
/srv/nfs/work 10.10.3.214(rw,sync)
[root@Centos7/Teach /]#

[root@Centos7Teach /]# mkdir -p /srv/nfs/work

[root@cCentos7Teach /]#
[root@Centos7Teach /]# exportfs -rv
exporting 10.10.3.214:/srv/nfs/work
exporting 10 10.1.5:/srv/nfs/public
exporting *:/srv/nfs/public
[root@Centos7Teach /]#
[root@cCentos7Teach /]# showmount -e localhost
Export Tist for Tocalhost:
/srv/nfs/work  10.10.3.214
/srv/nfs/public (everyone)
[root@Centos7Teach /]#
[root@cCentos7Teach /1# [

B SRR SR+

W 211.69.35.213-Cent0S 7-Teach - root@CentosTTeach:/ - ¥shell 5 (Free for Home/School) — ] >
IR R\E =BV LEM EmEE) s00W)  EEIH) B sshffroot*++rs@211,60.35.213:22 -
=R GF - No &-&-8-4- @ 8f F-E- @ 2 RS .
"~
[root@cCentos7Teach /]# chmod -R 777 /srv/nfs/work
W
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W« 211.69.35.214-Ubuntu Server 17.10.1 - administrator@UbuntuServer1710: /nfsdata/work - Xshell 5 (Free for Hom... 5
MIHF SEE) ZEEV) TR EOREE) s0W) #EH) & sshyffadministrator:
=R GF - O &-B-8-4- €@ U6 FIR

® 1211.69.35.213-Cent0S 7-Teach 2 211.69.35.214-Ubuntu Ser...
] administrator@UbuntuServerl710: sudo mkdir /nfsdata/work 1]2& Erﬁgﬂﬁﬂ
- administrator@buntuServerl710:/$% sudo tree /nfsdata/ lema<=1F 79

2 directories, 0 files
administrator@ubuntuServerl710:/$% sudo mount -t nfs 10.10.3.2 rv/nfs/public
/nfsdata/public -o nolock
administrator@ubuntuServerl710:/$ sudo mount -t nfs 10.10.3.2 'srv/nfs/work /n
fsdata/work -o nolock
administrator@ubuntuserverl710:/$ cd /nfsdata/publdic
administrato buntuServerl710: /nfsdata/public$ 1s
rnfsl rnfs2
administrator@ubuntuserverl710: /nfsdata/public$ touch testfile
touch: cannot touch 'testfile’': Read- onTy file system f
administrator@UbuntuServerl710: /nfsdata/ i L

administrato buntuserverl710: /nfsdata /v
administrato buntuServerl710: /nfsdata/work$ touch teqtfwTe
administrato buntuServerl710: /nfsdata/work$
administrator@buntuserverl710: /nfsdata/work$ 1s

testfile

administrato buntuServerl?/1l fsdata/work$
administrator@ubuntuserverl710: /nfsdata/work$ [

/__IF.jEF'EZ’Jj(‘W / Bﬁﬁ%ﬁ ssh:/fadministrator@211.69.35.214:22 & S5H2 wterm [T BOw40 0. 24 47 2 e CAP NUM
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EHHE’J*UNIX?\@EEF'TU NFSLLJEEE*UNIX,%}EZ@*D@% AL
= MR T iEWindows ( BI24ETAIDOS ) ?%IEU_JLX;@M% A=
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19914F , KZE4Andrew Tridgwell 9 T #RRIXANERR | BIIXEEES
B2 HT , $RE T SambaBHEX{E.

ERUNIXERSE E/SAESambafikss , RIEJFIFISMBIMY S Windows 245t
Z BISEIN R = FEKRI0EE.

Samba 2 AR CIBHIGPLERIXY , HEf#R 72RUNIXSWindowsZ
B RIREESHIE,

m Andrew Tridgwell : https://en.wikipedia.org/wiki/Andrew_Tridgell

m Samba : http://www.samba.org
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3.Sambafg55E8 3.3 SambafERIRGIIY
CIFStX :

m CIFS ( Common Internet File System ) {Ff2FRILAA AR Interneti &4
RS HE KT BT RS

O CIFSﬁﬁ@EF'lﬁﬁ/ﬂE&ﬁ%TET ZFinte e KinfEikSSes LIRSS 25127
NERHERS | REHBAEFRFREINE N,

-amrmgiﬁ BT R RN

fEEInternetfi71T , MicrosoftZs E2IGSMBIMYI EElInternet 2% |, B
Internet EiITHEH < BB R EEIEA—FINE,

HIEEER L FRBE S/ DA ERISMBIMGHITEIE | BB ACIFS
( Common Internet File System ) , F¥T&% E'ﬁNetBIOS*ﬁHEE} HEEE

Bk AInternet_EAS— MREMY,
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3.Samba

WRRELKRE / b /

AR R @ 2 211.60.35.214-Ubuntu Server... +

& Teach-CentOS 7 - root@Centos7 Teach:/etc/samba - Xshell 5 (Free for Home/School) O *
IR HRE|E) BEEV) IR EEEE s#0OW) EEH) @ sshyfroot rrsssasss @211.69.35.213:22 -
07 & G - Ol&-5-G-24-1€@ 08 - - . B EEEESE SEENE.

[root@Centos7Teach /]#|yum install samba samba-client |
Loaded plugins: fastestmiFror
Loading mirror speeds from cached hostfile

* base: ftp.sjtu.edu.cn

* epel: mirrors.tuna.tsinghua.edu.cn
extras: ftp.sjtu.edu.cn
updates: ftp.sjtu.edu.cn
Resolving Dependencies

--> Running transaction check

---> Package samba.x86_64 0:4.6.2-12.e17_4 will be installed

--> Processing Dependency: samba-1libs = 4.6.2-12.e17_4 for package
: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: samba-common-tools = 4.6.2-12.e17_4 for
package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: samba-common-libs = 4.6.2-12.e17_4 for
package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: samba-common = 4.6.2-12.e17_4 for packa
ge: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: samba-common = 4.6.2-12.e17_4 for packa
ge: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: samba-client-1ibs = 4.6.2-12.e17_4 for
package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: Tibwbclient = 4.6.2-12.e17_4 for packag
e: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: Tlibxattr-tdb-samba4.so(SAMBA_4.6.2)(64b
it) for package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: Tibwbclient.so.0(WBCLIENT_0.9) (64bit) f
or package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: Tlibutil-tdb-samba4.so(SAMBA_4.6.2) (64bi
t) for package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: Tibutil-reg-samba4.so(SAMBA_4.6.2) (64bi
t) for package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: libtevent.so.0(TEVENT_0.9.9)(64bit) for
package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: libtevent.so.0(TEVENT_0.9.16)(64bit) fo
r package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: libtevent-util.so.0(TEVENT_UTIL_0.0.1)(
64bit) for package: samba-4.6.2-12.e17_4.x86_64

--> Processing Dependency: Tibtdb.so.l(TDB_1.2.5)(64bit) for packa
ge: samba-4.6.2-12.e17_4.x86_64
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3.Samba

WRRELKRE / b /

& Teach-CentOS 7 - root@Centos7 Teach:/etc/samba - Xshell 5 (Free for Home/School) — O *
IR EREE EENV IRM EEFEE) SO0 #E8H) B sshy/frootmrerrssranss @211.69.35.213:22 -
0F - | G~ O a-B-G-4- €@ A - &~ . R EEIEESE SEENNg.
@ 2211.69.35.214-Ubuntu Server... + o

Installing : samba-common-tools-4.6.2-12.e17_4.x86_64 12/15 ~

Installing : libarchive-3.1.2-10.e17_2.x86_64 13/15

Installing : samba-client-4.6.2-12.e17_4.x86_64 14/15

Installing : samba-4.6.2-12.e17_4.x86_64 15/15

Verifying : samba-common-1ibs-4.6.2-12.e17_4.x86_64 1/15

Verifying : samba-client-4.6.2-12.e17_4.x86_64 2/15

verifying : samba-common-tools-4.6.2-12.e17_4.x86_64 3/15

verifying : samba-common-4.6.2-12.e17_4.noarch 4/15

Verifying : libarchive-3.1.2-10.e17_2.x86_64 5/15

Verifying : libtevent-0.9.31-2.e17_4.x86_64 6/15

verifying : Tibwbclient-4.6.2-12.e17_4.x86_64 7/15

verifying : samba-Tibs-4.6.2-12.e17_4.x86_64 8/15

verifying : libsmbclient-4.6.2-12.e17_4.x86_64 9/15

Verifying : Tibtalloc-2.1.9-1.e17.x86_64 10/15

verifying : Tibtdb-1.3.12-2.e17.x86_64 11/15

verifying : pytalloc-2.1.9-1.e17.x86_64 12/15

verifying : 1ibldb-1.1.29-1.e17.x86_64 13/15

Verifying : samba-client-1libs-4.6.2-12.e17_4.x86_64 14/15

verifying : samba-4.6.2-12.e17_4.x86_64 15/15
Installed:

samba.x86_64 0:4.6.2-12.e17_4

samba-client.x86_64 0:4.6.2-12.e17_4
Dependency Installed:

Tlibarchive.x86_64 0:3.1.2-10.e17_2

T1ib1db.x86_64 0:1.1.29-1.e17

Tibsmbclient.x86_64 0:4.6.2-12.e17_4

Tibtalloc.x86_64 0:2.1.9-1.e17

Tibtdb.x86_64 0:1.3.12-2.e17

Tibtevent.x86_64 0:0.9.31-2.e17_4

Tibwbclient.x86_64 0:4.6.2-12.e17_4

pytalloc.x86_64 0:2.1.9-1.e17

samba-client-Tibs.x86_64 0:4.6.2-12.e17_4

samba-common.noarch 0:4.6.2-12.e17_4

samba-common-T1ibs.x86_64 0:4.6.2-12.e17_4

samba-common-tools.x86_64 0:4.6.2-12.e17_4

samba-1ibs.x86_64 0:4.6.2-12.e17_4
Complete!
B (AR AT =
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& Teach-CentOS 7 - root@Centos7 Teach:/etc/samba - Xshell 5 (Free for Home/School) — O *
MR &EE) EENV IERM EEEE) S0OW)  EEH) B sshy/frootmrerrssranss @211.69.35.213:22 -
=l R O &-5-9-4- €9 U6 & B - . P BENSESE, SEEME..
@ 2211.69.35.214-Ubuntu Server... + o
[root@Centos7Teach ~]# cd /etc/samba/ ~
[root@Centos7Teach sambal# 1s -1
total 20
-rw-r--r-- 1 root root 20 Nov 28 00:21 Tmhosts
-rw-r--r-- 1 root root 667 Nov 28 00:21 smb.conf
-rw-r--r-- 1 root root 11327 Nov 28 00:21 smb.conf.example
[root@Centos7Teach sambal#
[root@Centos7Teach sambal# cp smb.conf smb.conf.bak
[root@Centos7Teach sambal#
[root@Centos7Teach sambal# vi _smb.conf
[root@Centos7Teach samba]#|cat smb.conf | grep -v "A#"l
[global]
workgroup = WORKGROUP
server string = welcome to Teach share Samba Server %v
netbios name = TeachCent0s?
security = user
passdb backend = tdbsam
[PubTlicshare]
comment = Public Share is oOpen Share.
path = /srv/smb/pubTicshare
public = Yes
browseable = Yves - e
writeable = Yes %Eggl;%are“q_ﬁi
create mask = 0644 we
directory mask = 0755 SRS R
Lroot@Centos/Teach samba]# mkdir -p /srv/smb/publicshare
[root@Centos7Teach sambal# chown nobody:nobody /srv/smb/publicshare
[root@Centos7Teach sambal#
[root@Centos7Teach sambal# |systemct]l start smb
[root@Centos7Teach sambal#
[root@Centos7Teach sambal# |systemct] status smb
® smb.service - Samba SMB TG
Loaded: loaded (/usr/1lib/systemd/system/smb.service; disabled; vendor preset:
disabled)
Active: active (runnming) since Fri 2018-05-04 00:08:37 cCsT; 14s ago
Main PID: 20851 (smbd)
Status: "smbd: ready to serve connections...”
CGroup: /system.slice/smb.service
- Ryl e - =
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< 211.68.35.214-Ubuntu Server17.10.1 - Xshell 5 (Free for Home/School)

MR #EE) EE(V) TRM EEEE) sOW) #EH)

0F - | G- CE-5-0-4- €9 LB & H-E&-
#® 1Teach-Cent0S7 2 211.69.35.214-Ubuntu Ser... +

administrator@ubuntuServerl710:~% sudo apt-get install smbclient
Reading package lists... Done
i dependency tree
g state information... Done
The fa]]mwing additional packages will be dinstalled:
libarchivel3 libavahi-client3 libavahi-common-data libavahi-common3 libcups2 libldbl
Tibpython2.7 TibsmbcTlient Tlibtalloc2 libtdbl Tibtevent0 TibwbclientO python-crypto python-ldb
python-samba python-talloc python-tdb samba-common samba-common-bin samba-Tibs
1Efted packa
rzip cups-common python- crypto-dbg python-crypto-doc python-gpgme heimdal-clients cifs-utils
The following NEW pac be installed:
Tlibarchivel3 libavahi-client3 libavahi-common-data libavahi-common3 Tibcups2 Tibldb1l
Tibpython2.7 Tibsmbclient 1ibtalloc? Tibtdbl Tlibteventd Tibwbclient0 python-crypte python-1db
python-samba python-talloc python-tdb samba-common samba-common-bin samba-Tlibs smbclient
0 upgraded, 21 newly installed, 0 to remove and 27 not upgraded.
Need to get 0 B/10.2 MB of archives.
After this operation, 48.2 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
Preconfiguring packages .
Selecting previously unfe1ected package Tibwbclient0:amd64.
(Read1 database ... 654 files and directories currently installed.)
Preparing to unpack .../00-TibwbcTlient0_ .6.7+dfsg-1ubuntu3.2_amd64.deb
Unpacking libwbclientO:amd64 (2:4.6.7+dfsg-1ubuntu3.2)
Selecting previously unselected package ba-common .
Preparing to unpack .../0l-samba-common_2%3a4.6.7+dfsg-1lubuntu3.2_all.deb
Unpacking samba-common (2:4.6.7+dfsg-lubuntu3.2) ...
Selecting previously unselected packag bavahi-common-data: amd64.
Preparing to unpack .../02-1ibavahi-common-data_0.6.32-1ubuntul.1l_amdé64.deb
Unpacking libavahi- —common-data: and64 .6.32-1ubuntul.1) ...
Selecting previously un'e1ected package 11h1vah17cmmmnl_.amd64
Preparing to unpack .../ Tibav ).6.32-1ubuntul.l_amd64.deb
Unpacking libavahi-common3:amd64
selecting previously unselected pqc _; '_ avahi-client3: amd64.
Preparing to unpack .../04-Tibavak i 3_0.6.32-1ubuntul.l_amd64.deb
Unpacking libavahi- c11entj amd64 .6.32-1ubuntul.1)
Selecting previously unselected package libcups2:amd64.
Preparing to unpack .../05-1ibcups2_2.2.4-7ubuntu3_amd64.deh
unpacking Tlibcups2: amd64 (2.2.4-Fubuntu3) ...
Selecting previously unfe1ected packaqe Tibtalloc2:amdé64.
Preparing to unpack .../06-1ibtalloc2_2.1.9-2ubuntul_amd64.deb
Unpacking libtalloc2: amd64 (2.1.9-2ubuntul) ..
Selecting previously unselected package 11htdh1 amd64 .
Preparing to unpack . Tibtdbl_1 2buildl_amd64.deb
Unpacking libtdbl:amdé4 (1.3.13-2bui dl
Selecting previously unselected package Tibtevent0: amd64.
Preparing to unpack .../08-1ibteven .9.31-1_amd64 .deb
Unpacking libteventO:amdée4 (0.9.31-1) ...
Selecting previously uns ickage 1ibldbl:amdé4.
Preparing to unpack .../ ibldbl_2%3al.1.29-2_amd64.deb
Unpacking 1ibldbl:amd64 (2: ) ...
selecting iousTy uns ick ag ibpy .7 amd64 .

ssh://administrator@211.69.35.214:22 & 55H2 linwx 1 98x51
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«F 211.69.35.214-Ubuntu Server17.10.1 - ¥shell 5 (Free for Home/School)
MR &EE) EENV IERM EEEE) S0OW)  EEH) B s
0F - | G- Q& -53-9-4- €@

® 1Teach-CentQS7 2 211.69.35.214-Ubuntu Ser...

sh:/fadministrator:

afe EE

administrator@buntuServerl710:~§ smbclient -L 10.10.3.21

WARNING: The "syslog" option is deprecated
Enter WORKGROUP\administrator's password:

Publicshare Dis Public sShare
IPCS IPC

Anonymous 10gin SUCCessTUul

0S=[Windows 6.1] Server=[Samba 4.6.2]

Server Comment

Workgroup Master
administrator@ubuntuServerl71
administrator@UbuntuServerl710: smbclient //10.1
WARNING: The "syslog" option is deprecated
Enter WORKGROUP‘\administrator's password:
Anonymous login successful
0 indows 6.1] Server=[Samba 4.6.2]

is Open Share.
IPC Service (Welcome to Teach Share Samba Server 4.6.2)

0.3.213/PublicShare

smb mkdir folder2

smb: help
?

blocksize
chown
echo

Tink

mask

mput
posi»
posix_whoami
q

recurse
rmdir
stat
translate
Togon

tid

S

allinfo
cancel
close

exit

help

Tock

md

newer
posix_open
print
queue
reget
showacls
sym1ink
unlock
Tlistconnect
logoff

D
D

ks of size 1024.

altname
case_sensitive
del

get

history
lowercase
mget

notify
posix_mkdir
prompt

quit

rename
setea

tar

volume
showconnect

0 Fri May
0 Fri May

37567420 blocks available

archive
cd

dir
getfacl
iosize

s
mkdir

open
posix_rmdir
put
readlink
reput
setmode
tarmode
vuid

tcon

I

backup
chmod
du
geteas
Ted

more
posix
posix_unlink
pwd

rd

rm

scopy
timeout

wdel

tdis

@ 55H2 linux 1~ 98x51 @, 509 2&F
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< 211.68.35.214-Ubuntu Server17.10.1 - Xshell 5 (Free for Home/School)

IR EREE EENV IRM EEFEE) SO0 #E8H) & sshy//administrator:
- |0 G~ CE-5-9-4- €@ B8 - 05~
® 1Teach-CentQS7 2 211.69.35.214-Ubuntu Ser...

administrator@ubuntuServerl710:~§ sudo apt-get install cifs-utils
package lists... Done
dependency tree
state information... Done
Suggested packages:
winbind
The following NEW packages will be installed:
cifs-utils
0 upgraded, 1 newly installed, 0 to remove and 27 not upgraded.
Need to get 0 B/75.5 kB of archives.
After this operation, 234 kB of additional disk space will be used.
Selecting previously unselected package cifs-utils.
(Reading database ... 66176 files and directories currently installed.)
Preparing to unpack . a6.7-1_amd64.deb

g up cifs-utils ...
update-alternatives: using / ib/x86_64-Tinux-gnu/cifs-utils/idmapwb.so to provide /etc/cifs-ut
ils/idmap-pl n (idmap-plugi auto mode
Processing triggers for man-db 7.6, o
administrator@UbuntuServerl71 dir -p /smb/publicshare
administrator@ibuntuServer171
administrator@buntuServerl?1 sudo mount -t cifs //10.10.3.213/PublicShare /smb/publicshare -o
guest
aaminisTratoruubunTuServeri/ L
administrator@UbuntuServerl71 cd /smb/publicshare
administrator@ubuntuServerl71 b/publicshare$
administrator@buntuServerl?1 publicshare$ 1s

administrator@buntuServerl710: /smb/publicshare$ touch file{l,2}
touch: cannot touch 'filel’': Permission denied
cannot touch "file2': Permission denied
il ‘pubTicshare$ sudo touch file{l,2}
administrator@buntuServerl7?l ‘publicshare$
administrator@buntuServerl710: /smb/publicshare$ 1s -1
total 0
1 root root 0 May
x 1 root root r
2 root root
2 root root

administrator@buntuServer171
administrator@ubuntuServerl710:

ssh://administrator@211.69.35.214:22 FSSH2  linux [ 98x51 1. 4335 28 CAP NUN
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3.SambafR55Es 3.550) : HEEAL R LIRS
FokizhA

s FFWindows, Linux, Unix. MacERERSE

m $FAndroid, iOSERTNES

s ZEATEN. FiREK. FeeFVl. HeeBENERinkAR
n TREZKE. SHEER , URRXIEN

ZBEENK :
s EFCentOS 75CISambafRSS
» SCIShel IR B sHAERE

AR EAKE / Fbely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



3.SambafR55Es 35500 : HIRES RIS SRS

@12 7|<:

s HRiRit
PublicShare : FFE ARTLUES
TeachShare : FAERTLUSEEY , (BABEBEAN. HINTTLUEE.
WorkShare : FFRARALUES , B AAREERE I,
FrE BREMIE/srv/smb,

n IKSAPRIZLT
HAEMKE - stul, stu2. stu3
HITKS: : tecl, tec2. tec3
FEWES : dev2, dev2. dev3
RYWKE : tecl, te?EEFAAKARBERR
EERMKS : smbadmin
ZEBA © RS =S +pwd=FFF , Flalstu1BIZERS Astulpwd
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=3

W~

11

12

13

14

15

16
17

19
20
21
2
23
24
25
2
27

#HEMREHAR R NS

yum -y remove samba sambaclient

yum -y autoremove

rm -rf /srv/smb

rm -rf /var/mail/stu*

IR2LIRI SRS

rm -rf /var/mail/tec”

rm -rf /var/mail/dev*

rm -rf /var/mail/smbadmin

userdel stul

userdel stu2

userdel stu3

userdel tecl

userdel tec2

userdel tec3

userdel devl

userdel dev2

userdel dev3

userdel smbadmin

groupdel stugroup

groupdel tecgroup

groupdel devgroup

groupdel smbgroup

echo 'old config is clean.’
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1 #% % Samba

2 yum -y install samba sambaclient

3.Sambafg® : - LA SRS

5 #8E smb REMEBRER

6 mkdir -p /srv/smb/PublicShare
7 mkdir -p /srv/smb/TeachShare
8 mkdir -p /srv/smb/WorkShare
9 chmod -R 777 /srv/smb

11 echo 'Resource Folder and Privileges is config.'

WFREL RS / Bl / 139382136
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13
14
15
16
17

19
20
21
22
23
24

#EEAFER

groupadd stugroup

groupadd tecgroup

groupadd devgroup

groupadd smbgroup

92

IR2EIRISUHEZIRSS

useradd -MN -g stugroup -s fsbin/nologin stul && echo -e

“stulpwd\nstulpwd" | smbpasswd -a -s stul

useradd -MN -g stugroup -s /sbin/nologin stu2 && echo -e

“stu2pwd\nstu2pwd" | smbpasswd -a -5 stu2

useradd -MN -g stugroup -s /sbin/nologin stu3 && echo -e

“studpwd\nstudpwd" | smbpasswd -a -5 stu3

useradd -MN -g tecgroup -s /sbin/nologin tecl && echo -e

“teclpwd\nteclpwd"” | smbpasswd -a -s tecl

useradd -MN -g tecgroup -s /sbin/nologin tec2 && echo -e

“tec2pwd\ntec2pwd" | smbpasswd -a -s tec2

useradd -MN -g tecgroup -s /sbin/nologin tec3 && echo -e

“tec3pwd\ntec3pwd" | smbpasswd -a -s tec3

useradd -MN -g devgroup -s /sbin/nologin devl && echo -e

"devipwd\ndevipwd" | smbpasswd -a -5 devl

useradd -MN -g devgroup -s /sbin/nologin dev2 && echo -e

"dev2pwd\ndev2pwd" | smbpasswd -a -s dev2

useradd -MN -g devgroup -s /sbin/nologin dev3 && echo -e

"dev3pwd\ndev3pwd" | smbpasswd -a -s dev3

useradd -MN -g smbgroup -s /sbin/nologin smbadmin && echo -e

“smbadminpwd\nsmbadminpwd" | smbpasswd -a -s smbadmin

usermod -G devgroup tecl

usermod -G devgroup tec2

chown nobeody:nobody /srv/smb/PublicShare

chown smbadmin:smbgroup /srv/smb/TeachShare

chown smbadmin:devgroup /srv/smb/WorkShare

echo 'user and group is config.’
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1 #{EE8 smb.conf FEE {4

2 mv /etc/samba/smb.conf /etc/samba/smb.conf.bak
& 3 cat > /etc/samba/smb.conf << EOF - Sals ——
3.SambafgzE TR LIRS SRS

5 #T{FAE

6 workgroup = WORKGROUP

7 #iRS/EREE

8 server string = Welcome to Teach Demo Samba Service %v

9 #R ARG/ E
10 netbios name = TeachSambaDemo
1 #AEHFRAE
12 log file = /var/log/samba/log.%m
13 #EEXHANLR, B{A KB
14 max log size = 10240
15 #22E5
16 security = user
17 passdb backend = tdbsam
18

19 #HFENHZ=EEES
20 [PublicShare]

21 #HTHR

22 comment = Public Share is Open Share
23 #EEERNE

24 path = /srv/smb/PublicShare
25 #2 FEE14A

26 public = No

27 #BERKS

28 admin users = smbadmin

29 #MITAEHRS GR1EF

30 writeable = Yes

31 #MIFFTEIK S

32 browseable = Yes

33 #FES A HAREAE
34 create mask = 0644

WFREL RS / Bl / 139382136
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woom o~

11

12

13

14

15

16

19
20
21
2
23
24
25
26
27

#HTE A R MRS

directory mask = 0755

[TeachShare]

comment = Teach Share For Linux Lessons

path = /srv/smb/TeachShare

IR2EIRISUHEZIRSS

public = No

admin users = smbadmin

HRRGAFABNAFTIR, AR ESEArEE

#RAFEE M@+,

valid users = @stugroup,@tecgroup, @devgroup

#ENERIFNAER =

write list = @tecgroup

create mask = 0644

directory mask = 0755

[WorkShare]

comment = Work Share For Developer

path = /srv/smb/WorkShare

public = No

admin users = smbadmin

valid users = +devgroup

write list = +devgroup

create mask = 0644

directory mask = 0755

EOF

echo 'smb.conf is ok.’
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#FCE Samba RS

systemctl enable smb

systemctl start smb

echo 'smb service is auto start,and now is running.’

#=F1 B M HEH SELinux

[ LRI ZRS

systemctl disable firewalld

systemctl stop firewalld

setenforce 0

echo 'Firewall and SELinux is shutdown.’
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