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1. Apache Http Server 1.2 Apache Http Server

Apache Http Serveri % il I M5 R % 885Kk 2 — -
FFFUNIX, Linux. WindowsZ#{ER % -

Apache HTTP Server i % # B # & Apache.
ApacheH R iE#H AR 2.4.65,

KiRfEfEopenEuler Eff AR A HK2.4.58,

Apache HTTP Server E A https://www.apache.org
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A pac he H TTP Se rver project managed by the Apache HTTP Server Committee)

The Apache HTTP Server is an open-source HTTP server for modern operating systems including UNIX, Microsoft Windows, Mac OS/X and Netware. The goal of this project
is to provide a secure, efficient and extensible server that provides HTTP services observing the current HTTP standards. Apache has been the most popular web server on
the Internet since April of 1996,

Project base data:

+ Short description: The Apache HTTP Server application hitpd',

« Category: network-server hitp httpd-module

« Website: hitp://hitpd.apache.org/

+ Project status: Active

» Implemented standards
= |ETF REC 2816: Hypertext Transfer Protocol - HTTP/1.1
o |[ETF REC 2617: HTTP Authentication: Basic and Digest Access Authentication
= |ETF REC 2518: HTTP Extensions for Distributed Authoring -- WEBDAV
= |ETF RFC 3253; Versioning Extensions to WebDAY
o |ETF REC 3986: Uniform Resource Identifier (URI): Generic Syntax

= Project data file: DOAP RDF Source (generated json)

Development:
« Programming language: C
+ Bug-tracking: hitp://httpd.apache org/bug_report.himl
+ Mailing list(s): http://httpd apache.org/lists. htmi
+ Subversion repository: hittp://svn.apache org/repos/asf/hitpd/hitpd/

Releases (from DOAP):

+ Download: hitp-/hitpd.apache.org/download.cgi
« 2.4.65 (2025-07-23). Recommended current 2.4 release
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The Number One HTTP Server On The Internet

The Apache HTTP Server Progect is an eflort o develop and mainiain an open-source HTTP server for modam operalting systems including UNIX and Windows, The goal of this project s o provide a secure, efficlent and extensible server
that provides HTTP services in sync with the cument HTTP standards.

The Apache HTTP Server (*hitpd™) was launched in 1965 and it has been the most popular wed server on the Intarnet since April 1986, It has celebrated its 25th birthday as a project in February 2020.
The Apache HTTP Server (s a project of The Apache Software Foundaton.

Apache hitpd 2.4 65 Released 2025-07-23

The Apacha Softwara Foundation and B Apacha HTTP Server Project are pleasad to announce the release of varsion 2.4.85 of the Apachae HTTP Sarver ("hitpd")
This latest release from the 2.4 x stable branch represents the best available vension of Apache HTTP Server.
Apache HTTP Server version 2.4 43 or newer is required in onder to operate a TLS 1.3 web server with OpenSSL 1.1.1.

Download | Changelog for 2 485 | Complets Changelog for 2.4 | Mew Features n httpd 2 4

Apache hitpd 2.2 End-of-Life 2018-01-01
As previously anncunced, the Apache HTTP Server Project has discontinued all development and patch review of the 2.2 x series of releases.

The Apache HTTP Server Project had long commitied to provide maintenance releases of the 2.2 x flavar through June of 2017, The final release 2.2.34 was published in July 2017, and ne further evaluation of bug repors or securily
risks will be considered or published for 2.2.x releasaes.

Want to try out the Apache HTTP Server?

Graat! We have uptated our downikiad page n an affon 1o better utilize our mirrars. We hope that by making |t easier 1o use our mirore, we will b2 able 1 provioe & batiar download exparniancs.

Plaase ensure that you verify your downicads using PGP or MDS signatures

Copyrighd © 107-2005 The Apache Solware Foun
Apacthe HTTP Sonar, Apache, and Se Apache frsihe 9o am Fademars of

Apache Softwaro Foundation
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Apache HTTP Serverfgprefork. workerfilevent3ff T /BB, .

n prefork T/E#R . prefork2faE#ER.
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o Prefork F & StartServers. MinSpareServers. MaxSpareServersfll
MaxRequestWorkers 4484 B T8 A H#H R WA 7= £ TFiH# 2.

o AN HRAIE LI TR

1) StartServers: &8 TAEHEESL.

2) MinSpareServers: %5 [fFiffemg/ g,
3) MaxSpareServers: % FHEMEHE.
4) MaxRequestWorkers: BEREHRLFEE.

o AEEIT, Apache BARBRIE KA TSN, THFEBIMNEE.

o (L FEAFEM FRIF R E R, IR5F3EFTERT EHIN MaxRequestWorkers ) {H -

o AES/DNRIRFSHEFERE LD MaxRequestWorkers B{EATERRGFHEAS o
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1. ApaChe Http Server 1.2 Apache Http Server

Apache HTTP Serverfgprefork. workerfllevent 3§ T/E=.
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Apache Module

5IHHEFE/Y Apache Module




IEZEERRY Apache Module BREX#

+————— openEuler A Apache Module IFHAYE
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Apache HTTP Server Version 2.4

Apache Module mod_status

fvate Languages: en | [ ko

Description; Frowides informatian an server acivity and parformance
Status: Base
Madule dentifier: ataue_maduls
Source File; mod_stanm.c
Summary
The Status module Allows & senes somivsinator 1o find out how well felr sener I8 pericrming, & HTRAL pags & preaanted that ghves e Coment rver satatcs in an enlly readable form. ¥ requined e page can be mad e o UECatcaly Taiesh (gin & compatitk browser), Another T ——"
page ghves » sivple maching-readatis kst of the orrent server st fromri—s
The detaile given are: Directives
« The rusmies of woekees serving requests This modue provides no
= The rumbes of idle workers rachn.
« The siaius of each worker, the rumbe s thest warkar b farmed and the iotal number of byles served by Fre work
e sinius of o ch worker, the rumber of request arker has perfarmed and the it number of byles served bry e worke - checkiist

« A il number of sccesses and byte count served [*]
= Tha tima the server was and the tne & has g for

* Aunragus giving the rurbar of raquests per second, She number of bytes served par sacond and the average numbar of bybes per mquest
= Tha cument parcantage CPU ussd by sach workes and in iotd by ol workers combined )

= The Curent Hosts and fequests beng processed )

d Crangeiog

o if

The lines rarked mod_status wil logghe Eator oo O by defaut

0 enly avai

Enabling Status Support

To-enablo status raports ol for browsars from the exampie.com domain add this code 10 your ht configuraton fila

/Lesation

Vou can now Boceas server sististica by using o Web browser o access the page hetp:

Automatic Updates

+1 e relresh 1he page every M saconcs

Yo e gt he SRS Page 10 UDdalR tesll BEomatealy I you have A BIowSS! INAl SUPPONS "Tefresh”, Acoass ihe pags

Machine Readable Status File

A mackive readakio wersion of the statis Sl is avadable by acces s tty vt o, This i wselul whes aulomatcally . see $1 Perl piogre 1 Easan, which yeu wil Fed in the /ouppoxt dvectory of your
Apaachie HTTP Sarver instaliation
B should be moted that if o0 o & loaded inta the server, is handier capabilty is available in all configuration fles, inchiding per-dirsciony files [e.g., ). This may have ity s Far your sits.

-l Using server-status to troubleshoet

T e o, i 7l s 0, i, . it i, s el i PRI . i sl s . el S Wil sl it
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€« O | A FER| 1010241 s . Ll 4 o Bmw oW @ %
Apache Server Status for 10.10.2.41 (via 10.10.2.41)
Server Version: Apache/2.4.58 (Unix
Server MPM: event
server Bullt: Jul§ 2024 115706 + The Status module allows a server administrator to find out how well their server is
) performing. A HTML page is presented that gives the current server statistics in an
Current Time: Sunday, 13-0ct-2024 17:45:11 CST - - - -
Restart Time: Sunday, 13-Oct-2024 17:42:29 CST easily readable form. If required this page can be made to automatically refresh
Parent Server Config. Generation: 1 (given a compatible browser). Another page gives a simple machine-readable list of

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total : 2 - Totad Traffic: 5 kB - Total Duration: 1 . H i -

CP:I L.;;;:‘::Dﬂ 505 (Lﬂr:w - .U‘SSG%OCPU Ig:imn The details given are

0123 requests/sec - 31 Bysecond - 2560 Byrequest - |5 ms/request

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers = The number of workers Sen,iing req_]es]s

« The number of idle workers

- The status of each worker, the number of requests that worker has performed
and the total number of bytes served by the worker (¥}

» Atotal number of accesses and byte count served (¥)

« Thetime the server was started/restarted and the time it has been running for

= Averages giving the number of requests per second, the number of bytes
served per second and the average number of bytes per request (¥)

« The current percentage CPU used by each worker and in total by all workers

the aurrent server state.

. combined (*)

Scoreboard Key: « The current hosts and requests being processed (*)
“_* Waiting for Conmection, *s° Starting up. "r* Reading Request,

*v" Sending Reply, “x" Keepalive {read), "0" DNS Lookup,

“¢” Closing connection, "L* Logging, “e” Gracefully finishing,

*1* idle cleanup of worker, °. * Open slot with no current process

Srv PID Ace M CPU S5 Req Dur Conn Child Slat  Client  Protecel VHost Request

0-020050/1/1_ 002121 1 00 000 0.0010.10.2.1 hitp/i.1 feB0:20c29f: : GET status HTTP/1.1

0-020050/1/1_ 002120 0 00 000 0001001021 hitpd1.1 feB0:20029f:fe06:de46%ens33: GET Maviconico HTTP/1.1
1-0 2006 1/ OWO0000 0 0 00 000 000101021 hitp/1.1 feBl:20c29f:fe0b dedb%ens33: GET fserver-status HTTR/1.1

Srv Child Server number - generation
PID OS process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-0ct-2024 17:45:11 C5T

Restart Timse: Sunday, 13-0ct-2024 17:42:29 CST

Parent Server Config, Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: u.04 .05 cul cs0 - .0556% CPU load

0123 requests/sec - 31 Bfsecond - 2560 Byrequest - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers

Scoreboard Key:

“_* Waiting for Conmection, *s° Starting up. "r* Reading Request,
*v" Sending Reply, “x" Keepalive {read), "0" DNS Lookup,

“¢” Closing connection, "L* Logging, “e” Gracefully finishing,

*1* idle cleanup of worker, *.* Open slot with no current process

Srv PID Ace M CPU SS Req Dur Conn Child Slat  Client Protocol VHast

Apache Server Status=#ffifinl A=

- B http://yourservername/server-status

Bzl : bttp:/yourservername/server-status?refresh=N
«  H3BEGxE:  http://yourservername/server-status?auto

Request

0-020050/1/1_ 002121 1 00 000 000101021 hitp/1.1 fe80:20c29f:fe06:c

: GET tatus HTTR/1.1

0-020050/1/1_ 002120 0 00 000 0001001021 hitpd1.1 feB0:20029f:fe06:de46%ens33: GET Maviconico HTTP/1.1
1-0 2006 1/ OWO0000 0 0 00 000 000101021 hitp/1.1 feBl:20c29f:fe0b dedb%ens33: GET fserver-status HTTR/1.1

Srv Child Server number - generation
PID OS process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix
Server MPM: event
Server Built: Jul 9 2024 11:57.06

Current Time: Sunday, 13-0ct-2024 17:45:11 C5T
Restart Time: Sunday, 13-Oct-2024 17:42:29 CST
Parent Server Config, Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

Al AcCesses ra
CPU Usage: w04 .05 cul cs - .0556% CPU load

0123 requests/sec - 31 Bfsecond - 2560 Byrequest - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers

Server load: 0.03 0.02 0.00
KD - Total Duration: 1

Scoreboard Key:

=_* Waiting for Connection, *s* Starting up, "&* Reading Request,
*v" Sending Reply, “x" Keepalive {read), "0" DNS Lookup,

“¢” Closing connection, "L* Logging, “e” Gracefully finishing,

*1* idle cleanup of worker, *.* Open slot with no current process

Srv PID Ace M CPU SS Req Dur Conn Child Slat  Client Protocol VHast

- o
L mm mow %

Server Version Apache Http Server ¥x{HiZ

Server MPM Apache FUT{HE&EL

Server Built Apache HgikRA-4RiEERda]

Current Time ETIES )]

Restart Time B frhttpdiRSS AYRETEl

Parent Server Config. Generation
httpd 3 HHEE R AR

Parent Server MPM Generation
httpdfeventi&E= P HEE BRI

Server uptime EifSahtpdEI e T HETHRHR
Server load HRsZ=ata3k, 1min 5min 15min HEFEEA

00200504171 _ 002121 1 00 000 0.0010.00.2.1 hitp/1.1 feB0:20c:29ff fed6:dedbBens33: GET feerver-status HTTP/1.1

0-020050/1/1_ 002120 0 00 000 0001001021 hitpd1.1 feB0:20029f:fe06:de46%ens33: GET Maviconico HTTP/1.1

1-0 2006 1/ OWO0000 0 0 00 000 000101021 hitp/1.1 feBl:20c29f:fe0b dedb%ens33: GET fserver-status HTTR/1.1

Srv Child Server number - generation
PID OS process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix
Server MPM: event
Server Built: Jul 9 2024 11:57.06

Current Time: Sunday, 13-0ct-2024 17:45:11 C5T

Restart Timse: Sunday, 13-0ct-2024 17:42:29 CST

Parent Server Config, Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

L 00300000

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: w04 .05 cul csD - .0556% CPU load

0123 requests/sec - 31 Bfsecond - 2560 Byrequest - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers

Scoreboard Key:

=_* Waiting for Connection, *s* Starting up, "&* Reading Request,
*v" Sending Reply, “x" Keepalive {read), "0" DNS Lookup,

“¢” Closing connection, "L* Logging, “e” Gracefully finishing,

*1* idle cleanup of worker, *.* Open slot with no current process

Srv PID Ace M CPU SS Req Dur Conn Child Slat  Client Protocol VHast

Total accesses
Total Traffic
Total Duration

CPU Usage

httpd SalfaERHIEREE
httpd Sahia el SiEL =
httpd SIS EFACPURIERHS

CPUE RS

015 requests/sec - 91 B/second - 5.9 kB/request - 35 ms/request

httpd SaafF ik
gE01EK
)
BNECEEEE OHRE
BrECHIERES K

1 requests currently being processed, 74 idle workers

00200504171 _ 002121 1 00 000 0.0010.00.2.1 hitp/1.1 feB0:20c:29ff fed6:dedbBens33: GET feerver-status HTTP/1.1

0-020050/1/1_ 002120 0 00 000 0001001021 hitpd1.1 feB0:20029f:fe06:de46%ens33: GET Maviconico HTTP/1.1

1-0 2006 1/ OWO0000 0 0 00 000 000101021 hitp/1.1 feBl:20c29f:fe0b dedb%ens33: GET fserver-status HTTR/1.1

Srv Child Server number - generation
PID OS process ID

Sl G AR
SRR
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix
Server MPM: event
Server Built: Jul 9 2024 11:57.06

Current Time: Sunday, 13-0ct-2024 17:55:04 CST
Restart Timse: Sunday, 13-0ct-2024 17:42:29 CST
Parent Server Config, Generation: 1

Parent Server MPM Generation: 0

Server uptime: 12 minutes 35 seconds
Cload- 000000000

Total accesses: 4 - Total Traffic: 141 kB - Total Duration: 7

CPU Usage: w07 5.08 cul cs - .0199% CPU load

0053 requests/sec - 191 Bfsecond - 35.3 kBrequest - 1.75 ms/request

1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers

Connections | Threads Async connections

Slot PID Stopping.

totallaccepting busy graceful idle writing keep-alive closing

0 20050 0 yes o 220 0 0
1 20060 0 fyes o o Bpo o 0
2 2007jno 0 yes o o 50 0 0
3 2208n0 0 fyes 0 o F ] 0
sumd [0 o 10 %o 0 o

"_" Waiting for Connection, "s” Starting up, "x* Reading Request,
Sending Reply, “&" Keepalive (read), "o DNS Lookup,

*c* Chosing connection, "L" Logging, "¢" Gracefully finishing,

1" kdle cleanup of worker, *. " Open slot with no current process

Srv PID Acc M CPU 55 Req Dur Conn Child Slot  Clent Protocol

0-0 2005 1/0/OWO000 O

0-020050/1/1_ 0026051

0-020050/1/1_ 035704

B2 10.10.2.41 lopenEuier])
[root@Project-au-Task-81
root 2882 8.8 2.
apache 2664 8.0 1.
apache 2665 8.8 2.
apache 2006 8.0 2.
apache 2007 8.0 1.
apache 2208 8.8 1.
root 2284 0.0 0.
[root@Project-au-Task-81

~]# ps aux | grep httpd
6 18896 11364 7

6 18924 e964 7

3 11e9616 18188 ?

3 978UB8 SBUB ?

‘9 978uB8 85u8 7

9 978uB8 B5U8 7

5 21984 208U pts/e
#

17:u2
17:u42
17:u2
17:u2
17:42
17:48
17:53

L1

8:00
9:00
a:08
8:08
a:08
a:ee
a:ee

39

fusr/sbin/httpd -DFOREGROUND
fusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
fusr/sbin/httpd -DFOREGROUND
grep —color=auto httpd

Request

00 000 0.0010.10.21 http/1.1 fedd:20c29 fe0b ded6%ens33: GET fserver-status HTTP/1.1
00 000 0.0010.10.21 http/1.1 fed0d:20c29 fe0b:dedtMens33: GET fserver-status HTTP/1.1

00 013 0.1310.00.21 http1.1 fes0:20c 297 fe0t:ded6%ens33: GET fserver-info HTTP/1.1

]
1
0-020050/1/1_ 0026050 0 Q0 000 0.0010.10.2.1 http/1.1 fed(d:20c29ff fe0bdedt¥%ens 33 GET faviconico HTTR/1.1
4
[

1-0 2006 0/1/1 002 5920

00 000 0.0110.10.21 hitp/1.1 feB020c.291 fe0b.dedt¥ens33; GET fserver-status HTTR/1.1

x
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix
Server MPM: event
Server Built: Jul 9 2024 11:57.06

Current Time: Sunday, 13-0ct-2024 17:55:04 CST
Restart Timse: Sunday, 13-0ct-2024 17:42:29 CST
Parent Server Config, Generation: 1

Parent Server MPM Generation: 0

Server uptime: 12 minutes 35 seconds

Server laad: 0.00 0.00 0.00 + Scoreboard Key:

Total accesses: 4 - Total Traffic: 147 kB - Total Duration: 7 - » - -
CPU Usage: u.07 5.08 cul ¢s0 - .0199% CPU load + "_" Waiting for Connection
0053 requests/sec - 191 Bfsecond - 35.3 kBfrequest - 1.75 ms/request . g Starh'ng up

1 requests currently bei OCes: 0 workers gracefully restarting, 99 idle workers

* "R" Reading Request

Slot PID Stopping, + "W" Sending Reply

0 20050 + K" Keepalive (read)

Y one + *D" DNS Lookup

3 22080 * "C" (osing connection
Sumd |0 . JLJ chging

' + "G" Gracefully finishing

‘I Idle cleanup of worker

Scoreboard Key:

*_" Waiting for Connection, *s* Starting up, "x" Reading Request,

“v* Sending Reply, *x* Keepalive (read), *0° DNS Lookup,

*c* Chosing connection, "L" Logging, "¢" Gracefully finishing,

1" kdle cleanup of worker, *. " Open slot with no current process

Srv PID Acc M CPU 55 Req Dur Conn Child Slot  Clent Protocol VHost Request
0-020051,/0/0W0000 © O 0.00 0.0010.10.2.1 hitp/1.1 fed0:20c:29ff fedb.de4E%ens33: GET fserver-status HTTP/1.1
002005011 _ 00260571 1 0.00 0.0010.10.21 hitp/1.1 fed0=20c29fffe0b.de4t¥%ens33: GET fserver-status HTTP/1.1
0-020050/1/1_ 0026050 0 Q.00 0.0010.10.2.1 http/1.1 fedl:20c29f fe0b:de46%ens33; GET fMavicon.ico HTTR/1.1
0-02005041/1_ 0035704 4 013 0.1310.10.2.1 hitp/1.1 fed0:20c29ff fe0bdedt%ens33: GET fserver-info HTTR/1.1
10200604171 0025920 0 001 0,01 10.10.21 http/1.1 fedd:20c29(7 fe0b:dedb%eans33: GET fserver-status HTTP/1.1

SEEES

« "*  Open slot with no current process

FEUEZEE

x
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0585 revquests!sec. - 176 Bfsecond - 29.4 kB/request - 1.6 ms/request - - -
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers *« S Child Server number - generation
Co«noﬂlonl Threads  Asyne conhections + PID OS process ID QMR ZSRATHERIPID
Slot PID Stopping . g busy graceful idle writing keep-alive-closing « Acc Number of accesses this connection / this child / this slot
o om0 B0 Mo o SR / B A F R /
2 20070 0 0 o =m0 o o LRI BERT R T HE R E SRR E
: imum : ° 3 g g 3 : - M Mode of operation AL A
L -
- CPU CPU usage, number of seconds i fRICPUZSES
- 5§ Seconds since beginning of most recent request
B PR IR (208)
* Reg Milliseconds required to process most recent request
socboardkey. R R EEE A SRR (BO0ER)
_" Waiting onnection, ing up, "®" img s - -
v Sending Reply, “c" Keepalive (road), "0° DNS Lookup, * Dur Sum of milliseconds required to process all requests
o E;ﬂ‘g:ﬂﬂ;ﬂm T Lﬂggnq ";Gr;'!ﬂ-"r '";:"N} » Conn Kilobytes transferred this connection
1" cl p of worker, . " Open slot with no current process
E N3 397s 4 T
Srv PID Acc MCPU SS§ llquurCnnnClildSlnt Client Protocol VHost Request Child M <his child
0-020050/1/1_ 01199 1 1 001 0.0110.10.2.1 hitp/1.1 fe80:20¢:291-fe06:ded6%ans33: GET fserver-status HTTP/1.1 . . egabytes transferred this chi
0-02005 1//0WD000 0 O o.o 000 0.0010.10.21 hitp/1.1 feBD-20c:29ffe06:de4B%ens13: GET fserver-status HTTP/1.1 L HE AT i R R R
COMMQVI- GKNA 0 40 600 Q11131 MANT SAIA0CEHR Mottt G Amtemtrins | T 5 Total megabytes transferred this slot
B 1 1 .10.2. . = 20c: 291 fel ns33: avicon.ico L e
0-020050/1/1_ 0036694 4 00 013 0.1310.10.21 hitp/1.1 fe80:20¢:29f1fe06:ded6%ens33: GET fserver-info HTTP/1.1 Ll BT T E R S R
1-020060/1/1_ 0026920 0 00 001 0.0110.10.21 hitp/1.1 fedD:20c:29f.fe06:de46%ens33:; GET fserver-status HTTP/1.1 ey
Srv Child Server number - generation + Client = FaslPitik
PID 0% process ID +  Protocol & FEr Ny
Aee Number of accesses this connection / this child / this slot . = aats
M Mode of operation VHost ipe‘?:'?iﬂ% mlpmi}mﬁl&ﬁmin q
CPU CPU usage, number of seconds A connection is a link between a client and 2 child which resides in a slotPE BEFRREHAR

Seconds since beginning of most recent request
Req Milliseconds required to process most recent request
Dur Sum of milliseconds required 1o process all requests
‘Conn Kilobytes transferred this connection
Child Megabytes transferred this child
slot Total megabytes transferred this slot

EEEEPRSUTREPHETHE (&R Zrrwsk.

A child is a process or a thread that handles requests.
THE (R7EE) RESkmtEgse. |

A slot is a placeholder for a child. There may or may not be a child there depending on max/min spare servers.
BREEFHE (SFEE) OAUR. HEEA / s SHRSBHENAR. ARGFHE (BFER)

. theTRES . =



4 EEApach eE‘g ﬂE%:{f% 4.4 Apache Module mod info

Apache Module mod_infofgff 7 —Ak 55 2345 B 0Um , 8 15 7] 45 58 1Y
URL FIPRBUR T AR 543 ACE . CMEEREHMER .

B VLR RS WAR ST A hAS. GRS A BEIRE | R LR — ek SE R L
BEZHERER

£y

AR ES RS BIRER (FEERTLEm [EESTSEE / httpe:/ /aitouw. hactau. egien
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Apache HTTP Serw

Avatanie Laaguages: an | & 3 o

Prevides & compe overdew of the server configurstion
Status: Extension
Madule igentifier: info_mocuse
Seurce File:  mod_ninc
Summary
T configurs ., 8 the Tolowing 12 Your bt tpd, cont g

Lacation
SetBandler s=rver-info
/Location

You may wish ta use Lot inside the ructive 16 Frsit Booess lo your sener configurso

Loeation
SetRandler
Require

‘Locatise

Orce configured, B server istomalion is obisi

LI Security Issues

Onoe Is loaded into the server, ks handier capabilty |s svallable in all configuration flies, Including per-directory flea (e =)L This mesy have security-relsed ramifieations for pour age.

I particular, this maduls can leak ssasitve Infomation from the configuraton dractias of Sher ADachs modukes SUCh 3 SyStem DEthe, Lssmamaspasseonds, astabass names, st Therstons, this maduls sh Iy e ussd in 0 il oaon

You will probabiy want o we 1 b o it socess to your server configuration indormation

Aecess eonirel

Location */3=rv
Eetiandler

Fequare i

Require ip

Tocation

Ll Selecting the information shown

By dafault, tha server infarmation includes a st of all enabled modules, and for sach modula, @ desonption of the directves undersiood by that module, tha hooks implamanted by that medula, and e fram the cumern

wil show all configuration directives,

Other views of the configuration informeation are avallabile by appending o query 10 the s=ves=info request. For sxample, Lico: r.host.cxample.com,

Temodule-nanes
inty informarton rakvant o e namad madule
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10.10.2.81 /e

Apache Server Information

Subpages
Confimration Fales. Seower Jettings. Madule Lict. dctive Hesks. hoalable Procders

st S
kosded Modules. Zscver Setvines Siactup Becks. Beeesss Hooks Oiher Ecoks, Ersviders

Loaded Modules Bihein

Qepf.c. evenb.c. BRAR Sere.d. wmwww:mwwwww.w.w.
o sutks ssmedile s, aed suths hest.s med suhs omes.s ned suiha wsr.s Ged ssicids. med bsailios acd cache disk.c. aed cache sccache.c. aed cwidic acd datac med dweec. sed de fec. ned daw lock.c
ani did.r mod deflate.c. mad du & nod dmpin.c. nodecho.c. aod oo mod ssmizes.c. mad ext filiec.r. mod filter.c. mod headers.c. lndm.m..:. %o anclude. s mod ania.c. med bmethod Srusmess.c. med lbeethod bramuests.c. aod lbmsthod briratfac, c.
+ mad log confic.c. mad lecics. sed lusc uﬂ.nna..{ acd nans. o gice s, Med peeotllatice. e, Bed BLOKY.C Bad RIGEY 83RE l&mmm._. Sod prexy gorseol.o. Red BIOKY sxsiead. . Bed proae fogd.o mad proe {opass o,
acd sraxy f43.c. sad ey hoheck.c. ned seoxr htts.oc. ned seoxy httedoc. med ooy gori.c. mod SIeEY ursti.s. @ed med rencteiz.c. aed sechimecut.c aed sequest.s. med tewiite.c. mad seSeowaf.c. aed sloteen sluin.c. acd slotssn sheo. ned so.c.
And_sscache don.c. nodsacache mencache.s. mod gomacke redirc. aod uﬂdu sinch.c, nod status.c. AOR EATLtute,r. MDA SuEXEs.C. Med SYELERA.S. mad spique 38.c mod wazd oo sed urerdir.c. mad version.c. sad vhost aliasc. mod vatckdes.c.

Server Settings

Server Viersion: Apache/2. .58 (Unix)
Server Built: Jul & 2024 11:57:06

Server loaded APR Version: 1.7.4
Compiled with APR Version: 1. 7.4

Server loaded APU Version: 1.5, 2
Compiled with APU Version: 1.5.3

Server loaded PCRE Version: 10,42 z22-12-11
Compiled with PCRE Version: 10. &2 2i2-12-11
Module Magic Mumber: mizzi1 14
Hostname/port: (0. 10.2.41 B0

Timeouts: connectim: 50 kesp-alive §
MPM Name: soant

MPM Information: fux Dasmons | Thresded yes Forked yes
Server Architecture: éi-sa

Server Root: fetc/bnepd

Config Flle: jete/barpascost/hripd. cont

Server Built With:

D AFE_HAS_SERDFILE

-D AFE A5 MRIP

=1 AFE_RAVE_IFVE (IPvi-mapped addresses smabled)
-D AF_IFSE_FROC_PTHRESD_SERIALIIE

-D SINGLE_LTSTER INZERIALTTED ACCEFT
-] AFE_iAS_OTREF. CHILD

=1 STRARC_BTle" fust/ shim sunzmc”
=D DEFMRT rm.us- b th pid”
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Apache Server Information
Sertiems
. sagver Settines. Itasiup Becks. Eegesse Hooks. Other Eooks, Providers
Loaded Modules
WMMWWWWWWW:MWWM o mad autda file.c. med autla accacke. o mad bz gore g

aad mesar {ims. mad nusee heheck.c nod_nicay bhisds aed GISEY Sori.s. med RESKY GRS ned cenctein.c. med sentinecut.c asd sseuestos med feviite s, sed seteccdc. sed sloies sluisc. ed gn.c.
and sezache dom.c. nod sacache meacache,s. nod eozacke redanc. med sscache stach.c nod sebotitute, s, mod SEeRss.c. - mad wmaue 34, nod waxd oo aed uzerdar.s. mad version.c. sad vhost aliasoc. acd wabchdos.c
Server Settings

Server Viersion: Apache/2. .58 (Unix)
Server Built: Jul & 2024 11:57:06

Server lpaded PCRE Version: |‘n.42 M- ﬁp rve ma 1 ﬁ*l']‘iﬁ [u] = -
Compiled with PCRE Version: 10, 42 2022-12-11 aChe Se r Infor tion HH

Module Magic Mumber: mizzi1 14 -
Hostneme/ports 1102418 +  &EHAEL: http//yourservername/server-info
Timeouts: connectim: 50 kesg-alive: § —

MPM Name: - — ?
o I o 1 s | ot o et 1on +  ECEBIE: httpy//yourservername/server-status?config
Server Architecture: éi-sa

Server Root: fetc/bnepd

Config Flle: jete/barpascost/hripd. cont

Server Built With:

<D AME_HAS_SENDFILE

<D APE_HAS MNAP

- AFE_RAVE_TFVE (IPvi-mapped addresse:
118

=D STENEC_BIN="/usr/sbim/ suscec”
=D DEFAMRT_PINOG="/ran/ bt tpd/ bt tpd pid”

B T e L R S
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5. {2 HApachefI=Z 2%

W3 % L ) 4% 2 2 fE B L M ERA G2, RFApache Wi ik 55 245
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FFESELinux. B kAT 2 2 Hi
o (BEEZEFNH)

£y

FARFERRAEATRSER (FRER LS FHRESTTHE [ hipe://aitow hacton. ednen



5. I8 HApachelIEZ£H 5.1 iREMAEEE
B W vk 9] T8 B F] AR R PR L T, AR RIR - Ml 2 2tk

Apachefii 55 #4518 i Requirexf 0 S Bl W) %6 5 (7] JE B PR, P SE G & el e B3
PRSI, JFSZFRpstxt k. L E & B B TE Lo

N 1 B A by R L B SRS = wa B S
= SRR AR kT R 2 R
m A 110.10.2.1 1635 ] P 25 [ 3

£y

FRRE AN R AR (FEEN LA WEERTHE [/ httpe/ /aitou hactoo. eduen



5. I8 HApachelIEZ £ E 5.1 iREMAEEE

G B RRSE AT TR SE FE 1 B A T AR -
= i BT A R ) 2 R
m 251110.10.2.116HHE ] 4 25 M 5k

HCE X /etc/httpd/conf/httpd.conf

m <Directory "/var/www/wordpress">

m Options Indexes FollowSymLinks

m AllowOverride None

= HEEMERTEE

n <RequireAll>

m Require all granted

u Require not ip 10.10.2.200

" </RequireAll>

m </Directory> Q

AR ENRSE ATRER (FRETITLAR HRESTEE / hitpa:/ /aitcw. h




5. I8 HApachelIEZ£H 5.1 (WIS

ApachefijRequire i 8 4 W~ PR
m Require all granted, fiATA RIFEFH
m Require all denied, $54&57H FiE i/ A

= Requireip 127.0.0.1, RAFfEIPEiF, SANIPRZEERAZEET, XERZR LK
TIP3k 127.0.0. 1A93R IF E AL 1 ]

m Require host domain.com, R i3 B % domain.comfFEHL ik A]
= Requirell A] AL &E £ 4>
RequireWifii & <RequireAll>. <RequireAny>. <RequireNone>kpZX{a]
VAT BN F 35 1] PR -
= RequireAll, {fRERGMEHFERXER RVFHRIFN, 7 B8 17 M
= RequireAny, PjRIFRFEREMEZ—FAFHFRAN, FLAEV R My
= RequireNone, 3 HERMFEIZEEE—FIN, FWARE R .
o REEMSLER, —MS5HMRENERA A
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fa#l Apache WUkl 5% 25 f1 PHP MM IRURME B, 75 A R (R v e o
HOMERE, FEfR R 5525 Al RS .
Apachelid i flit 55 2518 13 Server Tok ens i J5i e 8 it A S8R (S B«

PHPff i1 expose_phpife GRS B -

A SEEApache [l AR 5% 28 FIPHPA#EAT 28 1915 SR 97
» fEhttpd.conf 2 FasE M6 ik &2 BURE B
= ¥ php.ini X HEEPHPEIR(E R
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Al BLApachefuh ik 5525 FIPHPEAT 2 BI{E BRI

= fEEthttpd.conf X Fas M ik 5 22 BUE (5 B
= &P php.ini XA EREPHPEUE(E B

HCE X /etc/httpd/conf/httpd.conf
 HEXHHRESEN T ENE, HELttpLEBIGR 4L FHE R

m ServerTokens Prod

BeE . /etc/php.ini
= HEDAPHPHEC & B EL &I
m expose_php = Off
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ApachefjServerTokens3FH6M I, HAER 72340 FAR -

m ServerTokens Full, BR£#{EB B & Apache Fadii i B K5

m ServerTokens Prod, U8B/ MusiR&3E4%5, BlServer: Apache

m ServerTokens Major, BRMiGRE2EEBREFEERAKS, BlServer: Apache/2
ServerTokens Minor, B REm{EREFKEIRRAS, BlServer: Apache/2.4
ServerTokens Min, BRMiERSEEBLESE#HMRAS, ElServer: Apache/2.4.51

ServerTokens OS, Br Wy REEEEESEHBIERSGE LR, Bl: Server:
Apache/2.4.51(Unix)

PHPHjexpose phpttF2A4Nk T, HAERH /25140 B
= On, EMWRSE FBECREPHPER
= Off, ZEMMRSE LT B RO REPHPEL
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25 b W vk B SR R BRI uE S BARGMEE , FRkAESH P B RN -

il 28 kg Y R E B 753K
s &% /etc/httpd/conf/httpd.conffig B 3 2% 1k %5 B i %6
= AIDAEAHER—A R P E R TR E
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il g Y Rk B SRR

m & /etc/httpd/conf/httpd.conflit B {2k 1k [ u5 H Fi %
w A DLE AR — AW B E SR TR

HCE X /etc/httpd/conf/httpd.conf

m Directory "/var/www/wordpress'">

= #OptionsTii%k B HNone, HFEAF FEAAR G558
] Options None
™ AllowOverride None

m </Directory>
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ApachefjOption# FIiE 4N T A

Options All, BREMultiViewsz #hi B & e

Options MultiViews, fFSZENERNYE

Options Indexes, #1HR TN Rindex3f:, NBRZHE ® TR

Options IncludesNOEXEC, #F{FHIREEsinclude, A A {#fH#execfi#includeIjfE
Options Includes, #RiFE R % 85minclude

Options FollowSymLinks, ¢ HFH R &S EHRESSE

Options SymLinksIlfOwnerMatch, 7B 359 {0 A5 S B85

Options ExecCGI, FEHF FiEFFERHCGI

Options5H] Fif i % F AR 55 da ik, 4t EfE Z 8 RIT-
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