E~=RERS

(EF openEuler)

4. ffi JApache HTTP ServersZ 3 [k ik 55

i Jie

13938213680 / ruanxiaclong@hactem.edu.cn

=40

Apache Http Server
= Web IRSS=8 (ME5ERSSER)
= Apache Http Server

= =
b2t Foi i = o
o B, RWRE, i '”'ﬂi"g#é
ISR ERILIESS i e
» FEHM LAMP 38 I

= {EEWordPressi2igPISMIIS i
BEApachefIIRSIRT .
= Apache Module

= mod_ status, mod_info

2FApachefigZ it ®




1. Apache Http Server 1.1 Web BisS% (RiBESSH)

Webfit 55 a5 2—Fhik 8 T B4 W _E R FALRE R, SEBUmMER -
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= JRCEEAE SR, AER R

Web it 5525 i 2 1 i 0k iy W ol #2152 L -
m AR html. JS
m ZhEHS: PHP. ASP.net. JSP. Ruby. Python

Weblfit 55 #5 ( HHHT TP T4, A It Web it 5525 AR A HTTPIR 55 2%

1. Apache Http Server 1.1 Web BisSH (FHSSE)
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1. Apache Http Server 1.1 Web BisS% (RiBESSH)
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1. Apache Http Server 1.2 Apache Http Server

Apache Http Server e H 89 135 9 35 IR 5 2 8k fE 2 — .
FHRUNIX, Linux. WindowsZE#/E &%,

Apache HTTP Server j@ % ¥ ## A Apache.

Apache HAifE# AN 2.4.65.
AifFEfcopenEuler B FII A 42.4.58,

Apache HTTP Server ‘B W& https:/ /www.apache.org

APACHE / APACHE

SOFTWARE FOUNDATION
ESTABLISHED 1999 =

L3

il i o B R 1 Bt OB BE AT ol S ) A / https:/ /aitem.hactcm.cgu.cn

N

Apache HTTP S@IVEr (upoject mansged by the spache 1o serses commises)

The Apache HTTP Server is an open-source HTTP server for modern operating systems including UNIX, Microsoft Windows, Mac OS/X and Netware. The goal of this project
is to provide a secure, efficient and extensible server that provides HTTP services observing the current HTTP standards. Apache has been the most popular web server on
the Internet since April of 1996.

Project base data:

= Short description: The Apache HTTP Server application ‘hitpd’.

» Category: petwork-server hifp hittpd-module

« Website: http./hitpd.apache.org/

« Project status: Active

« Implemented standards
o |ETF REC 2616: Hyperlext Transfer Protocol — HTTP/1.1
o |ETF REC 2617: HTTP Authentication: Basic and Digest Access Authentication
= |IETF REC 2518: HTTP Extensions for Distributed Autharing — WEBDAV
o |ETF REC 3253: Versioning Extensions to WebDAV
o |ETF REC 3986: Uniform Resource Identifier (URI): Generic Syntax

* Project data file: DOAP RDF Source (generated json)

Development:

+ Programming language: C

« Bug-tracking: http:/hitpd.apache.org/bug_report.htm|
« Mailing list{s): http:/httnd apache. org/lists.htmi

. : hitp:/isvn.apache

Releases (from DOAP):

« Download: hitp:/hitpd apache org/download cgi
» 2.4.85 (2025-07-23): Recommended current 2 4 release




Documentation

Getlnvaived

Subpojects

Related Projects

APACHE

HTTP SERVER PROJECT

The Number One HTTP Server On The Internet

The Apache HTTP Server Project is an eflor fo develop and maintsin an open-source HTTP server for modern opersting systems including UNIX and Winows. The gosl of this prject is to provide a secure, efficient and extensible server
that provides HTTP servioes in sync with the cument HTTP standards.

The Apache HTTP Server (hifpd") was lsunched in 1935 and it has been the most popular web server on the internet since Aprl 1998, It has colebrated its 25ih birthday as 8 project in February 2020

The Apache HTTP Server is a project of The

Apache hitpd 2.4.65 Released

2025-07-23
The Apache Software Foundation and the Apache HTTP Server Project are pleased o announce the relsasa of version 2.4 85 of tha Apache HTTP Sarver (hitpd"
This latest release from the 2.4.x stable branch represants the best available version of Apsche HTTP Servar
Apache HTTP Server version 2.4 43 or newer is raquired in order o operate a TLS 1.3 web server with OpanSSL 1.1.1
Dewnicad | Changelog for 2.4.65 | Complete Changelon for 2.4 | New Features in hifpd 2.4
Apache hitpd 2.2 End-ol-Life 2018-01-01

As prviously snnounced, the Apache HTTP Server Project has discontinued all development and patch review of the 2.2.x series of releases.

The Apache HTTP Server Project had long commitied to provide mainienance releases of the 2.2 x flavor hrough June of 2017, The final releace 22 34 was publishad in July 2017, and no further evaluation of bug reports o security
risks will be considered of published for 2.2 x relsases.

‘Want to try out the Apache HTTP Server?
Greal! We have updated ow downicad pge in an efiort 1o betler ulize our Mirars, We hope that by making il easier lo use our mimors, wa will ba able 10 pravide @ betler downioad experience

Plesse ensure that you verily your downioads using PGP or MDS signatures.

So—— S— About + Q

APACHE PROJECT LIST
BY NAME

BY CATEGORY

Apache Software Fundation, ASF: Apache RIEESS

ASF BHETR T —FIWebiRSS BN Apache, BUS T EAAIRLI,
ASF 4§ Apache Web BR$5ERE0{FE 2.0 hRANEE, E&H HTTP Server,
Apache IRFREHHRIEIREFRE: Apache HTTP Server,

{3 Apache IR S8 ¥ HR B I RATRETIE.




1. Apache Http Server

1.2 Apache Http Server

Apache HTTP Server B3 B45PEQIT .
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JHTTP SERVER PROJECT

Binding to Addresses and Ports
T e T TR R T
Gonfgunng Apeche HTTP Server 1o isten om spectic addresses ang pans.
i
o

MERE, URREXHORGSE,
RS R AR

rom starting .

1. ApaChe Http Server 1.2 Apache Http Server

Apache HTTP Serverfjprefork. workerfilevent3ff T4 .

» prefork TR, prefork 2 EER.

o ApachefEfF2hz ¥, BAISEIRAE—LFHERE, RIS TR P IMEREEE, TR 56
QAR BRI . BT MR, £, R
Ro HESUR B R BGER S, —ELS 3 R FHER, R4 SR,

o Prefork B4 StartServers. MinSpareServers. MaxSpareServersfil
MaxRequestWorkers 44454 FI 180 V5 QiR U 7= 4 HEF

o AR LT R -

1) StartServers: ¥y TAEHRE .

2) MinSpareServers: 535 FHEFL A /B -
3) MaxSpareServers: % {1 R A2
4) MaxRequestWorkers: K45 4 A

o JERHILT, Apache AR A |IFVAES , DHEBIMARE.

o {0 TR B I R R B, RS AT T E R MaxRequestWorkers f{f .

o N TEEE N IR S5 S B MaxRequestWorkers B DL A1 IR 5% 3575 2 B -

Tl o B R 0 LA SRR (WA BESTT e 08 ) AR EEST B / https://aitem.hactem.egn.cn




Apache Prefork Module
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1. Apache Http Server 1.2 Apache Http Server

Apache HTTP Serverfjprefork. workerfilevent 3fff Tz,

m worker T{E#=C.

o Worker# Ut FpreforloizRt, (A 23R 2 SR A H.
o Apachefd T FISEA 1 ILAFHbFE (BRIEECY) |, Sl fld i, RNa

FE—A M2t BRI R, S4B — A RPAGIATIR 57 LRFRIE & SRR AL
INTRZEIE), XFIATE & 2l d
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Hiak, BMERANERBHTN, ZEMEH HApachel) 84k %
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Apache Work Module
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1. Apache Http Server 1.2 Apache Http Server

Apache HTTP Serverfjprefork. worker fil event 3fh T/E#=.

m event TAEHF.
o eventflworker#i i R FHEL, {Heventfis it Tkeep-alivelf it T & KAk &5 R
38 B IR IR 2 )
o eventiisd, SF—HITN&FREHkeep-aliveds B 41 .
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Apache Event Module
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2. E?ﬁﬁgﬁmﬁﬁ 2.2 Apache HTTP Server B2&3Z{t
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o JEERCESCME, Apacheffy il B RS0 .
m /etc/httpd/conf.d
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m /[etc/httpd/modules
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2. E*ﬁ%ru\mﬁﬁ 2.3 Apache HTTP Server BERS

Apache HTTP Server H & 2 fFid 5% T Apache HTTP Serverfgigfi i, i
WEFFAAN BT H ST &I T # Apache HTTP Serverfizfikzs.
Apachefd &[] H BMHIR H BEW A -

= H&3CfEAE openEuler i fFfi & &/ etc/httpd/logs H3%.

= i) H &M S 4 Haccess.log.

= H5% H SRS EE A error.log.
ﬁﬂ%ﬁ}ﬁ SSLlt%, HE&EXIHK SR TSSLIZTTH H &30 .
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B]  [/HTTP SERVER PROJECT Apache HTTP Server Version 2.4

Apache Module mod_status

Summary

Directives

LB Automatic Updates.

o
A machise-res P by - This it vt when sutomalically " whRh o il T i the tory of your
ache HTT [

W whouid be noted that il . inadind inta the sarues 45 handber capability is avaasble in ail configueston s, inclusing perdircton faes (1.0, Ttaccass) This may have security-related ramifations. for your se

Ll Using server-status to troubleshaot
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event

Server Bullt Jul 4 2024 11:57.05 * The Status module allows a server administrator to find out how well their server is
Conrent Time: Sunciny. 15.6c1 2024 174511 €51 performing. A HTML page is presented that gives the current server statisticsin an
e ary Y S 3.0ct M NiAZion CET easily readable form. If required this page can be made to automatically refresh
Parent Server Config. Generation: 1 (given a compatible browser). Another page gives a simple machine-readable list of

Parent Server MPM Generation: 0
Server uptime: 2 minutes 42 seconds.
Server loadt 0.03 0.0 0.00
Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1 . H i .
CPU Usage: w04 .05 cu ¢s0 - 0556% CPU load The d91alls gIVEn are:
0123 requests/sec - 31 Bjsecond - 2560 Bjrequest - 5 ms/request
1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers = The number of workers serving requests
Siot PID topping, COMections | Threads | Async connections + The number of idle workers
|¥OPP1"% total accepting busy graceful idie writing keep-alive closing The status of each worker, the number of requests that worker has performed
© Bo0Sm 0 yes B 0 00250 0O o and the total number of bytes served by the worker (*)

the current server state.

.: %E g y,: (‘) 3 ﬁ: : : 3 + A total number of accesses and byte count served (*)
swm3 |0 0 1o 740 o o « Thetime the server was started/restarted and the time it has been running for

.

Averages giving the number of requests per second, the number of bytes
served per second and the average number of bytes per request (*)

The current percentage CPU used by each worker and in total by all workers
combined (*)

The current hosts and requests being processed (*)

.

.

Scoreboard Key:
*_* Waiting for Connection, *s* Starting up, “* Reading Request.
*v* Sending Reply, 'x* Keepalive (read), 5" DNS Lookup,

* Closing connection, “L” Logging, *s* Gracefully finishing,

*1” Idle cleanup of worker, . Open slot with no current process q

Srv PID Acc M CPU S5 Req Dur Conn Child Slot Client Protocol VHost Request
0-020050/1/1_ 002121 1 00 000 0.0010:10.2.1 hitp/1.1 feB0:20c:29ff fe06:dedb%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 © 0O 000 0.0010.10.21hitp/1.1 feB0:20c: 291 le06:ded6%ens33: GET Maviconico HTTR/11
1-02006 1//OW0000 0 0 00 000 0.0010.10.21http/1.1 feB0:20c:29ffe06ded6Nens33: GET /server-status HTTP/1.1

Sev Child Server number - generation

PID 08 process 1D .

T ]
£ 0 D swoein x|+ - 8 x
€ C (AFRE| 100024 smverstznn \ mm D e % - O

Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/24.58 (Unix)
Server MPM: event
Server Built: Jul 3 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:45:11 CST
Restart Time: Sunday, 13-Oct-2024 17:42:29 CST
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds.

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1
CPU Usage: w04 5.05 cud cs0 - 0556% CPU load

e oty oong oo wrvas cHul ki 74 i wokes Apache Server Status=fiAla5 =,
Threads | Async connections
""‘;:5.’“’"""';vw-m-:s;«wg-m-gha-m::w-m-:m « E#MAR: hitpy//yourservername/server-status
0 no yes
P «  BzhRIET: http://yourservername/server-status?refresh=N
Sum 3 0 o 1 o 740 o o

- #E8EE:  httpi//yourservername/server-status?auto

Scoreboard

*_* Waiting for Connection, °s" Starting up, "" Reading Request
* Sending Reply. *x* Keepalive (read), “»* DNS Lookup,

* Closing connection, “L* Logging. *6* Gracefully finishing.

1" Idle cleanup of worker, . * Open slot with o current process 0

Srv PID Ace M CPU SS Req Dur Conn Child Slot Client Protecal VHest Request
0-020050/1/1_ 002121 1 00 000 0.001010.21http/1.1 feblr20c:29ffe06:dedeens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 0 00 000 000101021 hitp/1.1 feB0:20c:291fle06:de6%ens13: GET Mfavicon ca HTTP/11
1-02006 1//0W0000 0 0 00 000 000701021 http/1.1 feB:20c:29fF fe06ded6%ens33: GET /server-status HTTP/1.1

Srv Child Server number - generation
PID 05 process 1D -
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« ¢ A FE2 | 0024 swrver 5 1 mm D @ %
Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.56 (Unib)

Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13.Oct-2024 17:45:11 CST

[Restart Time: Sunday, 13-Oct-2024 17:42:29 CST

Farent Server Config. Generation: 1 * Server Version Apache Http Server #R{t-hi
Sorve i 2 s &2 seconds « Server MPM Apache B9T{

TS T T e T o Do « Server Built Apache HBIHRARERERE

CPU Usage: w04 .05 cu ¢s0 - 0556% CPU load
0123 requests/sec - 31 B/second - 2560 B/request - 5 ms/request

1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers « Current Time ECIES )

Siot PID |stopping, COTMections | Thraads | Async connections * Restart Time Qiﬁiﬁhﬂpdﬂﬁ%ﬁﬂﬁﬁ'\‘ﬁl
o st ;nu;er:ww:uwg-ml;h:m:-o--ﬂw:-w « Parent Server Config. Generation .

1 2006m0 0 yes o 240 o 0 hﬂpdﬁgﬁﬁmﬁgixﬁ
2 2070 0 yes 0 D 30 Do 0 = Parent Server MPM Generation

sum3 0 o "o Mo o 0

httpdi9event@ X EHEEENRE

+ Server uptime SR FRhtpdBIB7EHE TRIRT
« Server load BRs58&ta%k, Imin 5min 15min FHESEER

Scoreboard Key:

*_* Waiting for Connection, *s* Starting up, “* Reading Request.
*v* Sending Reply, 'x* Keepalive (read), 5" DNS Lookup,

e Closing connection, “L” Logging, *s" Gracefully finishing,

*1” Idle cleanup of worker, . Open slot with no current process

Srv PID Acc M CPU S5 Req Dur Conn Child Slot Client Protocol VHost Request
0-020050/1/1_ 002121 1 00 000 0.0010:10.2.1 hitp/1.1 feB0:20c:29ff fe06:dedb%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 © 0O 000 0.0010.10.21hitp/1.1 feB0:20c: 291 le06:ded6%ens33: GET Maviconico HTTR/11
1-02006 1//OW0000 0 0 00 000 0.0010.10.21http/1.1 feB0:20c:29ffe06ded6Nens33: GET /server-status HTTP/1.1

Srv Child Server number - generation
PID 08 process 1D

£ 0 D swoein x4 - o
€ C | AFEE| 10024 smrver s , mm Y

Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/24.58 (Unix)
Server MPM: event
Server Built: Jul 3 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:45:11 CST

o T St 13,0k 04 17(2200 €41 « Total accesses httpd BRGNS RSE
Parent Server MI‘M_qC..?mdtmué + Total Traffic hﬂpdEﬁ]E‘fgﬁB‘]ﬂﬁﬁ?\!
Server upiime: 2 minutes 42 seconds + Total Duration httpdBENEERACPURIEATHE
Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU e w04 5.05 cud ¢s0 - 0556% CPU load N

ulzmueswsec - 31 Bfsecond - Z%OBjtequesl - 5 msfrequest « CPU Usage CPUREFBER

1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers

Siot PID stopping, Sormecton "“'ﬂd* M:“mnmﬂf"- = 015 requests/sec - 91 B/second - 5.9 kB/request - .35 ms/request
R SR hitpd SRR

1 2006m0 0 yes ) 240 o o g/ lsk
T o e ok FisAS N

. FMERTIEESOHIE
BMERFIREER

= 1requests currently being processed, 74 idle workers
Scoreboard Key; 481 IR ETR R

*_* Waiting for Connection, *s* Starting up, *x" Reading Request 7 i

*v* Sending Reply, “x* Keepalive (read), “»* DNS Lookup, Bty
“¢* Closing connection, “L” Logging. " Gracefully finishing.

"1 idle cleanup of workes, *.* Open slot with no current process

Srv PID Ace M CPU SS Req Dur Conn Child Slot Client Protecal VHest Request
0-020050/1/1_ 002121 1 00 000 0.001010.21http/1.1 feblr20c:29ffe06:dedeens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 0 00 000 000101021 hitp/1.1 feB0:20c:291fle06:de6%ens13: GET Mfavicon ca HTTP/11
1-02006 1//0W0000 0 0 00 000 000701021 http/1.1 feB:20c:29fF fe06ded6%ens33: GET /server-status HTTP/1.1

Srv Child Server number - generation
PID 05 process 1D
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)

Server MPM: event
Server Built: Jul 9 2024 11:57:06

Sunday, 13-0c1-2024 17:55:04 €51
Sunday, 13-0ct-2024 17:42:29 CST
Parent Server Config. Generation: 1

-] 10241 Gapend

Parent Server MPM Generation: 0 [rooteProject-64-Task-81 ~]# ps aux | grep httpd
Server uptime: 12 minutes 35 seconds root 2062 0.0 2.6 18896 11364 7 Ss  17:42 ©:00 /usr/sbin/httpd ~DFOREGROUND
0 apache 2004 0.0 1.6 18924 696U 7 S 17:42 0:00 /usr/sbin/httpd -~DFOREGROUND
Tuvlualxmmu': xta:gigi 141 kB -{l;na‘lno.zmmu"? lapache 2865 8.8 2.3 1189616 18188 ? Sl 17:42 ©8:88 fusr/sbin/httpd —DFOREGROUND
CPU Usage: 107 .08 cud v apache 2066 ©.0 2.3 978uB8 984S 7 Sl 17:42 ©:08 /usr/sbin/httpd ~DFOREGROUND
0053 requests/sec - 191 B/second - 35.3 kB/reques! - 1.75 ms/request H 3}
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers pashe IR BB Lih SRR (10N B 100 S Ane i -SRI
apache 2208 9.8 1.9 978uSe 85u8 7 Sl 17:46 ©:80 fusr/sbin/httpd -OFOREGROUND
Connections  Threads  Async connections root 2280 9.9 0.5 21984 2084 pts/@ S+ 17:53  0:00 grep -—colar=auto httpd
PID Stoppis
Flot PO Sropping 2 g [root@Project-gu-Task-81 =18
0200500 0 yes 10 240 Db a
1 2006m0 0O ys ©0 0o 50 o a
2 20070 0 yes ° o F 0
3 2208n0 0 ys 0 0 250 0 a
sum4 0 0 10 C o
v
Waiting for Connection, *s* Starting up, “* Reading Request.
Sending Reply, & Keepaiive (read), "8 DNS Lookup,
Closing connection, *L* Logging, *e* Gracefully finishing,
1" ille cleanup of worke, °. * Open slot with no current process
Siv PID Acc M CPU S5 Req Dur Conn Child Slot Client Protocol VHost Request
0-02005 1/0/0W0000 O 0 00 000 0.0010.1021 hitp/1.1 feB0-20c29f1eD6:ded6Mens33: GET fserver-status HTTP/1.1
0-020050/1/1_ 0026051 1 00 000 0.0010.1021 hitp/1.1 feB0=20c29fFleDb:ded6%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 0026050 0 00 00D 0.0010.1021 hitp/1.1 feB0-20c:29ff:feD6:dedsNens33: GET Mlaviconico HTTP/1.1
9-020050/1/1_ 0035704 4 00 013 DI310.1021 hitp/1.1 feB0-20c29FfeD6:ded6%ens33: GET /server-info HTTP/1.1
1-020060/1/1 0025520 0 00 001 00110.1021 hitp/1.1 feB0-20c29ff-leD6ide46%ens33: GET /server-status HTTP/1.1
Lo Apacre itaa x4
€ > C AF 010241/ e
Apache Server Status for 10.10.2.41 (via 10.10.2.41)
Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06
Current Time: Sunday, 13-Oct-2024 17:55:04 CST
Restart Time: Sunday, 13-Oc1-2024 17:4229 CST
Parent Server Config. Generation: 1
Parent Server MPM Generation: 0
Server uptime: 12 minutes 35 seconds
?twlnlunﬂ no‘?n;ﬁor{?ﬂm R B + Scoreboard Key:
lotal accesses: lotal Traffic: 141 - Total ration: " oW ey : .
CPU Usage: w07 508 cu 30 - 0199% CPU losd = "_* Waiting for Connection — E{FERE+H
D053 requests/sac - 191 B/second - 35.3 kB/request - 1.75 ms/request . WCF i
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers ”g" g?;gI:% lézquest Eg;ﬂﬁ*
Connections  Threads  Async connections " . A
Siot PID Stopping o o « "W" Sending Reply ITEERIEN R
o 2080 0 s 1 0 2400 o 0 « "K" Keepalive (read) {RIFBA AT
120060 0 ys 0 0o Kb o (] PR
T e b b W b B B I "D” DNS Lookup IEFEEHEDNS
3 228w 0 ys o 0 250 b 13 = "C" Closing connection IEFERITiERE
suma 0 o 10 w0 o a - “I' Logging FEEARE
8 N
= “G" Gracefully finishing HNEELETRER
< " Idle cleanup of worker  RMEEPR%|
+ ""  Open slotwith no current process

Scoreboard Key:

Begelclicarisais

Waiting for Connection, s” Starting up, "” Reading Request,
Sending Reply, *x* Keepalive (read),
Closing connection, “L* Logging,
Idle cloanup of worker, . * Open slot with no current process

* DNS Lookup,

Gracefully finishing,

Srv PID Acc M CPU 55 Req Dur Conn Child Siot Client  Protocal VHost Request

0-02005 1/0/0W0000 0
0-0.2005 0/1/1_ 0.02 6051
0-0.2005 0/1/1_ 0.02 6050
0-0 2005 0/1/1 _ 0035704
1-02006 0/1/1 0025820

0.00 0.0010.10.21 http/1,1 feb=20c:291le0f:ded6Mens 33: GET /server-status HTTP/1.1
000 000101021 http/1.1 feB0=20¢c:29ff-fe06:ded6%ens33: GET /server-status HTTP/1.1
000 0.0010.10.21 http/1,1 feB0=20c:29ff-fed6:ded6%ens 33: GET faviconico HTTP/1.1
013 013101021 hitp/1,1 fe60-20¢:29ff:fe06:de46%ens 33: GET /server-info HTTP/1.1
001 001101021 hitp/1,1 feB0=20c:29ffeD&:ded46%ens13: GET /server-status HTTP/1.1
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Lo Apache Shaha x4+
€ > C  AFse| wea
00585 requests/sec - 176 Bfsecond - quest - 16 t
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers
- g, CoTnections | Threads _Asyn connections
g keep- g
0 200500 0 yes 10 240 D ]
1 20060 0 yes ) 50 D o
2 20070 0 yes o o 30 Do ]
3 22080 0 ys 0 0 30 o ]
sumd4 0 0 1o w0 Do a

Scoreboard Key:

*_* Waiting for Connection, *s* Starting up. *r* Reading Request.
Sending Reply, *s* Keepalive (read), *»" DNS Lookup,

Closing connection, “L* Logging. “* Gracefully finishing,

“1° ke cleanup of worker, *, * Open skot with no current process

0-0 2005 0/1/1_ 01199 1
0-0 2005 1/0/0W0000 O
0-0 2005 0/1/1 _ 0.02 704 1
0-0 2005 0/1/1 _ 0.02 7040
0-0 2005 0/1/1 _ 0.03 6694
1-0 2006 0/1/1 _ 0.02 6920

PID O process 1D

M Mode of operation

0

1
0
a
0

0.0
0.0
0.0
0.0
00
0o

Srv Child Server number - generation

CPU CPU usage, number of seconds .
5 Seconds since beginning of most recent request .
Req Miliseconds required to process most recent request .
Dur Sum of milliseconds required 1o process all requests .

0
0.00
000
0.00
013
001

Conn Kilobytes transferred this connection
Child Megabytes transfered this child
Slot Total megabytes transferred this slot

Srv PID Acc M CPU 55 Req Dur Conn Child Siot Client  Protocol VHost Request

0,01 101021 hittp/1.1 feb0=20c:29fe06:dedbMens 313: GET /server-status HTTP/1.1
0.0010.10.21 htp/1.1 feBO=20c:29ff-fe06:ded6%ens33: GET /server-status HTTP/1.1
0.0010.10.2.1 hitp/1,1 feB0z20c:29:le06:dedbNens33; GET /server-status HTTP/1.1
0.00 10,1021 http/1.1 feB0=20c:25ff:feDbidedi%ens33: GET Maviconico HTTP/1.1
0.1310.102.1 hitp/1.1 feB0-20c:29f1:feD6:ded6%ens 33: GET /server-info HTTP/1.1
001 10.10.2.1 hitp/1.1 feB0-20c:29fEfeD6ided6%ens33: GET /server-status HTTP/1.1

Ace Number of accesses this connection / this child / this stot

Srv

Req

Dur
Conn

Child
Slot
Client
Pratocol

VHost
Request

B

Child Server number - generation

OS process ID ALEEZEREGHERAIPID

Number of accesses this connection / this child / this slot
LEERE /X AT TR
LR M F TR R

Mode of operation BRIAMAS

CPU usage, number of seconds {EFRICPURR

Seconds since beginning of most recent request

IS bRHEESEHE (E08)
Milliseconds required to process most recent request

BIEIBRHETRRNNE (S080)
Sum of milliseconds required to process all requests
Kilobytes transferred this connection

LR EAAER
Megabytes transferred this child

LRI R T R EIR R

Total megabytes transferred this slot
HENERAT R R R SRR R

EPiRiPihht

RN

Apache 5 RE0IPHEHEFHBIGE AR O]

ERIEE, (EERIHY

A connectioniis a link between a client and a child which resides in a slot.
EEREFRSUTFEETNFHE (HTER) a0k,
A childis a process or a thread that handles requests.
FHE (RFER) RABERHBRERE. |

A slotis a placeholder for a child. There may or may not be a child there depending on max/min spare servers.

BERTHE (NFERE) MAUR. RIERA/ B/ SHRSINENTE, TRETERE (WFHE)  hUEes.

4, BBEApachefIIRSIRS

4.4 Apache Module mod_info

HEHEEE.

T o B

Apache Module mod_infof fit 7 — A~ 55 5 5 K BT, dad i [) 45 5 i
URL "] DARER TR 55 23 ML B Bt {5 B

AT LR AR ST R RS A T N BB LT — B 1 T

KLHEAC SRR (WRAE BESTT e 0%) WRAREEST @ BIE / https://aitem. hactem.egn.cn

 ©
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APACHE —

Apache HTTP Server Versi

Apache Module mod_info
" b
Otscrption.  Prouies 2 comirah e overvaa of e servar cofiuraon
Statss: Exsanen
odus Igent Tomics
Sourse File .
Summary
To canfqure. 4 [ . 5.l corfigraen o
Location * -
Setsandler
Vo may wish o um 2 ks e he
Bugles checkint
Locatiem */secver-infon - ooy
Setmanalar .
Waquire host exanpie
Lacation
O configures, P serves ifmason is cetained by acoessrs)

R e ]

avilubla in o configurutin Mk, Inchaing per-di

ry ok (8.9, b R ———

b= particular, s modube can lesk sansiSu information fom the configuration dractives of othar Apacha modiles Such 0% Syssem paths, Useramespassecrds, database names, atc. Tharefors, his modle sheuid anl be usad in & conoled anvecman and skays Wi cauon

B 5 Yoo Y CONATBION TR

Aceess conrel

Raquize ip
e i

Selecting the information shown

By defimst. e servar mormtion inchuses &

o i snabled modules. and for sach modfe. 8 descrpton of e direcives undarsioad by Mat Imodl

cule, 80 e rewant desctives o

1 Rocs mgeemeeted by Pl

1o cureet configurstion.

o conbi,

o rrirssan aee avalatie by o e ' Wil shows al configuration Seschves.

L 0O D s e x|+ - 8 x
€ C a

010241 server , mR

Apache Server Information |

e e e SR

Loaded Modules

sad aliss, s med sllosnsthades. ed mith basic.s. med seh dieest,c med wthn sant med mtle seres med atie dc wd wbe Su.s sl st (ils
ol itk wasi.s aud woboisden, c. mad bistlic mod cacha. md cache dik,s. aed cache secache.c miod ctid.
S Erlter o mef fiiserc. Mt headers c mad bitnd o aad el s Fo o at Dimrthed pvime

aad nda.c
wailnaaxe ams. med srm halmens,

APT_RAS_SERFILE

nad pazar.
hed cometaii i sl ieakinest, 5. sal_ieearl.
mod zestend o, ed wnime 13 Aud mind o med

Hostname/port:

THMEOUtS: commactisn 80 kesgealive §

MPM Name: et

MPM Information: Nsx bssaums | Thresdsd yos Parkod: yes

Server

Config File: /etciintpd/ cost it 1p cont a

Server Built With:
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Apache Server Information I

Apache Server Informationf@ffiaialA = :
E#MA: http//yourservername/server-info
BCERNE: http://yourservername/server-status?config

5. IEFApacheliZ 214

P 3l 22 4 1 ) 4% 22 R A Bl 22 2 i e B4 R 43, 4 FHApachel] u il 55 2
T2 AP R it 0 3 22 Y L A
Apacheffit 7 ZAF BRI 240, PREE RN 2 2] SRR AR 5%
= B R RS
= RO 55 2R BUR A B
= ARk Rl H 0%
= JPESELinux. i ki T 2 piir
o (FERZERBNER)

@

Tl o B R 0 LA SRR (WA BESTT e 08 ) AR EEST B / https://aitem.hactem.egn.cn
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5. i2HApachefIZ= 214 5.1 BT

BEEL 3 1 R T AT R PR R B R LG, BRI 2
Apachellit 55 8 i Requirei Y6 5 B0 [ 3 5 i 96 I BR ) , ) 3 2 468 15 i B 50
RSB, FESCHFEOT RS HESLH 3¢ A kT L.

A s N R sl g Y T ) S ] AL A R AR RO -
w A A ] P 2
m #%110.10.2. 1 163hEi [ P35 Rk

5. {eHApachefIZ 2% 5.1 EAAEE

A A Rl f Rl 5 1] e R A A A AR R -
w AR A HdE TR 14 2 R
m #1110.10.2. 1 163hki; [ 3 5 MG

Bl B 0 fk: /etc/httpd/conf/httpd.conf
m <Directory "/var/www/wordpress">

[ Options Indexes FollowSymLinks

[ AllowOverride None

= HUEE R R

u <RequireAll>

[ Require all granted

[ Require not ip 10.10.2.200

[ </RequireAll>

» </Directory> 'I::

24



5. i2HApachefIZ= 214 5.1 BT

ApachefjRequireXii % B384 T i s o
= Require all granted, o VFRiAHRIEiT
» Require all denied, #1484 35 i H

= Require ip 127.0.0.1, R A¥EZIPEii, $AIPE HERAZERIE, X BEER AKF
TPHi AL 127.0.0. 1935 E ML il

» Require host domain.com, H #i3¥ 4 domain.com i 3 AL

= Requirelfin] PR E % 4
Require i it & <RequireAll>. <RequireAny>. <RequireNone> k3% %) Af
PAGEAT 5300 2% 0 1 1) R

» RequireAll, RiE RS EHF SRR ARV, A ABTH R W%

= RequireAny, iR ENAEE—FAVETRBIN, AR W5

= RequireNone, P RFG BEER— KB, WAAETW R

o ARERRSEAEAT, — S A RR A AL

5. {EHApachefIZ 2% 5.2 ISRIRS AR

K2l Apache [R5 25 A1 PHP fi#A 8 i BUBAE 8., 5 nl A 8RRy i Bk
RBER , PR 55 25 Ay XURS:

Apache [ IR 5% 27 18 i ServerTolens i 1 F i i A< 8085 B
PHPf## #ifid expose_php i WK U5 2 -

Al e Apache [k it 55 25 AIPHPAFHT 85 115 B AR
u {Ethttpd. confsy 4 Fam ks R 45 2 U E B
® {E¥php.ini3 4k PHPEUEE B

T B A R SRR OB R BT SRR ) WAEEEST ®BIE / https:/ /aitem. hactem.edu.cn
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5. ieFApachefiiZZ 214

5.2 [BiERSHRARER

il B Apache [k ik 5 28 FIPHP i #7 2% i 45 B R
= fEgchttpd. conf sy A K I+ uh it 55 35 SUAE B
® fZ¥php.ini3 {4 EPHPEURE B

M B fF: /ete/httpd/conf/httpd.conf

» HIESCAF I BRTBHIN PR A, BEEhttp LAROGE M8 A4 55 B

m ServerTokens Prod

Wit B fF: /ete/php.ini
= #E U PHPEE B S i L BT
m expose_php = Off

5. IEFApacheliZ 214

5.2 [BERSHMRER

ApacheffjServerTokensItAF 6k 1, HAE 43140 B s
ServerTokens Full, ®iR2#E B A& Apache3 Fr i S A
ServerTokens Prod, {URn Wik #5, BiServer: Apache

Apache/2.4.51(Unix)

PHP#jexpose_phpdt A2k, HAEH 45140 Fis.
= On, 7ERME %28 EiERE%3EPHPIE A
w Off, fE¥IR% 5 EARERCREPHPEA

T e B A AR SRR A BT e SR )

ServerTokens Major, 75 MIGIR %57n(s B EMA S, BfServer: Apache/2

ServerTokens Minor, B Rl IR 5% 2els B EIE I A S, BiServer: Apache/2.4
ServerTokens Min, iR bl 58E BA ST fAS, BfServer: Apache/2.4.51
ServerTokens OS, B Mui RFHGEELEESHRERARRD, .

Server:

WAk B#E / https:/ /aitem. hactem egu.en
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5. iI2HApachefi=Z 2% 5.3 IR RAE
25 1l 5 H SR YT A ROR A S B AR R, B A B B

il IR R H K.
m {&8/ ete/httpd/conf/httpd.con it B S #F4% 1k 3k B 530 %
w A DAERREAT— A Rl SR ST R

5. iI2HApachefiZ L4 5.3 SRR

Al A0 Y R 5 B R 3.
s &/ etc/httpd/conf/httpd. conffit B 3¢ 4% 1k W% B 5
w0 PRI —A RS AL H SR TR

Bl B 0 fk: /etc/httpd/conf/httpd.conf

m Directory "/var/www/wordpress">
#OptionsIfik A None, HFA 5 FEIR 5340
Options None
AllowOverride None

[
n
[
m </Directory>
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5. 12HApachefiZ=Z 24 5.3 IR RAE

ApachefjOption H &5 T Fin o

Options All, WREEMultiViews > b B A1tk

Options MultiViews, #vi4 & N 2840 K

Options Indexes, WHFTFXindexsofl, WIERZB R FHSCH

Options IncludesNOEXEC, i H R4 #minclude, A nl{#f#execRi#includeIlifig
Options Includes, AV IR SH4Rinclude

Options FollowSymLinks, 7 Hw IR 54515 0RER 1T 5 045

Options SymLinkslfOwnerMatch, 7 H 3R B A 15 18 i) 45482

Options ExecCGlI, 7&H 3 T I CGI

Options Jo o] M N2 il 55 s 4l , 4k 2 0 E 2248 B T

(G QIRRERYT REWE R IRFA R

PR PR B CYRERIF Tk

TR B 2R R B CRABEEI AT AL 7 he) BT B E
T T B 2R 2 B AR B R BRI 52 P




