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SELinux is not:

m antivirus software
m replacement for passwords, firewalls, and other security systems
m all-in-one security solution

SELinux is:
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£y

AR ES RS BIRER (FEERTLEm [EESTSEE / httpe:/ /aitouw. hactau. egien



£ 12-3-8  Firewalld [ At XI5 42 FR 2 SERE M)

Xt BRIASREG AL
trusted fRAEDCHEL: (SRR, 5520 B % DI T AT (0458 e
" FUREDCH: BEACIAE DO, 2 W i i i 4
ome ERMIF IS sshy mdns. ipp-client. amba-client '3 dhepv6-client it % 5o VF a4 )
internal PO D REAC (RO A, e 0 DUk e v 4

X TAEDCE: AR, 152 B0 iok i ) 3 4%

wor i\ IF i3 ssh. ipp-client 55 dhepv6-client fif 55 i iF 4 #hi5 i)
ublic DIEPCHEE AMEE IR, PRS0 i
P BRATF ssh. dhepvé-client Af 2 0 it 47 il

| SRR AME TR, TR e BRSSO i
entemna SRINTF I ssh [ 2% 56 VPR 51
& PRI SR ER, ZK P R LT AU ] H At D, RS2 RO e e 4
e BRATFRT ssh % 5t V0 5 il
block PR BE A S () A o B L AR AR 2, FLIRIE] iemp 15 B

1Pv4 i% [ icmp-host-prohibited {5 2., IPv6 iZ[1] icmp6-adm-prohibited {5 &,

drop

TARDCE: PR PR for S LRI 256, AN foT [l 52




3. FIFIRMERFU S 3.2 Firewalld

i IR KL SR SEBURE L E, PAAFEPE RS 2.
575 ¢ 358 A0 T30 AR 5 e e o SRR A
= FEEAT AR
o B IP H#iht
o B IP #idk
o L (TCP. UDP. ---)
o g d
o Mg#ED
m REEIEE -set-target . A FHAYEARINT :
o ACCEPT - 2% 6
o DROP - ZF A FENEREL
o REJECT - EEAFEMEIRE, F%HF ICMP HE
o CONTINUE (BHA) - BUR S4BT RE M K agAL0) - ,O

AR ES RS BIRER (FEERTLEm [EESTSEE / httpe:/ /aitouw. hactau. egien



3. FIFIRMERFU S 3.2 Firewalld

H ¥ Firewalld 5 XA P
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o BEE{L T B firewall-config
o &7 T HE: firewall-ecmd
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o MR AE RMEERAR 55, £/ etc/firewalld/services H{FH M BIXMLI -
o B PLER /usr/lib/firewalld /services /7 B 3B AR .
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fig B Firewalld {5 7 s A F
= BITRIEE
o A A
o FREBHRERE
" KABLE
o RrEIAK, B IEFirewalld B3 2 RS F R R E
o S
o AMEHR S E B
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3. RFRERFU SRS 3.3 firewall-cmd

#1239 firewall-cmd &4 RS

firewall-cmd is the command ks U
. . . --permanent PN oLy
line client of the firewalld —add-rich-rule 5 A
—add-interface H R AT A 5
daemon. —add-port WM oA
: . -aild-service i T A VA
flrewall_cmd pTOVId eS an --add-source HEHE TP By Bl £ AT SR A e 1 B
lnt erface to manage the —change-interface P T b A A
. —-get-active-zones i SR FETE R0 O 8 B
runtime and permanent —get-default-zone AT R
. . —get-services Sk PSS SR
Conflguratlons - —get-zones Sl 7= W P ) 4 )
==list-all

MR A . BN RO AR E

~list-all-zones

—list-ports St A T LR AT 1

--panic-off XHAFERE

--panic-on TF k1 85 Sl

~=(Uery-panic LT aE 8k )

—reload OF O IR 2t R, A IR
~-remove-port A LR A DA T U1 s i 0 A
—FEMOVe-SOUrCe A EARE TP Hahd fry BT RO i KL O R
—-remove-service AVEINEST & BUS WS el TR
--set-defauli-zone A RN ETER

--state bk MR R iE TS . ediien




EREE

RS2
IRSSEIE

firewall-cmd --reload

firewall-cmd --list-all

firewall-cmd --get-zones

firewall-cmd --set-default-zone=public
firewall-cmd --get-active-zones
firewall-cmd --get-zone-of-interface=eth0

firewall-cmd --panic-on
firewall-cmd --panic-off
firewall-cmd --query-panic

firewall-cmd --add-port=8080/tcp --permanent

firewall-cmd --add-port=81-85/tcp --permanent

firewall-cmd --add-port={161/udp,5001-5005/udp, 3389/tcp} --permanent
firewall-cmd --remove-port=8080/tcp --permanent

firewall-cmd --list-ports

firewall-cmd --get-services
firewall-cmd --add-service=http
firewall-cmd --add-service={dns,mysql}
firewall-cmd --remove-service=http
firewall-cmd --list-service
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X E A B KGR g W] Firich rule (BRLN)) BCE

s firewall-cmd --add-rich-rule='rule [E#NAZ] :
o IMEM.

m firewall-cmd --remove-rich-rule="rule [N ZE]" :
o MEREALN

m firewall-cmd --query-rich-rule='rule [E#N A&’ :
o T REHFEEEZBHN.

m firewall-cmd --list-rich-rule:

o Bl EHNER -
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#12-3-10 ERUEASHMAE

BEAA

BH TG

family

R ML R T 1Pvd 5 1Pve B L
R SR NIRRT 1P
il IPve

family=ipvd 8 family=ipvé

source address

15 S et 0 b T A )

source address=io0 o0 X

destination address.

A 4G A bk L AR e

destination address=xx. 00X 00X

s MU VLA i e % 2 1, RS R ARR R

service H X AR Al d. WL firewall-cmd | service name=ssh
—-get-services T & T A% B AR B 240 B
e ML UL AL 1, AT Bl r - N
port IS, ST LR O A port port=33 5L port port=33-59
protocol $H 5 I T R A 2 T protocol=tep =k protocol=udp
R4 ICMP (9285, Wl HEF] “ firewall-
iemp-block emd --get-iemptypes 7 iy 4 5 F5 3E FF 19 | iemp-block name=host-unknown
ICMP 2R3 8215 L
masquerade ST R 1P Ml f e Ae B masquerade
i R i . forward-port port=80 protocol=tcp
forward-port RELRERRC AR to-port=R080 to-addr=mx. 300 xx xx
A PSR LA e ) H B R
f#3: log [prefix="<prefix text>"] [level=
"<log level="] [limit value="rate/duration" |
prefixs 45 5 1746 A idat H & B log level=info brefix="HTTE" limit
log level: R FIERE SIS, Bapxmy | OBlernioprei
emerg. alert. erit. error. warning. notice. vaue s
info B{# debug, WM E L[ EHE
12-3-13
limit: P47k H & S A4 5
5 A0 00 UL A e fh 82 ) %, . L
acceptireiectidrop S ML UL A fh e i Py, Bl accept B reject 5% drop

. £F
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firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
service name="{http,dns,ftp}" \
accept ”
firewall-cmd --zone=public --remove-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
service name="{http,dns,ftp}" \
accept "

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
protocol value="icmp" \
accept "\
--timeout=20

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.3.100" \
port protocol="tcp" port="22"\
limit value="2/m" \
audit \
accept”
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4 HiHMERRLZ 2R 41 TRESHT

ZEFHR HARENLMEREFHT, ERESUTAREDIR.

= s 04398 5 AR S5 R -
o R BERENL TFHILRE, BdEE 5%, 1S3 EMRENSRORE (WET/X
M) BRENFRFEFIIRMREFEBUR B RENRERGEREMAZELE-
= DM i5iE E 0 ST IR -
o RIFRNE B REN LBRFFIRMBEFE R, ERELRFEIEEE, RICH AT
TR, FFRN BRENRSE SR, il B R EVX B iR fE B -
= XPEERHET I A R
o XFRECEI MR (5 Bt AT o i, M Z2iRREBEEE, HRBRENRLFENZE
RRER, BEREZ2F TR
= ZeMEALHE.
o0 RAFHARBEZEWIHREOAE, B0 RABREZ 2 XK.
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4. HiHR(ERRLZ 2R

4.1 THERLEHT

#12-0-3 FHNERL\ETAE

IR ThREZA] B ML
Nmap AN https://nmap.org
Snort EEE PN EEE https://www.snort.org
ClamAV T e A B http://www.clamav.net
Nessus IR 4 https://www.swri.org/nessus
OpenVAS TR VAl &R B¢ https://www.openvas.org
Nikto Web Jilt 55 #% 4714 https://cirt net/Nikto2
Metasploit BENN LR https://www.metasploit.com
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4 Ei‘l‘*g?g{’ﬁgﬁﬁéﬁiﬁ 4.2 Nmap Security Scanner
Z2R IR TAEN RAHTHERN, BibREFEL2NEERF, 5
RERGE % Al AR

Nmapi & i Z 2Rl tre 2 —, BIFEKMEERA TRAMMEH
Theg, i TEAERRMEHEL TN w0 RIPRES. EALEETHRM A
R as) RN EISNVYE (R NIESi RN
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4 Ei‘l‘*g?g{’ﬁgﬁﬁéﬁiﬁ 4.2 Nmap Security Scanner

Nmap & — sk P IR B [ 2 R0 % % TR .
= Hiit B iR R PR R B LS, S Fx A ELAYE
= HAEFAEL IP ROOR BT M4 B ERL, FHRM MR 5 (5 252 F iR

K), ENBITHLARERABERAGER), ENERETH AREERGTIES/
B k&, VAR EPLAIHEALLE B

n EEFERANmap#fTZ & HE . 124 TEME N Nmapi#iT H ¥4 T/E, flnE
EEIMMEGHER, BERSIRITR, BHEPRRSHZTES.

= Nmapfih ®I2AMBRIFIE, DWRESESEROHTEER, ETEBLEBMIK
i1 B8 F R 100 -
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4 Ei‘l‘;;g{’ﬁggﬁﬁéiﬁiﬁ 4.2 Nmap Security Scanner

Nmap T HSTENRE L 2llbf, 35508

nmap [#IR] [395]

= R
o fHF “—-script” EIRMIEBATE R NI A S
o REALED, MEAMER “defanlt” BIARER, #TEARMEFRSEEIE.

= XK
o IRE Z 21 SIRIFRN A EHLPH s P AR .
n ik

o fERAyumTA#TZEE: yum install nmap
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7 12-4-1 Nmap B A 1215 K 15 B

1T

WA

--script

T € 1 IR A SCA 2 AR B A R RS B

--script-args

HA AR Z RS R

--script-args-file

FROERA AT ZHOoC

--script-trace

B RIEMFEW R R E R

--script-updatedb

S IR AS b

--script-help

BEEWAHIER




% 12-4-2 Nmap BIA 5 _l

%51 EA
default BRI A, RO AR R A IR 5515 B4 Thak
auth REBREEAGIESS, GedT AL IREZ SR AT R
broadcast TR S 3 P R A B 22 R 45 7 R0, W1 dhep/dns/sqlserver %5
brute B Wy SGHAT R, X E WL A, W hitp/snmp 5
discovery Rt IR 28 AR %5 AT EOR VR R, o SMB F%5. SNMP & %%
dos HEAT IR 4 JIR 55 Bt
exploit FIH C iR R4
External I 3 =0 B P el B IR A T A
fuzzer BRI R, I AR R SR 1 TR
intrusive NRPEAA, SLRIAT] BEfh & IDS/IPS
malware W E LR G T, REFERINEER
safe 5 intrusive 12, J& T &4tk jHA
version TSR I IR 55 5 PR R A R 0 i A
vuln Ko 2 115 A AL A O e




# 12-4-3 Nmap EFH#M)ED % 5% A

I WEEA
-sn R BEHURIAAH, Ay a4
-sU 7€ {# F UDP J7 Ak
-Pn Bl EHUARIR, KA AR RIRES, A7 50 O 4
-sL SFHFF R (L IP Mk, AT MU R L4
-F PO, (TR B T 100 AN 0

--top-ports <number>

FE AR, (TG i g <number> 43 11

-PO

fi 5 A 1P H 4007 Ak

-sV HEAT L FH R 55 A
-0 BEAT BRAE R GE AR I

--0s5can-guess

HEAT BT RGNS B
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