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Shell

1 # ECEBAAIE, A1F80-82/tcpimMEifia]

2 [root@Lab-04-Task-01 ~]# firewall-cmd --zone=public --add-port=80-82/tc
p --permanent

[Toot@Lab-04-Task-01 ~]1# firewall-cmd --reload

[Toot@Lab-04-Task-01 ~1# firewall-cmd --list-all

# BCESELinux, fi580-82ixARHARS
# RESELinuxHYECE T Asemanage
[root@Lab-04-Task-@1 ~]# yum install -y policycoreutils-python-utils

O 00 J OO0 1 &~ W

10 # BESELinux R IPEIRIHTTPIRC (FIASZHF80. 81)
11 [root@Lab-04-Task-01 ~]# semanage port -1 | grep http

12 # ------mmmmmm - - AFRIHTTPIG O - - - - === - - - e - - - - - -

13 http_cache_port_t tcp 8080, 8118, 8123, 10001-10010

14 http_cache_port_t udp 3130

15 http_port_t tcp 80, 81, 443, 488, 8008, 8009, 8
443, 9000

16 pegasus_http_port_t tcp 5988

17 pegasus_https_port_t tcp 5989

18 # --------mmmmm - - AFRIHTTPIHO - - - - === - - e - - - - - -

19

20 # 1GHN82umORYIL IR HREE

21 [root@Lab-04-Task-01 ~]# semanage port -a -t http_port_t -p tcp 82
22

23 # EWREW

24 [root@Lab-04-Task-01 ~]# reboot

3. R¥# Apache RS



Shell

# ZEEApache HTTP Server
[root@Lab-04-Task-01 ~]# yum install -y httpd

1
2
3
4 # BohApachefRss, IREANER

5 [root@Lab-04-Task-01 ~]# systemctl start httpd
6 [root@Lab-04-Task-01 ~]# systemctl enable httpd
7
8
9

# BHApachelREBRE
[root@Lab-04-Task-01 ~]# systemctl status httpd

11 # fERNILEERARIhttp://172.31.0.141, HIMIGLRE, HBIApache Httpd Serverkix
585

4, B PHP

Shell

1 # E#FyumR

2 [root@Lab-04-Task-01 ~]# yum update -y
3 # MREFPTRAREEHERRGR

4 [root@Lab-04-Task-01 ~]# yum clean all
5 [root@Lab-04-Task-01 ~]# yum makecache
6
7
8

# TEZEPHPIEZAVIELR

[root@Lab-04-Task-@1 ~]# yum install -y php php-curl php-dom php-exif p
hp-fileinfo php-fpm php-gd php-hash php-mbstring php-mysqli php-openss
1 php-pcre php-xml libsodium

# ZHPHPhRZS

10 [root@Lab-04-Task-01 ~]1# php -v
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Shell

1 # fEApacheMusRIIRE REIBMIAS

2 [root@Lab-04-Task-01 ~]# echo "<?php phpinfo(); ?>" > /var/www/html/php
info.php

3 # EREApachefRss
4 [root@Lab-04-Task-01 ~]# systemctl restart httpd

IR B 88119 http://172.31.0.141/phpinfo.php, HILWE 4-1FiR, RNIFEEERIN.

A F=2 | 172.31.0.141/phpinfo.php

Shell

‘php

System Linux Lab-04-Task-01 5.10.0-218.0.0.117.0e2203sp4.x86_64 #1 SMP Wed Jul 10 15:18:06 CST 2024 x86 64

Build Date Jun 22 2024 19:06:20

Build System Linux dc-64g.compass-ci 5.10.0-60.18.0.50.0e2203.x86_64 #1 SMP Wed Mar 30 03:12:24 UTC 2022 x86_64
%B6_64 x86_64 GNU/Linux

Server APl FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File fetc/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed

fete/php.d/20-bz2.ini, fetc/php.d/20-calendarini, fetc/php.d/20-ctype.ini, fete/php.d/20-curl.ini,
fetc/php.d/20-dom.ini, fetc/php.d/20-exitini, fetc/php.d/20-fileinfe.ini, /etc/php.df20-fp.ini,
fetc/php.d/20-gdl.ini, fetc/php.d/20-gettext.ini, /etc/php.d/20-iconvini, fetc/php.d/20-mbstring.ini,
/etc/php.d/20-mysalnd.ini, /etc/php.d/20-pdaini, fetc/php.d/20-pharini, /etc/php.d/20-simplexmlini,
Jete/php.d/20-sockets.ini, fetc/php.d/20-sqlits3.ini, fetc/php.d/20-tokenizerini, /ete/php.d/20-xmlini,
Jetc/php.d/20-xmhwriter.ini, /etc/php.d/20-xsl.ini, /etc/php.df30-mysqliini, fetc/php.d/30-pdo_mysqlini,
fete/php.d/30-pdo_sqlite.ini, /ete/php.df30-xmlreaderini

PHP API 20200930

PHP Extension 20200930

Zend Extension 420200930

Zend Extension Build API420200930,NTS
PHP Extension Build API20200930,NTS
Debug Build no

Thread Safety disabled

Zend signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring
IPVE Support enabled

DTrace Support available, disabled
Registered PHP Streams https, fips, compress.zlib, php, file, glob, data, http, ftp, compress.bzip2, phar

Registered Stream Socket Transports

tcp, udp, unix, udg, ssl, tls, tsv1.0, tlsv1.1, tsv12, thswl.3

Registered Stream Filters

2lib., string.rot13, stringtoupper, stringtolower, convert”, consumed, dechunk, bzip2%, converticonv”

This program makes use of the Zend Scripting Language Engine:
Zend Engine v4.0.20, Copyright (<) Zend Technologies

zendengine

Configuration

4-1 393 php IMRHEZEMIIAE

1 [root@Lab-04-Task-01 ~]# xm -xf /var/www/html/phpinfo.php

5. & MySQL




Shell

# TEMySQL

[root@Lab-04-Task-01 ~]# yum install -y mysql-server

# BEEMySQLBYARAES

[root@Lab-04-Task-01 ~]1# mysql -V

mysql Ver 8.0.29 for Linux on x86_64 (Source distribution)

# BniMySQL
[root@Lab-04-Task-01 ~]# systemctl start mysqld

O 00 N OO0 1l A W N P

10 # REMySQLAHBE BN

11 [root@Lab-04-Task-01 ~]# systemctl enable mysqld

12 [root@Lab-04-Task-01 ~]# systemctl daemon-reload

13

14 # EBEBMySQLHIYIIEZRS

15 [root@Lab-04-Task-01 ~]# grep "password" /var/log/mysql/mysqld.log

16 2023-09-01T06:42:35.564870Z 6 [Warning] [MY-010453] [Server] root@local
host is created with an empty password ! Please consider switching off

S

the --initialize-insecure option.
17
18 # MySQLHNZR2M4EE
19 [root@Lab-04-Task-01 ~]# mysql_secure_installation

6. ZB=E WordPress
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Shell

# WNEBER/var/waw/html/, THf#EWordPress,

[root@Lab-04-Task-01 ~1# cd /var/www/html/

# RETHIA

[root@Lab-04-Task-01 html]# yum install -y wget tar

# THWordPress&ita

[root@Lab-04-Task-01 html]# wget https://cn.wordpress.org/latest-zh_C
N.tar.gz

# fEEWordPress&if

[root@Lab-04-Task-01 html]# tar zxvf latest-zh_CN.tar.gz

~ o U1 A W NP

(o]

S O

10 # EHIBIEEEEEEXH

11 [root@Lab-04-Task-01 html]# cd wordpress/

12 [root@Lab-04-Task-01 wordpress]# cp -a wp-config-sample.php wp-config.
php

13

14 # WFApachexitlx B RBVIZIERR

15 [root@Lab-04-Task-01 wordpress]# chown -R apache:apache /var/www/html/

16 [root@Lab-04-Task-01 wordpress]# chmod -R 755 /var/www/html/

17 [root@Lab-04-Task-01 wordpress]# chown -R :apache /var/www/html/wordpr
ess

(2) £IE WordPress #EE M EEEEIER .



Shell

# EIRBUERE

[root@Lab-04-Task-@1 ~]# mysql -uroot -p

# BIEEIEERFPwordpressuser, HEFTRAFANE. 1REHRFEHE

mysql> CREATE USER 'wordpressuser'@'%' IDENTIFIED BY 'Wordpress@123';
Query OK, 1 row affected (0.02 sec)

# tlEWordPress#iERE

mysqgl> CREATE DATABASE wordpress;

Query OK, 1 row affected (0.02 sec)

# RENPR, AifwordpressuserfFimizifawordpress#izEiE

mysql> GRANT ALL PRIVILEGES ON wordpress.* TO 'wordpressuser'@'%';
# RIFAXPREEECRER, BH

mysql> flush privileges;

O 00 N OO0 1l A W N P

T Y
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mysql> exit;

(3) YmiBHIEEERECE.,

Shell

=

# #wiBwp-config.phpXff, RIEBEEMWordPressHIEEREER, EXMySQLIEXEEEER

2 [root@Lab-04-Task-01 wordpress]# vi wp-config.php

3 e wp-config.php--------------------
4 # BN T ECED

5 # /** WordPress¥UBEMRBM */

6 define( 'DB_NAME', 'wordpress' );

7 # /** MySQLEURERF® */

8 define( 'DB_USER', 'wordpressuser' );

9 # /** MySQLEURFEZS */

10 define( 'DB_PASSWORD', 'Wordpress@123' );
11 # /** MySQLEAHL */
12 define( 'DB_HOST', 'MysqlE#LIP' );

(4) EE Apache RS,



Shell

1 [root@Lab-04-Task-01 ~]#systemctl restart httpd
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FTHNSS 283418) http://172.31.0.141/wordpress, RIBLZEMSIEGREREE, mh BE
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