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Target IP address: Target IP address:
Destination address in the IP datagram IP address of a router
Sender Sender
[ [
==
Host Router
T =<
Receiver Receiver
Case 1. A host has a packet to send to Case 2. A host wants to send a packet to
another host on the same network. another host on another network.
It must first be delivered to a router.
Uetizfsi( 07 addrES.S: Target IP address:
IP address of the appropriate router P .
. . Destination address in the IP datagram
found in the routing table
Sender Sender
>< >< Host
Route Router Route
T == AN
Receiver Receiver
Case 3. A router receives a packet to be sent Case 4. Arouter receives a packet to be sent
to a host on another network. It must first to a host on the same network.
be delivered to the appropriate router.
54

27



2.)FRtY. (IP) 2 AMBHRITINY (ARP)

P AT BRI TIRE?

» BT 2HAFEESNSHIING, SIERAREE b, &
(EIX L RAY IR AEE B ARIB S AU TR SR A0 ith i iR
TF, B VFRAT8ER%E.

= IEEREAMAIENERRA SR —RIIPHELL, BIIZEBEHMEE
BAER—MS_EBREEEIER TS fE, E9EAARPRSHIE MSHES
S ENAEF TR R BN BaiEtTH, MBPRIRES
A XTI PR AERT.

55
2. )Rt (IP) 2 AMBAHIRHTIIN (ARP)
M EEAHEFHAIARPEIRETF?
m ELinuiBERGS, BidEshel BB @A “arp” EE.
. EWindowsBERZH, Bt [iIE17] [cmd] , EHSBEERFHA
"arp -a" BE.
= AILABSarpip SHITESIRIE.
WizmiErarpan<THIGER, FHN
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(ARP)

ARPHIZGIRIMSTL :

BRAL I
[ B

Bid Wiresharki#{TARPEUEHRAYSDHT.

] X
i \ wiss | et | iy Rpmukm | REE | Eebkm | e
skmasses | ocmmen | M| 24 B op L R fhei Fhil
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ARP

Broadcast €0 who has 211.60, 287 Tell 211.60.32.1

© Frame 3146: 80 bytes on wire (480 bits), €0 bytes captured (480 bits) on interface 0

Interface id: O
Encapsulation Type: Ethernet (L)

2 arrival Time: apr 3, 2014 15:28:56.006516000 EOCOIOCOCOET

. [Time shift for this packer: 0.000000000 seconds]

Epoch Time: 1206510136.006516000 seconds
[Time delta from previous captured frame: 0.015001000 seconds]
[Time delra from previous displayed frame: 0.041086000 seconds]
[Time since reference or first frame: 39.966243000 seconds]
Frame number: 3146
Frame Length: 60 bytes (480 hits)
Capture Length: 60 bytas (480 hits)

[coloring Rule string: arp]

© Ethernet 11, Src: HuaweiTe_a 7d (e4:68:a3:a3:Fa:7d), Dst: Broadcast (FFiff:ff:iffiff:Ff)
© Destination: Broadcast (FF:ff:ff:iffiff:ff)
address: Broadeast (FF FF P
1. e

Locally administered addrass (this is NOT the factory default)
Group address (multicast/broadcast)

. 1
© source: HuaweiTe_a3:fa:
Address: HuaweiTe_a 7d)
. [- R Globally unigue address (factory default)
: Individual address (unicast)

0
Typa: ARP (Ox0BOG)

Padding: 000000000000000000000000000000000000
© Address Resolution Protocol (reguest)

Hardware Type: Ethernet (1)

Protocol Ttype: IP (0x0800)

Hardware size: 6

Protocol size: 4

opcode: request (L)

Sender MAC address: HuaweiTe_a3:fa:7d (e

sender IP address: 211.60.32.1 (211.60.32.1)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IF address: 211.69.32.179 (211.69.32.179)

azia3rfa:7e)

0000 Ff ff ff £f ff ff e4 68 az a3 fa 7d 08 06 00 0L
QULO 08 00 06 04 00 01 ed 63 a3 a3 fa 7d d3 45 20 0L
0020 00 00 00 00 00 00 d3 45 20 b2 00 00 D0 00 0O 00
0030 00 00 00 00 00 00 00 00 00 00 00 00

(ARP)
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ARP,H’A_'%:B : Who is 7| r;’tern(;t’ 7’?

192.168.1.2 ?

ARPEH

192.168.1.1 - Gateway”

/ /
1P:192.168.1.2 1P:192.168.1.3
MAC: A MAC: B
Gateway:192.168.1.1 ~ Gateway:192.168.1.1 Gatewg The Gateway(192.168.1.1) [L.1
is Gateway”
HiP

| e Wit [y
192168,

op iy
Gateway” |osos|oom| namlceloal o | Gateway”
2 6

6 2 2 2 11

59
2. }ABRMNY (IP) 2.5 IPEEIRAOHREE
—NPEUEIR S SR NEERER D H k.
» EERI—S0 REEKE, #2071, EIPHIERVWIREESHN.
» EESEESRONEEE—LAETR, HKEZETTM.
|PEUREIRAVE Tt RETS 1 BRI PHIMY AYTHEE.
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fz o 4 8 16 19 24 31
WA |EEKE] EHES 8K E
2 i A s KRB
5 H| zrmm | » w TR
B
\ SRR
e | T F R (K E T D 5 %
w OB OB »
B RS A7, $SIPHMYASRRZ, BRIRIPHSGRAS/94(ED IPv4),
B EINKE: 467, ATRTNIRASIER 15 MRA(—MRAIE4FT), EIPREER

KENRAER60FTI.

B XSRS 8, FRIKIEEIFAIRS. EIFtmEPIRIRSSRE, B t—BK
WERT, 1998FXNMFREZNIRDIRS., REAEERXSIRS (DiffServ) IF
, XN FRARER. A RAOER TEAERXN TR,
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O T

16 19 24 31

fiI 0 4 8
WA |EEKE] RHES B K E
R s B R B
N EEEEE R TR R
W i u
\ B i
ant T B (KET D # %
B OE OB H

B SKE: 16U, IEESHSIRECHNKE, RAAFT, EHESURRNEXKER
65535FT, REKENINBITRAERRTIMTU, NRBET, MEEEEEKEN
HUEIRH T FAbIE,
frR(identification): 1667, BE—MTEES, BAREEIERAYIR,
B jir&(flag): 3z, BRIRBGRIAUERENX.

B IREFBRNRERIZEMF(More Fragment), MF=1%&xREHE "E87H" |

MF=0F&TRa— 19 k.
B REFERFPEN—AZEDF(Don't Fragment), REXUDF=0RA TS H.

fz o 4 8 16 19 24 31
A |BEKE EHRS B K E
2 i A s KRB
5 H| zrmm | » w TR
B
\ R
e | T F B (K E T D) %
w OB OB »

B AR 130, RRBEY: BREROSEESRE, ERAERDERIEUE.,
RN, ENTRFEFRIER, A MILFHE. R RS FT RS
By, S0 RNKE—ERS N FHRIBEIE.

® E7FRIE): 8, iC/TTL(Time To Live), EUEiRAEMLS-HRAIEITHIRSHREIIRA
&, TTLRREIR D "BREGRE)" | IRMsREASURIRZAHETTLRT, WMERTTLAO,
IEERRMEFIX M YER, ELTTLRISMAE "B .

B 8, NN FEIEHINEIRIRIETRROBIRERERMY, LASEBRIENAY IP
B EUERR Dy LA NI TR,




B m

I 0 4 8 16 19 24 31
WA |EEKE] RHES B K E
5 i s KRB
N EEEEE R R
B i d
\ B & i
an k TR (KE T D i %
¥ B O P

B EEMRSA: 160, XAMRIEFUSSTEIREVEES, AEIERIEIEROHITR
. ERPREATNIREERACRCXFEERINTE, MEXRATEINERNIGE.

(BEEEHHMHRE, FHHITNER)
B REHBIE: 32, AIEEUEIRATIPHELL,
B ERgitbiE: 3267, HKEUERAYIPHELL,
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fz o 4 8 16 19 24 31
A |BEKE EHRS 8K E
2 i A s KRB
5 H| zrmm | » w TR
i i
\ SRR
e | T F R (K E T D i
5 B OB »
 PEEIRIES FE— LT,
B RITEASRSHFHRE. MEBLNZ2EEiE, ARREFE.
B EFEROKEANT-400FEAE, BURTAMEZREMNE AR,
B EINEERT LR BN T IS PAUREIRAIIIEE, (BRI hAEE PAUERAIEEES
AIERRY, A0 T ERERRAIIHE.
B [PveiSIPEIEIRAIEEBIKEE N IEIERN.
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2.)BREMY (IP) 25 IPHIRIRAOIE

\PEGER S R EYSH:

— $UERRO I 3800 =

mortogoEr | 2] | ] [] tw#s=0/8=0
R i} f
;—2#52) 1400 2800 3799
s || [] (=[] ] [ess][[[ ||
?-%*(T) 130 14Too 270s 2&100 1hos
HEIRA 1 BIERA 2 HEIRA 3
{R#5=0/8=0 {RE5=1400/8=175 {RE5=2800/8=350
67
2. }ABRMNY (IP) 2.5 IPEEIRAOHREE
MRV :
B D
68
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2.)F5 (IP)

2.6 IPERADERNTE

ZEMRIRAIEIF:
BEF EHNE.

RERHRAEZ41MIE.
= AIfERRERRAKIEIL.

= BIAKREIES = MNEHEERE—E, 5 \W% CTh

= SRENENSKEFRER, VWAMEHNBEARNS
= HIREFAERNRSIIERHIERER, B4 E—Aﬁﬂﬁﬂaﬁﬂlﬂﬁﬁﬂ%

69
2.)FREMY. (IP) 2.6 IPRIE RS ERTE
10004 20007 20009 30002  30.00.1
-L@-L G J—%i o 'L%— P
ERFRBER, AUEREEZR
BHIEH BRI LS Bkttt
20.0.0.0 BEXRM, #0O0
30.0.0.0 BiERfT, &O1
10.0.0.0 20.0.0.7
40,000 30.0.0.1
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2.)BREMY (IP) 2.6 |PEERS AT

10.0.04 20.0.0.7 20. 0 0.9 30 0.0.2  30.00.1 40.0.04

R.
gt B et me
10 0.1 0 0 20.0. 0 0 30.0.0.0 40.0.0.0
EEERRS R, MUBSHRR
BRENATERIRZE Rkt
20.0.0.0 BERMS, OO0
30.0.0.0 BT, #O1
10.0.0.0 20.0.0.7
40.0.0.0 30.0.0.1

10.0.04 20.0.0.7 20.0.0.9 30.0.0.2 30.0.0.1 40.0.0.4

et | Ry | mm2 | R, | | Rs | e
— — —
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2.)BREMY (IP) 2.6 |PIREE RS EAITE

g%ﬁML%ﬁﬁﬁw,%M—¢%E%%ﬁﬂ?—¢%
ERHERT, NE—REHAREENEAMER:
(ERIRIESEiE, T—Bkiteir)
TRIE B RIS RiAERRE T —BhESHRE, REGRE:
= IPEURIRER S — R B A7 B RIS EAOBSERES.
(FTREBBE S RAAHERAT)

» RARARE— I BHSEN, ZidEEERENHTEREM.
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2./FREmMY (IP) 2.6 IPEEEEHETE

FREEAESH:

= ERER B MUEAIEEE— B,

= SRFRETHES OIS B A RAEE S E R I R
%, AR AR EE BRI R AR E IR,

FIARRH

XM AT TAE— B RERDIIGINERT 2RE R,

= FUARRERTEENAIE PEERITEEERE B H ERIFLL.

= MNR—ADENUERE— MRS E, MXMRERE— D ERER
RISMIERE, BBAEXAER MERRABBREIFESERN.

= SRAEATARS FRLAR IS ERZR R & FRRO =S (B0 2R R 2= A FRROAT (A,

73
2.)FREMY. (IP) 2.6 IPEERSAITIE
EHAIRH:
» RERRMEARZENTINZ, —EEERARR, BEIERGHE
ERZTIRHEERT, LR1BERKST—MRHES.
» BN EEFEREOARBBEANGEM,
Bz N g
BeRE | TR Rzﬁ/v
N B LN, —es— AKX
N, R, R1
A Ry { \ |
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2./FREmMY (IP) 2.6 IPEEEEHETE

FEISRIRE:

= HERARKNEIFERANENER, ~ARIST—BERM=SIPIBILENIP
iRk, MEER NERIMEZORM.

w EREECARAHEFARPREG F—Bk IR EERAY | PHEAEL IR a1
HE, FRSLCEHIE IR ERIMACIIRY SRR, AERERA
BRI R T — Bk ER R Es.

= |PEURIRAE S TIRBMS AT LARRISE "N —BkISmEasIPHELL" |
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2.)BREMY (IP) 2.6 IPREE RS ERTTIE

PRERFE

@ MEURRAEEREE B RIENIAVIPHELLD, 15H BRIRZEIEIEAIN,

@ EMBNSILRHREEEE, WEHEREZESBEND,
BUREERT, T,

@ ERHEETEEIIDNDEMSEENERE, NIBHIEREESLH
HRFRPAISIE T —BER B, &N, HT@.

@ EBHAFRPEEIAMENIEE, WHEHIEREXAIRHBZREHEN
TBkEgH=R, B, FITO.

© EBEAXRPE—NEUARE, WIESIEREEAEERTATSH
RUBCARSERRS, &N, FIT@.

©® wEERDTAHIE.
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3.5 FMN-SHazEFE R 3RS FM: =RIPHEE

ZHITE:

= HEEKEAKIIE, AIRA3008E.

= PREEREANIEERNZESORIOR?

= REPIESY RMER, WTILHY RREENEHRN?
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3.XoF M SHazEFE R/ AR SHRIPEE

LRI PHEUEAIAE :

= |PiBh=SIEIRYF FEEE IR,

» SEE—MIENE S E—MNESSFERARTERAEMHEMNLS
MEREESIA,

» FRAYIPHEIEARGE RIE.

FRIRFEEK:

= RIFEIILE, afLABB T RES, IB— 1 ASSE BRI 5
RETWLE,

w PR TR/, ERIE,
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3.5 FMN-SHazEFE R 3RS FM: =RIPHEE

M19855F#2, 7EIPHBUEPSIEIN T —NIFER: "M
EFER" |, FRAYIPHBUEZS R 9 =AY PibtE,
» NFRAYIPHEIES A=REGIPHELLS, #RRT 552K IPHENFETRAYAR
B, iLIPEENERTEENRE.
» SRR P IS A =R AIPHENEROMGE, IUERIS 7R
(subnetting) , EAUFMIKID. FRIEEHIERE,
= X5 F R 2RI IES RN

79

3.XoF M SHazEFE R/ AR SHRIPEE

X9 FMIRY B -

» ¥ FREEE— MR AERRIES.

» B{IIMIBSARIN IR BRI D F AR,

» NFENEEBEETMUESFRES subnet-id, MEHS host-id
AR T & T ML,

IPHBAE = {(<WEE>, <FMS>, <FHE>}
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3.5 FMN-SHazEFE R 3MSFR: =RIPHhE

X153 F MRS
= J_LzE}‘)\EﬂBW%ZiJ?E AABRMEANENAIPEIER, (HARIRIEIP

» AR RESEWEIPEIRERE, BiZBENNEEnet-idfIFMNE
subnet-id#ZIBA9FM.,

= RERIPEIRREEZSBNEN.

HIERAIBAIMNESnet-id, SHENERERBAME IR,

81
3.3 F R SRR M SIS TR SHIPkELE
145.133.101
145.13.3.11 ! 145.13.7.34
R = = |
145.13.3.10 Ly \ T f 1
/ 145.13.7.35
[T
145.13.0.0
=
145.13.7.56
FSEIRL 145.13.0.0 juu jm] ‘
B EISRIA I ER FHES 145.13.21.23  145.13.21.9 = 14513218
82
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3.5 FMN-SHazEFE R 3RS FM: =RIPHEE

."/1'2513311;,5.13.3.11 VBIB3T0TN - Agsazzaa N
R - = Ll 14513735

TR T-T7 4%

R
T FM1451330 S I
P i
1145.13.7.0 i
: e Y 145.13.7.56, |
) FmA4543210 0 N O Imign
Ry T i
FRAZIEMS Dolusas & § !
145.13.0.0 Lo siz21e by PR I
HISYLRAEE e 14513218 145.13.0.0
It B E 2R My

83
3.XoF M SHazEFE R/ SARIDTR: SR

LGERSFRAET, PR RRE,
X F WS PR AT AR 7 =R 4544,
1o F M RERIPHIIFARIFH S host-idiXER i THEXIS,
A ES | PHELE RS RAIMZE S net-id,
Mo FRNEBRMNAEBATEEMBITHENI/E, WFL
EEA\NMEMmih a2,
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3% F WX SHaEERE R ST TR
MIPEIRIRI B ER L EE IR ENEL B A FmZEZAIM
EERHITT FRIS .
RTEF—NIPHUIAIMESTIENE, FEERT FX
¥8h5 (subnet mask) SRAEEEEIFER, LUTEFE—PiE

UFRIMNLE S,
85

3.5 FM-SHa5EFE RN ST TR
}7 KRS } S —
FR I PEHE I 145 . 13 1 3. 10 |
P M= — Fms —— s —|

=4BIPHEHt 145 . 13 1 3 | 10
| FREN 3 WIREEIES =08

EﬂlPi&ﬂE'ﬂ?M?ﬁﬁE’lh111111111111111 |11111111|00000000‘

FREOREGE | 45 . 13 E | 0 |

86

43



3% F M SHE5EEE ) 3D TFR: TR

PRIPitL | ReEs | e |
Eé&lpﬂﬂtjt‘ S | Fas | s |
ZE(HHT AND iz&
EﬁlPMEE@?M?@ﬁE’1111111111111111|11111111|00000000‘
.
?Mﬂ’ﬂﬂéﬁﬂiﬂm’ RS | ET e | 0 ‘
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3.5 FM-SHa5EFE RN KIS TR TR

ERFMERCE, FEMSESS T M, ERILIE
%ﬁlﬂ?ﬁﬁ%ﬂlﬁ&ﬂtﬁ&ﬁ’ﬂ 5" BH, SERIEHME
EHSEHITOREEN, AFELSEEEDFM,
B — N AR TR,
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3% F M SHE5EEE ) 3D TFR: TR

e
w IPHBHE: 211.69.32.182CElE, FEERRERITFRMEIS.
» (BEEMRRNES, KRAZTEFERFIERE, XEAHA?

AR F R EEAFREIERIRERE, BETILEm=SIL
—MNITEHTORE, LMETLI—MI5AERERE.
FRIEBRE— N MEE— N FRRNEEENL.
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> 7J .
3.3 F R SRR M 3IUHTR: TR

o | mmen | mas | EHSHE 0 |
"
i y%??ﬁﬁ|11111111000000000000000000000000|
g | P | e | S HhE 0 |
]
® | :
ik g;;é%sms%%:j |11111111111111110000000000000000|
c RS | RS SN2 0 |
s
ith on
it 2%;@%@?@?“111111111111111111111111oooooooo|
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3% F M SHE5EEE ) 3D TFR: TR

FRIEBRE— M — N FRHNEERENE.

= FREESEAIMEIRRS RIS S B RY, WEE CEME (8L
FM) AIFREE S EIRIS RS,

= IRASSAUEREAERTIE— A, RTEEHERMEENSS, &
WIREIRTLE HIZ I ERYF IS,

= H—NEHSFEEER NN _EHURE R ST AN RS

ﬁgﬁ
91
3.5 FM-SHa5EFE RN 3HTR: TR0
PimiEm:
= =N ENEEHEAZIRE NS L,
A= MEO-REEZ NP
i 3 oy - ,“31-“:°"r‘u:"-s o0 i
'immm = .
92
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3% F M SHE5EEE ) 3D TFR: TR

&

= E&0IPH#ENE211.69.32.18, FMEREE255.255.255.0, HitEH
MggHEtE, FFHIHIZMLR AR | PHbLL,

= EX0IPH#BHE211.69.32.18, FMEREE255.255.240.0, HitEH
pIggHEtE, FFHIHIZMLE AR | PHbLE,

= EFIPHBNE211.69.32.18, FMHEAZRE255.255.255.252, iFitE
HUEMZEHEE, FH5HIHIZMEERRIRTE P,
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3.XoF M SHazEFE R/ 3 AT RSB £

EARR S FRAIRARIPHEUE T,  MIPHEUHES H M ZE iR
MEBEAEE, (6t mEPtuFrSELES)
BEELDFMEERT, MIPHBUFEAIARREME—hE H LR
Hoht, IXEEAMEIIEER T ML TR F M,
(BEIERAEE R BIRETFNBIEIER.

XD FREER T, DREREEBOENAISE].
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3% F X SHaZE RN 3 2T RIS EE 21T

ERFMYIDfE, BEFRDAESUT=ZRE: HAIN
ZRIEHE, FROFERDFO N —BkitiL,

192, lod, 13, 0/ ¢4 OSPF 1o e D 10.0.1.30 Vlanitlley
192.168.254.0/24 OSPF 10 42 D 10.0.1.30 vlanifll2s
192.168.255.0/24 OSPF 10 42 o 10.0.1.30 vlanifllzg

202.4.128.0/1% static &0
202.38.64.0/18 static &0
202.38.140.0/23 static &0
202.38.184.0/21 static 60
202.38.192.0/18 static &0
202.112.0.0/13 sratic 60
202.120.0.0/15 static &0
202.127.216.0/21 sStatic &0
202.127.224.0/19 static &0
202.179.240.0/20 static 60

RD  222.21.216.73 wvlanifl222
RD  222.21.215.73 vlaniflz2az
RD  222.21.215.73 vlanifizzz
RD  222.21.210.73 vlanifl2zz
RD  222.21.215.73 vlaniflz2az
RD  222.21.215.73 vlanifizzz
RD  222.21.210.73 vlanifl2zz
RD  222.21.219.73 wvlaniflz2zz
RD  222.21.215.73 vlanifizaz
RD  222.21.210.73 vlanifl2zz

[=1=F=F=ToY-Y-Faoy-F=1

95
3.XoF M SHazEFE R/ 3. 263 T MBS B RITE

XD FRRIERT, KESSEASENEX:

© MNKEIRISBNEERZEERYIPHEILD,

@ LRSMENTRSIIIDENIE 'S" | BEAHHERAIREIEITET,
HNRNERERM, BUSEEERM, U7 .

® ARHFPEBNMIADRSEENIRE, WSS EEEETSHINT—
BkEREngE; BN, 1T@ .

@ WEHEFRFHE—ITHIFMEBIDEME 5" , EEERSZTIE
RIRILRHENEDUES, MG DBREXSZITIERR T kGRS, BN, T
®.

® BERHEFRFE—NEAEH, WSS EEEAIRMAFRTFIEENIIARH
%; AN, HTE.

® REERDALE.
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3% FM-SHaEE R/ 3 RIS BRI

R MYBRETR CREAHBCARRERR)

BENH,. ERL FrE T—k
128303313 &8 /1. [ 128.30.33.0 128.30.33.0 255.255.255.128 #Oo
FRIHHEG 255.255.255.128 128.30.33.128 255.255.255.128 #O1
128.30.36.0 255.255.255.0 R,
| 12830.33.1 | 0
| R
= ! FR2: MLt 128.30.33.128
128.30.33.130 | 1 FRIfEHG 255.255.255.128
0| 128.30.33.129
R | BEIEMH,. |
2 £=11283033.138 =
1]128.30.36.2
| | FM3: Wb 128.30.36.0
| | BBOEHLH,, | PRI 255.255.255.0
= £ 128.30.36.12 TR
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3% FM-SHIZE TR/ 3 BT RIS RIS

e

» HIEH2EIZESEEEE, RIEBEEEIHTAZNEIRRE, BRI
HERANTFE.

» HIAH3RIESEEIE, R1. R2IEIEWEIHT AXIEERIRG, &
HKEEHRRALE.

= R2AERFARAIBAAETZEMA?
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3. %o F IS5 FE M 3.3{5i2#8% (CIDR)

ﬁUﬁ?ME—E&EL@%ﬁT%ME&EEFEEUESXEO
9*@37&1 992 F AFMFAAEIG=T R BRI,
X2

] ?féi@iiﬁm INFEHE TIE—F, IREMEE1994F3IFLE

fitseLe!
] ﬁME:FWJ:E’\J%EE%@E’\JIﬁEﬁ%EUi%ﬁ (MJLTFMEEIT
) .
n BNPVARIII S B R EER.,

99

3?”%?@5*@@@@ 3.3t M (CIDR)

19874, RFC 10095588 T HE— 1R F MBI E]
BIRERNLA A BB FRERE.

FERTIKFMIEIEVLSM (Variable Length Subnet Mask)
aH—ERS P HRIRAVFI SR,
FEVLSMaSERT E X H—E R E DRIt GE, B
IFRBFETH S HEECIDR(Classless Inter-
Domain Routing),
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3. %o F IS5 FE M 3.3{5i2#8% (CIDR)

CIDRIERR T1EFERIASK, BSEAICSBIELAR 55 F MR
&, EmA LAEIERut S Bl PvARIHEEES(A],
CIDR{ERZFMIERT "MESRIZR" (network-prefix)t
B0 R PRINE ST RS,

IPsbHE A= muE (EFRRFIIEED) B2 T FRImLL.

IPHEIE = {(<ERIZR>, <FHS>)

101

3?”%?@5*@@@@ 3.3t M (CIDR)

CIDR{ER "fl£5i0i%" (slash notation), ©EXFRCIDR
0%, BDfEIPHEIIEIN E—1NRlEL /7 . R LML&ED
?’%EEE AIRIEL ((XNEUBERI T =R dmit 7 RErEe 1
I .

CIDRIBMLERIEESBRIANELLRYIPHELERY, “CIDR itk
B,

IPItbAL = {<IEEEIER>, <FEHS>)
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3. %o F IS5 FE M 3.3{5i2#8% (CIDR)

CIDRiBHIZRRTT%:
= 211.69.32.0/20F 0t a2 1AMl (ESI&ISEI20
SRERIEAIRE, LU MEBIHENE212(7)
ARG AR 211.69.32.0,
%ﬁﬁ?ﬁ&ﬂﬁﬂ%@%ﬂmw,mﬂﬁﬁﬁ%ﬁmmﬁW%“Qo
211.69.32.0/20#BHEER A/ N BIE: 211.69.32.0
211.69.32.0/20tHERagEABLE: 211.69.47.255

103

3jZUﬁj\¥|X_)§]'—5$@@E|X—X] 3.3t M (CIDR)

CIDRitEIZR R T%

= 10.0.0.0/10F AR 224Nttt

= 10.0.0.0/108]&5410/10, g +idtshEALELLI0
&g,

= 10.0.0.0/10#82F4EHIP1tB11E10.0.0.089#75,2255.192.0.0, B
11111111 11000000 00000000 00000000
= 10.0.0.0/108 LAFRTAERSIIRREEIN—N2S * B3,
BP: 00001010 00*, EES*ZAIEMERIR, MES FRIPitE
HFRENS, TUARERE.
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3. %o F IS5 FE M 3.3{5i2#8% (CIDR)

CIDRUBHEERRTTIAITIE !

Network: 211.69.32.0 .
Netmask: 2552552550 —— CIDR: 211.69.32.0/24

Network: 211.69.32.0

Netmask: 255.2552400 — CIDR: 211.69.32.0/7
105
3.XoF M SHazEFE R/ 331558 (CIDR)
IRHES (route aggregation) :
= —/CIDRHBHHRAT LIS MRS, IXFPHENEAIER & B TR ARRE
RA, SEEEERPHN—RETLUERNMRZD (FlinLETF)
[FRAEGF > FMBUAIER .
= EREARSHFRAIRER (supernetting),
= CIDREAARERFMT, EPRER BE" X—&iA,
= XJF/208E0R, BRIREBE20NESM1.
s RIZICEPIIEFAEISF 1AL
106
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3. %o F IS5 FE M 3.3{5i2#8% (CIDR)

IRHEE (route aggregation) :
ISP

B

06.0.71.128/25

06.0.68.0/25
206.0.68.128/25
206.0.69.0/25

06.0.70.0/26
206.0.70.64/26
206.0.70.128/26

206.0.71.128/26
206.0.71.192/26

i

—& _® =K ILES
B | ehibbR ZHHIFRR ity

ISP 206.0.64.0/18 11001110.00000000.01* 16384

K% | 206.0.68.0/22 11001110.00000000.010001* 1024

—& 206.0.68.0/23 11001110.00000000.0100010* 512

ft3 206.0.70.0/24 11001110.00000000.01000110.* 256

=& 206.0.71.0/25 11001110.00000000.01000111.0* 128

PLES 206.0.71.128/25 | 11001110.00000000.01000111.1* 128

107

3% FM S5 EE R/ 3 345EEER) (CIDR)

ExI<RISKILEL :
= fEFCIDRAY, BREIZRFHIESNIMEHE "MERIR" 1 “"T—hkitb
it Apk. EEKRBRNTRESKGEIRLE— AR,
= WS ICECERPIEREE RIKMSRIRAVISE: KI<AISKILET
(longest-prefix matching).
MBS, HEitbittiie)\, EmEmmEEA(more specific) .
EIKAIERIVES AR S I PLEC (£ LA,
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3. %o F IS5 FE M 3.3{5i2#8% (CIDR)

ER_NEREHRHER:

= HERFAFRAIBEURAR, RERNSERNER AR —D
IFHEERARRE.

= ATBHTENBMNERK, BEREAS RWIRAETRE—
MERAVEIRSEES, AEE LM MHRERHTEK.

RERNMR— &R binary trie),

= IPitF P N EIGRILCRHEIRTE 7 MBERIZER T EREFRRIEER,
M ERPRIE NEEARBERPERAIS MBI,

= NTREB-XEZNEHERE, [HZERT 8MEERA.
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3tu%¥m5*@@@m 3.3t M (CIDR)
AR &REXERAR:

32 {if9 IP et HE—RIER
01000110 00000000 00000000 00000000 0100
01010110 00000000 00000000 00000000 0101
01100001 00000000 00000000 00000000 011
10110000 00000010 00000000 00000000 10110
10111011 00001010 00000000 00000000 10111
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4. FRFE SRS MY ICMP 4.1 1CMP

AT RSIPEIRRAI RIS, FEMFREER T MR
EHIRSZIY ICMP (Internet Control Message
Protocol),

ICMPRIPVAHIMNEERRI—FiY, FITFEIPENL. IXH
fr < [EfEIBIEHIER.

s FEHIHREENEZENE,. EHNEETE. BHEETHEMNER

BHIER.
» IBHIEEREAHMEXEFEYE, BN THPEIBNEGESEEE
Ea9EA.
111
4. MRS MY ICMP 411CMP
L ¢ S :
|cmpﬁﬁtauﬁtm@%agﬂ§;ﬁr§%

112



4. FRFE SRS MY ICMP 4.1 1CMP

ICMPRFENE IR RS IR S E R IE AR E X EE
AR E.

ICMPAEEENY, Mm2EIPEAIY.

ICMPHMY SARPHMYAE], ICMPIKREEIPHMYRTERES,
FRLAICMPHRSZ R EESAEIPSLER, ARk PEIEIR RE L=,
ICMP—RFH AR AIRAR T AUEIEEWE, AEHEFM
BIEFERER,

= InESh, PingfTracerouteFi2iMBII T BEASEE(FR

ICMP1Y,

113

4. Rz SRS MY ICMP 4.11CMP

ICMPI & T X MEIRHIEIRRATE IR, HRHINTIXELSIR

I TEOEREE.

= A0, SOSRIPVATEESSEIRIRICIERIBFREN, NEEREERE IR
FH EHICMPHAEENAEICMPE "TXEABRR AHE.

ETAIERT, BEEAEICMPEE:

= IPEUEIRT ZAIE BT,

= IPESEREE (FIX) ToikRpiiofEimmRie KEURIR.

= IPESRESIS AR TN BRI N EFAEIA BB R,

114
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4. FRFE SRS MY ICMP 4.1 1CMP

Tt
‘—\

i
e T
v

[® 1 ICMP 2§ 1P il {5 Bas f1 ik i bl

115

4. RIS MY ICMP 42 ICMPIR,
0 8 16 31
AIANFTIHER — il (e = vEDZiN
(XANFTEUATICMP RSZHIERY)
ICMP ROEHEERD (KEBURTE)
| ICMPIBZ |
v
 1EEN IR B S |
IPEIEIR

116
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4.2 ICMPIRXZ

4. W Priz bl S ICMP

.

-

ICMP {5

f/// \\\\
| 1P i ICMP #3F
G 20 45 (8 PP a )
ya IP £
i
s
a 8 (] 24
sl AR, | 4 VER \HLEN‘ DS B
P A | 4§
g?%ﬁigém \ iR T3 1 Hr i
iz % ! 3fi 13
- e 2 il
i EXB P L S 1P
i 1P ot
o 1oMP ] HE I st i ﬁ”@;ﬁf‘: i ;1
(IR A . 47 15 T ) ER 3MIL E
i ] - .
e e SR ICMP %4
.t |~ TR
.
117
— 4 A\
zZN
4.} PR EHR S MY ICMP 42 ICMPIES

ICMPHRSZRIFPEE R, BIICMPEEIR SHRIZFIICMP

1HAHR S,

ICMPHRMZRIRIANF R —IIEIN, HE=1FER: A

KA RBFIGRIGHD, ZEERY 4

%ﬂﬁ%o

ANt

IFT2

MRES ICMP &Y
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4. W Priz bl S ICMP

4.2 ICMPIRXZ

IPHCRR -
T TPHEH

| AR AR

5 RAA B

IR

SRR

EH R T }_[ L
L £ :
ICMP HEFHRC
I SR/ B
iR/ (Wi R/ B |
119
it T ALY
4. W FRiEHIHR S MY ICMP 42 ICMPIZ
ICMPEEIR EHRALE 57
= ZRRENA
= JERINE(Source quench)
= AjEREE
= SEERR
= XZTEEH (ExEM) (Redirect)
120
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4. FRFE SRS MY ICMP 4.2 ICMPIBSZ

ARLAIEICMPEEHR SRS HI LA :

= SJICMPESREIR A B RIZICMPEEIR SR,

= JHE—D A SRR A AT EEEURR A SR RRICMPE
HREIR.

= SWEESEHHSIRIRE AR CMPEBR SR,

= YEERIKMEIE (80127.0.0.08¢0.0.0.0) AEEEIRA&IX ICMP
ERIRER.

121

4.} PR EHR S MY ICMP 4.2 ICMPIRZ

ICMP[aHR LR
= ERSERFEERSL
= EERERAIEEIR Y

(S LEfERRLAICMPIRS
= (ERERSEERT

= HFBHEHHERFNEIER

= BEEERAIEAIESIRY

122
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E=NIRE E=h =HiE | EF

0 0 [ERERrE(Echo Reply) v 6 0 RN

3 Besp s v 8 0 ERER V
0 | MEEAFLA v 9 0 | EEBEES v
1 AR N 10 0 EEEERETER +
2 | MYAELE v 11 B
3 w4k N 0 fEEBH TTL=0 +
4 | RESRAFRES RfncaiL v 1 | sHEETIL=0 v
5 | iFREEREM v 12 2HEE
6 | BramEFED v 0 $HFH9 [P S5F) v
7| BsEEA v 1 | s EEsi v
8 IREEERS v 2 EREE
9 | BmREmESERLE v 13 0 | EEEER v
10 | BeoENaEEEslE v 14 0 | HAERE v
11 | FERA0IRSSEE! ToS , BRIMEEANE v 15 0 ERIER (EfFEAR) v
12 | XEse0iREEE! ToS , BRI=ENARA v 16 0 | EEES (EfEEAR) v
13 | sFidis BfEwiEsE v 17 0 | HERER v
14 | EHlEsl v 18 0 ihHEEEE v
15 | AR N 30 RS

4 0 SR ( Source Quench ) N 31 EEIRSIEER

5 Exn v 32 EaEEER
0 | »Fs (TR ) ExaddEi v 33 1Pv6 {EEHRE
1 HESEEBIER N 34 IPvé FfpixE
2 HRETRES XS ERIIER N 35 FEEEER
3 | AR RS EERdRE v 36 #BaEmmE

123
—_— N
4. WPl ICMP 43 Ping

Pingf2F2ICMPIMYAI S WM FAEF.

= HMike Muuss /5.

= SRR BRIENEETEX,
= {ERAICMPEINERMEIN N ZH S SEHL,

124




4. W Priz bl S ICMP 43 ping

LiEFpingtEREERT, H?iii—ﬁ’@@cww@ﬂi%ﬁ?ﬁ’\ﬁﬁ

XEBRI, AEEF—ERRIEAYRTE],

" ISR EREINE, UEI‘??HEE@%Z‘?O

» NREERIERBIIEKEINE (SEEI—NMCMPERIARELAR
X) , pingiREIZTIE B NRENA,

s AL EAYICM PR R Z BIRE R IR S

zmw%\%u&z FEINGEK, ICMPER{GRASRAIEBIRN K]

125
4. W FRiEHIHR S MY ICMP 43 Ping
HITPing#BE: ping www.baidu.com
126
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4. MR IR ICMP

4.3 Ping

4 Capturing from FIEEHE  [Wireshark 1106 (v1.10.6 from master-1.10)]

Fle Edit Wiew Go Capture Analyze Statistics Telephory Tools Internals Help

Bleaqebd @@mx &

e sm I BEBERT AEesDTFT L

Fi\!er’:l\:mp |Z|E><preggmn... Clear Apply Save

N Tim

710 8. 084570000
801 9,085117000
804 9.007179000
872 10. 098840000
873 10.110882000
947 11.112775000
948 11.124770000

119.75.218.77
211.69,32.122
119.75.218.77
211.69.32.122
119.75.218.77
211.60.32.122
119.75.218.77

211.69.32.122
119.75.218.77
211.60.32.122
119.75.218.77
211.69,32.122
115.75.218.77
211.69.32.122

Protocol Length Info

Cping) reply d=0x0001,
Echo (ping) request 1d=0x0001,
Echo (ping) reply  id=0x0001,
echo (ping) request id=0x0001,
Echo (ping) reply  id-ox0001,
Echo (ping) request id=0x0001,
echo (ping) reply  id=0x0001,

HATPIng#BE: ping www.baidu.com
1EiFWiresharkiifkAII CMPEUEIR X

580=267,/2817,

ttl=3z (request

Tt

127

0 T 7 E 2
801 9. 088117000 21d049,32.322 iasim i )
804 5. 097179000 Lis.75. 218,77 2 ™
872 20. 0vaBAD000 s ety £l
873 20110002000 e 2]

045 11134770000 : 74

Interface fd:
Encapsulation typa: fhernes (1)
brriel Tine: apr 23, 2004 G

[rime shift for this

Epoch
o From pravtius caprrad fran: 0.006753000 saconk]
[Tine om previous dsplayed Frame: 0.000000600 secords]

Hine sinee ':Ferc'!c: e Firat frane: B.072405000 secon
o

hi 74 bytes (382 bits)
™ bytes (382 blie)
od: £3lse]

25:30;23:97), Dst: HuameiTes
EET

17 (Grannc)

ke
fonarnat srotocal ersfon £, S FUL6A3313 R 6632ATE), Ba 11,7528 (140,75, 286.7
1

ot 20 yte:

o
gy WYY aTiorsion dteabtos]
gt (i g

z
—
z

EE caan aom% B

CE AN BRND eSS T
P [ ——
o pre pres ot

019085147000
804 5. 057179000
872 10. 0BesAnCD
073 30110882000
847 13112779000

e

= Frana 700: 74 bytes on wira (593 01%s), 74 byces captured (302 Bi%s) an Tnterfaca 0
)

FaiTd (430823123

arvices Fluids 0x00 osp 0x00: Oufaules Gon: 00 NGK-EST (b Eon-Capabla Tr

Destngban
115,75, 21877

Timeertace tds
Encapauiicion type: tcharnae (1)
vl Tiee: aor 31, 2004 iz e, oossescan EDERDEIRD
acket: 0, 000000000 saconda]
Coneh Tine: 139MLAL13) 60684000 seconds
rion selva o pravious cprures rna: o, atztoten secona]
4 from previos displayed frae: 3. 0121610

Ering Since rebarines, o ear 70000 secends]

ot xLe4s (37083

{pestingefon Gesto: i)
Interrar contral message provcesl
e 2 CEtna Cpingy raause)

Chachsans ondcan Ceorrect]
ettt acys § Contouty
Ternifder (LEX: 296 (ornig)
Semence rumer (B2t 267 (o

r 05 23 FArE

st G2 byers
ata: E16363648T5EETERREARA EOBRRFTOTL IR I TATTRTIEL.
51

0000 &4 68 43 23 fa 73 00 O smmma
9010 50 3 1o 43 00 0o 59 01 it &
026 da 4 98 06 1< 4 90 01

G030 &7 G &9 6a oh ae a8 tx
S04C 77 6L & 63 o 41 o8 o7

133 mos)

n0t)
2817 (eaconi)

o ]

Gata G byter
Dt : 160635081654768AORARbRCAUSERTTIZATITITATATHI 6L

0002 29 16 25 97 &4 68
0 3c 1948 0o 00 31 1
=1

& bt o
8 &

Purkors 2657 Dhatarad 13 (D01

coredt]

anD eavmE B

E—
ey

o
74 Echo Glng) anwes

ng) ren
74 Conn (ping) reply
74 £cho (ping) ragues
74 Echo (p10g] reply
74 Echo (ping) reques
(aing) .

74 bytas on wira (592 bIts), 74 byvas caprured (502 BiKs) on fnterfaca O

$FaiTd), Dsts Veware 38i33387 (0000181021380
73

770, DI 2016032122 (11.69.32.1

bytes
rwnmﬂauj Sorulcos Flalds 0x00 (05CP Gx00: Gafauli GCh: Gadds MOE-GET (ot Gon-Capabla 1

et
93EEE e

128

Tn 7093
28 Creply in 804)
2 (reguest in 801)
28 (reply in 873)
2 (request in 872)
, tt1=128 (reply in 548)
2 (request in 9473




4- IX—)gl BB_TE%%U}ES'ZW@S{ I CM P 4.4 tracert

windowsgY tracert 0 linux/UNIX/router B9 traceroute
AT IRNEHECMNRZEBRVLITIRARAIP, (EFRERN
BAEEEEER.
FIABERT, tracert 2@ HEAUMBHEA HICMPIEKEIE£L
EE, 1M traceroute EABEABBUAIE NGO (KF
30000) A&XUDPEEIR.

= E BT IRNNSEEE AR,

» B IBE— M HER: HEETREREZEHTTLAENTFFA.

BIRIE B7T RS,

129

4. M Bﬁ?ﬁ%U}EYTdJ‘iylcwl P 4.4 tracert

BN CawWindows\system3Zicmd.exe E@

119.75.217.561 HHEH:

2 ms 211.69.32.1

1 ms 222.21.219.73
1 ms 218.43.145.28%
1 ms 2108.43.145.214
2 ms 101.4.116.25
3 ms 181.4.117.145%
11 ms  101.4.112.1
11 ms 101.4.115.5
11 ms 202.112.6.58

NI T I S

27 ms 192.168.0.5
12 ms 1@.65.190.130
12 ms  119.75.217.56

130

65



Filter: | icmp . Clear Apply Save

Source on Protocol Length Info

TP

1311

1313 12. 974177000

12 9776%000

1E 524059000

1852

1854 1& 527417000 (pwg) reguest

1856

15, 530291900 Cping) reguest
1t 1

2488 24 077658000 €ping) request
=

zA 081325000

2450 (ping) T equest

2491 24.
2402 zA 085184000

1
25 636127000

25. 540450000

43
3046
47

3657 35.184932000

3659 35. 199353000

3661 35. 206887000

210
4212 40. 734102000

4214 40 768497000 00/8705, (ﬂ 7

112, o 14 in
4216 40 782552000 211.69.32.122 119.75.217. 56 TP 106 Echo ping) request 1d-0x0001, seq-291/8961, tt'\—?

131

5.1 FRIEEE MY

MR ERIEZINRER D BNET RESHEIBRIT R,
BAREAZETEINETS, RANESIERD BT,
HERDEFEZIZH (Hop) FREEIABRYE.
IREINRER— M EIER D AR IR TH, BNEE
A—FREATINRE,

FEETHREA] B B TR R RIERAAIEIREREN, &
RITEMBLGEEESHER, HIINLERKE. [SEHES.
HERE LS.

132
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5. FRERRMY 5 13EEI%

BGH (Routing) EIBERMET RIBILMEEIXEIEATY

TRANTA.

= EERRG: BREERISMSRREM— RO LWEIMIRE, RiE
HIROM BN TER, FERBIS—MEOMNIRE,

SRS ERXBIET

= FRRRATEEURHEER, IR —MESSE—F M RRE R,
= BBRREEMER, ERNERRMERAE TN,

133
5. R RN 51K
R ATNRERYSCIL R KSR BS FR 2S B R FE A A PRV ES it
1789,
MNEBREERNIBERNEE:
» EHSEEISERIE—RIAFEIENRRIEE, BNSREBBRilrs
BN, (BRBERAHER MR SHIZE(L.,
E475ERH (Static Routing)
» HIRSESEIEIRRIE——RIBIEMN R EEE, HS R eI thiER
RIINSHIZE Y, (BCHEESRRAE R, FHELLRK,
HAE (Dynamic Routing)
134
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5. FRERRMY 5 13EEI%

FSERHE

= SRR FIRENKE, TENAE/NEBEME,

= FHSIEHNEEMNERERE S,

= BFSIRHITRE:
FkE: HFOEAFTEEERF I TERLE.
BABEEEAR: FSIRAASMEENSIEFNEEREEAIRES
TN, EEFSEERT.
AaESt: HSEEEEENMEH, FaEEREMMIKERR.
BEE: FSIBEIRRAEEE TSR TIRE, AR

[RIEEE,
135
5. B EIEER MY 5 1BREAIS
FHSIRE:
= FHSERHRRIRAYIERR T AAI A BRIMES,
= EFFE1EE BAUHUARRERICRT, BESBELAERER "BE
BBE" SMERY.
= IRECE T RERE—MNENER—ERAUSIE, WLeRAER
SIEH, RESFHFSEBEATRN, Z2EEEMKA.
» FSIRE—RESHRBERAVNEMZRING, FAEXERMET,
@gﬁ&&%ﬁ%ﬁﬁ’\]?ﬁmZ%E’\J?E?I‘%’F@, BEIR IR EIFFRRIEEE
136
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5. & FRIEEMN 5 1Z5EAS K

SSISH:
" ijfiﬁtjjjtiﬁ’]f" RSk, HRTFIRINEESEZE, BNKEE]EE
KETH), BESXAENRE. EEEmFHENESKE.

137

5. {15 IR N s BseOs

EjJ/LJ\EQEE,Jq::_!’:-I\\\

= BEhER:
IEEBRTERM T AFSIEING, BB STEEEEIIMNGE, NEKHeRER
2B RS A MR HATES R ERIA,

= BEnEE:
HMEBERREREE, SR AR RIER &R MEER IR R R
I, FRIPRITRIAIEE RN,

= BEES:
SR LAEIECRIR RS LIEEIBE, LUERA REMUAIMNEMITERIL, £
RIS R AR,

= BENAERNEREE:

PR FRSTEE R SR IR FRIE S IR R S BENE RS RERT, Rl 2SR
XEN BRI,

138

69



5. FRERRMY 5 13EEI%

SRS AT A
= (X EJEPRRLRIEIRIRE R

RSB R A A AR B A B TS s RS BRI,
= FREESHBHARS:

S ERIERTRANEZRIAR RS ARESEE, 2RIP. OSPF,
EIGRP, IS-IS. BGPZ,

AERIESEEMERERIIMSIMES—F, hEFFRSN, B
BXFERERT.

139

5.8 FRIEIE MY 5 2T L BRI L N

EERYEEREE:
= RREEEIMNARORRBREE, EEAIMEEEAERERT
AIRIE.
= BRAFZNEEITRE:
BRI IERRIFISTEERS,
BIEEITE LN EE,
BIENREENBEEMMEHINIEN, X2k, EEEENMME.
BiENESREN.
BIENE AT,
BiENERER.

140
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5. R E5eiFE N 5 2 PR E A T NS

BRIEH:
» N E—EITIRERAEE.
» fNE "RE" REEENTE—MFEEXRTSENREIEEE,
» SCARAORRHIEIRER, NRAsERaATFIEENEE.
» BEEEEENEESZRMIIER:
ISR R NGRS =L B TEER.
EREERAIIMEEE RN, MiXf B ToiASEEME.

141

5.8 FRIEIE MY 5 2T L BRI L N

D ERAVEE B Y
» FRFMSR D BREVES SR
» FREEMNAIRIEIEE K,
WRILL T ERES HESFEFTERIME A EHAEELR, NXMEAFRIEIE
BX, EERKIERTE.,
;g%%ﬁ%ﬁ%EE%%Z[EU%QE%EE%%Fﬁ%ﬂ’ﬂ%ﬁ?iﬁ%ﬁ%Iﬂﬂ’ﬂﬁ%ﬁi
&5,
= FEBRMABEIINR T RE RGN EE TS FIAER JATRA
RURRHIEEIDN (XBTAER JREER) | ERNEREERE
B EHFR L.

142
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5. R E5eiFE N 5 2 PR E A T NS

Bi8%% (Autonomous System, AS) :

= BIRRFASHEN :
FERE—IRAREE TH—HIRHE, MXLIRMeEER—FRASHERN
B EIEEMNANHRINE EUARES BEZASHIIEH, RITIAER
—RPASZ [BRVES FRIEEDY FBLARRRE S 4B FEAS Z ARV .

= PEXEIERFASRITE N E&IE FHEAISEL:
RE—ASERT ZMAIESHISEINYAIEEZ, BEENE—AS
XEAASTRIMBAIR— MR —AUFI—EHVES FISEERER,

143

5.5 ISR MY 5 DT L BRI L A

RS aR%

BiaRH

144

2



5. R E5eiFE N 5 2 PR E A T NS

R4 MIBIRE A SE RS IR MY -

» NERMIFIY IGP (Interior Gateway Protocol) : IRP
E— 1 EiARFNERE BRI ISR,

BRI SR SRS, WRIPFIOSPFINY.

m SMNERMIFY EGP (External Gateway Protocol) : ERP
EREF B ERENERR ST, LEIRRIEE— 1 EEES
HHOSRRY, FEE ARG EREREIBE— EAR
Zech, XEERINEREIMNERRI XY EGP,

TEANEBR Y o B RIS SHIEBGP-4,

145
5. IR B MY 5 B RN LA
RS I B R A SRR FHISEIE MY -
[ BERRMIEREREZEIY ]
[ PIEBRISEHRY (IGP) ] [ SMEBRIHY (EGP) ]
RIP
—
146
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5. R E5eiFE N 5 2 PR E A T NS

AT B PSS RS BRI RN -
EARS A EAR B

Ry FROMIBRIE Y Ry

(f51an, BGP-4) - FAPIERRISE Y )
(f5ln, OSPF)

FAPIEBRIK N
(f5U4n, RIP)

N

AR S [BIAES ISR BB %R (interdomain routing)
TBRFIERAYES SRS P ER iR (intradomain routing)

147

Hﬂ‘.t-l\sw.l
Eth 0011

J I GE 001
Eth 04072 GE 0/0/1

Host-2

“°“'3\sw-1 RS-2 GE O/ R-1
' Eth 0/0/1 l GE 0/0/1 '—IGE 0024
Eth 0/0/2 GE 01 GE 002 F

Host-4

9 Host-18
Eth 0/0/2
Eth 0/3/1

Host-17

RS-9 SW-
_‘-lstwl
s GE 0/0/1

lanifil: 192
Vlanif100: 10.1

Hast-15

: J
Tinoop  Host14
Eth ooy

GE 03

Host-6
SW
J Eth 0/0/1 GE 0/0/1
I GE 0011

Eth 0/0/2
Husl—f/

Host-8

148
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5&% EE ‘ilaj::%flj]\ly 5. 3P9ERMIFHMY RIP

EERMY (Routing Information Protocol, RIP) &
BRI KM I GPHERFES R 2 EARRIY.

F}é;;%-ﬁ%ﬁﬁﬁﬂﬁ%?ﬁﬁ%ﬁ%ﬁ’ﬂﬂ%EEﬁ?%TdJ\i}‘i, ERERAIR
Y

RIPERMEEHRIE— MM RPN EB CEIEE— 1 E
AIMBRIEEESICR,

149
ft&EEl T=|=ijJ‘lM 5. 39 ERRIENY RIP
2=
s N\—IRERSE R B EENMRAIIEEEN A1, N RHERIHEEEE
ERIMERIEE E X ORISRV BS SN .
= RIPHRH) “BEE" tBFRA "B (hop count), EAEET—/NKHEE,
AN,
= RIPHH) "BEE" SCPRLEIEMIR "RIEIEE" | RIPAA—MFRHHE
CiET RS E >, BD "IEERE
. Rlpfﬁ'\l«q:_/ﬁﬁg'flﬂ_%/\ﬁgﬂé‘lSAﬁgEEﬁg "IEE" RIRAE16ATED
HETFTAREIEA.
= RIPREEERNNE 2 BRI ERES &R H.
= RIPEER—EERVERHENEE BIRERH) , WHrFEER—%
S ({RATZE) B R RS S HUBR .
150
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5. EIEER MY 5 3PIRBRIEHIY RIP

RIPHMYAAE R

= {NATEIRERFRERATIRE R

= HAYERERIRIAKHSRMAENEEMER, BB CRIRREE.

= ZEEAREEREARKEES, FINER30EY, AEHERRR
REEINEEEE BHEER.

» HWRIRINR AR, IRt RATEEREERESRINEY
[ERIESEES.

151

5. R RN 5. 3P ERRIE N RIP

iz==2 SN[ AVARE R

= BT IRE=SENINIFHAT R, BERETH.

= A5 RESNEHIERERINMNSHIES, EEEX 1.

- gﬁ {LS—/PE%EE%%EF‘\#D%Z BiFEBIRAVBSP IR RS IR E#T

= LE: S3ETXENE, ENBARRLSSEzIATER
RGP EHI— B IIREIERN N —B S HasAUtbiL,

= RIPEIIEL(convergence)iSiERIR, BIERIRRSTIENER
EMERIERRYES IR ERANIERIE.

152



5. EIEER MY 5 3PIRBRIEHIY RIP

IEEEERE:
= REIFERIREMES (Ftbs X) A—PRIPIRX:
FASBULLRIPIRSZFRIFTEINE - 8 "T—Bt" FERAPAUbIEERSX,
FHERFER "IER" FERAYE1.
SHEBUSRIRIPIR PRIE— B, ESUTEE:
EMETHERNMNSBAERBARS, WEZmB IR HEERT.
BUE T —HFRGHNEMARIIEERFLN, WBKEINREE
BRIREEEBARPRITE.
BUEEITE PrIERE/ TR HRERPAIERE, WHITEH.
B At A,
B30 IpRIR B EIRSP I MRS R, NWICHBBIEMEZRCH
RENARR RS, EMGHEREN16 (BEEA16RTATR) .

153
5. R RN 5. 3p9EBRIZE Y RIP
IR ARIMER :
= RIPIMYIEEEX A RIRTE ESERERERF1 8 CHUTECR I s AT AR
BHES, FAMEMHEIERER, FENE— BHRRIE—1E
HIRERIERERERERFERY (RPBkEERD) .
» BAMTENERHSERETBE TE N EIRRENEBKEER, B
HTFE— NSRS ERE, BiINERREERREN.
154
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5. B ERIZEENNY

5.3AEBRIKY RIP

F+a [RHEE R, MIRHR

SHISHES R, Bika FIRAYISHZR. MEIEIRSPIRHES R, ZRMISHENER, WMk
bFf7R. iXEHRSEER R, MERMAR.

&b R4 BRMIRHEHER

BNRE  EE T BESE EWR% M T—MEmE
1 Net2 3 R, 2 Net1 3 R,
Net3 4 Ry Net2 4 R,
. Net3 1 A
#d IS R, EHEAMEmE Fc (ERERED
4 Net1l 4 R, 3 Net1 4 R,
Net2 5 R, Net2 5 R,
Net3 2 R, Net3 2 R,y
155
N AN
5. R RN 5. 3p9EBRIZE Y RIP
RIP2IMM ARSI : il
HURRRRE | BREimC
4 575 TSl
ESIZINZ T fla
T—HkERERgS it
i5% (1-16)
37| kva [ VAN
EEB E%EE HBD Eﬁ Hﬂ %,%
f——— RIPIRY ——{ | (20 =75/B&H)
P [ubp ﬂ TESHI
ol I G et BZ 254
F——— UDP BPEUER —
IPEUER ———
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5. EIEER MY 5 3PIRBRIEHIY RIP

RIP2 23 :

= RIP2 #iR X S BRFIER BRI HAL.

= RIP2 IR PRIEHERD AE T MRHAEEEN. B BHEEES
B 20 NFT5, HHRIRRRT (MAR/UEERR]) FERARIRS
PTEFRRTHBAE Y.

= IRERCEABRRFRISHE, XEEREE RIP BagElEIREa
RFLMIBEIEEER.

= BEEEHENMEMIE, ZWEFRERS. T—BkERmasitit
AR ZIEERILRRIEERS.
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5. R RN 5. 3P ERRIE N RIP

RIP2 g3
= — RIP IRNRZEEHE 25 MNEH, Eifl RIP IRXIRAKER
4+20 x25=504 =75, B, WIREBRE— RIP IRIRIEIX,
= RIP2 EEHRAYLESTIINEE.
HIERLFIINEE, WEERESASZS—MERER (20 MNF1H) BNE
FRVESSI,
gﬁ%ﬂ%’ﬂzﬁzﬁj—%)\ﬁ%m%@, (BiXATERZ REEEAN 24 NMERE
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5. EIEER MY 5 3PIRBRIEHIY RIP

RIPIX IR R :

= RIPFERI— NERLE LS HIARRRT, BRI KRR
BeRS IS B E IR FT A RS FRgs.

= RIPHIUERABMEFETIESR, FER.

= IRFER Z B3RS RS BRI R PRI IRMR, EMEEN
LEHVWERRIT K, FREtERUE.

FHRIERESR, HHERIEEEIE

= RIPFREITRISHIMIE, BEERRIRAIEREN1S (16RTFAHKL) .
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5. & FHIZEER MY 5 APSERRIZ I, OSPF

FHEREEEET5 (Open Shortest Path First, OSPF)
IEN T RARRIPAIERSR, £1989FFH & KA.

= FFi: FRIAOSPHNNARZR —R mizsl, MmesHR&RN.
s BIERRMS: EFERT DijkstralR IS EIZEIASPF,

= OSPFRE—MIYHIRT, BAARRREMAIRBERINNAR
"BAEIRIRIIE" .
?‘gﬁﬁéﬁ: , FTBRE Bia R EAEE RIS EGEMERR E S HERE
289,

160
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5. I8 s 5 APESFIIY OSPF

OSPHMY R FEAFIEF 26 0 o LAY BERSARS Y

(Link State Protocol) , MIAZ&RIPEMEFHIEERE

s,

OSPFHU=/1NERT:

= AAEREATERHEAXES, XBEFERNSGERIRZE.

= RIEHIEEFE SA IS EMIIATE I H SRR, BXR
EIRMSBATALERESEE.  “HERRE" FEiAARRSsERM
RLLBRERESHRSR, LANIZHEREHY "EEE" (metric),

s RELNMIRKESAETHR, BHREA Btz AnrEIRMmEE A%

HER.
161
5. 2% G R MY 5 APERFISENIY, OSPF

PERRINSEUEZE (Link-state Database)

= HTFRIRHEE 2 ARSI EIRSER, RAENEHEER
RERRGIEN — MIERR IS AR .

= XNEURRESLIR EEEMAGEINELE], BESMEERE—E
B (XFRAEEISEURENRES) .

= OSPFRUSE BN SEUR RS IR TS, (R MNRHERR Y
EEEHE,
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5. 1% EHIFEIE MY 5 ABERRIE I, OSPF

OSPFX1; (area) :

= 9T {EOSPFEEE B TFHUREARMLE, OSPFE— P BIRRFEL!
DRETFANENTEE, WEXIS,

» B XKIEEE—32MHNXERRFT (BRoHHEIFRDSR) .

= XIFBAREEAKR, E— KGR HERTFARIT2007,

163
5-1?2% EE &T %Td]\iﬁi 5.4RERRIHY OSPF
OSPFXig; (area) : P
f EiAR% AS FFX 0.0.0.0 \
15 0.0.0.1 e
i3 0.0.0.2 /
164
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5. 1% EHIFEIE MY 5 ABERRIE I, OSPF

OSPF&ER :

= OSPFAFUDPMZEZAIPHIERIEE.

= OSPFERIAYEEIRIRAG:
AR EHEESRIBEE.
N RREIER D FEiE. 7 HEEEIRIRRERL—, #E
IREIRPRRAVEIERR, MEANEIERMLNELE.
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5.5 ISR MY 5 APERFISENIY, OSPF
OSPFEHz: o 8 16 31
RS xm | S5 @ K E

I I

i % | 'R

£ Bl
3 il
— 24—

OSPFAEEE|  SKAI1EAISHIOSPFHE

<—| IPEUEIRERR OSPF $4R
e P 5ER
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Lntg EE ﬁi:%’rd]\lﬁi 5.ARIERRI 1Y OSPF

OSPF&ER :

= OSPFYAERYEIEAIIRIEIP D HAYARIIRSS LB TOSTIRERA
RRIH. Eit, OSPFXIFARZEEMI S EHARRRIHEA.

= MNRFE—PBRINEZESFERMUNIEE, BBATLUSEREE
DEAIXTURERE. X FSHRZERETE.

= FrETEOSPFISHRR < AR IRAI S HERR G LEHIRITHEE,

= SHFAIERENFRIDHFTDFRMILCIDR,

= F—MERRSET L1 320FS, FSEARRSHEET.

167

BRI MY S APSEBFISEINL OSPF

OSPFRUTRFHEKAL:

w 3581 [afR(Hello)4H.

m 2EH12: HUEERDA(Database Description)34H,

m A3 HERRIRZASIER(Link State Request)fy4H,

w KA RERINSEH(Link State Update)34H, AHIZIATER
BRI,

w RIS HERRIRASHEIA(Link State Acknowledgment)y>4E,
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5. 1% EHIFEIE MY 5 ABERRIE I, OSPF
OSPFRYFFh4HSEEY

ey R—————— D

R
BEAnA
RERIAME =
"""""""""""""" sEEmg
SiEEA
U SO,
IRRISURERIREE pra—
SEEA
"""" e S
HERTHEE RS T
l HEEREHIIA
169
AN 2 AYAY
5. B FIZEIR MY
e | b EIHR
OSPFEFINIR TS X e

AUz

[ ackmx
<=
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5. I8 s 5 APESFIIY OSPF

OSPFAYEMtBIF A :
2 %Sjle%mfﬁ’élﬁ—Eﬁﬁa‘l‘@, 30534, BRI —REURIEFAYHER

= AT — P ERESRAERIRSRIE NI SBEARIEERE,
MSBENEERMIAMESHTTERRR. EILSEERMARIRAR,
OSPHIMVELLIER B EHMYRIPIFES.

= OSPFigH "INEEEIREE" MR, Eait, RMNWEREY

AYRE)/\F100ms,

» ZREANBIEMRATIEERHRNGE, F BIEREX
KRk,

171
5. R RN 5 45NN BGP

BFERKINYBGPEA R BiA R AR HES 2 BRI

SRR,

BGPEEMR AR 200651 B &FRHIBGP-4,
= BGPE54MRZ, BIRFC 4271 ~ 4278,
» ATEEREER, BEEBGP-4EEABGP,

172
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IR EIEFEMY 5 49 BRI, BGP

A AEARRRIAS Z BIABET(ERARIPELOSPF?

= EREREOAERK, #8EIARSCAREEEIFEEE. Y8
IDRSC ANSEEE, ESHRRERBRERAISZN.

» S—RERETILINAE AS B, EERIXEFNRETEHEREN
RO AR BERY.

= LEREEIMERTE AS ZIARIR "FIIAME" ER.

BiaR S RSV RE RE RS, BRI

i BGP REER KRS H—KAEHBRIA BRI ALy

RUBREH (FREREEF) , MAIFESHK—RRERH.

173

Ft% Hﬂ&?%f’j]‘iy 5.45MEBRI Y BGP

BGP&E=A (BGP speaker)
» B ERRFENEBRREREED— M EHEENZERRAN
"BGP KEA" .
= —fRiIHR, B BGP RS AZBRET— M HEMEERE—REHN,
M BGP A= AF 2 BGP iR KM, EtALUARE BGP i
RERHES.
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5&%5‘@5}%@\1}2 5 45MEBRIE Y BGP

BGP&SA (BGP speaker)

» —BGPASASEMBEBRFAFHBGPAS AEIGIRBEER,
MBAETCPIERE, AEEILHERE FRRBGPIRY LAEBGPE:
i&(session), FIFIBGPSIRIIGRIRHIER.

» [FRATCPEERSRMTREAIRS, tHEL T BREERDN.

» (FRTCPIEEIRIERERIIMIMBGPAS A, KILLA XTI HHISE

yhER X,
175
5.5 ISR MY 5 A5NEBRIHIY BGP

BGPARS ABIGRFASHIKE

176
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5. I8 s 5. 45NEBRIX Y BGP

BGPHMYAYE R :

= BGPIM SR IRFE RIS REEBREZE AR A HHIER, XEL
XELEBRFETHIMNBEH RS,

= B ERRATBGPAEA (BULRERH=S) HEHEERIDH.
XEHEEE R ANERIEEASINER.

= BGP3Z#FCIDR, [EIBGPRYRSHZR RN =B B RIRERIER.
T—BkigERE, UREIXIZBNMESAEZINSE N EIERRFS.

= {EBGPRIRNIEITRY, BGPRISRILZITIRENAIBGPIEMER. BLUS
REEEREBUENETMUATED . XA EME B
DRSBTS EE A AL,

177

5. I IR MY 5 ARSI BGP

BGP-AX {5 FAPIFFHHZ L :
= FTFOPEN)IRY, FERSIEBINE— M BGPREARIXR,
= EH(UPDATENRY, FRRARIEE—ISHINEE, LUIRFIHEHH

RIZ SRS,
= {RIG(KEEPALIVE)RIZ, FASRFIATTFHRSCFOEERMEPIESCORuER
E

= EAINOTIFICATIONMRI, AsRAIFENZIZES.

FERFC291871ENNIROUTE-REFRESHIRIZ, FsRiER I HinE B E.
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5. I8 s 5. 45NEBRIX Y BGP
BGPiRM 4514

FH 16

|BGP fESTEFIEED

BGP RS ERED

BGP #RXX

TP

== ] IP 2R TCP 3R

179

5. I IR MY 5 SEREEBHE

S HRRRHIZSH

= BRHSEE—FEES MaNROMS MEHRONERUEN, &
EBRERSHE. HER, SEASEMINROKEIRISE,
BRROEBEXAERIME (RIERIME) | Bz ENEHERIED
BlErEHiRO A A T —BESHEE.

= T—BHRHESRRRIXMITEEDE, BEZOBERAERLE.
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5. IR Bz MY 5 SEAEIEEHIEI

L4 =) N lb_:l: .

IRERERHIE ) I
3_mg§% BREERIMY 2R
22— HiEgERE %
2t =

-+ 2] gty 3 2] -
181
5. IR BN 5 SPERESHIEH
BHAUROER FRERAYZEHT :
= BMEREBSREMR XIS IRmAERD
FREIEEEERSD
SBEERERS
» FRERIERFEERD
L= EER S, Eiz O R R .,
B AR RYESS SIRIE AT E RS IS MSIE H SRR,
E%@éﬁﬁ%ﬁﬁi&%ﬂ*ﬁ%%m%ﬁﬁiﬁﬁ%E%,%\ﬁﬁzi&ﬁiiﬂ@%ﬁﬂi&?)ﬁﬂ%
182
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5. IR Bz MY 5 SEAEIEEHIEI

BRVRY R FRESHYLES :
» BANIERRSEETRID ARAED
R EEIEERS
DR RIS
= DEERERD: B=E0EM
HELERS (switching fabric): MFRARIGEL, HIERARRIER AR
(forwarding table) 33934 TRAEE,
— BN

- BOmEEEHED
—Rig IR } =

183

5. IR BN 5 SEERIRAOE

BER" 0 ERHISEE BIXHY:

= "R (forwarding) i 2ERH=SIRIEEARGREFN 1P #iER
NEERROEAEE,

= "BREHEE" (routing)UREROHIVER, RIENSTEMBIE
ARSEIRIR T RSIRHNVENENR, FIAtEEEAmERATESH.

= IREARERIERRIEEEEEHN.

= BRFRMNIEHREREH.

= EHCHKBISENRIEN, FEAERDEARRMIRBRIIXE,
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5. R E5eiFE N 5 SERMmSEALI

BNIRORSZers_FIEIDERIREIE
= SRS R AIEBIRIG, BHEXRTINEENIIAFIHHE
SR, XEF4E—EHRE.

OIS
Rt g
M SUEHA
2 %
B e e s »| 2
2 BERABER "
185
5. IR BN 5 STEHISEALEY
B m S ARG EIE A D BRI X B LR -
n HIREENERIT RIS BRI TER. ﬁ?@%ﬁﬂ%@%ﬁﬁﬂﬂ%ﬁ
HIN_EERENEEFIRESS, RAYIBEEREEIMNBLE.
IR
=t =
o SSEHERN 2
o B
ﬁ > — ﬁﬁi’gﬁ% mak= e
3| = VI
ZEEE Zé
186
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5. IR Bz MY 5 SEAEIEEHIEI
PEER:
» EHRHFFMESHSEREAR LS EFNNFIRSESR, NBATIEE

EERZVGERDEE, XMEEEFHENNINSEETIRE
FHES AT R B EFT

= PRERRPRVBA BT A iEH RIE D BERNEERE.

187
5. IR BN 5 SERERERAILEHY
AR

= SRR S SRR
s [ERXNREETES AN—MANROEBRIFEN SERE iR
|

= SLHIRIRE ZR0iA, BRAXKELEE=/M:
ENEEZEE
EENISts
B YMETHRLE
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5. B A sEiEN 5 STRFIEMAEHY
ATHALER

I, _\ o,
-+ H &

#%

(a) BIT=fBES (b) BT R%
189
5. IR B MY 5 STEHISEALEH
YL
I
~-CH - .
b BiEML%
=== -
Lo OH
[
[
o, Wo, ¥o,
(O B TR
190
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5.8 I TMN

5.5 EIRRAYEED

NE40E-X8

NE40E-X16 NE40E-X3

191

5. FE IR Y

5.5 HESAYEH

AR2220

AR2240
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5. IR Bz MY 5 SEEERERHLA

S'A .lll.lll.

- i Juniper
HUAWEI CISCO = NE wnsp

K!’

G%ﬁ’wg F= Extreme H3C

networks

RUI}Té ITOIPBABEER

193

6.IPv6 6.1 IPVHIELARSER

P R EBAMAIZ N,

BEMEI L HECERRE, B 2011 F2 8, IPvA Y
32 utlﬂthE'. FFER,

u ISP BERECHERIBEEIN IP il T,

" ﬁl?‘ T 2014 - 2015 SEHERES(ELE T HFTEPFIRNASE IPv4 it
R P HHEERAR A EHE

» RAEEFEAMNZSEFARAL 1P, B IPV6,
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6.IPv6 6.1 IPVGHIEAEES

IPv6 (SIS TCIERAWEIX, (BEIMYEURETT PDU FRA9
D, #EPPARBEERX—EE.
IPv6 RUFETIANT:
= EAMHENESE,
IPv6 JEHBUEM IPV4 1Y 32 i IEKEIT 128 {i,
= FREHEI R RN,
n SUERIRSERIS,
IPv6 TN TIF S ENEA TR LR,
u BUHHIEIR,
IPv6 AIFEIEIRESESRIIEEISE, EEREERETH,

195

6.IPv6 6.1 IPVEHIELA RSP

IPv6 IS ToIEEANEX, (B EdESR T PDU R 9
D, s h AR EERX—&E.
IPv6 BYFETIANT:
n SRR TR,
» SOEENERDE (ADEHERS) .
IPv6 AFEfER DHCP,
» SEEEENTROE.
IPv6 SHFSIRMGEER, (RT—EAo S IRERIRLA,
= IPV6 EERHIA 8 FHXIFT,
B KENAE 8 THRUEALS, IPv4 R 4 HRET.
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6.IPv6 6.1 IPVGHIEAEES

IPv6 #HEHR RSB 48Rk :
m EAEEL (base header)
= B3ETE (payload),
BRETEIRRaE,
BREARITFEENHES N RESB (extension header), BEHRZ

RS
f—— IPve BB
BIEER BEEH '8 % & &

40 % | R 65535 FH ——n)
R R EE
BES/ ikl RESY IPve SiBRAI—RAZ N

197
6.IPv6 6.1 IPVGRIELAEER

IPv6 EIEHRAEPIARRER :

= IPv6 ISEBMKERAEERT 40 15, HRAEFEER.

. T%EE%;EEF@Z\EE’\JI)J% HT ., (&5 IPv6 ERBIIFREUMEIR
8 1

= IPv6 XEFRBHRIRLFRIHIT 7 A RIS

o HLETHEMREFER, EASEME | o B TTL FEMIRABEIESIFER:
EREIE 40 F75; o HUHTIMYFRR, MAT—AEIBFE

o EUHTIRSIEFER; o HUHTHEISHFER;

o HUHTRKEFR, MABHHE | o EHTERFR, mA BEARRSCME
KEFR; IaThge.
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6.IPv6 6.1 IPVBIIELAESER
“ OHEZF 45&@53@ 112 = rs = 7. A (version): 4 i, BT
BREHRE [F—resh | Besmsl IHOERA, 3 IPV6 iZRERmE
| | 6°
e | )| (ﬁ“g{% -« B{EE(traffic class): 8 {i,
%ﬁssa)a B 7] HTXHOAER IPv6 IR
| _ KBk, BRIEEHTA
= E?;‘fé‘)t - REE(EERMEERICEE,
B -« FERE(flow label): 20 iz,
T REBERNE ENSERSE
v HHEE (RS / BiE b AE ” :
- GTRRE/ S8 AN —RIER,
(E64kB) " R IIERIR FRBRESEERIR
40 FHER IPv6 EAXER UHEBRIRSRE. FRBETRE
—NARSUEIRE R B REERTR
[in=
199
6.IPv6 6.1 IPVGAIELAE R
" OHEZB 4@%5;5 112 . e = 1. BHEAKE (payload length)
EREERE [F—rEe [ Besums) . 16 {52, ©HEA IPv6 EUEIRIS
— — - BEREBLIMNIETE (FrET
ralls U2e) 1 memsarsssEze) |
uxms | | BKER64KE,
S B A« T—1EEB(next header): 8 i
- e 4. THEET IPv4 MR
) N
B - AEFER,
+ BREERFI(hop limit): 8 {i, IR
v EHE (RS / B el )
el OISR/ SRR R BN DR
(E64K8) . ERHESTEEE A EURIRRTIEHE
40 FH51EY IPve EAEEE HPRHFERPAVER 1. HBkEL
PREIFVENERT, FIESLEYE
REF.
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6.IPv6 6.1 IPVGHYEA SR

] mEEE ] mEE. | - VR 128 {7, EMURRIK
BREERE [F—raEs | seuRs EUERY 1Pttt

5 _— - - Bautbt: 128 7, EEIEIRE
- - - IR IP B,

1Pv6 B (128(31)
EFEHN B
(40 B)

It

Blabitiit
(128(i1)

IPVG { BHEE (rRED/ 88

BT
(Z 64 KB)

40 FHIREY IPve EXREE
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6.IPv6 6.2 IPVERIY FRESRR

IPv6 JBJFK IPv4 BEBIETAITOREERIEN REERT,
FISY RS RRRR A IR MR AYTRUEA] B AVLARIEN SR E.,
HERIEPEIT RIS RS ER A IBX LY fREER (RE—
NEEREISN, BDEBEETY RERR) | IRKIES T iRHes
AIRLIERER,

£ RFC 2460 FREX T 7<HY FREEE:

= Z BTN = &5

= BEEIERE » HRTEEREM

= ok = BRYIAIEDR

202

101



6.IPv6 6.3 IPV6HiE

IPv6 £EIRAYE UM LAR LA T =M EARSEE I 7 —:
m B35 (unicast):
EFR RN B E.
m 3% (multicast):
—RXNZ RHNEE.
= {33% (anycast):
X2 IPv6 1EINAY—FhEEY,
HENBRLE—AITEN, (EFERERMSRRZAEFN—,
BEREERAN—.

6.IPv6 6.3 IPv6ihE

IPv6 1GSEHR IPv6 RIEA B EHRIIFR NS A,
—MERA RS SHRIEREEREO,
IPv6 ittt 2D Eciass = ERYEEO,

= —NMEORTLIBE SR,

= HAppyEa— iR ASRRIAZE R BRI, Bp—1E5
IR CRIERREIIE AT AR — RS IZ S .
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6.IPv6 6.3 IPV6HiE

ESt+/, HEFhSE

m 7£ IPv6 h, SMtbhitdy 128 {7, fbhtzsiacTF 3.4 x 1038,

n AT (EUEEEESL, IPve FERBS 7N i#EligiE(colon
hexadecimal notation, &5 9 colon hex),

= 8 16 (AYER+\#HHEFRT, SEZRRAESHR. flin:
68E6:8C64:FFFF:FFFF:0000:1180:960A:FFFF

= EH7NHHICES, RIHEHFAIER 0 &g, FIANE 0000 H#Y
BI=1 0 &R, Bpk 140, fan:

68E6:8C64:FFFF:FFFF:0:1180:960A:FFFF
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6.IPv6 6.3 IPv6ihE

n BEH7SHESIET LAARIFERESE (zero compression), BI—i&E
ERIESIF R LA — X ESFrEUL.
54N FF05:0:0:0:0:0:0:B3 B]/E45 FF05::B3
IR AU PR ER RS ELE.
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6.IPv6 6.3 IPV6HiE

RO HHBNEEREER
s BESHNHFICEESEARD THBSENER, XMESHE
IPv4 [ IPv6 RUERHEINERASRIB .

f5gn: 0:0:0:0:0:0:128.10.2.1
FRFEERIAISE:  2128.10.2.1

= CIDR BRIG&FRINASAR .
f5Ign: 60 £zAYATER 12AB00000000CD3
B[ig8: 12AB:0000:0000:CD30:0000:0000:0000:0000/60
i 12AB:CD30:0:0:0:0/60 (Z[E4E)
&ic8: 12AB:0:0:CD30::/60 (BESR)

207
6.IPv6 6.3 IPv6ithi
IPv6 tht4y2E

Mot AeRY b L T
FIgRAHhHE 00..0 (128fi) , A[iEA /128,
IRE e 00..1 (128f1) , A[iEA1/128.
EZ; piubile 11111111 (8fi1) , TJIEH FF00:/8.
2K 3 i % B8 HE A 1111111010 (10f) , A]iE 9 FE8O::/10,
o=k iubild (B bk m#sh, FrAHEMMZFHEHITIER)
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6.IPv6 6.3 IPV6HiE

IPv6 btk
= RIEBAMEE
X2 16 FHH9e 0 ik, ATESAmANES " .
%’l‘ﬂﬂﬁﬂﬁ‘éﬁi@ﬁﬁ FREE— MRAR (P I VRt
XS —AN,
= IR[EBIE
BP 0:0:0:0:0:0:0:1 (igJ9 =1) .
{EEBFO IPv4 ROEREIHENE—HE,
DB 2 —.

209

6.IPv6 6.3 IPv6ihE

IPv6 k93

= gL
IHesHn IPv4 B—#E,

XS IPve HEhEEERY 1/256,

» AHEEERREAIEMIIE (Link-Local Unicast Address)
BLEBTAIMLEEER TCP/IP thil, (BFSEIEERIGEM . &%
DRI L8 _ERYENER T AR XAt bH T8 S, (BAREENE
X _ERY R ENIE(E.

IXZEHIE A IPv6 HEERERY 1/1024,
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6.IPv6 6.3 IPV6HiE

IPv6 ftEdib5y3E
= SEREAREHRNE
IPv6 AUX—3R I R FERERZIN—K.
BIRHTSMLERE—T L DX 128 [URISEbiL,
1RIE 2006 FRFAIESIRAE RFC 4291 AN, 1Pv6 BfEHEHEATL)
DIEFERE.
| emmemsmng (1biv | FMImRMG (mbiy

IPv6 SR N FRIS 7T i%
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6.IPv6 6.4M IPV4 [ IPV6 1T

[ IPv6 B RBERAZF S ERIE, B fERZE
B IPv6 RFtReBREREA

= IPv6 RF/NBeiERFNER IPv4 4,

= FFEEEWE N IPv4 DEERRE.

FEFthE IPV6 (TERI SRS |

» (HERXUMY AR

= (FREFKERA
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6.IPv6 6.4M IPV4 ] IPV6 T

PATISNEES

» XUMYA% (dual stack) 2IEESEiTER IPv6e ZaI, F—EH9E
Ml (SREEHES) E=ERMMMYEL, — IPv4 F1—1 IPv6,

w WUMNARAYFEN (EkEREHES) S8 IPve/IPv4, REAEEREEM
Fh P ttelik: —A IPv6 HBUEFD— IPv4 3Bk,

w UMY ARFEANAERD IPv6 EHLB(SATERA IPve Hetk, moFd IPv4
FHEEIFIRE 1Pv4 Hlit,

= 1RYE DNS IREIRGHEHEEBIRT LARGE(ERS IPv4 HELEARZ IPv6 Bk,
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6.IPv6 6.4M IPV4 ] IPV6 iTiE
WIRES iR
IPv4 EiiEIR |
IPv6 ¥iEIR IPvA 48 : IPv6 £iEHR
(EFERENNAZHRITI IPv4 T IPv6 ROITE
214
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6.IPv6 6.4M IPV4 ] IPV6 T

BRERIAN
= 1% IPv6 EUBIREHAN IPv4 Z8ET, 18 IPv6 EURIREIIRAL/ [Pv4
HUER, B IPV6 BUEIRTRL T IPv4 BURIRAIEUESRS .

= 3 IPv4 EHEIRETT IPv4 MEFHRIBRERT, BIEEIEEES (RNR
R IPv6 HUEIR) LEEHAY IPV6 A%,
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6.IPvo 6.4M IPv4 [ IPV6 i
W Y
1Pv6 1Pve/ i IPv6 BE¥iE II:VV:ﬁE:a IPv6 [$iE i IPvé
Al Be =z == F ol
=N I .
— : —
b =4 [~ iEithht: B
; ™ | Bt E !
! IPv6 !
""" | BiRIR I |
fatiiba | _: - :_
IPv6 ¥iEIR 1 IPv4 $iER IPvA SRR | IPv6 £iEiR
1 1
' 1Pv4 48 '
(HERSERAHITM IPv4 T IPV6 B9TE
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6.IPv6 6.4 IPV4 [5] IPV6 i3

ICMPV6

= [Pv6 tBANMRIEEUBRIRIT R T, EABEKMPRIERHESIEES
EFEIER. El IPv6e thFERER ICMP RRIF—LEEER,
HHORRAFRA ICMPV6,

» HBHHAEMTIMY ARP FORPRESIENY IGMP tMYAITHEEERER S
HZI ICMPv6 th,

ICMP[IGMP [ ICMPv6 |
IPv4 IPv6
ARP
IR 4 REIREE IRF 6 REIMLEE
FRIBRR A RRIRIEEAILLES
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6.IPv6 6.4M IPV4 [1] IPV6 (T

ICMPv6
= ICMPv6 S2EMIRXAIMMNY, BRIERSCHREZERE, RIUEE.,
NSRS RS B .
= ICMPV6 IRIENNT JLANESIRSIAITRER & A E bl

[ [ [ |
EEEX | | EREX | | SmEWMEX | | SHRXREX
ND #1¥ MLD %

ND (Neighbor-Discovery): $Bifi&mR
MLD (Multicast Listener Delivery): SiBIFR3Z(T

ICMPv6 RIS
221
7_VPN$[:|NAT 71 EFRRVPN
BT IP #hbRYRER, — MIKIREEERIERIRYIPIEIHEE1E
T NF AR BERIENEL.
EEREEMAANMRERE, —MIMERBHATEERE
HETENZIFNERRIE R,
BREE— MR EVIEBEEEXKA TCP/IP ¥,
BBAMIE i, X XREAFEN IR SR ERRTTTH B
BILABRAY B T2 EH IP ek,
222

111



7.VPNAONAT 7RI EFMVPN

Atteitit S5 bkitint
w ZRIHEAE: (RAEHINIREREERRT IP tthit, STLABAYEBTHES,
AR Z [ EEMNEERTEHE,
» 2EHEIE: SBRE—RY IP bk, MBS ETERE.,
= BIRRSHRIRTTZ:
ERERERII A A T REFI B BAM PR IP U S, XEERL
ST Z ST a),
RFC 1918 $gBE T —LERitblik (private address),
Attt REe R E A T A BE R E S BRitbAE,

FEEEMPRIFFEERHER, Bt R TR AEIER—ER
HITER.
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7.VPNA[INAT 71 EHIERVPN

ARbitetik STkt
RFC 1918 $gBE T —LEHitblik (private address),

(1) 10.0.0.0 & 10.255.255.255

A%, 5%i23910.0.0.0/8, ¥R 24 {itR
(2) 172.16.0.0 Z 172.31.255.255

B3, @ig#H172.16.0.0/12, X#rJ 20 {itk
(3) 192.168.0.0 % 192.168.255.255

C#, i25192.168.0.0/16, XEi¥ 16 iR
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7.VPNAONAT 7RI EFMVPN

Z X

= XEAETA P IR EIERMETR A TR BN A BN, HE
fEIERLE, FIUMERMN.,

» EAXLERMUHYEAT RSN ER, EAIPHEitthIlaI =R
ftbiit (reusable address).

225

7.VPNA[INAT 71 EHIERVPN

FEME AR VPN

= FIBLBRIEBRNIEAR NS ERMNZ BNBESR, XHFE
MY FRAEIERBRRVPN (Virtual Private Network),

= "THRK" RENXMMEZATTENENETHIERERHIERS,

AR THIMEEINEAT IR ENIES.

= "B R CHER | BXREAAE, RAMEFRBEIE
(ERIEETEZ, MVPNRRENR LAIRENTAN—.

226

113



7.VPNAONAT 7RI EFMVPN

EHEREM VPN B2

= IIREAMNAENRZERNBEELRZTAENERKN, BXER
EHER, BARTEETEEREXAEEER NG,

= —MUIEMEEECH VPN SR BrE— ML E I
BRI, FRHITECE, (EE— AR VPN REEALEE D

SHFrEItEE.
227
7.VPNF[NAT 7 EIEFRVPN
FEMLERM VPN RISEHL: ETREERA
EI0
125123 . ~, 194.45.6
— SN o) B
X = — i ] Y
10.1.0.1 A ERR -
(ERRERA
Mgt = 10.1.0.0 Rtk = 10.2.0.0
(Fituithhit) (Fithituit)
228
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7.VPNAONAT 7RI EFMVPN

EFAEFRM VPN RISEIL: EFRHERA

DOEEEIA X B Y ROPIERENIRIR Sttt -
| <—Q e BRYltbhE: 194.4.5.
[ orepsdmmaosizss | | BIRESSH —

N &

ERERERA

125.1.2.3 194.4.5.6 =]

229
7 .VPNFONAT 7S RRVPN
ARELK intranet FOYMNEERY extranet
n IYETF TCP/IP 19,
= FHERI] A #1 B BINEBMILSERERAIEIAE BB VPN XFRAMIEL
[ (intranet), <& A 71 B #EER—MUFARIRER.
» FEAEFIE MRS MY M RIS AR E VPN XFRAIMNR
[k (extranet),
- 125.1.2.3 1941.5.6 =
X:10.1.0.1 i:i ______ !‘ JCIC208
- PGP (ISR VPN) -
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7.VPNAONAT 7RI EFMVPN

FEEAN VPN
» JFEIEAN VPN (remote access VPN) BJLUHEHEIMEBRENR TiHA)
NEIMBHIEK,

= M TFRIR TIRSHENEEW, MIFEERT PC Hl4AY
VPN AR THY PC HIAIAERIENZERESZ VPN BEiE.

= INER T ESNEBEENATRFREN, RIMNBEFEREERR
GBS RN

231

7.VPNA[INAT 71 EHIERVPN

AN VPN

= JWFPA BE TANNERCSHER.

= 1996F1H23ANESRESSNET (itEHSEMEEREN
EEEITNE) | ZNEE1997FHITIELE.

= 1%z (M) F FRH, HETSEMEERHITERIAN, ©0
{(EFRHRFE EE R A R EMRHAIEREADEE, 2N EBHE

IRBRBAFNE, ALTIKEELERN, £FEE, FLL
FH4L15000TTLA PRSI B EARSRY, IREOEEFTS.

X, AHIREAN AR SEITE S EEREMEEHTEIRIAM.
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7 .VPNFNAT 7 2REHHHEEHENAT

MR EEe NAT (Network Address Translation)

m 1994412,

» TEATEMNERDIGEMAYIEHET ER5E NAT 34, =8 NAT
f}’éﬁﬁ’\]ﬂ%ﬂﬁ%ﬂ%& NATEHZS, BEEDE—IBEEIINEPEEKIP

» FrEERAMEMUERFHEFIIMNEEHT, #EE NAT A5 E
GEAMIHER ST 1P ik, ABefNEEARIERS,
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7 .VPNFONAT 7 2RI HHEHENAT
Mg tEEIR NAT (Network Address Translation)
EFM 192.168.0.0
""""""" g s
| amA 1mtennal 213.18.2.4
1192.168.0.3 '
H -
=
|
B IP btk B0 IP it » -
192.168.0.3 172.38.1.5 -
NAT EEHIZEA0 T B2
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7 .VPNFNAT 7 2REHHHEEHENAT

Bt FEIRATITRE

= PIEBEA A FaASHEithE 1P, AIEEAR L34 B iB(SATREAEIR
RV NAT SIS,

= NAT BSERESSHURIRAGRMIL IP, SRR BRIBIL IP; , FHEE
IERICREINATHI AR, BIRHBLE 1Py (RIS, ER
REBIEBXR,

= NAT BSEREBICRISEN B REINIEURIRRS, AESUER-PaoiRibt
22 IPg TERIBEE 1P .

= iR4E NAT $5i38, NAT BSERERIS BAUsEAE IPG 361 IP, , $6K

LEREZAIEREN A,
235
7.VPNAONAT 7 2RUEHHHENAT
RIZE L FEEARIT R
s EERNERENSINBENIERSE, NATIEREEE EALE TR G
EAFEEMEY: SimiRibil, SpEphiiEEgeBkibit
HATEME: SieERutbit, BBkttt ERopEREE
NATIE &R L)
p1c) FE IHAIPHEE ivIPihE
&+ TEIPHdE 192.168.0.3 172.38.1.5
A B AP 172.38.1.5 192.168.0.3
H JEIPHE 192.168.0.7 172.38.1.6
PN B AP 172.38.1.6 192.168.0.7
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7 .VPNFNAT 7 2REHHHEEHENAT

L& e

= I NAT EEHEREA n N2k IP Hlited, SRAMASZILARR
A n QENRANZIEERN. XERATLMEERMARSHENE
., EFREER NAT BERAREERSIK IP B,

= BT NAT ERH=RRIBELRRETRMANETAR.

= TRANAEIENARERZRSEA, BNEKRMN LRZFTER
RERMARRIIRS RIS

NATEABEARIERPE
ToiER BF R AHINERIE XK
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7.VPNAONAT 7 2RUEHHHENAT

MLt SinS4Ei%E NAPT

= ATEINERMEFIA NAT EEHEs EAISEKIPHEIE, IEEBN
NAT &R BizHENEOStHERE L. XEMTLUESNMNEE
AtibtAgENL, EA— NAT EXHsE FR9SBK IP ik, Emm
A LARRFIEEMN_ AR EVH TEE.

= FRIRASHEY NAT MRt SixOSHERNAPT (Network
Address and Port Translation), TIAMERROSHEI NAT #iaUfg
£45H9 NAT (traditional NAT),
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7.VPNA[INAT

ozl Sim 1S4 NAPT

= NAPTIEERMAARREATIR IP ithil, ERFEHARIERILIK P bk,
EXFRENATRAR TCP in0S (RFEHRRSAR) , M
FRATHFANROS.

7 2RILEHIIEEIENAT

= 24 NAPT BEHZSWEIMNEBAM A SRAINZRT, FLaTLAM IP #UEIR
HEIESRosHHERENROS, ARREARNENROS, M
NAPT #&igZe iR B ERAIE TN,

239
7.VPNAONAT 7 2RUEHEEIENAT
Sl
L& Sim 45 NAPT
NAPT itahtisiRap)
5H FE IHR0IPHbAEFIIR O S FEOIPLEFR O S
B | RIPHbIETCPIRR O 192.168.0.3:30000 172.38.1.5:40001
4 | iRIPHELE:TCPIRH O 192.168.0.4:30000 172.38.1.5:40002
A | Bnypiist:TCPE#IK O 172.38.1.5:40001 192.168.0.3:30000
A | BHuPsit:TCPE BYI% O 172.38.1.5:40002 192.168.0.4:30000
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7 .VPNFNAT 7. 2R HHHEEHENAT

Izl Sim 1S4 NAPT
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