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SE . BEWindowsE ik BB :
m Windows&Sium[: http://support.microsoft.com/kb/832017
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s FHATCPViewEEixOLAEBER
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&% TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options

Process Name ProcessID  Protocol
svchostexe 1548 TCcp
4 TCP
4 TCP
4 TCP
4 TP
LMS.exe 4984 TP
i ' vmware-authd.exe 4716 TCP
vmware-authd.exe 4716 Tce
[5) wpscloudsvr.exe 13116 TCP
07 svchostexe 7776 TCP
|7 mDNSResponder.exe 4692 TCcP
¥ WeChatexe 20976 TCP
(W7 LMS.exe 4984 TCcP
|07 Isass.exe 1200 TCcP
|87 wininit.exe 1092 TCcP
svchostexe 2180 TCP
svchostexe 1576 TCP
spoolsv.exe 4360 TCP
senvices.exe 172 TCP
LMS.exe 4984 e
LMS.exe 4984 TCP
i LogiOptionsMgr.exe 8796 TP
ngTalk exe 2944 TCP
DingTalk exe 2944 TCcP
DingTalk exe 2944 TCP
svchost exe 4736 TCcP
3 wpscloudsvr.exe 13116 Tce
[5) wpscloudsvr.exe 13116 TCP
@ OneDrive.exe 15040 TCcp
£ msedge.exe 18220 TCP
£ msedge.exe 18220 TCP
& msedge.exe 18220 TCP
& msedge.exe 18220 TCP
& msedge.exe 18220 TCP
[Time Wait] TP
& msedge.exe 18220 TCP
& msedge.exe 18220 TCP
& msedge.exe 18220 TCP
[Time Wait] TCP
[Time Wait] TCP
[Time Wait] TCP
ITima Wait] TP

Endpoints: 86 Established: 17 Listening: 24

Help

C OB G 4a Grew 4 uew G uoees i3

# Search

State Local Address Local Port
Listen 0.0.0.0 135
Listen 10.10.21 139
Listen 172.20.1.110 139
Listen 192.168.11.1 139
Listen 192.168.56.1 139
Listen 0.0.0.0 623
Listen 0.0.0.0 902
Listen 0.0.0.0 912
Listen 127.0.01 4709
Listen 0.0.00 5040
Listen 127.0.01 5354
Listen 127.0.01 8680
Listen 0.0.00 16992
Listen 0.0.0.0 49664
Listen 0.0.00 49665
Listen 0.0.0.0 49666
Listen 0.0.00 49667
Listen 0.0.0.0 49668
Listen 0.0.0.0 49674
Established  127.0.0.1 49675
Established  127.0.0.1 49676
Listen 0.0.0.0 51459
Established  127.0.0.1 56704
Listen 127.0.01 56704
Established  172.20.1.110 58926
Established  172.20.1.110 58932
Close Wait  172.20.1.110 59199
Close Wait ~ 172.20.1.110 59209
Established  172.20.1.110 59791
Established  172.20.1.110 62673
Established  172.20.1.110 62678
Established  172.20.1.110 62710
Established  172.20.1.110 62729
Established  172.20.1.110 62734
Time Wait ~ 172.20.1.110 62735
Established  172.20.1.110 62746
Established  172.20.1.110 62747
Established  172.20.1.110 62749
Time Wait  172.20.1.110 62750
Time Wait  172.20.1.110 62751
Time Wait  172.20.1.110 62752
Tima Wait 172201110 62753

Time Wait: 13 Close Wait: 5 Update:

Remote Address Remote Port
0.00.0 0
0.0.00 0

0

0

0

0

0

0

0

0

0
0.0.00 0
0.0.00 0
0.0.00 0
0.0.00 0
0.0.00 0
0.0.00 0
0.0.00 0
0.0.00 0
127.00.1 49676
127.00.1 49675
0.0.00 0
127.00.1 64428
0.0.00 0
203.119.169.179 443
20.197.71.89 443
123672221 80
120.92.84.225 9002
20.198.162.76 443
20.198.162.78 443
202.89.233.96 443
13.227.254.75 443
52.231.207.240 443
20.42.73.27 443
52.182.143.208 443
20.42.73.27 443
20.42.73.27 443
20.42.73.27 443
110.242.68.3 80
110.242.68.3 80
110.242.68.3 80
110242 AR 3 RN

: 2 s8C States: (All)

Create Time
2022-8-24 15:03:48
2022-8-27 10:16:01
2022-8-27 10:17:58
2022-8-27 10:16:01
2022-8-27 10:16:01
2022-8-27 10:16:04
2022-8-24 15:03:52
2022-8-24 15:03:52
2022-8-27 08:28:14
2022-8-27 10:15:58
2022-8-24 15:03:51
2022-8-27 08:29:17
2022-8-27 10:16:04
2022-8-24 15:03:48
2022-8-24 15:03:48
2022-8-24 15:03:49
2022-8-24 15:03:49
2022-8-24 15:03:51
2022-8-24 15:03:52
2022-8-24 15:03:52
2022-8-24 15:03:52
2022-8-27 10:15:58
2022-8-27 10:51:45
2022-8-27 10:51:44
2022-8-27 10:17:56
2022-8-27 10:17:57
2022-8-27 10:27:57
2022-8-27 10:28:15
2022-8-27 10:48:23
2022-8-27 11:18:42
2022-8-27 11:18:46
2022-8-27 11:20:15
2022-8-27 11:20:21
2022-8-27 11:20:28

2022-8-27 11:20:41
2022-8-27 11:20:41
2022-8-27 11:20:41

Module Name
RpcSs

Sent Packets Recv Packets

VMAuthdService
VMAuthdService
wpscloudsvr.exe
CDPSvc

Bonjour Service
WeChat.exe
LMS

Isass.exe
wininit.exe
Eventlog
Schedule
Spooler
services.exe

LMS

LMS
LogiOptionsMgr.exe
DingTalk.exe
DingTalk exe
DingTalk exe
WpnService
wpscloudsvr.exe
wpscloudsvr.exe
OneDrive.exe 1 1
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe

msedge.exe
msedge.exe
msedge.exe

Sent Bytes

43

Recv Bytes

174
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UDPREIPEIEHRIRSS < L8N 7 1R —=BIT08E

= (ERiRASSIER

s SCILEEHG

UDPRFEUEIRIE AR FERI3AT, (BUDPERLESESR
%ﬁ*ﬁ{]{t,“\o HTTP Request Over TCP + TLSS

Client

= TCP SYN
HTTP Request Over QUIC __- (s o)
s ! TCP SYN + ACK T ——

- we. | - TCP ACK
......
= R TLS ClientHello

! QuIC o m—

" o
o
=
-~

TLS ServerHello

QuIC
TLS Finished

HTTP Request
HTTP Request

HTTP Response
HTTP Response
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=l

= UDPEMEME#RIAY. NMAE NRAYRN, UDPERINEERRH
BIRZEMEE, MiikoGH, MRERAEHRSENLR. XTI
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= UDPHYEHFHH), REIFT.




PEUEIRIMY UDP

2.1 UDPEEBETU

W =13%

W2 =

V

UDPEER

UDP A FPEUERAVEUERR D

v

<4l | ram

IP HiERAIEIEER D




2 P ZEHRT1MY UDP 2.1 UDPEsEREst

= 4 4 1 1 2
SE P Hbit B9 IP it 0 |17 | UDPKE
=3y 12 2 2 2 2

————————

V=T Rmd | BRmO | K B | Qi

________

UDP FIF#UER | 2 5 IR
-
R (] & B 5B
- 1P HUEIR -




2. ;:' ’;L‘&EEEEFEWJ"B{ UDP 2.1 UDPRIEBI&=E

JFPEIEIRUDPERNFEL . HIEERIIEEPFER,
BEEPFRIREER, RE81=FT, ABUNFERAER, 81
FEIKEEER I FT.

BZFEREN:

o FiRO: RinOE, EEENAEERER. AEERTHELO0,
= BAYRO: BROmOS., ERAR(TIRET/REFFERZ,

= KE: UDPRHFHIERINKE, &/IME/S.

= 130F0: NUDPRAFEIEREEHITEA8E.
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FizHEMNIPEWEIUDPEGEIRET, HitREEESFIIERY
imH, BUDPEUEREIHENAmE, E3ZBIEMNAIN A

HIZ,
] 1 ] 2 % 3
UDP$>F8

T UDP #iEHREX
IPE




2. AP &UERIMY UDP 2.1 UDPESEBISE

ELTERIOHRY, EUDPRFEUERCRIEINT 2150
IEED.
= QEELTERIER, B CBARMTEE, (T ISR,

2o 4 4 1 1 2
SE |P Hbht BfY IP ik 0|17 | UDPKE
= 12 2 2 2 2

| e | iRm0 | BRRO| K E | 18R

UDP RFPEUER | & 2B £ ]

" — g

RILTER | B 3 5B
- IP BRI -




2. FHP&IEHR MY UDP 2.2 UDPRIF

1TEUDPRIEEF
' 153.19.8.104
12 171.3.14.11
[ 20] 17 15
- ([ 1087 13
v | | SR BUR | BUE |SUE
7 = ) R
TR gy | 2592 |2 0
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2 AP

E1 171 UDP

2.2 UDPREGH

1230 -

FT5UDPEER

7 FEEE

153.19.8.104

171.3.14.11

£0| 17

15

1087

13

15

£0

B

U

R | 20E

| E0E

R

HiE |20

B

10011001 00010011
00001000 01101000
10101011 00000011
00001110 00001011
00000000 00010001
00000000 00001111
00000100 00111111
00000000 00001101
00000000 00001111
00000000 00000000
01010100 01000101
01010011 01010100
01001001 01001110
01000111 00000000

N N N AR

153.19
8.104
171.3
14.11
0% 17
15

1087

13

15

0 (t38%0)
U=

U=

U=
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T iHHEIRBIEEXRITTE S A:
0+0=1, 0+1=1, 1+1=0E3##I1
SR i R A E SRR
s IPEUEIRBVEERREEFD, P127 P129
= ICMPHRIZHIRERFN, P146
= OSPF7>4HRIRERFD, P159

= UDPRE&GFD, P195
= TCPRE&F], P202

ETCP/IPeR, BRTFCS{ERACRCEIRS), EAR LAARIRAGENE Y
AR ASIEE R THY,




2. AP #ERIMY UDP 2.2 UDPRSAH]
sCf5]: UDPRIEGFIAYITE

Frame 65: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface 0
Ethernet II, src: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5), Dst: Cisco_41:41:41 (6d:a0:e7:41:41:41)
Internet Protocol version 4, src: 192.168.158.195 (192.168.158.195), Dst: B.B8.8.8 (B.8.8.8)
User Datagram Protocol, Src Port: 50174 (50174), Dst Port: domain (53)
Source port: 50174 (50174)
Destination port: domain (53)
Length: 39
# Checksum: Oxdb%a [validation disabled]
F Domain Name System (query)

HEHH

0000 64 a0 e7 41 41 41 00 1f 29 02 c7 f5 08 00 45 00 d..AMA.. )..... E.
0010 00 3b 16 16 00 00 80 11 b5 20 cO a8 9e c3 08 08 i
0020 08 08 [EMIICINEENIFZANGIEE 00 03 01 00 00 01 .. FPWEPN. .. ...
0030 00 00 00 00 00 00 O1 69 08 35 31 78 75 65 77 65  ...... 1 . 51xuewe
0040 62 02 63 6e 00 00 O1 00 O1 b.cn.... .
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= TCPIRARTFTERTRIIRSS.

s TCPREHESNTEE.

s TCPERFEDG M.

. |
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TCPERAEM=FTm, TCPHAY “A (stream) " FBRIERR

NElHizZE]

LAHFZ AL

ERFPARNENE!
= BANFBRFTCPIREE—R—NKER, BTCPIENAERER
32 SRATEIRE BN R — R IF T5R.

s TCPFHARNEZIXAY

T ESY.

FIMAIE .
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XITCPHEMEZF TN TR :

s TCPEERR—FEEERMAR—FELENYIEER.

s TCPY RN AR — RIS KAV RIZRITCPRYEFFEAR DAY,

= TCPHRIEXI S ta B DB SRIMSIAZERERERRE— TR
BRNEEZD1MFT (UDP AXRIRSIKERNAHIZEHAY) .

s TCPHEXRIKAISHERIDTE—EBEEX, TCPEAFSFHREGRE
B ZHF D RBANR R RIE .
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3.2 TCPREYIEREE

TCPIEERFAREARIHER.
= TCPHUFSHHEER S TCPREMIERINX M EAFEE X,
B—RKTCPERBM N n.
= EETCPEENIRRAEEN, RRENMIPHLL, FERAEHE,

R RERERIRO,

TCPERzHYIm AU

=155 (socket)s

» HRIERFC7IIMEN :
BIfaR T EfE=F.

{1

4

o

i[5S (contatenated with) IPiEiE
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i

= socket = (IPHEiLE: imOS)

—2%TC Pi%%ﬂ%—ﬂﬂ?}fii@%ﬁﬁﬁ%ﬁ’ﬂﬁ/l\
imm (BN ERES) FiEE. BD:
TCPi&E#E:: ={socket1, socket?2}
TCPiERE:={(IP1:port1),(IP2:port2)}




3 A E MY TCP 3.2 TCPHUEE

TCPi&E#E::={socket1, socket?2}
TCPiEREE::={(IP1:port1),(IP2:port2)}

IP1. IP2 B2 Nm =AY PHEE,
Port1. Port293 B2 N PRimOS,

AN

TCPiEERNR N EE=fEsocket1, socket2,




3 A E MY TCP 3.2 TCPHUEE
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# Frame 4: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface 0
= Ethernet II, Src: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5), Dst: Cisco_41:41:41 (64:a0:e7:41:41:41)

=]

=]

Ipestination: Cisco_41:41:41 (64:a0:e7:41:41:41) |
Address: Cisco_41:41:41 (64:a0:e7:41:41:41)
00 vee ey wevs www. = LG bit: Globally unique address (factory default)
0 ... = IG bit: Individual address (unicast)

|source: Hewlett-_02:c7:f5 (00:1f:20:02:c7:T5) |

Address: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5)
00 vee ey wevs www. = LG bit: Globally unique address (factory default)
0 vee eene wea. = IG bit: Individual address (unicast)

Type: IP (0x0B00)

= Internet Protocol Version 4, Src: 192.168.158.195 (192.168.158.195), Dst: 211.69.32.8 (211.69.32.8)

[c]

e

e

version: 4

Header Tength: 20 bytes

Differentiated services Field: 0x00 (DsCP 0x00: pefault; ECN: Ox00: NoOT-ECT (Not ECN-Capable Transport))
Total Length: 63

Identification: Ox7545% (30021)

Flags: 0x00

Fragment offset: 0

Time to Tive: 128

lProtocol: upP (17) |

Header checksum: 0x72af [correct]

Source: 192.168.158.195 (192.168.158.195)
Destination: 211.69.32.8 (211.69.32.8)
[source GeoIP: Unknown]

[Destination GeoIP: Unknown]

[ User Datagram Protocol, Src Port: 55335 (55535), Dst Port: domain (53)

H

Source port: 55535 (55535)
Destination port: domain (53)
Length: 43

Checksum: 0x751le [validation disabled]

= Domain Name System (query)

H

e

0000
0010
0020
0030
0040

[Response In: 5]

Transaction ID: Oxb7ab
Flags: 0x0100 standard query
qQuestions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: O

queries
64 a0 e7 41 41 41 00 1f 29 02 c7 5 08 00 45 00 d..aaa. . d..... E.
00 3f 75 45 00 00 BO 11 72 af cD a8 9e c3 d3 45 LPUE. ... FPawenn E
20 08 d8 of 00 35 00 2b 75 1e b7 ab 01 00 00 O1 P LY P
00 00 Q0 QO 00 Q0 Q23 77 77 77 09 77 €9 72 65 73 ....... W oww.wires
68 61 72 6b 02 &F 7 7 00 00 01 00 01 hark.org .....
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D1
el
40
73
6t
20
74
70
78
2d
0d
7a
77

b[}
Qe
29
2f
5f
48
3a
B
6d
dc
da
a9
73
74
acC
70
70
3a
B4
ef
72
30
2d
30
38
31
a5

41
ch
o
02
6f

B[}
e
a7
2f
38
31
74
a9
2f
al
2d
35
36
3b
47
a3
oo
a7
3a
65
33
3a
2d
31
37
oe
ac



[ Frame B539: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
= Ethernet II, Src: Hewlett-_02:c7:f5 (00:1f:29:02:c7:f5), Dst: Cisco_41:41:41 (64:a0:e7:41:41:41)
= |Destination: C1sco_41:41:41 (64:a0:e7:41:41:41)|
address: Cisco_41:41:41 (E4:a0:e?:4l:4l:4l)
veee wa00 i e oy ww.. = LG bit: Globally umique address (factory default)
e .0 .. = IG bit: Individual address (unicast)
= |Source: HewWett 02 c7 fS (00 1f:29:02:c7:f5) |
address: Hewlett-_02:c7:f5 (00:1f:29:02:c7:F5)
veee wa00 i e oy ww.. = LG bit: Globally umique address (factory default)

ee. 2 0 Lol Lol LL.. L... =1IG bit: Individual address (unicast)
Type: IP (0x0800)
= Internet Protocol version 4, src: 192.168.158.195 (192.168.158.195), Dst: 218.28.226.14 (218.28.226.14)
version: 4
Header Tlength: 20 bytes
@ Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 432
Identification: Oxllch (455%53)
# Flags: 0x02 (pon't Fragment)
Fragment offset: O
Time to Tive: 128
|Protocol: TCP (&) |
# Header checksum: Oxcbe5 [correct]
source: 192.168.158.195 (192.168.158.195)
pestination: 218.28.226.14 (218.28.226.14)
|[source GeoIP: unknown]
[Destination GeoIP: unknown]
= Transmission Control Protocol, Src Port: 63079 (©83079), DSt Port: 9319 (9319), seq: 1, Ack: 1, Len: 392
source port: 63079 (63079)
Destination port: 9319 (9319)
|stream index: 20]

sequence number: 1 (relative sequence number)
[Next sequence number: 393 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Tlength: 20 bytes
Flags: 0x018 (PSH, ACK)
window size value: 16425
[calculated window size: 65700]
[window size scaling factor: 4]
# Checksum: 0xfa0z [validation disabled]
#H [sEQ/AcK analysis]
= Hypertext Transfer Protocol
= GET /images/logo/qishi_Togo_1400818762.png HTTP/1.1%rn
= [Expert Info (Chat/sequence): GET /images/logo/qishi_Togo_1400818762.png HTTP/1.1%r\n]

_________ e T S e L e MUy (e SR S |

0000 o4 a0 e7 41 41 41 00 1f 29 02 c7 f5 08 00 45 00 d..AAA., D..... E.
0010 01 b0 11 cb 40 00 80 06 «cb e5 c0 a8 9e c3 da 1c e
0020 e2 Qe fo 67 24 67 5e 04 7 63 42 al b7 44 50 18 ...g%g”r. "cB..DP.

0030 40 29 fa 02 00 00 47 45 54 20 2f 69 6d 61 67 65 @)....GE T /image
0040 73 2f ec of 67 of 2f 71 69 73 68 69 5f ec ef 67 s/logo/g ishi_log
0050 &f 5F 31 34 30 30 38 31 38 37 36 32 2e 70 6e 67 o0_140081 8762.png
0060 20 48 54 54 50 2f 31 2e 31 0d Oa 41 63 63 65 70 HTTP/1. 1..Accep

Fatawrdal TA A I TA O£CTR TA O OF e T7A 54 £ D OO0 O £E1OTTH [ S Sera— | S
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