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Nginx@FHRRVEERMubiRSSesed, E=MEEERIHTTPAIR [ CIEIRSS 884X
%, BERTHRIMAP/POP3/SMTPIMYAIIRIRSS 2R IR,

m NginXBMHEIESS: http://nginx.org X

[T

N
] FAR INGINX Open Source 1.28.0 nginx news NGiNX
2022-09-13 unit-1.28.0 version has been released english
2022-08-30 njs-0.7.7 version has been released, featuring advanced fs APl and extended js directives ~ PYSSKU#
news
2022-07-19 nginx-1.23.1 mainline version has been released 2021
20
2022-07-19 njs-0.7.6 version has been released, featuring improved r.args object. 2019
2018
2022-06-21 nginx-1.23.0 mainline version has been released. 2017
16
2022-06-21 njs-0.7.5 version has been released 2015
2014
2022-06-02 wnit-1.27.0 version has been released. 2013
2012
2022-05-24 njs-0.7.4 version has been released, featuring extended directives for Fetch API: 2011
js_fetch timeout, js_fetch verify, js_fetch buffer size, js fetch max response buffer size. 2010
2009
2022-05-24 nginx-1,22.0 stable version has been released, incorporating new features and bug fixes i
from the 1.21x mainline branch — including hardening against potential requests

smuggling and cross-protocol attacks, ALPN support in the stream module, better v
distribution of connections among worker processes on Linux, support for the PCRE2 dounload

securif
library, support for OpenSSL 3.0 and ssi senitilet), improved sendfile handling on u’?n i
FreeBSD, the mp4_start_key_frame directive, and more. faq
2022-04-12 1js-07.3 version has been released. iﬁ’;’ﬁzn
2022-01-25 nginx-1.21.6 mainline version has been released. e
2022-01-25 njs-0.7.2 version has been released. :j"l‘" tet
blog
unit
Djs

WREPEA RS / Bobel / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2.1 Nginx

[T

2.{E FANginxZCI Sz [RI4EE

NginxBI=E 24514

. ETRRICHIEEH

s EFEPOLLSEAIXENREY

n RHKRECIERS, IEREFNRROE, HERRIIENSE
» XFETNHHECE

s OFE TIPS E IR GECE
m SZFEFSSLAATLS SN

» SFFBIURIUIRSS

» IR APerhiE S

m 73FFastCGl, Uwsgi, SCG

m TFEFIMAP, POP3, SMTP{{IE

IRPREZRTE / Beheie / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2.1 Nginx

2.{E FANginxZCI Sz [RI4EE

Ngmmmwvm&m@mm AZEEBEITEI A E PSP imsSKiREY
Fllocation block, ZafFiEiSlocation blockBcBRIIES Bl ~ERIBEIRERTE
AV TAE,

NgINXHIEER M 2588 _E 53 HLAUS =74,
m AZOER
HTTPiEtR, EVENTHREER, MAILRELR . .

n EARIR
HTTP Accesst&tR, HTTP FastCGI&ELZR, HTTP Proxyt&iR
HTTP Rewritefgt ... ...

n F=FiER:

HTTP Upstream Request Hash#&R, Noticet&R, HTTP Access KeytziR

[T

WREPEA RS / Bobel / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2.1 Nginx

[T

2 {FEFANginxSCI iz [A{ I8
NgInEIREER MIHAE_F 450 LA TR Ig#,

Core (RUMEHR) | MIENginxEmHIRS, SEETER,

Handlers (RbIBESSIEER)  ESSEHRBERZAMNEE K, #HiThEASIEXheaders(EEEFRIE.,

Filters (JTEESIEIN) © HWRRR T EXTHEMEREREIEAIRNSHITIESURIE, &REENgind L.
Proxies (fCIBSSIELR) © HSEEHREINGINXAIHTTP Upstream 2 Z8A9IEER, IXEIEIRF B SRIH—LARSS
(EbanFastCGIE) #i7xxE, LIRS HIEMGAEISEEFINEE.,

NginxAIZIDMEIREZE AR EIZNgINXIRFZEEL,. SIEMNEZEAMNAEIMY AN S5t
XAFEN AN — R ISR,

HiiE R o = Wb RS BRAYSERR LE, ANgink&RIEH et K15 KEI EHE RS 20T,
FAHandlers, ProxiestRRIEHARSS, HFHBEENginxilim L E4eo & 18 I1— LB, B
FiltersiR BRI AR SS

WREPEA RS / Bobel / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2.1 Nginx

2.{E FANginxZCI Sz [RI4EE

NginxHiztasl

= NgInXBUARRZHETEAI.

= NGIXEEIERIET— N EHEIS M T,
FHEFRIZE D HIZEA '5?@?5’]3&5&5 XTARRHI TP, S FHERSLIRSER.
SEEFHR. FoESFSCRT A REEI0RE
FERARAMNERBEFinENEK,

[T

WREPEA RS / Bobel / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



2.2 11551

1L

2. FINginxSCI sz [A){ CEE

{F551: Z&Nginx

{£552: {FEFRANgInxSCH = @R

| ® |

WA ED R / el / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn



2. FINginxSCI sz [A){ CEE

r

2.2 11551

{F551: Z&Nginx

LB SIRERW T CentOSHZ %

T2 STAEMHAIENERE. MEREREEU

I3 SEITELTSNZAENginX

T4 FEINginxBRSS

FB5: BEENGNIETER

TE6: EeEnginxiRZ AFINERBED

WA ED R / el / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn




* 411 BN S PR RGN E

ELACE

RIFRGIALE

REFABL A F5 -

VM-Project-04-Task-01-10.10.2.106

M 7E: 1024MB
CPU: 1 i 1 L
LS 10GB
e 2

W& 1 i, W 2 B

FEHL#: Project-04-Task-01

f4g4E . ens192

IP Hiiht: 10.10.2.106
TMHERS: 255.255.255.0
®%: 10.10.2.1
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10.

#EFyum TEZRZENginX
[root@Project-04-Task-01 ~]# yum install -y nginx

#{EHsystemctl startdap S IBEINGINXARSS
[root@Project-04-Task-01 ~]# systemctl start nginx

#{FBsystemct! statusEEENgINXIRZIZITIRES
[root@Project-04-Task-01 ~]# systemctl status nginx

#{Esystemct! enableds S aNIR ENginxBRSS AT B/S5h
[root@Project-04-Task-01 ~]# systemctl enable nginx

#fEMAsystemctl list-unit-filesapSHIANGINIR S 2B CECE NFHLEBE)
[root@Project-04-Task-01 ~]# systemctl list-unit-files | grep nginx.service




e >
2. {FAINginxSCIL 2 AU 22 45452
. B il 1 =
\ L’%ﬁ@/ //l =°:\ m%%%m //: =
==] .\ — N =
AL N\ Aoz g | sl 1
\\\ l/// \\\. ‘///
IPkht: 10102116 /24 RIS ] ensio2 PR ens224 R ensic2
R 101021 Piefl: 101027106 /24 1PiEhl: 17216.0254 /24 PEhl: 177216.01/24
DNS: 2228 mx: 101021 X Ahe X AT
DNsS: 88838 DNS: A& DNS: A&
R NS PR SR R BAREA
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* 421 S5k

K L2 R Ak 55 2R fFEF
VM-Project-04-Task-01-10.10.2.106 FUHE Al % 45-Nginx SEI R O EE
VM-Project-04-Task-02-172.16.0.1 P i A 55 2 - P -1 AT P B Rl 55

* 4-2-2 PR 55 - 1A - P R Rl
W iy 48 55 4% P H 17 ] Hihik Ehra=gigsEs
Site-Clone-1 | P55 85- &-1 | ~variwww/html | hitp://172.16.0.1 | Site-Clone-1: http://172.16.0.1
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13.
14.
15.
6.

7.
18.
19.

20.
21
22.

HERUEIRSS 23 -PIER-1_ E#RAF

#ZEEApacheHELE

[root@Project-04-Task-02 ~]# yum install =y httpd
[root@Project-04-Task-02 ~]# systemctl start httpd
[root@Project-04-Task-02 ~]# systemctl enable httpd

#EEMIL TR

[root@Project-04-Task-02 ~]# echo "<h1>Site-Clone-1: http://172.16.0.1</h1>" > /var/www/html/index.htm|

HE BT EENE
[root@Project-04-Task-02 ~]# systemctl stop firewalld
[root@Project-04-Task-02 ~]# setenforce 0

#TENginxPRSS 28 LiR(E

#ERVI TEIZINgInECEX

# [root@Project-04-Task-01 ~]# vi /etc/nginx/nginx.conf
#ECE X HEE R

#{EMsystemctl reloadip S EFFEANGINXECE S
[root@Project-04-Task-01 ~]# systemctl reload nginx
#{EMsystemctl stopap< K AHKIE
[root@Project-04-Task-01 ~]# systemctl stop firewalld
#fEFEsetenforcenp G SELINUXIZ B Ipermissivet&E,
[root@Project-04-Task-01 ~]# setenforce 0



RN

BCEX {4 /etc/nginx/nginx.conf

2. #nginx.confEcBEMHFABTRZ, AHADNERSROREBEEAXNAS
\\ 3. server {
C o HEURENRE0
' 5. listen 80 default_server;
6. listen [:]:80 default_server;
7 #TFRkserver namesRELE, NginxERHIATE XiBFKIRGIIRE " "
8 server name ;
9. #ERAMULIRESE S/ usr/share/nginx/html
0. root /usr/share/nginx/html;
- 1. # Load configuration files for the default server block.
ap TR / BRIEE S, 2. include /etc/?wginx/default.d/*.conf;

B HREEEKRE

4. location / {

15. #EPTBIEREAZINttp://172.16.0.1:80

16. proxy pass http://172.16.0.1:80;

70 -
8. #ENMA0AEIRIETRIAE

9. error_page 404 /404.html;

20. location = /40x.html {

21}

22, #7EN500, 502, 503. S044EBRRIAE
23, error_page 500 502 503 504 /50x.html;
24, location = /50x.ntml {

25}
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/etc/nginx/conf.d, /etc/nginx/default 24 RECENHHZR, MRAEMEENEEE
S{Enginx.conf, BILAFELCEEE IR HK,

/etc/nginx/fastcgi params. /etc/nginx/scgi params. /etc/nginx/uwsgi params 43 5l &
fastcgi. scgi. uwsgiRIECENIFBE R,
/etc/nginx/mime.typesiE X HTTPiMXAYContent-TypezEEUE,
/var/log/nginx BT B &3,

/usr/share/nginx/htmIZ2BRAREEIFR B R,
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o) H & access.log 1= H &
error.log,

= nginxBEEE /etc/nginx/nginx.confEELEXHHITIRE, BENgINX.confELEX
R HERIBOAREER.

BEESHF: /etc/nginx/nginx. conf

#nginx.conf BEXHATES, AL NEREHTESEXIIRE
HERATEFRNE. IERFERFER, BARICSE error FREE
error_log /var/log/nginx/errorlog;
#hRH&EEER
http {
#EM THEA "main” BIHEREIU
log format main ‘'$remote addr - $remote user [$time local] "$request” "’
"$status $body bytes sent "$http referer”
"$http user agent” "$http x forwarded for™;
10. #pie) HEHFEREE/var/log/nginx/access.log, BEFICREIER A main X ANE
11. access log /var/log/nginx/access.log main; Q
12. }

NNk WN =

IRPREZRTE / Beheie / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



F* 4-2-5 HERPRHFRFRES

A EP
$bytes_sent RIREG T P i ST
$connection EERF

$connection_requests

HHEE —MERR AR E

$msec

HES AR R, RO, fRERED

$pipe

MR B HTTP itk 2k (pipelined) 7i%
i, ERp" BMA

$request_length

R, BRI RIEL

$request_time

TEARACFERT [R) CAAER TR P o) 56— T4
AEJa M FAOE SR E P W T HES AN
1Y AR, R

$status

o AR

$time_is08601

10S8601 FrifE T Y ff 55 &5 A< Haff [A]

$time_local

8 AT H AR IUT B AR 55 45 A Hhi [e]




EIRAEPUNRREICREIINEIA "error, RNR%KRBIBEICRIFHERE
AE, tbimRZisESSmerrorly, crit. alert, emerg(SEHESBICR.

% 4-2-6 e H S0 F %

=27 P
emerg RS, ROLEMEH
alert P2 B A B T
crit HTEEA L FERREE R, GRERNES
error — iR
warn TEEE, AREBRGE, FEICRMREHFLMMEMEE
notice B S R AR
info ERREN—REE, RS HES
debug Hiz 1T debug BT~ RH E
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K 4-3-2 Ak R 55 - 1N -l B
Wi 4 R 55 3= i H 3¢ 7 (] Hihk [ iy 1 L P9
Site-Clone-1 | P55 d5- A #i-1 | ivar/iwww/html http://172.16.0.1 Site-Clone-1: http://172.16.0.1
Site-Clone-2 | Ml % 25-A#i-2 | ivar/www/html http://172.16.0.2 Site-Clone-2: http://172.16.0.2

WA ED R / el / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn

L



3.{E FINginxSCIL St 91y

3.14%553
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o
v

ap TR / BRIEE S,

©O© © N o v W

13.
14.
15.
6.

7.
18.
19.

[root@Project-04-Task-03 ~]# echo "<h1>Site-Clone-2: http://172.16.0.2</h1>" > /var/www/html/index.htm|

HERUEIRSS 23 -PIER-2_L1R(F

#2eicApache it E

[root@Project-04-Task-03 ~]# yum install =y httpd
[root@Project-04-Task-03 ~]# systemctl start httpd
[root@Project-04-Task-03 ~]# systemctl enable httpd
#OUEMuLFH A 15

HE BT EENE

[root@Project-04-Task-03 ~]# systemctl stop firewalld
[root@Project-04-Task-03 ~]# setenforce 0

#TENginxPRSS 28 LiR(E

#{s Vi TEAZINginxBC & S 4SCE Sz a1

# [root@Project-04-Task-01 ~]# vi /etc/nginx/nginx.conf
#ECE X HEL N B SR

#{ERVITEIEINgInEC B X718 B S AIECE
# [root@Project-04-Task-01 ~J# vi /etc/nginx/nginx.conf
#ECENHENE M



1. BB /etc/nginx/nginx.conf
2. #nginx.confle EXHARBTRE, A NERSHEIIEREETXNINE
3. #TENMMULARSSESEBTR. MukiRSHTUHER. NEER

n\\ 4 #NEFRTEEANSRUMT AL R LEANERIRSEE, TIAECE R server 172.16.0. 1738 1/4i5K
5. upstream load{

' 6. server 172.16.0.1:80 weight=1;
7. server 172.16.0.2:80 weight=3;
8 )
9. server {
0. #{ElriwEA80
7. listen 80 default_server;

= 12 listen []:80 default server;
G2 IER / BRMES S 5 #Fiserver nameREE, NgindAEN EFIRSIEEN"

4. server_name ;

5. #ERARLSIREEZ S/ usr/share/nginx/html

6. root /usr/share/nginx/html;
7. # Load configuration files for the default server block.
18- include /etc/nginx/default.d/*.conf; =

9. #RERIBEKEE

20.  location /{

21 HREFTBIEREE R EIE M AINiLERSS e84 0ad 1
22. proxy_pass http://load];

23 )

24, #EMA0MEIRIZRIUE

25 error_page 404 /404.htm|;

26. location = /40x.html { }

27, #EX500, 502, 503, SO4EIRIERINE
28 error_page 500 502 503 504 /50x.html;
29. location = /50x.html {}



upstream load1{
server 172.16.0.1:80 weight=1;
server 172.16.0.2:80 weight=3;

}

BT MELIRSS SRE N serverTBCERT, TTLUERLA TS,

max_conns, PRHIEHCIERRS eSS ATTAIEREEL, BMINMBENORTAIRES!
max_fails, SMiLIRFSRBEZITAIRMBOREL, NREBOREAZIZE, WE
fail timeoutAfBIERA, F~EEEAIXIER, AL, RANIFR—EIH
fail_timeout, MiubiRSSesIRE AR BRIAYEEE, EAIA10RD

backup, fRicHEARSeE. AERSJEATAUE, EREWELTHR
28, ZBEREENash, ip_hash, randomfa#gEnE=, T

down, TRICHRSGSEEKAAAHA

Nginx PluskiARsz#Fresolve, server, routeFE2HECE.




1. BB /etc/nginx/nginx.conf
2. #nginx. cConfEBENHRERSZ, FEHNERSHTREEXNAR
3. http {

o s FRMERImaNERREE
5. log_format maint

. : HRSTEARILIIE, EFUREP, R
7 '[$time_local] $remote_addr $request’
8 #RHIIEERIUHES
9, '$upstream_addr
11. 'ups_resp_time: $upstream_response_time '

= 12. HEKSFERT
ap TR / BRIEE S, 1. 'request_time: $request_time';

4. #HplE)BEFMIE/var/log/nginx/access logER T, BEICFIEIAMain1EXATET
15, access_log /var/log/nginx/access.log mainf;
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AT ARTE FAER




ISIIE
A EIRS BER0 ZIIE R EIIE RS

A ENN S SR T3QIE
hsENginxiae] B S LARBIALGIE

/

IERFAME
AT




K EHRWLVM-Project-04-Task-03-172.16.0.2 3

BT PIERRIug I 55 R BB Rk Site-Clone-1IE R 1R AR S5
o« EARMBEVFTFINGEEE, MARIBIRSSSHNEIARLL S EEIE, SR
FREE R AEEEIMuLSite-Clone- TR,

- BENginxipaIEEX Y, BJLAERIRILSite-Clone-2kHfE, Fraly
IERE L R E T WiuhSite-Clone-1,




3.{E FANginx LI S Ed g 3.2 Ngim it

NgINX A EIIEMRRT]

m NginxZEZB1Ingx_http upstream module. ngx_http proxy modulet& HRSCH K
UhAY AR, 3251 (round-robin) | RDERIUSE (least-connected) |
FESTE (ip-hash) | WEREIYE (Weighted load balancing) E&aEiiaEs

Eto
18 (round-robin) : NginxEZEFIFEREIRREAZ MRS ET R, SMILIRS T R W E
FNERMEBEAZ Y, NginxBA AR,
E/MEREST (least-connected) : NginxXEEE R iBiEk AIXEIZITAINuLIRS 2T =, MaBiEK
RIFEA IR IRSS 2a 0 A
FEESTE (ip-hash) @ NginkBEFisHISIE—BERGFEE—aNEiRB R T =, BEENZNILRS:

TRATH, —KRETHEEHEFsession=1ERIMub 1SS,
WEREIE (Weighted load balancing) : NginxiRIEIZEHIMILIRS SBIVEEE, BEFiRER
HRNERTD A, NEESHOERRIELY, —RBTRSEMHENIER,

= [R7 EAREIYEIRIUZSr, Nginxdszfrkeepalive, least time, randomsE/5 i,
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NgInXRAEIVERRNE
-ﬁgmﬁﬁiﬂ\Wﬂﬁﬂﬁﬁﬁﬁ/%ﬁﬁﬁ%%%@%%%ﬁ%ﬁ%ﬁ%ﬁ@

=]

W

= R
SEIEE— T ERmERET, NS RIERERIREIIE SN AERENAIMUE RS HE TR, WR%
T RIEERMEZIR (FAmax falsiREERERMBOREL) , NINGIndGEIRCHKMORE, BE—RATE
(Hfail_timeoutiREEREMER) ATABEERXRBEK, HEEKF—PRubiRSET <,
ANEREMAIFTE Mub RS 2e T REREREM, NiREIEEFimNginxE M AYEIRIES.
IREENERE, NG IRIEE Pims RN MGiksS s T =, RENEINNBEARC TR
= R
Nginx=EERERO RS GRS 2E T =, BITRIRNERE TIRIC,

g
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554 #BAHNginiIZ 2

L1 FFENginxEARE Lz
L2 BB HIEEERE
3. FDDOSKT

S84 BSQLEAN
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o
v

ap TR / BRIEE S,

#SLHINGINXAIR S IS IR TR R S B B X4
#HERVIiTEdREnginx.conflitEX {4,

BeE 4 /etc/nginx/nginx.conf
#nginx. confleBENHAETRE, KD NERSRSEEEXHIAS
server {

#{iriwm[ 280
listen 80 default_server;
listen [:]:80 default_server;

#R T HRRIT LRI T EB D IR NMER

H#ENRESRAMRE, /statusFHriplaigR, JEITEN.
location /status {
#ERNGINXEARREEE
stub_status;
}
#7977 HERTS LA MIRR T B 1R ER
}

#ECE TS, EMRARENHEEER,
#{EFsystemctl reloaddp S EHEH ANGInNXBELE X {4
[root@Project-04-Task-01 ~]# systemctl reload nginx




X 10.10.2.106/status x

<« [cIRny |®@ & 10.102.106/status
|Active connections: 1 |

server accepts handled requests
4 4 18
|Reading: O“Writing: 1“Waiting: M

87 300%  eee 1Y N @O & =

Active connections ZBIE FumEREEl
Server accepts handled requests
MR BERIEFimERSET
F2EE: SIENEFimERDE
FEINEUE: B ImERKEEL
Reading NginXIETEIEEUEKE BRI RNEREL
Writing  NginxXiEima 5 [E1% Fimb) S Bz El
Waiting ZHBIEEE RN NE FimERE

= VM-Proje




o
v

ap TR / BRIEE S,

#1@iIngx_http_access_modul et RSLILIRARSS 1AL TS TER .
#IRRSZRANAISEEIRENWEMN, BRT.
#ZEIFRTRAEIE)

#FIFIPHBIETE10.10.2.1/245BEIIAIENIA T

#E Vi T B4RiEnginx.confSU4 LI B ERRE,

BeEX 4. /etc/nginx/nginx.conf
#nginx.confll ENHRBRE, S NERS Wi aEEREIEXIAE
server {

#{rim 980
listen 80 default_server;
listen [::]:80 default_server;

#9T HERTS ELLE R T BRI ER

HRESRIERIRE

location / {
HRETAERE R EITE XAIMuEARSS284H oad1H
proxy pass http://load1;
HEIRZITAIMNIR 555 E
allow 10.10.2.1/24;
deny all;

}

#9 TR LR TR IRMER

)

H#RERNRE, EMERARESXUHERER,
- #{FEAsystemct! reloadap S EHEANGINXELE S5
. [root@Project-04-Task-01 ~]# systemctl reload nginx




#1B1Ingx_http_limit_req_module, ngx_http_limit_conn_modulet&ik
#RIREIEMIBERE. BN IPRIFARBERELIHDDOSK T,
#IRBIERNBREIREIIEAMA

# (1) PBREEIERE4 (2) DEIOMBREFEFHERIE

# (3) RIFBIIRERRFIIBEREFZT2D (4) BEANERKAHEDRLIE
#IRHIBNPRIFAIBREISD

Vi T B4RiBnginx.conflg & ST SEIIBHDDO S,

~No vk w =

o
v

8. BLEMf: /etc/nginx/nginx.conf
9. #nginx.confEEBEMHABTRZE, AP NERSHODOSKEEEEXNAE
0. #EMXIGETRAone, BKRRF A4 MEKR, FHoEIOMEEF
- 11 limit req zone $binary remote addr zone=one:10m rate=4r/s;

G2 IER / BRMES S o PR HRaddr, S EIOMPYE
13 limit_conn_zone $binary remote addr zone=addr:10m;
14. server {
5. #HualmizOA80
6. listen 80 default_server;
7. listen [::]:80 default_server; ;
8. #REIE—REIP, FABRAEEBISA
9. limit_conn addr 5;
20, #HREEEKRE
21 location /{

22. BRI REIE X AIMuEARSS 2548 0ad 1+
23. proxy_pass http://load];
24. #AfToneIRERIRE], FIREBIIRERFIFNSREAZ T2, BHANER T ERLIE

25. limit_req zone=one burst=2 nodelay;
26. HEERIRITRIMNIR BB E

27. deny 10.10.2.116;

28. allow all; }

29. )

0. #EcETMSE, BRHANREXHEEE.



o
v

ap TR / BRIEE S,

© ® N AW

10.

1.

#IBRE PRI RIS EEEME404RE, MMSEIEESQLEN,
#ERVIiZBmiEnginx.confBcEX S, RmERINXHEEW .

ELEH: /etc/nginx/nginx.conf
#nginx. coNfleBENHAETRE, KD NERSHSQUEANBXIIAS

server {
#{iriwm[ 280
listen 80 default_server;
listen [:]:80 default_server;

#UNRIEREZFEE SQUFHRFR, TIR[EI404RMHE
if ($query string

*

i *(/|__

|union|insert|dropltruncate|updatelfrom|grant|exec|where|select|and|or|count|chr|mid|like|iframe|script|alertjwebscan|dbappse curity|style|confirm
[innerhtmllinnertext|class).*")

12.
13.

{ return 404; }

#1977 RIS LIRS T BRI~ E R
}

- #ECETNE, EREANREXHEREE.

#{sEFBsystemct! reload@p S EFEANGInXBLE X4

. [root@Project-04-Task-01 ~]# systemctl reload nginx



o
v

ap TR / BRIEE S,

o v s W

1.

2.
13.

#{FEFEsetenforcenp S B SELinuxi&E =t genforcing
[root@Project-04-Task-01 ~]# setenforce 1
#{EHsestatusERSELINUKKESER

[root@Project-04-Task-01 ~]# sestatus

#{sEsetsebool -P httpd can_network_connectiz < FriEhttpd MLz
[root@Project-04-Task-01 ~]# setsebool -P httpd_can_network _connect 1

#FFREB IR IR MRS
[root@Project-04-Task-01 ~]# systemctl start firewalld
[root@Project-04-Task-01 ~]# systemctl status firewalld

H#IERTKEE LI TCP80IRE, FHEHIIEEEFEEEN
[root@Project-04-Task-01 ~]# firewall-cd --zone=public --add-port=80/tcp —permanent
[root@Project-04-Task-01 ~]# firewall-cmd —reload




3.{FHENginxSCI ThE Y1 3.4 NGINX Plus
NGINX Plus
= NGINX Plus2EFNGINX Open SourcetIZrImEia% . MiblRSR. NEEF
R,

= FRNGINX Open SourcehkANEHERIINEES N, MESEIRBHIEIKINEE, NFAS
G, BIIAPIHITEEMZ TRGRREES,
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3.{FHENginxSCI ThE Y1 3.4 NGINX Plus
NGINX PlusIhgEiER

n SEREREIYE,
NGINX Open Source. NGINX PlusEBRJLASCIREFHTTP, TCPFIUDPHMYAIfAESE, NGINX Plusiid il iy
& R TNGINX Open Source, BIERFARE. EETIREKE. THEEBRSAUNSEELFHIDEIRSRAS.
. XHRE BRIARASER.
NGINXERHEEMINBERIEARNBES, BEoJLINEAERRGERE, tWelfEACONI—ERoIRMHIRSS.
NGINX Plus F& 7 NGINX Open SourcefyIge, IBINT BMREFIINEE, FHLI T ENFENEFRSTIHER.
m ubfRSSES.
NGINX PlusE&RINGINX Open Sourcet8EIAIMuL IR, IFREMAIEZSFNMN. SZIFHTTPIRIUIIIRSS . I35
HTTP/ 215,
. TEEH,

TEIERINEZAORS. SZIFTLS 131X, ZEFISIERINE. IFACLHECERS . SXiFETFTAPIFIOpeniD
ConnectBIIWTBERIGIUE. TIFNGINX WAFRISIELR,

S
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3.{FHENginxSCI ThE Y1 3.4 NGINX Plus
NGINX PlusIHgetEk

. SERTMSE,
NGINX PlusE &— PLRFRYE=NGIERE O, REXBEROAEFIMTEER, BEERNEERTEEIIRITHREER.
mTRIEIR,
NGINX Open Source#s ;2 (AT EIIHT TPIRTGAEBMPARIFLVALBANS, BERIRSEFinta ME N RRRISEIIREAS,

NGINX Plusi fE T1X—IhgE, #@igApple HLSFIAdobe HDSsZFHISHEMNA (VOD) , @gRTMPLIIEFFlashrIARSS, FFEBIEN
/}lbjt'l«qszﬁ}ﬁﬁﬁ ;Hjﬁ}iéﬁﬁﬁtb‘#—f—'—o

Compare Versions
m Nttps://www.nginx.com/products

WREPEA RS / Bobel / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



D
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https://www.nginx.com/products/

EN v F5Sites v

Q Search Contact F5 NGINX v

m NGINX Solutions & Products v Resources v Blog v Support v Partners v  Get F5 NGINX v

An Architecture For Modern Applications

F5 NGINX provides a suite of products that together form the core of what organizations need to create apps and APIs with performance,
reliability, security, and scale.

Enterprise

® o - m

Free
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NGINX Open Source NGINX Unit
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Load API Content Web Application  Denial of Web Reverse App Reverse
Balancing  Gateway Cache Firewall Service Server Proxy Server Proxy
A J
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Instance Manager

% e ©
Instance ~ Configuration

Kubernetes  Open Source Lightweight Flexible &
Discovery  Management Ingress  Edition Available Mesh Portable
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API Connectivity Manager

NGINX Amplify

i a0
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IETES4 653-smc-783.mktoresp.com...

38
w
8



[ . NGINXPlus software load balan X | 4

« X @ gl conv .

5 Stes v Q, Seaich tact F5 NGINX v

NGINX > Products > NGINX Plus

F5 NGINX Plus

The software load balancer, reverse proxy, web server, & content cache with the
enterprise features and support you expect.

Try NGINX Plus

If You Like NGINX, You'll Love NGINX Plus

Modern app infrastructure and dev teams love NGINX Plus. More than just the fastest web server around, NGINX Plus brings you everything you
love about NGINX Open Source, adding enterprise-grade features like high availability. active health checks, DNS system discov

ry. session
persistence, and a RESTful API. NGINX Plus is a cloud-native, easy-to-use reverse proxy, load balancer, and API gateway. Whether you need to
ntegrate advanced monitoring, strengthen security controls, or orchestrate Kubernetes containers, NGINX Plus delivers with the five-star support
you expect from NGINX

[ o rre

NGINX Plus ADD SECURITY

CEE s

Web Server / Kubernetes API Load Content rtegratior
Reverse Proxy  Ingress Controller Gateway Balancer Delivery Network

IETESHE 653-smc-783.mktores...



NX  Solutions & Products ~ Resources v Blog v Suppert v  Partners v Get F5 NGINX v

How to Use NGINX Plus

Enterprise-Grade Features

Connecrions
2.193.151.235

asssn
e 14 1h 55m

Advanced Security
Best-of-Breed Support .. . . 5 = TeRiLDR

Load Balancer

Traffic

AP| Gateway e s o
Reverse Proxy

F5 Device ID+

NGINX Plus provides scalable and reliable high availability along with monitering to support debugging and
diagnosing complex application architectures. Active health checks proactively poll upstream server status to
get ahead of issues, and the integrated live activity monitoring dashboard provides a single-pane view of your
app environment. The NGINX Plus API enables integration with your existing tools, optimizing resources and

reducing tool sprawl.
Resources

+ Product Page: High Availability —>

 Product Page: Live Activity Monitoring >

+ Product Page: Dynamic Modules —»

+ Solution Brief: Sizing Guide for Deploying NGINX Plus on Bare Metal Servers —

@ Chat with Codey
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EitREE — BitERE

Client
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4{% : Apacheggf)ane bﬁt— :j_';]@gj- 4.13\iRApache Proxy
Apachebx T BJ LASCERNub RSS2, M a] LABIE mod proxy R RsSCE i a1
H&QO
ApacheLLmod proxy;&)u)ilﬁﬁﬂiz BEweE. SURM. Ry

Lro
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41% - Apacheggf)ane b’l}l\t— :ig?%j' 4.11\iRApache Proxy

ApachesLi sz [ CEF I R RGBT EZIRRIN T,
= mod_proxy: SFFEZMEMMANTCIE, STHFRIEaNER4-0-1-7,

# 4-0-1 mod_proxy BiHe s Frbhist

i PN 27

AJP13 (Apache JServe Protocol version 1.3) mod_proxy_ajp
CONNECT (HiF ssL) mod_proxy_connect
FastCGl mod_proxy_fcgi

ftp mod_proxy_ftp
HTTP/0.9, HTTP/1.0, and HTTP/1.1 mod_proxy_http
SCGI mod_proxy_scgi

WS and WSS (Web-sockets) mod_proxy_wstunnel
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41% - Apacheggf)ane b’l}l\t— ;ig?%j' 4.11\iRApache Proxy

ApacheSLEf [ CIEA R Y E PR A E 2R T,
= mod proxy: AFZFMYAYTCIE,
= mod_proxy_balancer: 1eHRaEIYE, IFRIMMNEZRE: HTTP. FTP. AJP13,

WebSocketZ,

= mod proxy balancer K 5 AR R HF W H B EXZE B, M =2 K IT R R
mod Ibmethod byrequests mod Ibmethod bytraffic .
mod Ibmethod bybusyness., mod_ Ibmethod heartbeat}mﬁi’“’“,%

= mod_proxy hcheck : IRERBEHNE T IR E, LERFTEZKM

mod:vvatchdogd‘%ﬂ%ﬂ%ﬁiﬂ’]ﬁlﬁﬂo

m ApacheSLIlz [ CER{NfERIMod_proxyBIA],
= ApachesCHI GBS NERIEAmod_proxy, mod_proxy_ balancer]fzz/'\
PRAEIYERERI,
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4.2 {E555

{£555: {ERApache ProxysCEN A ITE

* 4-5-1 55 as k&

AL AR Ak %5 2 FR fFHi
VM-Project-04-Task-04-10.10.2.109 R EE AR %5 45-Apache SER R ik 2 1) A O TR S AR 5 1 i
VM-Project-04-Task-02-172.16.0.1 P 3 il 55 - P4 3= RAT P AR R s Ll 5
VM-Project-04-Task-03-172.16.0.2 94 5 55 - P -2 K A P B R i ol 4%

K 4-5-2 IS IRSS 28 - P9 -l st R
st 4 R %5 3= i H 3¢ iy [ Hicht 3 L
Site-Clone-1 | M 55 as-A -1 | ~var/www/html | hitp://172.16.0.1 | Site-Clone-1: http://172.16.0.1
Site-Clone-2 | Mt 55 a5-A1#-2 | ivar/www/html | http://172.16.0.2 | Site-Clone-2: http://172.16.0.2
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VM-Project-04-Task-04-10.10.2.109
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CPU: 1 i 1 L
LS 10GB
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W& 1 i, W 2 B

FHl%4: Project-04-Task-04
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IP Hiiht: 10.10.2.109
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1. #fEApache ProxyfRS3 88 HiR(E 76
2. #@dApacheImod_proxy. mod_proxy _balancer, mod_Ilbmethod_byrequestst&HRCHL A&,

3. #HEAVIiTERIEApachefdhttpd.confBRE 344,

4. BEEMN{H: /etc/httpd/conf/httpd.conf

5. #httpd.confleBENHARTR S, AEADNERSREIERLEBXNNE

6. #BEc&Apache mod_proxyZIEFRAKRECIE, LIREIIE SR AHMIEIRSS .
7

8

9

o
v

. ProxyRequests Off
- FENREIE MRS FREETR. WIGRSIMUHER. NEER
. <Proxy balancer://load2>

0. BalancerMember http://172.16.0.1:80 loadfactor=1

- 1. BalancerMember http://172.16.0.2:80 loadfactor=3
ﬁ%*gﬁ / ?7“'%1?% | = 12. </Proxy>

B #EMRIBHABRE R EIIE MRS 25 Hl0ad2
14. ProxyPass / balancer://load2

5. #ECETTAE, EMRAREXHEEERL

6. [root@Project-04-Task-04 ~]# systemctl reload httpd ;
7. # KA K EEZ 2R

18. #{FEHsystemct! stopap K FBE KIS

19. [root@Project-04-Task-04 ~]# systemctl stop firewalld
20. #{Efsetenforcemn G SELInUXIRE Japermissivet& T,
21. [root@Project-04-Task-04 ~]# setenforce 0
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#TEApache ProxyfR55 38 HIRIE
#Apachel@i¥mod_status. mod_proxy_balancert& RS a3 IEE I TIRSFIMERERISCRT e,
#F Vi T B4RigApachefhttpd.confBe & 314,

BB /etc/httpd/conf/httpd.conf
#httpd.confle EXHARBERZ, AEDINERESHEREIGETHIEEXNAE
#ECE M LA A I IE SR IR A IR 1R
<Location "/Ib-status">
HRETNHTER
proxypass !
HR B I E R
SetHandler balancer-manager
</Location>

- #ECESeAlfR, EMEAREXMHMEREE.

[root@Project-04-Task-04 ~]# systemctl reload httpd




Balancer Manager *

<« c © £ 10.10.2.108/h-status

Load Balancer Manager for 10.10.2.109

Serwer Version: &pachef2.4 37 (centos)

Serwer Built: Dec 23 2019 20:45:34

Balancer changes will NOT be persisted on restart.
Balancers are mherited from main server.

#* 4-5-4 Walsfs Bk

ProxyPass settings are mhented from main server. e FEA ThiE
1 Server Version P 3% Al 55 a5 2 ATh A (5 2
LoadBalancer Status for balancer:/load2 [p85af8949 load2] o Server Built BB %5 52 61| 3 6 ]
MaxMembers StickySession DisableFailover Timeout FailoverAttempts e 3 MaxMembers fEAEY AR AERFERIE
2 [2 Used] (2Tone) Off 0 1 byred StickySession HtreiEin8iEa
Worker URL. Route RouteRedir Factor Set Status Elected Busy Load To 5 DisableFailover SRR
hittp:#172.16.0.1 1.00 ;0 Init Ok, 251 0 -200 46E] 6 Timeout Bt i ]
hitp:f172.16.0.2 300 00 ImtQk 750 0200 137H
7 FailoverAttempts PR R iR R
8 | Method ES B
9 | Path A B R A
10 | Active TR
11 | Worker URL TR e
12 | Route WEBHEE
13 | Route Redirect 4 L SE [a) ik
14 | Factor THHRERGE




Balancer Manager

< c

© £ 10.10.2.108/h-status

Load Balancer Manager for 10.10.2.109

Serwer Version: &pachef2.4 37 (centos)

Serwer Built: Dec 23 2019 20:45:34

Balancer changes will NOT be persisted on restart.
Balancers are mherited from main server.

#*4-5-4 WG ERME

ProxyPass settings are inherited from main server. =E TE4 Ihik
15 | Set BWEAESET SRS

LoadBalancer Status for balancer:/load2 [p85af8949 load2] 16 | Status TR SR

MMaxMembers StickySession DisableFailover Timeout FailoverAttempts Me| 17 Elected ] %19 S R B SR A

2(20sed] | (one) o & 1 PYES 18 | Busy e A T RO R Y
Worker URL. Route RouteRedir Factor Set Status Elected Busy Load To| 19 Load ZAT R A

httpA172.16.0.1 100 00 IntOk 251 0 200 46K 20 | To T S [ 2 S

hitpAf172.16.0.2 300 00 Imt Ok 750 0 ;200 137K
21 | From AT R B TR
22 | HC Method ik HER A ALt
23 | HC Interval ik A 2 ] 18]
24 | Passes I E T R R L BAE R 1
25 | Fails KBS TIROL B UL BOAE N 1
26 | HCuri B (5 B PRI E] Worker URL LABEFT (g HERS £
27 | HC Expr FakX AR, BT Rk RS




4 [sEFHApacheECIWeb T E I & 4.3 Apache RERIHEEA
ApachesCElfa#itd9, TEGLANUME LSS

m Dyrequests:
REBIBSOREHITREINE, RRERFIIGIRIN, BUAERIZIR
m Dbytraffic:
IRERIB R F T EH TR EIYE
m bybusyness:
REBRICERERHITRENE, SEDESERBEREIITR
m heartbeat:

T;z;’/n;ruggmg BT EISE, Apache 23R ZIERAT TIFAIAEHIIOERT,, BF LM
JFRRYIR

Y
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