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1.FTPIRSS 28 11 FTPRYRARIE

FTPE38E it (File Transfer Protocol)
» BT TCP/IPHFERI—3EBS

s TEFOSHCEEENNBE. ®TREISIEER
 EHROSH21, FiRBEEROS820

FTPBFEFISUFRIN EE ), RinternetSEHEXIEM, BinRiRs3XH
RIt=1E, REIFERERTETE, EFEETERNAFERNT RS
EXEE.

» FIPSHSISIREAIES, REBESEIM LIRIIRS
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1.FTPRS3 28 1.1 FIPAg R AR

FEAFTPIRSHFEHEIZFTPIRS B ENNB PRI OSHTESR, TriE
FH EFREENAINIRE, eI LAERFTPIRS SHRIAIIRSS.
AEEMPE—E2FTPIRSET'ER (anonymous) "RY, BIERZFTPIRSS
n EZFTPIRSHREHNRANRIBH G TEHERS, FEKRBRUIRIZFTPIRS
S=RVECEMAR.
n EZFTPIRS RGN EERPEM.
BRaREH%ABRSE: anonymous
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1.FTPIRSS 28 11 FTPRYRARIE
FTPSZIFZ M ERm ST, XU BEHFTPREFIAE,
B XASL:

EXAEEENT, HERHHTEE, TRAIMONFERIERGNOZE, 817,
ERTEHTIOE, BEBANMEENBRENAIHE.

Qi ly ST v
ETRSIEE T, REXHEURE, LERIBIIELRFIRAY, ZERH A
T ETRYEL.
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1.FTPRS3 28 1.1 FIPAg R AR

FTPRO TR0 ommfd:
s Bz{1: Standard (tB9PORT, FapiE=l)
FTPRE iR AIXPORT S EIFTPIRSS 2 TIR OFHIA,

m B2 Passive (tB9PASV, #Hani&E=l)
FTPRYZE Pk AXPASVas S EIFTPARSS 88t Tim [ AfATA.

o ¥
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1.FTPIRSS 28 11 FTPRYRARIE

FTP: Standardig=(

 FIPEPISELEEEMFTPIRSRIITCP MmOk, BT MNBEEEFIEE
ERFPENEBRTER, ERNNEERI USRI REZBEIREN, B
IRBEYL R — NIRRT IR (XBB/RRE, iw0SE10245655352/8) |, &ix
PORTArLEIFTPARSS R, "&HR'IRSEE, B mRAFMEFFris.

n FTPIRSBEBWEIPORTEoNER S NinASE, IRSRMITCP 20imOFIE P in
HEROI% IERE,

s EFEERT, FTPIRSZRMNE P imid Ey — 1 FTiEE TR,
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1.FTPRS3 28 1.1 FIPAg R AR

FTP: Standardi&=( _
&

Port A ¢ 7 o AAGEIEBL Pport 21

Port A

~ g
g Ot
M"'ﬁjgﬁﬂ

" Bport 21
_{port 20

port B 4
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1.FTPIRSS 28 11 FTPRYRARIE

FTP: Passivet&t;

n FTPERFIREZRIFTPIRSSEAITCP 2ig, KXAFPIFERHITES, B
NEERR BRI R E SR, KEPASVESEIFTPIRS S,

n RE[BEAMPENI—MEITIHRD, ARIEFRNROSFEE, SREEE
ER RSS2 RYis i T HUEE .

 EEEER T, FEEERT— NHNFTPIRSGSBMZ inAER,

1.FTPRS3 28 1.1 FIPAg R AR

FTP: Passivet@azl

Port A ;mq—»Port 21
Port A | 5
— Vi .
e D g
&&@ww’égﬁ_%g
" Bport 21
Jo% _J,JPort 21
) i 01995
B
port A 4
Port B —__
Bl port x
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1.FTPIRSS 28 11 FTPRYRARIE

FTP: Standardtg=5PassivetEtAIX Bl
s ER A R A X B e A AN A

IEJJE%T%E@%SZS‘EEHE:: SSEEAIEFHNRO, HEIEN EREIEREPIREEIIR
B |
FEXEEE P Im R IR A RSEE, FoE REERS SRR OLAES
URIEERNE],

TR REFPIRHRENNER, FRuRHAFTPIRS LSRR

L
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1.FTPRS3 28 11 FTPHOEA R
REEAENERER, FIPIRSSEMNKS D AERBR. 1%, EEHR
=,

m SC{RFF (Real User)
FTPIRSSSSENAITFLAEAB, (RIRSAF) &R,
VSRR TPER S 2B ERET, RABMIAASXIEABAMTTARS, ZRF
LSRGt TE SR TIE, RIFTPIRSSBINEERINR,

m I5ESH (Guest)
EFEAFTPERS SN, AASAAENEN JdEEMFENRFRE— T REIKF, 2l
E—MEESHMAHE.

s EZB{ (Anonymous)

E%%FEDT SEI KA Z LA ERIGAFTPIRS 2 RRRIER, XEBFEFTPIRS
':F'/xﬁﬁ%tﬂﬁ’ﬁ BN, BRILLAEFTPIRSS s MRS R,

BFTPIRSS SR AT ERBFIAE, ® !
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1.FTPIRSSES

1.1 FTPROEARIE

s FIPEFIHER:
o fileZilla Client
o FireFTP
o NcFTP

» FTPARSSIRIES -
o WU-FTPD
o ProFTPD
o vsftpd
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FTPETClient/Server (C/S) 4543, BEEFintllkS=EMER.

Linux
VSFTR
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1.FTPiRSSES

WL fp

[i5i£]
fio [EE1] (280

(%]
-d

v
n
i
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E2

1.2 FTPX {&{&Hian
1T
BPURRLE
EfAE, TTRSE ESRSEREENSS
FURTiREEETEe
FILEMER

EUHESIRPRATERT

SRAXHEBES, ArESX GRS ER

{EEEE FTP SSMINAM, ho1EFIP SHEEMET. Hilhg
ERE, TEEHEAT () &/
wHlEsEEE R 0

EEECAAOESEIPE /) 65535

HREBERE FTP REMREIENS L ip ittt
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1.FTPIRSSES

Kttp #1Ei %]
tp AR EA S AR B K HEAI0E 63 FiR.
#6310 FleaS
s i
1 [shell ferg]] T TSR shell exit | p IFig, tst . 2p

macro-amefargs]

SRR EZ AT / Bk / 13938213680 / http://linux.xg.hac

$hATEEREX macro-name

1.2 FTPX {4 tEmans

i 0%
append L A &, MHER
file] FHITIE
asci A ascil KT
bell BT ENEL—FRTE
bin A RIS
bye Bk ip iEIAE
case AEfER moet B, R EHTHEPESRDI5FE
cd remote-dir HAFRENER
cdup. FATREHERANER

chmod mode file-name

FGEIE L fle-name AN RIRE ) mode, #1: chmod
777 s out

close

fip =i (45 open TR

o

delete remote-file

A asscil It BEERITERERT
AR I

debugldebug-value]

REMIAS, SREEERRINASRGS, M0: debup3,
iR 0: FTALH debug

dirlremote-dirjlocal-fie]

TARENER FRERTAENIN

form format FPHERTTRILE A format, 20 Tie
get i 1 remote-file &2 MEER AT HITIF
glob 58 mdelete, moet, mputlfyT kR ) AR RIHE,
FarS T80 B
hash BftHi 1024 54, BT hashiF8 ()
helplema] T P PGPS cmAGISIENES . £0: help get
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1.FTPiRSSES

itp $EH21
fip % B S AHETT R KBRS 6-3 O .
%63 1tp WfFws
s HE
image HE# bR (A biny
led[dir] HERT FARIMAE dr

1.2 FTPZ#4f&%sn

Islremote-dirlflocal-file]

RTnA2 BT remote-dir. FIFALIMHF local-file

macdef macro-name

FEX 1 BF| macdel FRIZ{IH, EEXER

meletelremote-file]

i

mdir remote-files locak-ile

5 dirzkitl, {BE1ERES MTESTH 40 : mdir . 0. % zipoutfile

mget remote-files

ST

mkdir dir-name

TEHEENAR-BR

mis remote-file local-file

[ niist: {BEHEES P TIHE

mode{modename] FRE IR IRE A modename, B stream T
S -
mputlocakfile fE2) i
newer file-name o AR

0 MERETH

niistiremote-dirjliocal-fie]

BT EHLERAT AR T AEHEEA localfle

%E SRR ik
#is f0: nmap 51+ 2. $3[51, 52 [52, $3], MUEHILF &l

AN/
mefT

FTP

BRI

nmap[inpattemn
outpattern] 82, a3fi, HEINal, a2- EELHBIEMTEEENAE
UNDX AR
B 0 ntrans 1R, MITHHE LLL B
RRR
open hostiport] e i al
passive HOED A
prompt #ES1 T
TERBRIESSR. MR &S, EESRTPERRT bk Q
proxy ftp-cmd - B IR S AR B fo@d 15 open. B
B2 AR EENER

5Txuew

cn/ http://www
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[itp #EF&21
fip # FRIRES S HBATI R HRBANE 6-3 Fimo

% 6.3 tp FfFwrd
sl A

1.FTPIRSSES e e 12 FIPA DS

quote argl: arg2 .y HEIFFEEME fip BFER 4 quote syst
reget remote-filellocal-

el 20F gets (B locakfile 7FiE: M bR EHRditEE
thelplcmd-name] : NN
&
Ap<~

rstatus{file-name] EREEEE, Tt F - EMBTIRS

17
renameffromi[to] i ]
reset ISR F I P

restart marker MEFERT marker 2, S A gel 3 put, #1: restart 130

e geaame e E PRI

nunigue izi‘zélzﬁig?f‘!iﬁﬁﬁ‘v BT WEEZHENESR . 10
sendport & PORT && MR

site argls arg2..\ BB SITE HSE7EERTE o EH

size file-name SREEENI A, i: sie ide 7200
status BRNE IS
stuctfstructname] | FERERREEIIEE structname,  FAEIER stream 49

sunique BT EIFEEENR— (5 unique R

system e

tenex HIEPHERIZENRE A TENEX

tick HEERHEF TS

trace HEEIRE

B EIAFEHIZSE type-name, B30 ascil, f0type binary,

petopenamel | RIS
skinewmask] umask BF 4 newmasks #0: umask 3 {3
user user- EEEENEAEEMEH, FEOSH. BREHAOS, iN: user

name{password]laccount] | anonymous my@email
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1.FTPiRSSES 13 fERVsfpdia R TPIRSS

vsftpd (very secure FTP daemon, IEELZEAIFTPFIRHEIE) BLINuxES T~
gﬁﬁiﬁﬁgﬂﬁﬁ%éﬁﬂi, BEszeM., TERE. RIFAERGEIE. N5
L IREVYF %,
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1.FTPIRSS 28 13 EvsfpdiSRFTPIRSS

vsftpdEZE 4. SR REE=1"T1EEEERIFEN,
w vsftpdiRHERYFEINEE
EMIPIRE. EIAF. Standalone, inetdiR/E&E=
BAMNEBFIRERNI NGRS,
s AREHHE
vstpd WJRIB EIE#NTWU-FTP, ProFTP, BSD-FTPEAZHFTPIRS SBIIZEMRE, &
BZeRmBABRR T B RN, Feea3utt Bl i B nEBIRS K.
= FERVstpdENE S MuLFTPERSE 2SI A BFIHIAE
RedHat, SuSE. Debian. GNU. GNOME. KDE, Gimp. OpenBSD%,

WRREAARS / frbek /139382

30 / http://linux.xg.hactcm.edu.cn / http://www.
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1. FI'PHE%%% 1.3 (EMvsftpdiaRFTPIRSS
& 6-4 vsftpd $ePHYrE R B R HIERT
i HEA
Jusr/shinfvsftpd vsfipd $7FHIEIERF
Jeteivsfipd vsfipd {HHIE R
Jetchvsftpdivsftpd.conf vsfipd ¥R EEE
fetc/pam.divsTipd ET PAM I vsfipd 3 HFAGIEERE 2

Jete/re.diinit divsfipd vsfipd $riHA SR, thEILL#MA service TR BN
fusrishare/docivsipd-x 3 x vaftpd $ri A iR
Hustifp EHAR vsfipd I S BEF
letcivsftpdiftppusers BEART vsfipd $ofHRY R e
Jetcivsfipdiuser_list EME AR ER R EEMEE
Jetcllogrotate.divsfipd Skt syt

51xueweb.cn
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1.FTPHR

&

1.3 EEAvsitpdiaRRFTPARSS

SAREREZS RS / ety / 13938213680 / http://linux.x

Jete/re. d/init. d/vsftpd

m
&

PAMIASE: Jetc/pam d/vsfipd

o,
<4

-4

b

hactcm.edu.cn / http://www.5Ixueweb.cn

21
#* 7-1-1 vsftpd.conf i & 5t 0]
[ EL]
anonymous_enable=NO RBRVFEA U FTP
local_enable=YES AT IVF AL PR
write_enable=YES REFREGS
local_umask=022 A P ERA umask 022
anon_upload_enable=YES RSV A LA
anon_mkdir_write_enable=YES RERAVESGEA R
dirmessage_enable=YES RBERFENEAN B R
xferlog_enable=YES RAREA LSRN A SR
connect_from_port_20=YES B IRBMERERR A0 20
chown_uploads=YES R VS bt ot iR
chown_username=whoever BE SRR LSRR . whoever F R ERTA
xferlog_file=/varflog/xferiog WE LR T E N A A
xferlog_std_format=YES T LR xferlog fiE=liEa H AL
idle_session_timeout=600 pactreaignisl TiE] Eiafia)
data_connection_timeout=120 B HURE R B[R]
async_abor_enable=YES AETAB)SF D abor iR oy
L
22
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% 7-1-1 vsitpd.conf & B 159

FLEIR

U

ascii_upload_enable=YES

AT LLASCH T RS

ascii_download_enable=YES

AT LA ASCI 7730 T A

ftpd_banner=Welcome to blah FTP service

BRFTP A 2RMN0ER

deny_email_enable=YES

%I Email 4 5

banned_email_file=/etc/vsftpd/banned_emails

i Email B4 530

chroot_local_user=YES

RGP e AR

chroot_list_enable=YES

LT PR E BRI B

chroot_list_file=/etcivsftpd/chroot_list

B PRAITE A SR AR P 6 ot

Is_recurse_enable=YES

ARV P EAE AR

listen=NO

FEE UV vsftpd A% HEAT IPv4 B 0

listen_ipv6=YES

ST AT vsitpd AR HEUE IPV6 B H

pam_service_name=vsftpd

BB PAM SMEBHRUL I UAE IR S Tl A AL B iR 45, B
Jetcipam.divsftpd 3 fF

userlist_enable=YES

REEE user_list FAR IR FIZE R FTP IR%

23

FTP

24
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1.FTPIRSS 28 142551

E551: ERFTPHRLATILIDFTPRIRIRSS

1£552: {ERvsftpdiZigEZFTPIRSS

£553: MgV ABBFTPIZAARSS
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1.FTPRS3 28 144251

{£551: ERFTPHELSITAIEFTPRIRIRS

SE: REfpE iR
SE2: EAftpEmSBHESFTPRS

TH3: ENftp@ S TRER
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1E551: FRFTPIHTIHEFTPRIERS
= (S8R
CentOS Lf#Bftpadipa BEXMNEZFTPIRS

—
ftp://ftp.sjtu.edu.cn
7' s ftp://ftp.redhat.com

N

27

[root@Project-07-Task-01 ~]# yum install -y ftp

3. [root@Project-07-Task-01 ~]# ftp
n\\ 4. ftp> open ftp.redhat.com
5. Connected to ftp.redhat.com (209.132.183.61).
' 6. 220 Red Hat FTP server ready. All transfers are logged. (FTP) [no EPSV]
7. Name (ftp.redhat.com:root): anonymous
8 331 Please specify the password.
Password
230 Login successful.
Remote system type is UNIX.
ST ‘\] #;ng‘t:mary mode to transfer files.
14 227 Entering Passive Mode (209,132,183,61,123,106)
15. 150 Here comes the directory listing.
B Irwxrwxrwx  1ftp ftp 1Dec19 2009 pub -> .
drwxr-xr-x 34 ftp  ftp 4096 Apr 17 11:46 redhat
18 drwxr-xr-x  3ftp  ftp 4096 Sep 10 2019 suse
19. 226 Directory send OK.
ftp> cd pub
21. 250 Directory successfully changed
22. ftp>Is

220

28



1. HPEE%%% 1.5 {F552

{£552: {FRvsftpdZiGEZFTPIRSS

£33 BEFTPRSSHNRSNFEE

SH4: BEFTPASHTIRS M

SBS: JEidFileZilla ClientliEFTPARSS
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1552 fAvsitpdZZEZFTPIRS
= S ER:
o @idvsftpdiZREGFTPIRSS

—
o STRFTPIRS SRR SR E
7" o TEAMEN DE@SFileZilla ClientUiKFTPRSS

30
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1. [root@Project-07-Task-01 ~]# yum install -y vsftpd
[root@Project-07-Task-01 ~]# systemctl start vsftpd
[root@Project-07-Task-01 ~]# systemctl enable vsftpd
[root@Project-07-Task-01 ~]# systemctl status vsftpd
[root@Project-07-Task-01 ~]# systemctlis-enabled vsftpd

PN
v

[root@Project-07-Task-01~]# cp /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf.bak
[root@Project-07-Task-01 ~]# vi /etc/vsftpd/vsftpd.conf

© o ~

[root@Project-07-Task-01 ~]# cat /etc/vsftpd/vsftpd.conf| grep A[*#]
anonymous_enable=YES

write_enable=YES

anon_root=/var/ftp/pub
anon_world_readable_only=YES
anon_upload_enable=YES

16. anon_mkdir_write_enable=YES

7. anon_other_write_enable=YES

18 anon_umask=077

19. dirmessage_enable=YES

20. xferlog_enable=YES

21. connect_from_port_20=YES

22 xferlog_std_format=YES

23. ftpd_banner=Welcome to linux lesson FTP service.
chroot_local_user=YES
allow_writeable_chroot=YES

26. listen=no

listen_ipv6=YES

pam_service_name=vsftpd

29. userlist_enable=YES

I

FE®O

31

[root@Project-07-Task-01 ~]# sestatus
2. [root@Project-07-Task-01 ~]# setsebool -P ftpd_anon_write on
[root@Project-07-Task-01 ~]# setsebool -P ftpd_full_access on
n\\ 4. [root@Project-07-Task-01 ~]# getsebool -a | grep ftp
5. ftpd_anon_write --> on
' 6. ftpd_connect_all_unreserved --> off
7. ftpd_connect_db --> off
8. ftpd_full_access --> on
9. ftpd_use_cifs --> off
10. ftpd_use_fusefs --> off
1. ftpd_use_nfs --> off
= = 12. ftod_use_passive_mode --> off
f5SiER / HRIESIS 3 hgpa_caﬁpjconne}{_ﬂp —> off
14 httpd_enable_ftp_server --> off
5. tftp_anon_write --> off
16, tftp_home_dir --> off

19. [root@Project-07-Task-01 ~]# systemctl status firewalld

20. [root@Project-07-Task-01 ~]# systemctl is-enabled firewalld

[root@Project-07-Task-01 ~]# firewall-cmd --permanent --zone=public --add-service=ftp
22 [root@Project-07-Task-01 ~]# firewall-cmd --reload

[root@Project-07-Task-01 ~]# firewall-cmd --zone=public --list-all

25 [root@Project-07-Task-01~]# systemctl restart vsftpd

32



1.FTPIRSSES

1.6 {533

£553: 1RV AERFTPIIRSS

SEI: DENYSHESR

S8 LAkvsftpd
T3 {ERpamEEKH
SR BRERSHERLREE

SES: WiFTPARSS

SRgRER AT / Feke / 13938213680 / http:/linux.xg.hactcm.edu.cn / http://www.51xueweb.cn

33

11553 1R ARERFTPI 4RSS
= (I8
o A AERFTPIA RS HI S =MK
o SeARFTPSAARSHIZRE
0 SERRFTPIZHARSSHIMIE

34
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I T T N

R AT R ENIHRE, SE2EERFTPIERS.
1TBER. ®ITEB. FFARREIMIRS
IR SIHE, BOABFENEIES
FrEKSEEZ(NEEEHaAEN JBR, BEGIEEHR
REAHKS, (NAFZRATERE)
2 IFEAKSIHE
FRIRTEEE

@ %@AﬁBﬂ@Uiﬁi'—ﬁmﬁ%

@ FRPAMHEITKSE

GECECRCHC)

1TELED admin =5 Jvar/ftp/admin

RITER design =5 /var/ftp/design

FFRED develop =5 /var/ftp/develop
nH public HisE /var/ftp/public

35

55 18R / RIEE IS,

#Z % vsftpd,pam

yum -y install vsftpd pam pam-*
#EEvsitpdBBRS TS S50
systemctl start vsftpd

5. systemctl enable vsftpd
systemctl is-enabled vsftpd

#OIEFTPRRSAFFIER R
8. mkdir -p /var/ftp/admin
mkdir -p /var/ftp/admin/adminfolder1
mkdir -p /var/ftp/admin/adminfolder2
mkdir -p /var/ftp/design
mkdir -p /var/ftp/design/designfolderl
mkdir -p /var/ftp/design/designfolder2
mkdir -p /var/ftp/develop
mkdir -p /var/ftp/develop/developfolderl
mkdir -p /var/ftp/develop/developfolder2
mkdir -p /var/ftp/public
mkdir -p /var/ftp/public/publicfolder1
mkdir -p /var/ftp/public/publicfolder2
chown -R ftp:ftp /var/ftp
chmod -R 755 /var/ftp
chmod -R 777 /var/ftp/admin/adminfolder1
chmod -R 777 /var/ftp/admin/adminfolder2
chmod -R 777 /var/ftp/design/designfoldert
chmod -R 777 /var/ftp/design/designfolder2
26. chmod -R 777 fvar/ftp/develop/developfolder1
chmod -R 777 /var/ftp/develop/developfolder2
28. chmod -R 777 /var/ftp/public/publicfolder1
29. chmod -R 777 /var/ftp/public/publicfolder2
). Is -l pvar/ftp/

36

18



©oo N AW

H#ERBERIMKSFS

cat > /etc/vsftpd/vuser_passwd.conf << EOF
admin

adminpwd

design

designpwd

develop

developpwd

public

0. publicowd

EOF

FEAR IS R BRI ARSI

db_load -T -t hash -f /etc/vsftpd/vuser_passwd.conf /etc/vsftpd/vuser_passwd.db
echo "Ik SBUEE5ER

#EeBvsftpdiIpam, 7ESZfFIENauthflaccount®e &
sed -ir 's/"/#/g' /etc/pam.d/vsftpd

7. echo-n'

auth required /lib64/security/pam_userdb.so db=/etc/vsftpd/vuser_passwd
account required /lib64/security/pam_userdb.so db=/etc/vsftpd/vuser_passwd
' >> fetc/pam.d/vsftpd

echo "PAMECE TSR

#OIEBT FTPEISIRS R ER SRR, HELZBREIRERS

23 userdel -rf vsftpd

useradd -g ftp -d /home/vsftpd -s /sbin/nologin vsftpd

25 echo "FTPERSS SRANRIERANKS Q=R IS vsftpd”

#33vsftod BB B TED
mv -b /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf.anon.bak
echo "&fpvsftpd RN, BiH3H9/etc/vsftpd/vsftpd.conf.anon bak”

37

#ECBvsftpdiIEE X4

rm -f /etc/vsftpd/vsftpd.conf

cat > /etc/vsftpd/vsftpd.conf < <EOF
#RRIFERIIE
anonymous_enable=NO
HREAMBFAILILE, EE: TERAENETAR, WRZREREINOIAFRBEIEFELERE
local_enable=YES

#RFSRIE

write_enable=YES

#OlIEE EAEEIHHINIREED
local_umask=022

2 #RIFEZAP LS

anon_upload_enable=NO

#ZEILESBRAEER

anon_mkdir_write_enable=NO

#HNBRITAIUER—ERENES, LB message_file=.messagesRig &
dirmessage_enable=YES

#FEAS

xferlog_enable=YES

#EEERNIROS

connect_from_port_20=YES

. HREREIE HEENEE

chown_uploads=NO

#AKRR, BEXETHERChown vsftpd.vsftpd /var/log/vsftpd.log
xferlog_file=/var/log/xferlog

#EH A

xferlog_std_format=YES

5. #3E 1 bvsftpdikSBRE, EtSvsftodsiZRzgsMnobody
9. nopriv_user=vsftpd

38
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HREZIREIERIEE

async_abor_enable=YES
HRESHFASCINERY L1
ascii_upload_enable=YES
HRESIFASCIMER Y E1E
ascii_download_enable=YES

HEMEVIE

ftpd_banner=Welcome to Linux Teach FTP service
#IREAFEDABRARIE.

0. chroot_local_user=YES

chroot_list_enable=YES
#REENABRNIBIDNAEFERSIE
chroot_list_file=/etc/vsftpd/chroot_list
#LAstandaloneZ5 2E50

listen=YES

#/etc/pam.d/ FHIvsftpd 2
pam_service_name=vsftpd
#1E/etc/vsftpd/user listRROFBFUSTREERFTP
userlist_enable=YES

). #EFREIBFIIEE

guest_enable=YES
#ELBFAURFIRYEERF, BERFAINIRERGERF
quest_username=vsftpd

4 # R vsftpd OB SRR,

virtual_use_local_privs=YES

#vsftpd_config2BR, BEFMAINHSIRIIBREvRTe 5.
user_config_dir=/etc/vsftpd/vuser_conf

EOF

echo "BIvsfipdi R EMF, FHoemEE"

39

PN
v

55 18R / RIEE IS,

5 Lo~

=

7.

#gIgchroot liStXHHBANMARE

rm -f /etc/vsftpd/chroot_list

touch /etc/vsftpd/chroot_list

echo vsftpd > /etc/vsftpd/chroot _list

echo "B IEFTPIKS 518 L% B RAEE AL

#OEE R PR E S HF RS
rm -rf /etc/vsftpd/vuser_conf

mkdir -p /etc/vsftpd/vuser_conf

cd /etc/vsftpd/vuser_conf/

#RadminFBF eI vsftpdfIE B S {4
cat > admin << EOF
local_root=/var/ftp/admin
write_enable=YES
anon_umask=022
anon_world_readable_only=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES

EOF

#fdesignFAF Bl vsftpd OB B X 14
cat > design << EOF

2. local_root=/var/ftp/design

write_enable=YES
anon_umask=022
anon_world_readable_only=NO

5. anon_upload_enable=YES

anon_mkdir_write_enable=YES
anon_other_write_enable=YES
EOF
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22

#f9developFBF B2 vsftpdiIE B {4
cat > develop << EOF
local_root=/var/ftp/develop
write_enable=YES

anon_umask=022
anon_world_readable_only=NO
anon_upload_enable=YES
anon_mkdir_write_enable=YES
anon_other_write_enable=YES

EOF

#A9publicFBFelvsftod#9ECE 1
cat > public << EOF
local_root=/var/ftp/public
write_enable=NO
anon_umask=022
anon_world_readable_only=YES
anon_upload_enable=NO
anon_mkdir_write_enable=NO
anon_other_write_enable=NO

). EOF

echo "FTPIRSIKS IR EET M, BIEKS9admin design develop public”
echo "FTPIRESMKSHIESA (KSE] + [pwd] , Flfpublicowd"

41
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1

=

#ZeMEE: SELinux Firewalld
systemctl is-enabled firewalld
firewall-cmd --permanent --zone=public --add-service=ftp
firewall-cmd --reload

echo "PIkIEEEREYY:

firewall-cmd --zone=public --list-all
echo "SELINUXFGIETTHREHA
sestatus

setsebool -P ftpd_anon_write off
setsebool -P ftpd_full_access on
echo "SELINUXS Fftpa9fa/REA:
getsebool -a | grep ftp

echo "SFEARSELINXFAFirewalldAyEE"

#EFEENvsitpdiRSS
systemctl restart vsftpd
echo "FTP Service is OK."

42
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2.NFSf5588 2.1 NFSROEEA B

NFS (Network File System) BIRIZEIRSE, fRSUNAEIF 19855 EHAY
Y, RECSBILINUXARITARYISZIFNES,
n NFSAFMZERAYIHEHIBIE TCP/IPREHZRIE, B R BII WL EARE
BIERG AR LRI EZ SR E ,
" [\LFE?]HE%%%ﬁLfFNFSRFJﬁHLmNFSHE SRRinIHZ BFES R A BHINFSE R
ifly
n FEARMNFSEFIRRINEEER, NFSIRSZRIRHE=AI B RAUMEYMERIHE S X
BR—#, hitiRErma LABBESIIRSS 28R AUSG R &R.,

)t
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2 .NFSfR55E8 2.1 NFSRUE AR

RPC (Remote Procedure Call Protocol) BlimiEIiZARIN, BTFMEEXL
HMRGZERIZL, BENFSIRESSR TENEESIF,
s BAFNFSSTHFINRERZE, AR ASARARFRARSIR, AEHNeEEE

FIZN HE’JJﬁalil;E%Eﬁu*ﬁEvo
IO EESIERNFSE i SNFSIRS S IRANEEIES, SEZIEMBRPCIRS K
BATHIE,

RPCIHAFNFSEFimSNFSIRS 2 imsIRERARTAR,

» RPCHRFERIINREFTRIEEE INFSIIREF MmO S, FRIORGE s, 1k
22 PisaT LU REE IERARGH O _E i T,

» RS EETEREINFSESETIEAE NEO, FHEERPCEM.

» RPCRIMERBEER 1R EITE FiniiiEskFiREE Fin EARmGm O, LHRPC?)E
ALDEE N HOXI R AINFSIHEE, "

JIRPED A / bl / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Ixueweb.cn
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2.NFSf5588 2.1 NFSROEEA B

NFSWREBFERPCIFERT 7 8EiR AR SS

n EEINFSZRI, UASEEEIRPC, BUINFSETEMRPCER,

= EFEEIRPCRS, ZHIFMIROSIEENEIESSIBL. EFBEHIRPC, BB
HEBNFEEFEENSE), EFETRPCEM,

» NFSEOBTUNREERRN@RPCIERR, XAERPCBE 7 MENFSIR S AIZTUNBEAI port
number, PIDFINFSTEEHNPFEIFAYIPE, Z %7 8021813 RPCHYIE DRI LEHS
SFRIAGER .

= NFSHRPC Serverfg—,

O
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2 .NFSfR55E8 2.1 NFSRUE AR

NFSERSS 2R EBHITRIFNS =, BSUREX.
NFSIRSS 2B 2/ D HEM D THFHZ

» BEEFIRHIENIR

= BIEEFIRHIRIEAIR
NFSERSS2ERILE RIS TRINGE RS DT
rpc.nfsd

rpc.mountd

rpc.lockd

rpc.statd

rpc.quotad

O
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2N FSHE%%% 2.2 NFSHOERE X 14
NFSE2RTE, REORBUACIR—LERL,
NFSARSS Frel2AYEE S ANZRA N,
pod; =21 HEA
Jusr/sbin/exportfs AT BT NFS RE RIS RS
lusrisbin/showmount AT . BT NFS RS R EANHEER
lustisbin/nisstat AT, RTHHRSRE
Jetc/export DNSEIEEEAS
Jetcfinit. dints BEREELL nis fRF
letc/init.dirpcbind Bahei{E1L rpcbind fRSS
Jetc/sysconfiginfs ROSHT
Isbin/mount.nfs HHPESET R
/sbin/mount.nfs4 HEHPEETTH R (NFSv4)
Isbin/unmount nfs EIEPERT R 7
Jsbin/unmount nfs 4 ENHPEETI R (NFSvd) Lo

SARIREA A / B / 13938213680 / http://linux.xg.hactcm.edu.cn / http:/
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2.NFSRSSEE 2.2 NFSEIREE 1
NFSIRSS R LIERAE.
‘ Jetc/init. d/nfs | rpcbind ‘
=] (=] e
EERERNH FIHER gF
(e st | s e T
k=
i #O5YH
umount. nfs Al umount. nfs4 J I
SRR E A / B / 13938213680 / http://linux.xg.hactcm.edu.cn / http W.51XUE
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2.NFSf5588 23NFSMEETE
exportfs: FIEENFSIRSZIHZAISUG RS

Lkaid 8

(iEiE]

exportfs (7] [£4]

(i)
-a SHTIBRFAER
d FREnsE
-a JEE SN rw, async, root squash)
- BEE/etc/exports #l/etc/exports.d BR TR

-r BfAENER
STREFN SHNER &R

BRAEER
€20
HEXRR BT NS BERATHER, Rifirti'/home/directory”

S + BB+ AT+ 5

©
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2 .NFSfR55E8 23 NFSHEETR

nfsstat: BENFSER IR 2RANHES5ETIE!

WLVER:
(5]
nfsstat (BEHR)

(%@
< WETREF
- NFS $£;
-2/3/4 B NFS R 2/3/4 RS
-m ENER NFS XHRFNS
« Pe kA
o STEELNIEES

-l LAFI R CRTE

DS+ B+ B+ 55
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2.NFSAR55E8

23 NFSHEIETE

showmount: &8 "mountd"sFiFH 2, BRNFSIRSEBHE=

RIRRIHEER.,

[=]1=2EN
LR

6529

showmount [EI)

€200

- Lk hostdir AR BTGP INEMERABR
~-no-headers RS
SAREREZS RS / bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn
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=] Hes
2 .NFSfR55E8 24 NFSHit=S%
# 7-3-1 NFS RLE S S8R B %
BH U]
w (read-write) AIEEEFAAESHIR
ro (read-only> AR A S AE RERUR
sync [EEZERNE e I PN P D CL RS PN v
async SEEA, HIRES AN, E MRS ARG
root_squash ¥ root f1F R BRI NE A AL P s P AL CRRUGRED
no_root_squash 5 root_squash ZXh e 2
all_squash FOTRYT R B ATE EIE A P R R A M A 2 R e
SARIFREAE / B / 13938213680 / http://linux.xg.hactem.edu.cn / http://www.5Ixueweb.cn
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2.NFSAR55E8

2.4 NFSHIH=S%

#7-3-1 NFS BB SRR A&

ZH

i

no_all_squash

L4 all_squash Z¥shie il fir (BRILIEED

anonuid

FRLREVI AT R P RAEAE B R P, IR R P f A P uID

anongid

TRV R ATE A P AW AE SR A, R ZE S R AR A
FF4 GID

secure

[ 7 o L HE M T 1024 () TCPAP 3 L34 NFS iS5 a8 CBRIVIZED

insecure

FUVFE PR AT 1024 {) TCPAP S LIRS 2%

subtree_check

A TR T HR, NFS B4 2k A A H R IR

no_subtree_check

Fif AR T HS, NFS REEH AT B AR

SRR EZ RS / FEhety / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn
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2.NFSfR5528

25154

AR = ERSS

3 AR LI =T ARSE SR

$H3: EENFSIRSRSENRS
84 FEWindows LEEFRRIEHEFEIRS
SBS: fELinux EEEAMEHEEFERS

SRR EZ A / B / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5xueweb.cn
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54 TIEBNINEH=FERS
= (S8R
HMEHZZER SIS 2
EPELIMMEHZFEIRS
EWindows_EisaMEE = FiEIRSS
FELinux EiSEMEHEEEFEIRS

©;
55
FRITTEF=REABNNFTER, SFWEANSSBENASERE, BRAFRTFRRLE
=,
MBEERAHMEFE, THRERRRRIAIHE,
HAFEK:
O BERABESUSNIMNEHZFHERS, TEERSSE LEASHATET
Rai AR SIFER K,
@ REBI0TBNEHEE, TUNSEEMEFHERS.
® FEMacOS. Linux, WindowsZZIRIERS,
MRRBES
@ BINFSEEMEFHERS
@ (URIFTIEERERMEANIZ S
® XIFSMRMERFIHTHEER
WS E\\
— N w
st - - - - - > (ﬁ)
7 FsEAs
@i Th af.g// -?::z
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IS

PN
v

©® o

55 18R / RIEE IS,

1

13
14

L3 ® 5

#OEATHE=NER
[root@Project-07-Task-02 ~]# mkdir /opt/WorkGroupShare
[root@Project-07-Task-02 ~]# chmod 777 /opt/WorkGroupShare

#RAENTSIRSS

[root@Project-07-Task-02 ~]# yum install -y nfs-utils rpcbind
#XInfsiRSS B TECE

[root@Project-07-Task-02 ~]# systemctl start rpcbind
[root@Project-07-Task-02 ~]# systemctl enable rpcbind
[root@Project-07-Task-02 ~]# systemctl start nfs-server
[root@Project-07-Task-02 ~]# systemctl enable nfs-server
#XINfSEATACERIA

[root@Project-07-Task-02 ~]# systemctl is-enabled rpcbind
[root@Project-07-Task-02 ~]# systemctl status rpcbind
[root@Project-07-Task-02 ~]# systemctl is-enabled nfs-server
[root@Project-07-Task-02 ~]# systemctl status nfs-server ;
#eIgEnfoitz

[root@Project-07-Task-02 ~]# echo */opt/WorkGroupShare 10.10.2.0/24(rw,root_squash,no_all_squash,sync,insecure)" >> /etc/exports
[root@Project-07-Task-02 ~]# systemctl reload nfs-server

[root@Project-07-Task-02 ~]# exportfs -rv

[root@Project-07-Task-02 ~]# showmount -e

58




#EENfSARSS BRATBAEERNSE Linux
[root@Project-07-Task-02 ~J# rpcinfo -p
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --zone=public --add-service=nfs
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --add-port=111/tcp
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --add-port=111/udp
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --add-port=2049/tcp
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --add-port=2049/udp
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --add-port=20048/tcp
[root@Project-07-Task-02 ~]# firewall-cmd --permanent --add-port=20048/udp
0. [root@Project-07-Task-02 ~]# firewall-cmd --reload
11 [root@Project-07-Task-02 ~]# firewall-cmd --zone=public --list-all

©oo N AW

[root@Project-07-Task-02 ~]# setsebool -P nfs_export_all_rw on
[root@Project-07-Task-02 ~]# setsebool -P nfs_export_all_ro on
14. [root@Project-07-Task-02 ~]# getsebool -a | grep nfs

15 #FEnfsIRSSER LifiEnfsHz, #HTIRSME

16, [root@Project-07-Task-02 ~]# mkdir /mnt/sharedisk

17. [root@Project-07-Task-02 ~]# mount -t nfs 10.10.2.126:/opt/WorkGroupShare /mnt/sharedisk
18, [root@Project-07-Task-02 ~1# cd /mnt/sharedisk

19. [root@Project-07-Task-02 sharedisk]# touch a.txt

20. [root@Project-07-Task-02 sharedisk]# Is -I

21 #EENSHERSHRS
22 [root@Project-07-Task-02 sharedisk]# cd ~
23 [root@Project-07-Task-02 ~]# nfsstat
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FEMacOS L |n] L1766 AR 5%

61

fEWindows 10 _E i) 2 Z G5 AR 55
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3.Sambafg55s8 3.1 SambaRY T{EEIR

SambaRy 7 SEIHIR :

u Eﬂﬁ%UNIX,%z}EEPEJLXiELNFSﬂ:ﬁEﬁ*UNIX%é}EZl‘Eﬂ;&ImL%E BH=Z, HEAT
1fWindows (BIZATAIDOS) RAEATLILIMREHRE, 2T — M FEFNFSEY
SMB (Server Message Block) BIEHNY, {FEMEHRISERS. FTEMNZEATLL
SIRREE,

s AFHRAEIRBEE MBI AT, INEREBEUNIXSEWindowsHZ R FANREME,
BEARBEIFTPLHL,

®
SAREREZS RS / bty / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.51xueweb.cn
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3_Sambaﬂ|§%§§ 3.1 Sambal TFEGE
SambaHlJH MR

m 19915, KF4EAndrew Tridgwel AT RRAIXNER, BEIXNEIESNST, w5
T SambaBE R,

] ?‘*UNlX?\%J:F'ﬁHSambaH&%, BIEJ R A SMBIMY SWindows R Gt 2 [B)SEIE
R ZEEXINEE,

. Sambamﬁﬁﬁzﬁﬁﬁ%aﬁGPLaEEE’MEF, ERR T ZEUNIXSWindows Z [8l#id SMB
MHITRREZ 51115,
Andrew Tridgwell: https://en.wikipedia.org/wiki/Andrew_Tridgell
Samba: http://www.samba.org
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3.SambafR5EEE

3.1 Sambaf T1ERE

SambaZfEAEUNIXEFFIWindowsHIBERIFER, Eifit E21EZEUNIXER
FAOAEIWindowsZ&eh, AL WindowsIASEUNIXZE
= 7EWindows 98, WindowsMe, WindowsNTi&{EZRZ-hSMBBRSS{EHE137(UDP).

138(UDP) R 139(TCP)iuw .,

= EWindows 2000LAERRANAURIER G ER445(TCP)iwmH.,
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3.Sambafg55s8 3.1 SambaRY T{EEIR

SambafRFZAIRA N FEHE !
= Nmbd: #H{TNetBIOSEFREET, FHRALNSIRS BN R EERYIZE,
s Smbd: &IESambafRSR LAIHZ=EFR. FIEINZE

FRRHNE LAOHZRRHTEERARS.
HNORS RERERIZMHEY, FesmbdiX MEFEREREIRICH,

O
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SWBE P SHBRR %575
@ SWB_negprotif K HIEE > g
—
Az 5 SVB negor ot I HIREL 78
3.Sambafk55 ey ;
A N . WRYETES
SambafR$Z5SambaZ ik TIERIZ:
= PN
N SMBZ A i SMBAR 55 3%
" @_LE;R SVB_SessstupXidK HEEE >
u 1E|E—‘_]/ \¥)\ @
- litﬁa:F ? ? SMB SessstupXNiIRE M iEE
JSiESS
BiiEs
SMBZE P2 i SMBAR %3
SIB TookiAR SRR g
FIHEER
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3.Sambafg55s8 3.1 SambaRY T{EEIR

SambafR55EILEEL

s shareZ2RFIEL
EPiRERSambaiRESEE, AHREMAB,IEBHILINE SambalRES2sEIR, ERAF AL
MHZER, Z2iE, FEEAHMIIRRERFRIEZSM,

B userZeRBIER
ERmERSambaiREeE, HBERRAAKSHEDL, SURSSEMEAITLUFORZ=RR, RS
LB LR BB,

= serverZLRRIET
ERHEBBHAPZIEN, BTN —&SambaiRSS 88 LHTIGE, WRIGIEHIER, =
i FRuserdgkBlifia, SCEEFAPAIEER,

» domainZ £ K AED
IAAWindowsigER iz, JGIE T EERWindowsigizhl g8,

= adsT IR

A&7 domaing 2R aIEhPrERIThREH ] LI &gt ea9Thse. ey

o
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3.SambafR5EEE 3.2 SambaftEeE

SambaEBRIBE RN

3 6-16 Samba RREHEESERHAA

X B
leteisambalsmb.conf | Samba $HRIERIBEIE
fetciinit dfsmb {F5i Samba fR$HY smbd fRE
Jetcinit d/inmb {2 Samba R HY nmbd AR

fusribin/smbclient Samba REMIFEFIRIE

isuribin/pcclient HhITEFRE MS-RPC THESRIT B
Jusribin/smbpasswd {22k SMB F FRYER

Iustbinismbusers A PETRE T

Just/binffindsmb Flit, SMB 2HFEA LERAEXEER

fustisbin/smbd {844 SMBICIFS RS
Iust/sbin/nmbd 124 IP &2 MRE L NetBIOS T

letc/pam.d/samba PAM TAESf

Jusr/bin/eventiogadm TFi% Samba BFEEILE
v
{usribintestparm 4% smb.conf ERESTEFAIA AP MR @

& 2

vw.5Txueweb.cn
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3.SambafR5EEE 3.2 SambafEE
SambafRSSESUFHIK R

smh. conf
‘ / pr—T—

s PAMTAGEE ST
s
) N\ EITIEF
Uml e i
AExH
=
ﬁ
13
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3.SambafR5EEE 3.3 SambafERRSHHIY
SMBHX :
m SMB (Server Message Block) #MYXEETFTCP-NETBIOS, iwO{#FEMATCP 139,
TCP 445,
= SMBERERFIZIF/RIE 1987 FHIERININ, EZZAEAMicrosoft LS ATEHININ,
RFEtSIaHE= . FTEL. $FO%,
= SMBIXBTLABETCP/IPHMN Z £, AT AR EREINANIPXFINetBEUIZ
J:o
» SMB—HPEFin/ARSS2E. IBR/MALIY.
BIISMBIY, ZF N EEF R LA STIMEIE T, SRS LA, LIRS
RS eRIEFIREARSS B R,
B SMBIRY, R BRFTLUAEIEERS im0 . LARITEDNL. #B4-1E
(mailslot) | @pRAEIE (namedpipe) FRIR,
13
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3.SambafR5EEE 3.3 SambafEHgIIY
CIFStMY

m CIFS (Common Internet File System) RXLIMNAHZRES—FIERS, +
ZRFIHwindowsKRAHRRIMHHZ, 2RO LSBT Interneti &4 LAY
NAHFEKITENIR RS,

» CIFSERZEFIG/RS R,

o CIFSESRIET, BTRBRERNN

o Microsofti g SMBIMYET & Internet EZ&, B internet b+ &M Z BB E = EEREAN—
FirAE, B SMBIMY A9 RSTRGHITEIE, EFfdsZ ACFS (Common Internet File
System) , SNetBIOSIERRES, Bt vinternet ERIARAEIN,

o HEFHE: https://www jianshu.com/p/8b702331ca2a
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[root@Project-07-Task-03 ~]# yum install -y samba samba-client

[root@Project-07-Task-03 ~]# mkdir -p /opt/smbfile/smbshare
[root@Project-07-Task-03 ~]# mkdir -p /opt/smbfile/smbwork
[root@Project-07-Task-03 ~]# mkdir -p /opt/smbfile/smbpublic

[root@Project-07-Task-03 ~]# useradd smbshareuser -s /sbin/nologin
[root@Project-07-Task-03 ~]# useradd smbworkuser -s /sbin/nologin

[root@Project-07-Task-03 ~]# smbpasswd -a smbshareuser
[root@Project-07-Task-03 ~]# smbpasswd -a smbworkuser

[root@Project-07-Task-03 ~]# chmod 777 -R /opt/smbfile/smbshare
[root@Project-07-Task-03 ~]# chmod 777 -R /opt/smbfile/smbwork
[root@Project-07-Task-03 ~]# chmod 777 -R /opt/smbfile/smbpublic
[root@Project-07-Task-03 ~]# Is -| /opt/smbfile/

[root@Project-07-Task-03 ~]# mv /etc/samba/smb.conf /etc/samba/smb.conf.bak
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[root@Project-07-Task-03 ~]# cat > /etc/samba/smb.conf < < EOF

[global]
workgroup = hactcmit
server string = linux lesson samba server version %v
netbios name = lessonsmb
security = user
interfaces = enp0s3
hosts allow = 10.10.2.0/24
max connections = 10
time server = no
log file = /var/log/samba/samba-log.%m
max log size = 10240
passdb backend = tdbsam

[smbpublic]
comment = workgroup public share disk
path = /opt/smbfile/smbpublic
admin user = smbworkuser
public = yes
browseable = yes
readonly = yes
guest ok = yes
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[smbshare]
comment = workgroup open share disk
path = /opt/smbfile/smbshare
admin users = smbshareuser
public = no
browseable = yes
valid users = smbshareuser, smbworkuser
readonly = no
read list =
writable = yes
write list = smbshareuser, smbworkuser
create mask = 0777
directory mask = 0777
force directory mode = 0777
force create mode = 07777

[smbwork]
comment = workgroup work share disk
path = /opt/smbfile/smbwork
admin users = smbworkuser
public = no
browseable = yes
valid users = smbshareuser, smbworkuser

readonly = no
read list = smbshareuser
writable = yes

write list = smbworkuser
create mask = 0777
directory mask = 0777

force directory mode = 0777
force create mode = 07777
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[root@Project-07-Task-03 ~]# systemctl start smb nmb
[root@Project-07-Task-03 ~]# systemctl enable smb nmb
[root@Project-07-Task-03 ~]# systemctl status smb nmb

[root@Project-07-Task-03 ~]# firewall-cmd --permanent --zone=public --add-service=samba
[root@Project-07-Task-03 ~]# firewall-cmd --reload
[root@Project-07-Task-03 ~]# firewall-cmd --zone=public --list-all

[root@Project-07-Task-03 ~]# setsebool -P samba_enable_home _dirs on
[root@Project-07-Task-03 ~]# setsebool -P samba_export_all_ro on
[root@Project-07-Task-03 ~]# setsebool -P samba_export_all_rw on
[root@Project-07-Task-03 ~]# chcon -t samba_share_t /opt/smbfile/smbshare
[root@Project-07-Task-03 ~]# chcon -t samba_share_t /opt/smbfile/smbwork
[root@Project-07-Task-03 ~]# chcon -t samba_share_t /opt/smbfile/smbpublic
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