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SELinux (Security-Enhanced Linux) REFLinuxRZza0sashGalizEIRLEIRY
SCI, SERFLINUIRIERFARAZZ 24,
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User-space Process makes a System Call

L A 'y A User Space

Service System Call Kemel Space

+ Failed | Denied | Allowed
Check for Errors

v

DAC Checks

* Allowor Deny | Linux _ _
LSM Hook ¢ P Security @ SELinuxSecurity
¢ Access Module Server, AVC and

Policy

Retum from System
Call

Figure 2.3: Processing a System Call - The DAC checks are carried out first, if they
pass then the Security Server is consulted for a decision.
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2 [FEFSELinuxiZ2 A L &% 2.2 SELinuxEEIB T4

SELinux provides the following benetits:

m All processes and files are labeled. SELinux policy rules define how processes
interact with files, as well as how processes interact with each other. Access is
only allowed if an SELinux policy rule exists that specifically allows it.

m Fine-grained access control. Stepping beyond traditional UNIX permissions that
are controlled at user discretion and based on Linux user and group IDs, SELinux
access decisions are based on all available information, such as an SELinux user,
role, type, and, optionally, a security level.

m SELinux policy is administratively-defined and enforced system-wide.
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SELinux provides the following benetits:

m Improved mitigation for privilege escalation attacks. Processes run in domains,
and are therefore separated from each other. SELinux policy rules define how
processes access files and other processes. If a process is compromised, the
attacker only has access to the normal functions of that process, and to files the
process has been configured to have access to. For

example, if the Apache HTTP Server is compromised, an attacker cannot use that
process to read files in user home directories, unless a specific SELinux policy rule was
added or configured to allow such access.

m SELinux can be used to enforce data confidentiality and integrity, as well as
protecting processes from untrusted inputs.
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SELinux is not:

m antivirus software

m replacement for passwords, firewalls, and other security systems
m all-in-one security solution

SELinux is designed to enhance existing security solutions, not replace them.
Even when running SELinux, it is important to continue to follow good
security practices, such as keeping software up-todate, using hard-to-guess
passwords, and firewalls.

Y
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I1’E?I‘E‘b9&xESELlnuxE'7<F'H§
enforcing: &@&lf&E=, FEFASELInuUXx
permissive: TEEMET,, BHSELinux, {BAFELE(F(ig
E, RIREZEHRER
disabled. xR, KFISELinux

T {ERBHERESELINUXERRIZEBUER (Centos7/8)
targeted: BUME, BRERBEISELINUXAILRIF
minimum: targetedfJEHAR, (NiEERFE=IRIF
mls: Multi-Level Security, ZRKLTERH], BIHE
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SELinux can run in one of three modes: enforcing, permissive, or disabled.

m Enforcing mode is the default, and recommended, mode of operation; in
enforcing mode SELinux operates normally, enforcing the loaded security policy
on the entire system.

m In permissive mode, the system acts as if SELinux is enforcing the loaded security
policy, including labeling objects and emitting access denial entries in the logs,
but it does not actually deny any operations. While not recommended for
production systems, permissive mode can be helpful for SELinux policy
development and debugging.

m Disabled mode is strongly discouraged; not only does the system avoid
enforcing the SELinux policy, it also avoids labeling any persistent objects such as
files, making it difficult to enable SELinux in the future.

%?%,%;;
¢ .ﬁ»
)

WRPEZA RS / Bobely / 13938213680 / https://internet.hactcm.edu.cn / http://www.51xueweb.cn



2 (FHHSELinuxiZ2RzE e

2.2 SELinuxgefs 114

SELinuxgY TFRzL5 TR NBC EE RICR AR E IHF T,
m SELINnUXAIBC & UG TFRIAIZ & 2/ etc/selinux/config
n BERENHNES: #cat /etc/selinux/config

BlESC#: /etc/selinux/config

1. #ER cat LSEB RS SELnuxBCEXXHER

2. [root@Project-11-Task-01 ~]# cat /etc/selinux/config

3. #LAF SELinux BEEIHEE

4. # This file controls the state of SELinux on the system.

5. # SELINUX= can take one of these three values:

6. # enforcing - SELinux security policy is enforced.

1. # permissive - SELinux prints warnings instead of enforcing.
8. # disabled - No SELinux policy is loaded.

9. #SELinux izfH&T 8 enforcing (GEHIET)

10. SELINUX=enforcing

11. # SELINUXTYPE= can take one of these three values:

12. # targeted - Targeted processes are protected,

13. # minimum - Modification of targeted policy. Only selected processes are protected.
14. # mls - Multi Level Security protection.

15. #SELinux 2 %RE3EE00 targeted

16. SELINUXTYPE=targeted
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2 (FFSELinuxiEF Rzt 2.2 SELinuxBEBs T4
BE SELINuXANEITIRES

m #sestatus

BESELNnuBI TIEER

m #getenforce Use the setenforce utility to change between

IQESELIﬂUXEII\JI'f"ﬂEftjng%UTEﬂ enforcing and permissive mode.

m #setenforce 1 Changes made with setenforce do not persist

Np— i NN e e across reboots.
ESELINUXAI TIERRI N SR
m #setenforce O

2 /f2EnSELinuX
m (BSELINUXAYECE 44 #vi /etc/selinux/config
n BRERIFRS #reboot
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Policy and Rule: B2k 5 AN

= Policyst2MNIE, F289RuleEEE—ERZAL T Policy,

s IRBEMACHEN, SIEDEMERT LITEHIEFAREEZRIRIF,
BIERFITHIEFIFREZ, REBEFESPolicy I,
PolicyRiREMEIEES, 1HFEBLINUIRIERFHIAESERIES A0 8E,
ZesRTHNZAL, RRIFEEEFEXERNLE,

= RHELFICentOSHE T =FEER,
iem 7 SELinuxZ BBt TESELinuxBetE 2 R,

RIF T XA SRR
BRIFRRERARTREEZERSPolicyfIRuleI &5 EE,
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n T2 PR (Security Context)
IRER G LIRS R AR E RN R saizs B AR,
SELinux=, ipiaiEslEEll e £ T3,
SELinuxdh, FREEMR (. HIZEEBINEE. EBEx. NEENS) NFEER (HE)
HESHXHNZE E T,
SELinuxBAfE, ESFEHNRRESHTINE, FETe T
SELinuxi@id %2 _E NS ERaAaEE,
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SELinux contexts have several fields: user, role, type, and security level.

m The SELinux type information is perhaps the most important when it comes to
the SELinux policy, as the most common policy rule which defines the allowed
interactions between processes and system resources uses SELinux types and
not the full SELinux context.

m SELinux types end with t.

user : role : type : security level [ : category |
AR A B8 e Ral [ o3k
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T2 FTFXRYERITER
user : role : type : security level [ : category |

AR B 58 eR5 [ o=

m user: IBEEZRZEZFIAFEE, fuser u (BEBAFPEREFENTUR) . system u (FFIZIEEF RS
FHIERITIR) . root (rootfIFERERIFUR) , ZHEAMFEEEFTER (unconfined u) HiE.

m role: EXIH (object r) . HIEFOIAHF (system r) BI@AE, AELUES type BIER,

m type: IEEEIEREY, MNAhE W afiH e 2SR p el et ST S BARRIERES, BB T typesLHl,

m security level: [RENIAEINGFE, HBMUENXNTEZERS, BMNIKEEERE— K, 23540
~152% (SO&AK) . BIrcREEBOAERZELR S0,

m category: AIEFER, NFHEHERERINDABDENDE, —IMNKRALUEZ DR, WFEBEAPKRH,
ZFERA LIRS,

S
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Processes and files are labeled with an SELinux context that contains
additional information, such as an SELinux user, role, type, and, optionally, a
level.

= When running SELinux, all of this information is used to make access control decisions.

m SELinux provides a combination of RoleBased Access Control (RBAC), Type Enforcement
(TE), and, optionally, Multi-Level Security (MLS).

2 L NEEMIIERR. XEiEET, FR-Z8mEE.
BENHNRE ETXER: Is-Z
SEHENRZE L TFXER: ps -Z
SEAFPNZE L TXER: id-Z
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Bc& SELinux Policy

= SELinux is in enforcing mode, the default policy is the targeted policy.

m Change configuration defaults, such as ports, database locations, or file-system
permissions for processes.

= The policycoreutils-python-utils package is installed.

==

n fcENHZE ETX: cheon

WE X2 E X ABIME: restorecon
E18)/1Ee/1E 0/ MFBRSARIBIASELINUXEEEL . semanage
E/RSELinux#il: seinfo

E18SELinuxlll . sesearch 3
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2.4 Booleans

Booleans allow parts of SELinux policy to be changed at runtime, without
any knowledge of SELinux policy writing.

= XJSecurity ContexttYENFBE—ERT W EENMFERIZ

= {FFEBooleansAI LA L EHNFEIZB D AE

m EBooleans2SELINUXEIERL B A5 FBIR(E

BooleanstIEIE T H

» JHprEBooleans: semanage boolean -l

s &FBooleanfd: getsebool
m fE&Boolean{d: setsebool

72 111-8 setsebool #y 4k

I

B

P

ALENL, AARFZREERES R, Pk RASEN RARREERE

boolean

B B E e R R E A, RS ES AR R TR RE R R “="
ik

on = 1
value

IR . Fo i B s R YRR T B

off 2 0

R, Fn il B RS R R oA

WRPEZA RS / Bobely / 13938213680 / https://internet.hactcm.edu.cn / http://www.51xueweb.cn



9= 1Be&
SELinux Security G

Tzt Boolean

e Context




2.1

ISELinuxi®&F

Az et

2.5 2 : SELinux Al S iRHZ 2 RE

LA [{E55: (EFBApache ka2 M EdsMug] Al

SNZAESFRERZE RN SHIToTMZEME, HFEENZEX

=

MEEANE

weh%E

httpd AR5 T 50 AT B O 2 70 Pl

85 - 181 SELinux 3% R hitpd iR S 1{1 seiFE
A 80300
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hitpd JRZ57T PREEREGS AR, FEE
i PP T AR 55 eI P

il - 181 SELinux RGBT A RistlR
Bir: PsBEFAREHEIEE R 0777, BEEF
A TAN/EEHi% B apache apache (&R T, i
g 2 Fe 3 PRlet B R 1R i R e, FiRiEdm
#h1E FETE Plb B 12 e ingRiE sy

httpd AR 35 % T RS B] S B R W ThEE ,
TFHIE RSt E A DIfE

Hiil - 1837 SELinux B2 8 hitpd_enable_homedirs
Ei41E. A httpd R SHIB T IR

Bl - FI{# nitpd iR S5 BRSNS EEER T
kg

iET hitpd IRS LR EIBRATE FE B REBT
EEFEINGE, ETNEETEREEA, IR 230N
ot $h e ER A RIS

¥l - 181ELE nttpd_can_sendmail FTEE, 2
1F nttpd fR& & XA

Ei#r: nttpd BR55 £ rI B B a8 T tFhad
BLETAR, {He8 o X TR AT AT
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10.

1.

12.
13.

14.
15.

#BASELinux, BffRgsiE (enforcing)
#RBIR(EDS

HBEBERFKSELnuBUAFFEERO

[root@Project-03-Task-01 ~]# semanage port -l | grep -w http_port t
http_port t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
#ARIBRTCP 81um M

[root@Project-03-Task-01 ~]# semanage port -d -t http_port_t -p tcp 81

#HREM LA B R/ var/www/htmlZEE ghttpd_sys content t
[root@Project-03-Task-01 ~]# semanage fcontext -R -t httpd_sys_content_t /var/www/html

#EEERENHNZE ETXER
[root@Project-03-Task-01 ~]# Is -Z /var/www/html/

#25 | FhttpdiRSFS TF BRI
[root@Project-03-Task-01 ~]# setsebool —P httpd _enable_homedirs off

#2811 httpdBRSS A& K EE FHBf4
[root@Project-03-Task-01 ~]# setsebool -P httpd can_sendmail off




2 [FHSELinuxiZEANZELE S 2.5 201 : SELInUCHIVSSIREtE SRR

LU 1SS SEIhmiEiEzMy SQLEEERS2E] )
SZAESAEBERSHITOITZ 2T E, EFENTEXA SRS E

a7 PR P97 BATTE

. ffia: @ SELinux B E mysql_connect_any &
mysqld 55 Al A A S H AR B ok o (A

R Hbx: mysqld 5B B E# Hiz {7 £ 15

- T, MRIATE T PR At AR 25 3 O
frie: @l SELinux A mysql_connect_http /&
BT httpd AR5 R MBS FEFFRlIZAE | PE{E, ZE1E hitpd ARSFRETSEFEERE mysqld fii55
2 4 mysqld iR %, ZIhREEEEE M | BER- MY hitpd R 55 AR AT ARG B EE AR
i T A P ) DR PRIhfE HEC B IR, R Joi sl oh i 1 e e ot
TR B R E
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#[BFESELInUx, B{FEMEFIEZL (enforcing)

LRSS

3 #2EImysqldBRS R IR O]

[root@Project-05-Task-01 ~]# setsebool —P mysql connect_any off

- #ZEhttpdBRSSITiEIEZEMYsqldikSS

[root@Project-05-Task-01 ~]# setsebool =P mysql_connect_http off
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2.5 2 : SELinux Al S iRHZ 2 RE
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SHZAEE B STl h, EFEENTEXRSERAEE

]

P P AE

BETH

FTP 55 fuiFiE & - Vil 3F B soft, ok
EA P ESENES BT g et

f&Mi: B3 SELinux BidE ftpd_anon_write J& 1%
{8, FEEE2EPFERE

H#r: EME FTP RSB RIFESRA RN, E
R P ik BEiE

BT httpd AR & A s R rLE 2% 4 FTP
R%, ZohRsfr e imit M R4S Ty FTP AR A
53

fEMi- M1t SELinux i # httpd_can_connect_ftp
JEtEME, 2E1E httpd AR FIEEERE FTP %
H#s: EDE FTP fR45iciT Web i [RIIFIL T, B
T T FTP RS SIS A E

FTP AR5 eirdi i &8 H P ot IR 45 B Scitt i)
W ST R EThRE, ToiE PR BRI A B P RUR,
FEAESE FTP MR% F P BLRR R AL 3 A

f5Ma: B3 SELinux FLE ftpd_full_access J& 1
fEH, ZILERZGANR P FTP % B 3
Hbr: FTP IR B SEURENMERE N 0777, B E
S5EMHEEN ftp:ftp FF, WIERSGHA A
B FTP % HaEM Y RUR
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1. #BRASELinux, BfERRREIHE (enforcing)
2. #EPHRIESDS

“\\ 3 HEERIEFTPIRS A EE AP
' 4. [root@Project-07-Task-01 ~]# setsebool —P ftpd _anon write off

5. HREZE Ehttpd RS ITiEEREF TPARSS
6. [root@Project-07-Task-01 ~]# setsebool —P httpd can_connect ftp off

8. [root@Project—O7—Task—O1 ~]# setsebool -P ftpd_full_access off

ap TR / BRIEE S,




2.1

ISELinuxi2F

Az et

2.5 2 : SELinux Al S iRHZ 2 RE

LL [1£55: fEHBINDLIRE = ##tTARSS 1 A
SZAESAEBERSHITOITZ 2T E, EFENTEXA SRS E

s

DA P37

TR

S L B U AT ARG E AR5 R 1
o, FERE RS EERIN
i

fEe- @it SELinux $38 & 2 8 s H it 8 91 named

RS AT IRIERR

Hr: SARCE SCFRRENEEREN 0777, B2 named
MR 4h, HAbTE RS SO B i B B i T
EERY

fESER B AR E IS, HECE D
AR AR ERR, fFERiZlT
T A S A S A

f&ii- @it SELinux B & named_write_master_zones
R, 251k named AR4S AT 0 EIE A A B e TR AR
H#r: EHARE 1 named.conf SR E 5, BT
PERUR S 5% B 43 0777, named JR&EC B IE# HiZ{TIE
%, B SR T R E R
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1. #BASELinux, B{FREHIEL (enforcing)
2. #XERIEGS

4. [root@Project-08-Task-01 ~]# semanage fcontext -t named zone t /var/named/*.zone

n\\ 3 HEEEEICREE TR named_zone t

5. #BEEIEBEENHRISELnuZ 2 ETXEE
6. [root@Project-08-Task-01 named]# Is -Z /var/named/*.zone

- 7. g EnamediRES I E I Znamed.conflit B4 BB REAR
8 [root@Project-08-Task-01 ~]# setsebool =P named write_master_zones off

ap TR / BRIEE S,




FXISELinuxdH TiE
n ENIR(E
o SELinux T{EE A TR EESEE
o SELinuxpYS RS ZH
o SELinuxBECE T BEMNL i 5ENRE
n EHRIE
Ve / T e O 1§%SELIHUX@EEH E*ﬁ;&ﬂﬁdﬁmﬁﬁﬂﬁlﬁ




1. #{FEMsestatusips, BEESELINUXBNIEITIRESEE 41
2. [root@Project-11-Task-01 ~]# sestatus

N\ 3. #FEHsystemctl list-unit-filesap<s, BAESELINUXIRS BoBaikES
- 4 #EFESELnuBRSSIRE static () |, RBZIRSNRRRNEBNE, F>ISHFHTRE
' [root@Project-11-Task-01 ~]# systemct! list-unit-files | grep selinux-autorelabel.service

EE

#{FBsetenforcempSECESELINUXIZI TR HTREEL
[root@Project-11-Task-01 ~]# setenforce O
[root@Project-11-Task-01 ~]# getenforce
[root@Project-11-Task-01 ~]# sestatus

s> TE R / RIES S 10. #{FEFsetenforcemp SR E SELINUIE THEE IR EIET

11, [root@Project-11-Task-01 ~]# setenforce 1
12. [root@Project-11-Task-01 ~]# getenforce
13. [root@Project-11-Task-01 ~]# sestatus

O © N o

4 #EENMH. BR. #E. BPNRE L TIER =
15. [root@Project-11-Task-01 ~]# Is -Z /var/www/index.html
16. [root@Project-11-Task-01 ~]# Is -dZ /var/www

17. [root@Project-11-Task-01 ~]# ps auxZ | grep httpd

18. [root@Project-11-Task-01 ~]# id -Z



1. #FERyum I E%%Esemanage, seinfo. sesearch TE
2. [root@Project-11-Task-01 ~]# yum provides semanage
3. [root@Project-11-Task-01 ~]# yum install policycoreutils-python-utils
\\ 4. [root@Project-11-Task-01 ~]# semanage --help
A 5. [root@Project-11-Task-01 ~]# semanage user -|
' 6. [root@Project-11-Task-01 ~]# semanage port -l | grep http
7. [root@Project-11-Task-01 ~]# semanage boolean -I | grep http
8. [root@Project-11-Task-01 ~]# yum provides seinfo
9. [root@Project-11-Task-01 ~]# yum provides sesearch
10. [root@Project-11-Task-01 ~]# yum install setools-console
1. [root@Project-11-Task-01 ~]# seinfo --help
= 12. [root@Project-11-Task-01 ~]# sesearch --hel
i <>1ErE / RIES 1S 3. [root@Project—ﬂ—Task—OT ~# seinfo /var/vva\)/v/index.html
4. [root@Project-11-Task-01 ~]# seinfo -t /var/www/index.html
15 [root@Project-11-Task-01 ~]# sesearch -A -t httpd_exec t | grep httpd _t

16. #BooleansE1E T BRYFEF

17. [root@Project-11-Task-01 ~]# getsebool -a | grep ftp =
18. [root@Project-11-Task-01 ~]# setsebool -P tftp_anon write 1

19. [root@Project-11-Task-01 ~]# getsebool -a | grep ftp



o
v

ap TR / BRIEE S,

©O© © N o v W

[
[

. [root@Project-11-Task-01
[

. [root@Project-11-Task-01

#EFSELInuAY TIFEZ S TR

[root@Project-11-Task-01 ~]# sestatus

[root@Project-11-Task-01 ~]# getenforce

#Z2%Apache HTTP Server, FHEcE&httpdiRsS

[root@Project-11-Task-01 ~]# yum install httpd

[root@Project-11-Task-01 ~]# systemctl start httpd

[root@Project-11-Task-01 ~]# systemctl enable httpd

[root@Project-11-Task-01 ~]# systemctl status httpd

#ECE R AIEAN

[root@Project-11-Task-01 ~]# systemctl status firewalld

root@Project-11-Task-01 ~]# firewall-cmd --zone=public --add-port=80/tcp --permanent
root@Project-11-Task-01 ~]# firewall-cmd --zone=public --add-port=801/tcp --permanent
~]# firewall-cnd --zone=public --add-port=802/tcp --permanent
root@Project-11-Task-01 ~]# firewall-cmd --reload

~]# firewall-cmd --zone=public --list-all

#BUFE M uh SiteORIBRIAMI T

[root@Project-11-Task-01 ~]# echo "<h1>Site0, http://10.10.2.125:80</h1>" > /var/www/html/index.html
#RMMASIte0, TEAM BTN 23Rk

[root@Project-11-Task-01 ~]# vi /etc/httpd/conf/httpd.conf

. [root@Project-11-Task-01 ~]# systemctl reload httpd

. [root@Project-11-Task-01 ~]# systemctl status httpd

- #BUFEEM UL Site TRIZRARI TR

. [root@Project-11-Task-01 ~]# echo "<h1>Sitel, http://10.10.2.125:801</h1>" > /var/www/site/index.html

. #EUEE ML Site2AYZRIA I TT
. [root@Project-11-Task-01 ~]# echo "<h1>Site2, http://10.10.2.125:802</h1>" > /var/www/site2/index.htm|
#& AR MuLSite
[root@Project-11-Task-01 ~]# vi /etc/httpd/conf.d/sitel.conf
- #RMMuLSite2
[root@Project-11-Task-01 ~]# vi /etc/httpd/conf.d/site2.conf
[root@Project-11-Task-01 ~]# systemctl reload httpd

. [root@Project-11-Task-01 ~]# systemctl status httpd

Y




o
v

ap TR / BRIEE S,

©O© © N o v W

#BEESELINUXFIFhttp RS AYIHR O

[root@Project-11-Task-01 ~]# semanage port -| | grep http_port t
#IENN801FN802im A FeidFim M

[root@Project-11-Task-01 ~]# semanage port -a -t http_port t -p tcp 801
[root@Project-11-Task-01 ~]# semanage port -a -t http_port t -p tcp 802
#EFEsihttpd.servicefRsS, AN EN BT NIEEER5E) 0uh
[root@Project-11-Task-01 ~]# systemctl start httpd.service
[root@Project-11-Task-01 ~]# systemctl status httpd.service
#ECEhttptAkAJboolean(d

[root@Project-11-Task-01 ~]# semanage boolean -l | grep http
[root@Project-11-Task-01 ~]# setsebool -P httpd_enable _cgi 0
[root@Project-11-Task-01 ~]# setsebool -P httpd_builtin_scripting 0
[root@Project-11-Task-01 ~]# semanage boolean -I | grep http




3.{EHFirewalldiZ &R FRw 31 Pk

BEKi RS eea2RIERRERS, BRI SSRERIMEZBEIE,
TR AHM)ZE LELJ‘ 55,

%M%'&FSOL%J:E/ T, B KIERT 3 A KIS RIZE F KIS,

s FHKEEHEE—SUTENRZ LG, FRIENTNHITEHIR,

= MRS EEE TR IMEZBINIRE—EEXE, s — 1M TR,
B HREPE EMEO R LAN@haEs], ERMEL o ArESAREXE, WimA
MEHINEREHITITIRE, SEERTAI SNSRI,

el
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3 {EFFirewalldiZF R ot I

AEEZLinux. Unix. MacrEWindowsig{EZR %, EHIHNEEE R IZ B IR/E

%Z&EE%E?H”ZZIEUE’] ZYBIFEEG

ENB KT AN BE?EJLQE’]*QTE/%E, R ] getXSYNERIRIER FRIE B

T;E’%WJE%WJK?S, BIEEMES YNNG AENESK, HMmsLilEAFEiZE
=

ENMETIEENEER, BTFHERETER XS

0 TEW?ET’E%@}E”F }IXT% POE=e 6N SN UJLM Hebum R R B E Bt
A,

. MBHIEOMEA SN STHRTEOHIENA (Fitering Rule) T8, 1
1Bfn KSR TR, SN EEER.
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3.

IFirewalldiEF

Rt

3.1 Bk s

(X EEAEEENRALTEER, (EFsEdo kI E, EAmXEES
BE—TENERE.
= [EXIERLABERII T, (BAREERITIR

X E A BRI R IR E RIBHI S RIE

B XIERYH REEREIRSE 2 S8R S HESm h
B XAERTETXIARSS 28 T hlum A S 7o AR LE

B XIERT RGN BB A eAY I T 7o A PR LE

o XIE T AR EE S

X ERE BRI a2
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31% - Flrewa"dj:E}r ,?éfﬁ"ﬁ'—é’fi 3.2 Firewalld

f£CentOS 7LABURMRZAA, (£ iptables B Xz,
ECentOS 7/8R9hkA=, A firewalld fpkiE,

firewalld5iptablesZ [BJHY&

= firewalld Fki TL/LEJJNIQEQ% N SEEANNES, RN mAEIALL
SIEFNERE, M iptables B X SEIESHIN G e EB=1E T a4 AT LAERL,

firewalld B kiEERXIEFIARSS, M iptables Bk Ml ERAIsEZCAANY,

firewalld B IERINIBIA9IELE, 1M iptables B K SRR NIERA A TBTF.

firewalld #1 iptables "B AR~EEM K ERIT08E, LIRS E X IERIEIE,

firewalld 70 iptables BIB X IEINEERIBIT % netﬂlter SesCIAY,
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31% - Flrewa"dj:E}r ,?éfﬁ"ﬁ'—é’fi 3.2 Firewalld

firewalld is a firewall service daemon that provides a dynamic customizable
host-based firewall with a DBus interface.

m Being dynamic, it enables creating, changing, and deleting the rules without the

necessity to restart the firewall daemon each time the rules are changed.
firewalld uses the concepts of zones and services, that simplify the traffic
management.

m Zones are predefined sets of rules. Network interfaces and sources can be
assigned to a zone.

m The traffic allowed depends on the network your computer is connected to and
the security level this network is assigned.

m Firewall services are predefined rules that cover all necessary settings to allow
incoming traffic for a specific service and they apply within a zone.

b oo
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system-config-firewall D-Bus firewall-config firewall-cmd
iptables (service) firewalld (daemon and service)

iptables (command)

kernel (netfilter)



31% _Flrewa"dj:E}r %éfﬁ?éﬁ'fﬁ 3.3 Zone
HETHAPINEPSINBEENEIEEE, BXIEBENED E A BRI X,
(Zone)
= LR ENEBER TR, EOMERIXIE R LI EEE TR TR
=9

s —PEOREERT—KXIE, BE2— 1 XiEgAELIE2 MO,

s JLUAARRINXIEENX ABRIANE, BT ENReEAEOXSNAY X SCELRIR
AT X ISR E,

s HEBZIEON, IS T EORENNAEXIE, SLHXNAERZEOETAE
HIBA K MJ\UWE SCELENINR ERIPG KIS RIS A E.

oy
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ES0) XA S s
trusted VR AT A RS B .
home fEeE SN ER ). BRLHF RS ssh. mdns. ipp-client. amba-client &5 dhcpvé-clie
nt AR 55 JLiF X AR ]
Internal Z:[AF home [X 1
work fE#aSM A ] . BRAAFF IS ssh. ipp-client 5 dhcpvé-client iz %5 7t ¥t 4 1]
public fEgaphE TR . BT RS ssh. dhepve-client AR 55 SR f A J [r]
external fEZE SN IR) . BRATF IS ssh RS FuvFat 4y fn]
dmz fEZE SN IR) . BRATF IS ssh RS FuvFat 4y fn]
block tR28 Sy ]
drop e ShER T 1]




block

Any incoming network connections are rejected with an icmp-host-prohibited message for IPv4 and
icmp6-adm-prohibited for IPv6, Only network connections initiated from within the system are
possible.

dmz

For computers in your demilitarized zone that are publicly-accessible with limited access to your
internal network, Only selected incoming connections are accepted,

drop

Any incoming network packets are dropped without any notification. Only outgoing network
connections are possible.

external

For use on external networks with masquerading enabled, especially for routers, You do not trust the
other computers on the network to not harm your computer. Only selected incoming connections are
accepted.

home

For use at home when you mostly trust the other computers on the network. Only selected incoming
connections are accepted.

internal

For use on internal networks when you mostly trust the other computers on the network. Only
selected incoming connections are accepted.

public

For use in public areas where you do not trust other computers on the network, Only selected
incoming connections are accepted,

trusted
All network connections are accepted.

work

For use at work where you mostly trust the other computers on the network. Only selected incoming
connections are accepted,




31% - Flrewa"dj:ET %éﬁ?éﬁ'fﬁf 3.3 Zone

Listing Zones

m To see which zones are available on your system
# firewall-cmd --get-zones

m T0 see detailed information for all zones:
# firewall-cmd --list-all-zones
m To see detailed information for a specific zone:
# firewall-cmd --zone=zone-name --list-all
Changing the Default Zone
m Display the current default zone:
# firewall-cmd --get-default-zone

m Set the new default zone:
# firewall-cmd --set-default-zone zone-name
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3.[EFEMFirewalldi2 A RZ AL

3.3 Zone

Create a new zone:

m Create a new zone:;
# firewall-cmd --new-zone=zone-name

m Check if the new zone is added to your permanent settings:
# firewall-cmd --get-zones
m Make the new settings persistent:
# firewall-cmd --runtime-to-permanent
To set a target for a zone

m List the information for the specific zone to see the default target:
# firewall-cmd --zone=zone-name --list-all
m Set a new target in the zone:
# firewall-cnd --zone=zone-name --set-target= <default| ACCEPT|REJECT|DROP >

--permanent Q
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3.4 Firewall-cmd

3.[EHFirewalldi2F R AL

firewall-cmd

firewall-config

# yum install firewall-config
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31% . Flrewa"dj:/?:}r /?QE?é’HE 3.4 Firewall-cmd

FirewallBp KIS R] LUEBIRS HITRIGECE,

s [REBEUERMmO. Y. RiwE. BAOMELE, RIERBHEEE,

s (FAEFAIEHEE XNIRRIE M RS, I EIIR EFf0EERNRCE.
FET RS BIIXMLIHIC R,
FUE M IRSBIBCE N FRUUE R /etc/firewalld/services

[rooti@Project-11-Task-81 ~1# 1s -1 Jetc/firewalld/
SEHE 8

-rW-r—r——.
drwxr—x—-—.
drwxr—x———.
drwxr—x——.
-rW-r—r——.
drwxr—x—-—.
drwxr—x——.

08:48 firewalld.conf

00:48 helpers

00:48 dcmptypes

00:48 ipsets

00:48 lockdown-whitelist.xml
0@:48 services

21:52 zones

root root 2528 11H
root root 6 11H
root root 6 11H
root root 6 11H
root root 283 11H
root root 6 11H
root root 46 383 2

[t T S T S T S T S
[l = == = U= e
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31% . Flrewa"dj:/?:}r %éﬁ?éﬁ'fﬁ 3.4 Firewall-cmd

P gz TR HEITECE S, AILASZRNAR, BEASZEFMHanEE.
s ERfrewalldIRESUEBERRIERSG, BESELN, WEABIAMNRE,
= [AXIERYECEIRT
runtime configuration: Z{TAYBCE, P XESETEREAIAN
permanent configuration: fF#ERIELE, BN XIERsIAT=INEEIFIN
m EARNIKAESRIPRMECE S T
{EFE--runtime-to-permanentieIin: B8Nz fTRIbE XKIENX A RF
{F3--permanentielin: EEFHIIEIN, FoXKAFE
51
# firewall-cmd --zone=public --add-port=80/tcp --permanent
# firewall-cmnd --runtime-to-permanent
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3.[EFEMFirewalldi2 A RZ AL

3.4 Firewall-cmd

Starting Firewalld

m To start firewalld, enter the following command as root:
o # systemctl unmask firewalld
o # systemctl start firewalld

m To ensure firewalld starts automatically at system start,
command as root:

o # systemctl enable firewalld
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enter the following



31% -Flrewa"dj:/?:}r ggﬁ;'—ﬁ'@'ri 3.4 Firewall-cmd
Stopping Firewalld

m To stop firewalld, enter the following command as root:
# systemctl stop firewalld

m To prevent firewalld from starting automatically at system start, enter the
following command as root:
# systemctl disable firewalld
m To make sure firewalld is not started by accessing the firewalld D-Bus interface
and also if other services require firewalld, enter the following command as root:
# systemctl mask firewalld
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31% . Flrewa"dj:/?:}r /%2;6?%1\95 3.4 Firewall-cmd

Disabling All Traffic in Case of Emergency using CLI In an emergency
situation, such as a system attack, it is possible to disable all network traffic
and cut off the attacker.

m To immediately disable networking traffic, switch panic mode on:
# firewall-crnd --panic-on

m Switching off panic mode reverts the firewall to its permanent settings. To switch
panic mode off:

# firewall-cmnd --panic-off

m To see whether panic mode is switched on or off, use:
# firewall-cmnd --query-panic
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31% - Flrewa"dj:ET %gﬁ?@lré: 3.4 Firewall-cmd

Controlling Traffic with Predefined Services
m Check that the service is not already allowed:
# firewall-cmd --list-services
m List all predefined services:
# firewall-cmd --get-services
m Add the service to the allowed services:
# firewall-cmd --add-service=<service-name>
m Make the new settings persistent:
# firewall-cmd --runtime-to-permanent
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31% - Flrewa"djﬁ:}r %éfﬁ?éﬁ’fﬁ 3.5 Firewall Log

Xk IEHENE E SR HEERENMN B SR EMELD
RHEEGE & XEHENIH TECE,

s [KIEHERSHERES sysloglkSHITER

s HEBAFRIE/ var/log/firewalld B34

s HEXHETHEART B8,
AN HEEcE 2R &M XIS AT e K IEININCRHERI BT,
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31% - Flrewa"djﬁ:j— /?\gfls?z:é'l‘i 3.5 Firewall Log

=BHEREZRM:
n ET(EKBR KESrsyslogdBEe B NS, X XEHEFR., BENEFRIERE. B
SRR AEH TEENECE,
» TR XEEREEENEE, LA 3T EiR.
SCHIBA KIS SBIEMLEBEI A TIER
fa kg HEFENERZE /var/log/firewalldlog
Pr X iEHEICRERARNTEERNAEICR
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(Ofd A vi T BAZ 07 ) B (AL & letc/firewalldffirewalld .conf, 14 240U B EL B O S B0 T .

BeEfE: /etc/firewal ld/firewal ld. conf

1. #firewalld.conf BEXHAEERSZ, AP NERSHXEHEREEXANANE
2.  ## LogDenied=off XA LogDenied=unicast, LI EEREBEESHNEESCE
3. LogDenied=unicast
B2+ BE XA+ e T+ 55

@fd ] vi T EAZEL rsyslog [ B 3 {f/etc/rsyslog.conf, 1225 I B CMHE B R,

BEESCH: /etc/rsyslog. conf

1. #rsyslog.conf BEENHRERZ, AHBANERSHXEHT CREFEEXIIAE
2. HEEEARIEINAR, kern *ETAREERATHANCSH
3. kern* /var/log/firewalldlog/loginfo
FEm S+ BIER -+ EF+ 55

@EVEPT Kt B S B, EEEOARE M, FH H SRR
BIEDS:

1 #EFMEHSEREER

2. [root@Project-11-Task-01 ~]# mkdir /var/log/firewalldlog
3. #EFEHSSERENSF

4.  [root@Project-11-Task-01 ~]# systemctl reload firewalld
5. #EHEMESKHERS

6.

[root@Project-11-Task-01 ~]# systemctl restart rsyslog
B+ BIE i+ I+ 555




31% - Flrewa"djﬁ:j— /%gﬁﬁé'rff 3.5 Firewall Log

MU HTREZ=0:
s FEECEIENNE, AIENXBEZMNFERNRERICRS I
= FrE— SR EENIF L ™R3 iR,
FOYFAMBENL (10.10.2.100) iA5i0IpRS ESNttpdARSS
SLHLRG KGRI AR A MLUEITRY HRICR
IREHTICRAPIR RS EI3IR
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—

vk w

HRIEP SN E S ECE
[root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 sourc
e address=10.10.2.100 service name="http" log level=notice prefix="HTTP" limit value="3/s" a

ccept’
success
#EFHN MR EFEE AR

[root@Project-11-Task-01 ~]# systemctl reload firewalld
F S+ BE A+ FEF+55




3.

IFirewalld$EF

Rt

3.5 Firewall Log

ECentOSH, rsysloghRSZ AV & X417 R & =/ etc/rsyslog.conf,

#11-2-6 HEXRNANERY

FF Ha&m )
1 auth pam =4 HEREE
2 authpriv ssh. ftp &M EBMEIERE
3 cron B EMES R EER
4 kern RENEFENAEREER
5 Ipr THRSF~4MBEEEER
6 mail HEPF RS = LR R EE R
7 mark(syslog) rsyslog i %5 3 #B A 5 KL
8 user ArEr~EfHEER
9 uucp unix to unix EHLZ [EEEESE =L HEEE
10 local 1-7 HE X HEE B
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31% - Flrewa"djﬁ:}r ggfﬁ?‘:ﬁ'ﬁf 3.5 Firewall Log
ECentOSH, rsysloghRSZ AV & X417 R & =/ etc/rsyslog.conf,

F11-2-7 HEZHANEFERY

FFs H &2 L]

1 debug ~EFERGERE, HESEERK

2 info —BEERE, &EH

3 notice RAFEEMFNTERXMTER

4 warning L]

5 err iR, PHAIEAR S B S A R LR T~ ERER
6 crit PR, FEEANREAREER TE~ENER
7 alert a B LZMZ L B

8 emerg WEBRNEEGE

9 none HEZEN R0, fFafFiaiiics
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3.{FHFirewalldiEH E S L 3.6 261 : ARSIt

{ERB IR I BEER S A= 2
» LA [ME55: @BISSHIm & CentOS] 7, @SBk MU TR ERF T2
EZRSZ 2, SCHLLN 2B,
SEUFHEIEERE/910.10.2.96/27 VB FIRITIBEBRSS 28, HHTIAZETRGEF
EFIHITREEIRS T, RASDHAVPERIER ISR

e | kdgHhb FfERS | H OH AR | B S HHE LAk
1 10.10.2.96/27 10.10.2.125/32 ssh A PR ) B 43 a4 B i
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#{Efirewall-cmdas S HIBRERIASShERSS AN 7 2
[root@Project-11-Task-01 ~]# firewall-cmd --permanent --remove-service=ssh

# B IsuccessMZR~A N BB 0
SuUCcess

#F e E B EEBITAE RN
[root@Project-11-Task-01 ~]# firewall-cmd --permanent
--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 service name=ssh limit value=5/m accept'
#HEsuccessMIZRANAIARLEH
10. success

o
v

©O© © N o v W

2. #EE(EIIEEEER

LA ) =]

An<oiEra / #RES| 13 [root@Project-11-Task-01 ~]# firewall-cmd --reload
14. success



3.{FHFirewalldiEH E S L 3.6 261 : ARSIt

{ERB KB R T W ARSI 24
s LI [{E55: ERApachexmZ M aaSMug] 96, BT KNI E R T M ub
fRESH=2E, SEIMLLR2 T BirR.
SV ERMIAVE FIAMGIRSS, FRINERE R TATICR
RIEAE—2FiE (1010.2.110) —EBHTHENEAE, ZIHZEFHAIE

FPg | oRWEHhE 7 RORERS | O AHLAE TR | PSR | gbiE Al
1 0.0.0.0/0 10.10.2.125/32 TCP 80 RV E%EEW{%E{]W&
2 10.10.2.110/32 10.10.2.125/32 TCP 80 e | &
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1. #fEMAfirewall-cdap RN FTFAIBIRUEARTY
\\ 2. [root@Project-11-Task-01 ~]# firewall-cnd --permanent

A 3. --add-rich-rule="rule port port=80 protocol=tcp log level=notice prefix="HTTP" accept'

' 4. success
5.
6. #HAIMEETME LA
7. [root@Project-11-Task-01 ~]#firewall-cmd --permanent
8. --add-rich-rule="rule family=ipv4 source address=10.10.2.110 port port=80 protocol=tcp reject'
9. success
10.

ap TR / BRIEE S,

jry

#EH I MEEEERL
[root@Project-11-Task-01 ~]# firewall-cmd --reload
. success

N
® R



3.{FHFirewalldiEH E S L 3.6 261 : ARSIt

(AR X IER A IR ERSIIZ 2t
n Ll [{£55: SLEImiRiEEMariaDBEUREERSSRE] A, BIIXIEXERNIELE
HEIEERSINZEME, SLEILA T2 BiR.
A= Fin (10.10.2.100) gEfBEAMYSQL WorkBenchiZE#zEMariaDBEIEZE
AHEFim (10.10.2.100) gE05@T N &S 28 1h e phpMyAdmin I BB R E, #HIT78UEE

Webft E1E

5 e bk 1 PR RS )b b1 ol FaE B Prisc SO sME HAih
1 10.10.2.100/32 10.10.2.125/32 TCP 3306 | #uif X
2 10.10.2.100/32 10.10.2.125/32 TCP 80 St X
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#{FEAfirewall-cmdep SR INA IS Fim o FInie EE SR E
[root@Project-11-Task-01 ~]# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.100 port port=3306 protocol=tcp accept'
success

o
v

FRINAMZE Fig1Fa EphpMyAdminE IR R H
[root@Project-11-Task-01 ~]# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.100 port port=80 protocol=tcp accept'
success

©O© © N o VoA W

N
©

ap TR / BRIEE S,

—
jry

#EH I MEEEERL
[root@Project-11-Task-01 ~]# firewall-cmd --reload
. success

N
® R



3.{FHFirewalldiEH E S L 3.6 261 : ARSIt

{ERB K IETREF R IR S HIZ =
= LU 1155 @dvsftpdsEIFTPERSS 28] 98, @IIXIBmKIEMNhS ST+ &)
fRESH=2E, SEIMLLR2 T BirR.
FUFHEISBRE0.10.2.96/27 (9 FikiEId £ SHENERIBIFTPIRS
EFIAIRFTPIRSE, IREIEDIERREAI0R

s | kit RS | H b RS | s S shiE LAtk
1 10.10.2.96/27 10.10.2.125/32 TCP 20-21 RVF | PR R 10 R
2 10.10.2.96/27 10.10.2.125/32 Tcpnggm-e RVF | PRI R 10 R
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#fsAfirewall-crndap <A INIEE EaEICHEIFTPARSS -
[root@Project-11-Task-01 ~]# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port port=20-21 protocol=tcp limit value="10/m" accept'
success

o
v

#fsEFAfirewall-crnd i SN INEBIS HENETOABIFTPARSS
[root@Project-11-Task-01 ~]# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port port=9000-9020 protocol=tcp limit value="10/m" accept'
success

©O© © N o VoA W

N
©

ap TR / BRIEE S,

—
jry

#EH RSN B B AR
[root@Project-11-Task-01 ~]# firewall-cmd --reload
. success

N
® R



3.{FHFirewalldiEH E S L 3.6 261 : ARSIt

R IERRT I R ER S R = 1
o LU [E55: (EABINDSLElE =@ TiRSS] 206, BIXIPEtilhig et
HiRSHIZ 2, SSHMEATF 2B KRBT,
FVFHEIEBE0.10.2.96/27692 FissS DNSIRSSHHTES ), FREUES MRS
EPISIHTONSEIIN, EEICRBITERTHHTERIER

S | ckigHhrRdfERs | HHuhb-FRRERS | BSE O h1E Al
1 10.10.2.96/27 10.10.2.125/32 UDP 53 nIT | il A REE
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1. #{FEMfirewall-cmdas SIRNINFIFIBIAIDNSIRSS
\\ 2. [root@Project-11-Task-01 ~]# firewall-cnd --permanent
A 3. --add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port port=53 protocol=udp log level=notice prefix="DNS" accept'
' 4. success
5.
6. #EEEHKIERNECEER
7. [root@Project-11-Task-01 ~]# firewall-cmd --reload
8. success

ap TR / BRIEE S,



533 Firewal i T& T~
n ENIR(E

o Firewal lIEAREIE

o Firewallg9Zone&E1E8

o Firewalll9LogETE

o FirewallBUSEISS1E
e = OURIF
o {ERFirewali®RIF A EIIENISS
o XX IEREHIT O




o
v

ap TR / BRIEE S,

I N N

© ® N o

1.

2.
13.
14.

15.
16.
7.

#ZHfirewalld

root@Project-11-Task-01 ~
root@Project-11-Task-01 ~
root@Project-11-Task-01 ~
root@Project-11-Task-01 ~

# systemctl stop firewalld

# systemctl disable firewalld
# systemctl mask firewalld
# systemctl status firewalld

#=5 HBfirewalld

[root@Project-11-Task-01 ~]# systemctl unmask firewalld
[root@Project-11-Task-01 ~]# systemctl start firewalld
[root@Project-11-Task-01 ~]# systemctl enable firewalld
[root@Project-11-Task-01 ~]# systemctl status firewalld

#fEMAfirewalldpE 2=

[root@Project-11-Task-01 ~]# firewall-cmd --panic-on
[root@Project-11-Task-01 ~]# firewall-cmd --query-panic
[root@Project-11-Task-01 ~]# firewall-cmd --panic-off

#BEEfirewalldBIpRSS
[root@Project-11-Task-01 ~]# firewall-cmd --list-services
[root@Project-11-Task-01 ~]# firewall-cmd --get-services




o
v

ap TR / BRIEE S,

® N v s W

10.

1.

2.

13.
4.
15.
16.

#LRN AR AR EIFOAX

[root@Project-11-Task-01

HCRFTBBENES

[root@Project-11-Task-01
[root@Project-11-Task-01
[root@Project-11-Task-01
[root@Project-11-Task-01
[root@Project-11-Task-01

HETRF IR IR

[root@Project-11-Task-01
[root@Project-11-Task-01
[root@Project-11-Task-01

#ECE R AISAIEAIA K,

[root@Project-11-Task-01
[root@Project-11-Task-01
[root@Project-11-Task-01

~]# firewall-cd --runtime-to-permanent

~1# vi /etc/firewalld/firewalld.conf
~]# vi Jetc/rsyslog.conf

~]# mkdir /var/log/firewalldlog
~]# systemctl reload firewalld

~]# systemctl restart rsyslog

~]# firewall-cnd --get-zones
~1# firewall-cmd --list-all-zones
~]# firewall-cmd --zone=public --list-all

~]# firewall-cd --get-default-zone
~]# firewall-cmd --set-default-zone home
~]# firewall-cnd --get-default-zone




1. #BeE&FirewalldiRSES BENFIEER
[root@Project-04-Task-01 firewalld]}# vi /etc/rsyslog.conf
[root@Project-04-Task-01 firewalld]# mkdir /var/log/firewalld

w N

4. #{$FERich Languagetf 7B X iEHINECE

5. [root@Project-04-Task-01 firewalld]# firewall-cmd --zone=public --add-rich-rule '
6. rule family="ipv4"

7. source address="10.10.2.100/32"

8

9

o
v

port protocol="tcp"

. port="80"
10. log prefix="[meToweb] "
= 1. level="emerg"
ﬁ%*gﬁ/?ﬂg1’ﬁgla 12. reJect'l

3. #BEHFIZONeRIER
14. [root@Project-04-Task-01 firewalld]# firewall-cmd --list-all

5. #EiEp IR AT arg
16. [root@Project-04-Task-01 firewalld}# tail -f /var/log/firewalld/fwlog

7. #EFIRABREZRIPHIE
18. [root@Project-04-Task-01 firewalld]# cat fwlog | awk {print $10}' | sort -n | uniq -c | head -n 20



4 [FFRANmapLI R G el 11 RLEH SEERST

EMB RS ERARERISK, BMESELinuxFNfpXISRIINER, BAEE

[SIR{FRFGIE T L2 X,
REMEENRFRGHITZ2FITHA, MEARSiZEREFHITE

2, TR ESEVINIREE,
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4 (FRANmapL X FGLZ i@l 41 REFIHSEBZLTT

ZEREITENBERENREARELT, EZ2ESUATRESTE,

= SChtEm IFE SRS IR,
IREFENG TR, BTEESHEN, e8I SRENAHORS (F/%0) . BiFEm
RS TE AR A S B AR B R R SR A RS 82,

s LESEE LU TR,
IRIERIREISFREN RS HIFFURAES, SHRLRRIRRE, FEVEHIMNLENA, 7
X BN ESRRIR RS, FHOREFEREANEIES.

s HEEERHITONHTERS,
XFEMRIESHTHN, FUNRLBRIEELHEE, PREFENRIFENRSRIES,
iz e E RS,

s TENEIE,
FABEARERLFHRENNE, FIIREARENE,

FEIHBMEROM! ASEIRTRYM!
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4.

NmapCI Z G L 21

=z miIERTIE

TH Thiednm 5 3
Nmap ZAEHT https://nmap.org
Snort EESPNCESE ] https://www.snort.org
ClamAV =2 il http://www.clamav.net
Nessus Bk e https://www.swri.org/nessus
hping W45 22 i http://www.hping.org
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ZEWNEERTENR SR THECN, WEEGFEZENXGRRE, T
R RLZ 2T T,

NmapZE&E BT 2GRN —, IR ERM 7 ia KRR
ge, BT R AINSHREZEN. innlmRS. EVLDsiThIn A
EFSIRMEBANIR ER GRS BN R A,

oy
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= Nmap: the Network Mappe: X IS

<« X ® © & htipsy// LR *4 i I D & =

Nmap Security

Scanner Linux FreeBSD Solarfs IRIX
* Intro NetBSD. GpenBSD ntto m-nﬁrmﬁgmmagf BSOISURGS,
* Ref Guide Prevent Security Disasters Before They Happen
* Install Guide
oo o S T https://nmap.org
+ Changelog ¢ °
* Book Download  Changelog éeu:map Docs
* Docs
Bu q Related

Security Lists Regorts O (Betectioniibropaganda Projects
* Nmap In the Movies In the News
Announce
* Nmap Dev
* Bugtraq
* Full Disclosure
* Pen Test * Nmap 7.80 was released for DEFCON 27! [release notes | download]
* Basics * Nmap 7.70 is now available! [release notes | download]
* More ® Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack #51 article. #Nmap20!

* Nmap 7.60 is now available! [release notes | download]
Security Tools * Nmap 7.50 is now available! [release notes | download]
+ Password ® Nmap 7 is now available! [release notes | download]
audit * We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel interactive collage of the top million sites on the Internet!
* Sniffers * Nmap has been discovered in two new movies! It's used to hack Matt Damon's brain in Elysium and also to launch nuclear missiles in G.I. Joe: Retaliation!
+ Vuln scanners * We're delighted to announce Nmap 6.40 with 14 new NSE scripts, hundreds of new OS and version detection signatures, and many great new features! [Announcement/Details], [Download Site]
* Web scanners * We just released Nmap 6.25 with 85 new NSE scripts, performance improvements, better OS/version detection, and more! [Announcement/Details], [Download Site]
* Wireless ® Any release as big as Nmap 6 is bound to uncover a few bugs. We've now fixed them with Nmap 6.01!
* Exploitation * Nmap 6 is now available! [release notes | download]
LAE GREEHEN o The security community has spoken! 3,000 of you shared favorite security tools for our relaunched SecTools.Org. It is sort of like Yelp for security tools. Are you familiar with all of the 49 new tools in this edition?
* More * Nmap 5.50 Released: Now with Gopher protocol support! Our first stable release in a year includes 177 NSE scripts, 2,982 OS fingerprints, and 7,319 version detection signatures. Release focuses were the Nmap Scripting Engine, performance, Zenmap GUI, and the Nping packet analysis tool. [Download

. page | Release notes]

Site News * Those who missed Defcon can now watch Fyodor and David Fifield demonstrate the power of the Nmap Scripting Engine. They give an overview of NSE, use it to explore Microsoft's global network, write an NSE script from scratch, and hack a webcam--all in 38 minutes! (Presentation video)
i::z::fCor?tact * Jcons of the Web: explore favicons for the top million web sites with our new poster and online viewer.

* We're delighted to announce the immediate, free availability of the Nmap Security Scanner version 5.00. Don't miss the top 5 improvements in Nmap 5.
* After years of effort, we are delighted to release Nmap Network Scanning: The Official Nmap Project Guide to Network Discovery and Security Scanning!
* We now have an active Nmap Facebook page and Twitter feed to augment the mailing lists. All of these options offer RSS feeds as well.

Sponsors:
Introduction

Nmap ("Network Mapper”) is a free and open source (license) utility for network discovery and security auditing. Many systems and network administrators also find it useful for tasks such as network inventory, managing service upgrade schedules, and monitoring host or service uptime. Nmap uses raw IP
packets in novel ways to determine what hosts are available on the network, what services (application name and version) those hosts are offering, what operating systems (and OS versions) they are running, what type of packet filters/firewalls are in use, and dozens of other characteristics. It was designed to
rapidly scan large networks, but works fine against single hosts. Nmap runs on all major computer operating systems, and official binary packages are available for Linux, Windows, and Mac OS X. In addition to the classic command-line Nmap executable, the Nmap suite includes an advanced GUI and results
viewer (Zenmap), a flexible data transfer, redirection, and debugging tool (Ncat), a utility for comparing scan results (Ndiff), and a packet generation and response analysis tool (Nping).

Nmap was named "Security Product of the Year” by Linux Journal, Info World, LinuxQuestions.Org, and Codetalker Digest. It was even featured in twelve movies, including The Matrix Reloaded, Die Hard 4, Girl With the Dragon Tattoo, and The Bourne Ultimatum.
Nmap is ...

* Flexible: Supports dozens of advanced techniques for mapping out networks filled with IP filters, firewalls, routers, and other obstacles. This includes many port scanning mechanisms (both TCP & UDP), OS detection, version detection, ping sweeps, and more. See the documentation page.

» Powerful: Nmap has been used to scan huge networks of literally hundreds of thousands of machines.

* Portable: Most operating systems are supported, including Linux, Microsoft Windows, FreeBSD, OpenBSD, Solaris, IRIX, Mac OS X, HP-UX, NetBSD, Sun OS, Amiga, and more.

* Easy: While Nmap offers a rich set of advanced features for power users, you can start out as simply as "nmap -v -A targethost”. Both traditional command line and graphical (GUI) versions are available to suit your preference. Binaries are available for those who do not wish to compile Nmap from source.

® Free: The primary goals of the Nmap Project is to help make the Internet a little more secure and to provide administrators/auditors/hackers with an advanced tool for exploring their networks. Nmap is available for free download, and also comes with full source code that you may modify and redistribute
under the terms of the license.

* Well Documented: Significant effort has been put into comprehensive and up-to-date man pages, whitepapers, tutorials, and even a whole book! Find them in multiple languages here.

« Supported: While Nmap comes with no warranty, it is well supported by a vibrant community of developers and users. Most of this interaction occurs on the Nmap mailing lists. Most bug reports and questions should be sent to the nmap-dev list, but only after you read the guidelines. We recommend
+hat ol ears subscribe to the low-traffic nmap-hackers announcement list. You can also find Nmap on Facebook and Twitter. For real-time chat, join the #nmap channel on Freenode or EFNet.
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41% . N map;f%%éﬁ?@*ﬁimu 4.2 Nmap Security Scanner

Nmap ("Network Mapper") is a free and open source (license) utility for

network discovery and security auditing. Many systems and network

administrators also find it useful for tasks such as network inventory,

managing service upgrade schedules, and monitoring host or service

uptime.

m Nmap uses raw IP packets in novel ways to determine what hosts are available on the network, what
services (application name and version) those hosts are offering, what operating systems (and OS
versions) they are running, what type of packet filters/firewalls are in use, and dozens of other

characteristics.

= [t was designed to rapidly scan large networks, but works fine against single hosts. Nmap runs on all
major computer operating systems, and official binary packages are available for Linux, Windows, and
Mac OS X.

m |In addition to the classic command-line Nmap executable, the Nmap suite includes an advanced GUI
and results viewer (Zenmap), a flexible data transfer, redirection, and debugging tool (Ncat), a utility for
comparing scan results (Ndiff), and a packet generation and response analysis tool (Nping)
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4{% . N map;f%%éﬁ?é*ﬁimu 4.2 Nmap Security Scanner
Flexible Powerful Portable
Easy Free Well Documented
Supported Acclaimed Popular
O
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4{% . N map;f%%éﬁ?é*ﬁ‘;mu 4.2 Nmap Security Scanner
Nmap TE#TENA k= 2R, EERTU:

NMap [EIR] [XIR]

m %EIn:

R "--script” FEIRNIS BB R AR ZFR,

REFRLCEEI, MEAER default BIARZER, HITEARNINBRSEBIEE.
? SRS RN EVIPHEULSLIPIHELLES,

{%ﬁﬁyumlﬁi&ﬁ?&”{é: yum install nmap
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X 11-3-1 Nmap A 17 260 i 1

A B
--script fa B A IR A LA B AR AR TS B
--script-args RIAAESC A RS EE
--script-args-file AL ASIT S HCC T
--script-trace BoRRIEMBEREIREIEGE
--script-updatedb PUAT S T I A AR e
--script-help TR EAF AE R




£ 11-3-2 Nmap JIASA 55 3

L L B
default FOARASR, TERMEAMMARSNER, REUEEXEASREED
auth AT ERGET (BTERD MiE
broadcast {E R R A5 % RS T R, W1 dhep/dns/sqlserver ZE il 55
brute FROLE AW, BT H AR A 0 hitp/snmp =5
discovery WG HEITE L RS E, W SMB FiE: . SNMP B if) %%
dos T #EATIR 4 AR %5 Bk
exploit A CRRIRANE R 50
external | F 56 = O ECE PR B BRI, {91 e 47 wihois 2T
fuzzer R A, ZiARENER ERNL, KRR
intrusive NEHERIIAA, MR R GES] &% 77 ) IDS/NPS fic 5% 2k 5 il
malware M HILRSERTRE. R TEINFEGER
safe 25 intrusive i, JR T % EMERA
version TR AR 5 S A (Version Detection) ThEER] 14
vuln s E AR SE % WA (Vulnerability), 02 &4 MS08_067




% 11-3-3 Nmap 7§ HI ZEREES #2050

bl B
-sn HEEAT EAUREAH, Aieirm D8
-suU fiasE (A UDP F 577 N B AR 2 HLAY UDP 5 CR%
-Pn Boit ENUR I, ERTAIE M BN EONELRRA, BT OB
-sL W thig e M B is ENLIP, AT EVURIHE
F PR PR, R R R AR ET 100 Mo 0

--top-ports <number>

A GRS & ) number /5 1

-PO R 1P Uil ELERHN B dr EALR S Lk
-sV nmap #EAT iz AR 55 kA (o)
-0 nmap 1T E RG]
--0sscan-guess nmap #E17THE RGN

BEs KNEEAFERY!




4 {FFANmapsLIN R ARt

4.3 2. MRFEHITLREKN

{EANmMapd T =YL

= ERANmMap TEXIEEMESE BRI ETIEITIRE.

WMARER. BERFEEH TN,
= SCH4ER.
IS A EBIFF IR
KN REVA IR OER
KN RETA SRS EE
KNFEENAIRIERFEE
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1 #HEANMapITEXG10.10.2.0/24MEERAREN T2 2N
2. [root@Project-11-Task-01 ~]# nmap -sV -O 10.10.2.0/24

N 3 #RRNMapSEIRA SHATIRERIARTE
AR 4. Starting Nmap 7.70 ( https://nmap.org ) at 2020-02-26 13:44 CST

5 #9THEMRISEILAEMER T E 0 A MBI ENER

6. #ZEHL (IPHEHNE10.10.2.125) IHEROIREERNT
7. Nmap scan report for 10.10.2.125
8. Host is up (0.000014s latency). #EVIRE TR
PN = =) 9. Not shown: 996 closed ports #E1000NHEH, BN iHOMTF KRS
Ap VJ:E'@/?;Eﬂzgl 10. PORT  STATE SERVICE VERSION FEIIFRIROARSS, EEETRAES
. 21/tcp open ftp  vsftpd 3.0.3 #FTPRRSS R vsitpdi 4882, IRA93.0.3
12, 22/tcp open ssh OpenSSH 8.0 (protocol 2.0) #OpenSSHarefR55HRA98.0, BEEEFFRSSH2.0ff1%
3. 80/tcp open http  Apache httpd 2.4.37 ((centos)) #ApachehRA 82437, EFRIERSHCentOS
14. 3306/tcp open mysgl MySQL 5.5.5-10.3.17-MariaDB #MySQLARAA5.5.5, {EFRYZEMariaDBEIERE
15. Device type: general purpose HRERINBARE (EWPCIHIRSS) o
16. Running: Linux 3.X #FENIRERZZFRALInUX, ARAN3X
17.OS CPE: cpe:/olinuxlinux_kernel:3 HEIFERFZNIZIRA I3
18. OS details: Linux 3.7 - 3.10 #FENURFRFIFAETR
19. Network Distance: 0 hops #WERRMIBER: Ok (EIERIX)
20. Service Info: OS: Unix HRIERGFERELHUnix

2L HRFRFEMRSAVENER, IERNAIENMapEM_EHITIER

22. OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
23. #ZARNmapasS 2561, Ep47 P EHRET IS TIRES, S3LFErT4603.56%)

24. Nmap done: 256 IP addresses (47 hosts up) scanned in 4603.56 seconds



4 [FENmapLIl R A2l 43 2f): WRGBTREEN

FERNmapiHEE A TR Z 2 XS
s BT Nmap T Bl rikSINE = XK,
LSS = 7
s "dns-nsid” {HERKNIDNSRRSZIZI TR ANHNEME 2
M "dns-brute” 1HEHNIE S BE05HE2S HDNSARSS 2" domain.comigi&& NRIEMIS

RIEE
{8 "dns-blacklist” fE{FHNIDNSIRSS 282 A S 158 LEDNS 7R A3 T FFProxy 848 B8
ZIENE

{5/ "dns-random-srcport” 1G4 NIDNSARSS 282 B 1A ) TR AYR 38 3RiTE
{8/ "dns-random-txid” &AL NIDNSARSS 28 2 A UMY TXID DNSiEwE
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HRIBEEBITIRS S5 210N BinA i THITIOE

[root@Project-11-Task-01 ~]# nmap --script=dns-nsid
--script=dns-brute
--script=dns-blacklist
--script=dns-random-srcport
--script=dns-random-txid
--script-args
dns-brute.domain=domain.com 10.10.2.121

o
v

© N o kW N

9. Starting Nmap 7.70 ( https://nmap.org ) at 2020-02-26 19:28 CST
10. Pre-scan script results:
- 11. | dns-brute: #IEEREEdJomain.comigiZ TENICRER
ap TR / BRIEE S, 2. I DNS Brute-force hostnames:
3. | ns.domain.com -10.10.2.121
4. | nsl.domain.com -10.10.2.122
5. www.domain.com - 10.10.2.200
16. | ftp.domain.com -10.10.2.200

7. Nmap scan report for ns.domain.com (10.10.3.185)
18. Host is up (0.00017s latency).

19. Not shown: 998 closed ports

20. PORT STATE SERVICE

21. 22/tcp open ssh

22. 53/tcp open domain

23. | dns-nsid: #BEEDNSIRSIEITHIMRA
24| bind.version: 9.11.4-P2-RedHat-9.11.4-26.P2 I8 #{FABIND T EE32DNSRSS2E, BINDARZA A9

25. MAC Address: 00:50:56:9A:DF:D9 (VMware)
26. Host script results:

27. | dns-blacklist: #BEDNSRERAREFOProxy B3 B ARAT IS
28| SPAM
29| bl.spamcop.net - FAIL

30. | sbl.spamhaus.org - FAIL Q
31

32. Nmap done: 11IP address (1 host up) scanned in 13.44 seconds
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{£551: ERANmapstEl Bt Z2i¥S
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FARNmMap TEXIWE RN EN 51533 BITARSS Lﬁﬁ
=, W= EBITE FIMEEIRE RIXESEIEE
FizESIEA R,
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B S5ZeNrYERs B,
. ANTEEITIRERFANES T RIFEI TIESRE
» TEHHESSEIA T EiR
BTN, §X00:0084/T, &ML R LB
NARIEEEHEAR
JNERENII TR, FRIwO. BfTREA. BER
FERENDHI TR
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1. #%Z%ENmap
2. [root@Project-11-Task-01 ~]# yum install nmap
[root@Project-11-Task-01 ~]# nmap --version

n“\
4 #EFRANmapd T ENZ 2N
' 5. [root@Project-11-Task-01 ~]# nmap -sV -O --osscan-guess 10.10.2.96/27
6. fERNmapiFEEZBITIRS T2 XN
7. [root@Project-11-Task-01 ~]# nmap --script=dns-nsid
8. --script=dns-brute
9, --script=dns-blacklist
- 10. --script=dns-random-srcport
<2 TER / BRIE5 S 1. ——scriEt:dns—random—txidp
12. --script-args
13. dns-brute.domain=hactcm.edu.cn 211.69.32.8
14. [root@Project-11-Task-01 ~]# nmap --script=dns-nsid
15. --script=dns-brute
16. --script=dns-blacklist ;
17. --script=dns-random-srcport
18. --script=dns-random-txid
19. --script-args
20. dns-brute.domain=baidu.com 10.10.2.1

2. #ERB M REE IR TR

22. [root@Project-11-Task-01 ~]# yum install -y mailx

23 #{EFBVI T ENEMmal KB BT 2 etc/mail re, ISR T AR SEIARIZE.
24 #ECENH: Jetc/mail.rc

25, #mail (RBEYHRTRE, FEHNERRIEE TR ES NS,

26. #1ERCENHFIBINAI TRE

27. set from=ruanxiaclong@hactcm.edu.cn HRERMFARIEES

28. set smtp=smtp.hactcm.edu.cn HREHBFARSS SRRTMBIE

29. set smtp-auth-user=ruanxiaclong@hactcm.edu.cn HRERIF ABBFEIHELE

30. set smtp-auth-password=**#xxxkx HRE R Fim IR D Q
31 set smtp-auth=login HREWHANELRAER



1 #FERVITEE/optBR FOEEShel BITHIAS M, ARSI,
2. #HIARER: /opt/autoCheck.sh

n‘\ 3. #l/bin/bash
' 4 #HEEBPREER

rm -rf /opt/CheckReport txt

EE

6. #TENFEERNAIMLEZER
7. netWork="10.10.2.96/27"
8 #EMIGEIRSSEE AL
9. dnslp="10.10.2.1"
= 0. #ENEBZIHMERIZHE N RHME, RIBE S ABRHTEE
ApiEr / RMES IS - - -

M USGFMa”:“****@****.***“
12 #FERENANA TRI YA E)
3. time=$(date +"%BYFEPMB%IH %H:%M:%S")

4. #HHH SRR

15. echo -e "\n--------------- Host CheckReport--------------- \n\n" >> /opt/CheckReport.txt =

16. #XIMBERARENHATREEN, FRENEREILE/opt/hostCheck XS 2

17. nmap -sV -O --osscan-guess $netWork >> /opt/CheckReport.txt

18, #igtH o EITE

19. echo -e "\N\n\n--------------- DNS CheckReport-----=--------- \mM\n" >> /opt/CheckReport.txt

20. #XIPFHEBITIRSHITZ 2N, FRRNIEREEE/opt/dnsCheck Xt A

21. nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist --script=dns-random-srcport --script=dns-random-txid --script-args dns-
brute.domain=hactcm.edu.cn $dnslp >> /opt/CheckReport.txt

22 #ECEHMPFHITRIE, BMERIETIN REIHEIRE"
23. echo -e 'REfIERFNME. \ntNATEA: '$time | mail -s "EEANmap# T S22 HAYRE" -a /opt/CheckReport.txt $userMail

Y



o
v

PN
Ap <

5 / BEE S

IR ARRIHATAN R
[root@Project-11-Task-01]# chmod +x /opt/autoCheck.sh

3 #FRIHTIHIAIES, ERESIITRINFIRKEIBMHES, STt

[root@Project-11-Task-01]# bash /opt/autoCheck.sh

- HRARNRESE, EERERFNESITL, 8X00:0047—R
. #[root@Project-11-Task-01]#echo "0 0 * * * root bash /opt/autoCheck.sh" >> /etc/crontab

1o #RTRENE, SRHREATI0D TR

[root@Project-11-Task-01]#echo "*/10 * * * * root bash /opt/autoCheck.sh " >> /etc/crontab
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1 #uEARSS ZRB K SR E AVFTCP 80imiAEV S5
2. [root@Project-03-Task-03]#firewall-cnd --add-rich-rule="rule port port=80 protocol=tcp accept'
success

[root@PrOJect 03 Task- 03 ]# Vi /etc/httpd/conf/httpd.conf

n‘“
5,
6. #ServerTokens Prod HIEECE X RYServerTokensiETUH T 112

#FFEphphR 4G
[root@Project-03-Task-03 ~]# vi /etc/php.ini
expose_php = On #iGexpose_php = Offii"expose php = On

9.
An e / BMES IS 0. #EEMySQLANTIZERE

1. [root@Project-03-Task-03 ~]# mysql -uroot -p
12. Enter password:
B #RTHRRSE, AR TR IRTMER

14, #8liRroot iR EREE

15. MariaDB [(none)]> GRANT ALL PRIVILEGES ON ** TO 'root'@'%' IDENTIFIED BY 'centos@mariadb#123' WITH GRANT OPM\I
16. Query OK, 0 rows affected (0.001 sec)

7. #RIFTRPSIR

18. MariaDB [(none)]> flush privileges;

19. Query OK, 0 rows affected (0.001 sec)

20, I TEURERIEIR L

21. MariaDB [(none)]> quit

22 #EFHNDIEEEEEEN

23. [root@Project-03-Task-03]#systemctl reload firewalld
24. #EEhttpd RS EEBELER

25. [root@Project-03-Task-03]#systemctl reload httpd
26. #EEmariadbRZFEERLBEEW

27. [root@Project-03-Task-03]#systemctl restart mariadb



1. #HEANmap TEX LIRS 2t TIEfI= e, F/-sV -OiER,
2. [root@Project-11-Task-01 ~]# nmap -sV -O 10.10.2.105

3. #{ERANmap TEXSFrERERIMUEARS HITZ 2N, LI A3 EiR.
4. #OfERA"http-methods"flHHG T I LAERSS B STFRIHTTP 7374288

5. #QER http-enum FEHHENINIERS B S FESRERES.

6. #QEM"http-vuln* R NIMIERS B ST EL ERIE.
7
8
9

o
v

#ERANmap TEMS MU ARSHTIEMZ 2N, i EREREE,

. [root@Project-11-Task-01 ~]# nmap --script=http-methods
, --script=http-enum
10. --script=http-vuln*

- . 10.10.2.105
apCiEmE / BR{FE 1S

2. #EEERNmMap TEXPHP R Rt T2 2@, LI MR4PBiR.

3. #@ER"http-php-version" AN M IAIRSS 28 PPHPARAER.,

14 #QfER"http-phpmyadmin-dir-traversal JEA44&N 3 2 AIPHP B Fal x4

15, #QfEF"http-phpself-xss R NE S 32 2 Euh R AR ERIPHP L4

lo. #@{ER"http-vuln-cve2012-1823 RGN A FAEEXIPHP - CGIERAVIFZITRISIRIE (CVE-2012-1823) =
7. #ERNmap TEXPHPE T IR 2IGN, 1@ NE LA,
18. [root@Project-11-Task-01 ~]#nmap --script=http-php-version

19. --script=http-phpmyadmin-dir-traversal
20. --script=http-phpself-xss

21. --script=http-vuln-cve2012-1823

22. 10.10.2.105

23. #fEFANmap TEXMariaDBEIREH T2, LI A4 Bir.
24 #OFEA mysql-info fRHCNEIEEEAREE,;

25 #FEA"mysql-empty-password {E{HGNEIREEFEESFET O,

26. #QfEA " mysql-enum G UIEHR EFREB I TIRAIAF

27 #@FER " mysql-vuln*iE G NEIEF RS BB FELE M.

28. #HEANmapT ExIMariaDBit T Efi=staN, A NIREERBER I,
29. [root@Project-11-Task-01 ~]# nmap --script=mysqgl-info

30. --script=mysqgl-empty-password Q
31. --script=mysgl-enum
32 --script=mysgl-vuln*

33. 10.10.2.105



o
v

ap TR / BRIEE S,

©O© © N o v W

14.
15.

#HEANmap TENABEMELFHERRIWordPressiZm# T2 2@, LIRS BiR,
#OFEA"http-wordpress-enum {4 UIWordPress@ 7 E £ SRR AFRIR
#QfEM"http-wordpress-users"flEEHENIWordPresse B FERFRZEEME;
#QFEA"http-wordpress-brute {4 aMIWordPress 2 A FIE @2 ZRBHI ISR ;
#@(FEA"http-vuln-cve2014-8877 HE{HEMIWordPress 2B FEIE TANRE (CVE-2014-8877)
#OE http-vuln-cve2017-1001000 i HERIWordPress @ SR ERE S IIERINS ENRE (CVE-2017-1001000) .
#EFANmap TEXfWordPressit{TiafafNL e, QMR E BRI,
[root@Project-11-Task-01 ~]# nmap --script=http-wordpress-enum

--script=http-wordpress-users

--script=http-wordpress-brute

--script=http-vuln-cve2014-8877

--script=http-vuln-cve2017-1001000

10.10.2.105

FEIENMapXHRIER S, MiLARSE28. PHP. MariaDB, WordPressfyZ etz R
#HBT A T LZ2NATHTEELR, REZSFHIRES,
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