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n RS
SALNCRESTRNAI RS ESBIWE, BEICRARETER, CRBHEEIMNSEREBR, X
LERRBRFRIRSIIRPHEEETRESTT.
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SELinux (Security-Enhanced Linux) REFLinuxPIZA9sEHIE =S HIY
S, EERIEALNURERFERZLEM.
Linux Kernel 2.6 % LA ERRARIIEERLSELINUXIRER,
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‘ User-space Process makes a System Call
‘ r'y Y 'y User Space

DAC Checks

Failed | Denied | Allowed

Allowor Deny | Linux

LSM Hook

Retumn from System
Call

P Sccurity (@ SELinuxSecurity
Access Module Server, AVC and
Policy

Figure 2.3: Processing a System Call - The DAC checks are carried out first, if they
pass then the Security Server is consulted for a decision.
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SELinux provides the following benefits:

m All processes and files are labeled. SELinux policy rules define how processes
interact with files, as well as how processes interact with each other. Access is
only allowed if an SELinux policy rule exists that specifically allows it.

m Fine-grained access control. Stepping beyond traditional UNIX permissions that
are controlled at user discretion and based on Linux user and group IDs, SELinux
access decisions are based on all available information, such as an SELinux user,
role, type, and, optionally, a security level.

m SELinux policy is administratively-defined and enforced system-wide.

¥
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SELinux provides the following benefits:

= Improved mitigation for privilege escalation attacks. Processes run in domains,
and are therefore separated from each other. SELinux policy rules define how
processes access files and other processes. If a process is compromised, the
attacker only has access to the normal functions of that process, and to files the
process has been configured to have access to. For
example, if the Apache HTTP Server is compromised, an attacker cannot use that
process to read files in user home directories, unless a specific SELinux policy rule was
added or configured to allow such access.
m SELinux can be used to enforce data confidentiality and integrity, as well as
protecting processes from untrusted inputs.

¥
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SELinux is not:

= antivirus software

= replacement for passwords, firewalls, and other security systems
= all-in-one security solution

SELinux is designed to enhance existing security solutions, not replace them.
Even when running SELinux, it is important to continue to follow good
security practices, such as keeping software up-todate, using hard-to-guess
passwords, and firewalls.

¥
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*Eit + permissive: THETR,, BASELinux, {BAPELL{FER
SELINUX 6, RREEEER

disabled: A&z, XKFSELinux

TYERBHEESELINUXEFRYZREBIR (Centos7/8)

+ targeted: BRIAME, BIREFUEISELINUXEIRIF
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mis: Multi-Level Security, SHRZ2RE], B
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SELinux can run in one of three modes: enforcing, permissive, or disabled.

m Enforcing mode is the default, and recommended, mode of operation; in
enforcing mode SELinux operates normally, enforcing the loaded security policy
on the entire system.

= In permissive mode, the system acts as if SELinux is enforcing the loaded security
policy, including labeling objects and emitting access denial entries in the logs,
but it does not actually deny any operations. While not recommended for
production systems, permissive mode can be helpful for SELinux policy
development and debugging.

m Disabled mode is strongly discouraged; not only does the system avoid
enforcing the SELinux policy, it also avoids labeling any persistent objects such as
files, making it difficult to enable SELinux in the future.
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2.2 SELinuxgEBEF4A

SELInuxpY TAFRIA S TR B RIEC B ERICR AR EXHF T,
s SELinuxBIECE SHFRBYIE R/ etc/selinux/config
n BERENHNE: #cat /etc/selinux/config

ACEScth: /ete/selinux/config

#EA cat HSER R SELinux B E I HHEE
[root@Project-11-Task-01 ~]# cat /etc/selinux/config

#ATF SELinux FeESHHER

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

#SELinux i=f7Ht % enforcing (38#(HEt)

10. SELINUX=enforcing

T1. # SELINUXTYPE= can take one of these three values:

12, # targeted - Targeted processes are protected,

13 # minimum - Modification of targeted policy. Only selected processes are protected.
14, # mis - Multi Level Security protection.

15. #SELinux Z22HREER, targeted

16. SELINUXTYPE=targeted

W@NE R WS
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2. fERASELinuxiZAtRzZ £t 22 SELinuBHEFH4
BESELINuAINEI TR
= #sestatus
BEESELnuAI TIF&ER
m #getenforce Use the setenforce utility to change between
1§§SEl—mUXEgI{"EjfEZ_Etngi%M%ﬁ enforcing and permissive mode.
= #setenforce 1 Changes made with setenforce do not persist

1§§SEL|HUXESI{$$§EE%%§$EEE across reboots.

= #setenforce 0

£ /E=EDSELinux

m (ERSELInUXAIECE S 14 #vi Jetc/selinux/config
s BRIEFRER #reboot
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Policy and Rule: BIZE 5 #IN

= Policyst2MNIE, FEHRuleESTE—RERiFZA T Policy,

= RIBMACHIEN, RIEREMRERF LTEREFEREE SRR,
RIERBETIIERIEESZ, AEREFRSPolicy NI,
PolicyRiREWEIFES, ILERLINUIREFRANALZIBES 5 iERAIAE,
SREERZEUENZAY, RRFEEEFERENLE,

= RHELFICentOSHRE T =FEER,
R T SELINUXS A, LESELInUXEERET 2RI,
RIP 7 KRV SRR,
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SELinux TEdREFEE I e N0 E £ NShE,

s ZEN
ENFER (HR) ZER (RGP, BR. wOSYn]) AORINIZREGRRE, S
iaizﬂ_ﬂg?\%ﬂﬂ’ﬂiw{%ﬁﬁUﬂB’l\EfiﬁéﬂyUﬂ[‘—/l\iﬁ%%ﬁﬁii%?@é, FHEN T HAITH
b,

= L2 FTX (Security Context)
BER GRS R KB R AT T AA0A a6 B M B AtRY,
SELinuxeh, iplaiEslEEIlfE e T,
SELinuxdr, FREZEAR (X, #HEEBIBE. ERF. WNEIINE) MK (HiE)

#HESHEXKNZE E T

SELinuxBAfE, RAFMENEFEHETIFR, fete LT,

SELinuxiBd T2 T EERSERHIEIES, o
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2 fﬁﬁﬁs ELin UX]:EE}" Ij\] *zﬁé'l‘i 2.3 &£ FTFX Security Context

SELinux contexts have several fields: user, role, type, and security level.

m The SELinux type information is perhaps the most important when it comes to
the SELinux policy, as the most common policy rule which defines the allowed
interactions between processes and system resources uses SELinux types and
not the full SELinux context.

m SELinux types end with t.

user : role : type : security level [ : category |
R e K 22yl [ Hk]
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TE FTFMHEMTE
user : role : type : security level [ : category |
R Ame KB 2Rl [ 5]

= user: IBEBFRESZAFER, Wuser u (BEBEFPERESRGTL) . system u (FHIREFRES
HEERITR) . root (rootFAFEREITNR) [ SEAMHREETER (unconfined_u) #ig,

= role: BN (objectr) . HIEFIAF (system_r) B9AE, BERLRS) type HUER.,

= type: IEEEHUEEE, MINARE @RI EENS TR SUFIR BIRRES, #B2E T typeSTil,

= security level: [RENSEINEE, BMUENHNDEZE2EKS, SMNRYWEERIE—NMES, 23550
~154% (SORRM) . BRRISEOMERERI50,

= category: ANEFE, WFHEHALKRLISTRANENSZE, — MWRAUESNHE, WFZBEAFKH,
ZFERIL 2R,

¥
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Processes and files are labeled with an SELinux context that contains
additional information, such as an SELinux user, role, type, and, optionally, a
level.

= When running SELinux, all of this information is used to make access control decisions.

m SELinux provides a combination of RoleBased Access Control (RBAC), Type Enforcement
(TE), and, optionally, Multi-Level Security (MLS).

BENMHNZE ETER: Is-Z
EEHENZE FTXER: ps-Z

L2 FNEBMIIERRP. g, FR-ZI8EE,
» SEAFNZEETXER: id-Z
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2 {Eﬁﬁs ELin UX]:lnaza:l' W*Z?é’l‘i 2.3 &£ X Security Context

BcE&SELinux Policy
= SELinuxis in enforcing mode, the default policy is the targeted policy.

= Change configuration defaults, such as ports, database locations, or file-system
permissions for processes.

= The policycoreutils-python-utils package is installed.

REETH
m BEENEZ S TR cheon

s REXHLZE LT REIME: restorecon

= EI8)/1E/ BN/ MR SAFRIBIASELinUXEEEY . semanage

m B/RSELiInuEINY: seinfo

= EFSELinuxEN: sesearch L3
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Booleans allow parts of SELinux policy to be changed at runtime, without
any knowledge of SELinux policy writing.

= XJSecurity ContextfVENFEE—ENEWEENTIFERIER

= {FifBooleansA] LI L EMUAIE S NS

= {ZgBooleans@SELinuXEIRAC BRI FBIR(F

Booleansf9EET A
= JHEFFBBooleans: semanage boolean -
s &FEBooleanfa: getsebool - f1t1a s
] EE%BOOE@H{EI setsebool P AT, kA BRI B, Bk RE T P 51
AR AL R AR FIN L e i R R R <=
boolean Bk
‘ on s 1 | Eitfl. FrkEREREERERIR
Y oo | Wit for SRR RIS KA
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s = . Bifr: FUGERREARIE RN 0777, MHER
2 @%{,{gﬁfg%&?ﬁﬁfﬁ)\mﬁ’ whE E’]J’EE%DWE&E#} apache.apache IR T, AT
e 7 = 3 EIRAR S RIR(E, AT
BEE R i eRingRE s It

]“]ﬁ 81T SELinux & E httpd_enable_homedirs
5 | Nied REEMEAMETAEATNSR, | BIEHE, £ nited RSHETA LA
TP S BRI AR Bftr: BD1@ ntted BEH B BRI RSN T
AL

it nopa st ey | e ESRE 1 o, senamal RS, 2
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#BASELinux, BfEF&EsE (enforcing)

#RABRFR S

HEBRFSELNUERATF RO

[root@Project-03-Task-01 ~]# semanage port -| | grep -w http_port_t
http_port_t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000

#BRTCP 81i%0

[root@Project-03-Task-01 ~]# semanage port -d -t http_port_t -p tcp 81

#REMh % o B R/ var/www/htmIZEEShtt

pd_sys_content_t

[root@Project-03-Task-01 ~]# semanage fcontext -R -t httpd_sys_content_t /var/www/html

#EEEREX MRS ETXER

[root@Project-03-Task-01 ~]#Is -Z /var/www/html/

2. #Z1EhttpdiRS RIFE TR

[root@Project-03-Task-01 ~]# setsebool P

4 #ZEIEhttpdfRSS RIXER F B
5. [root@Project-03-Task-01 ~]# setsebool -P

httpd_enable_homedirs off

httpd_can_sendmail off

2 {FFASELinuxiBA Rz L et

2.5 226 : SELinuxcll SRt e (RiE

L [1355: SSIhnfaEEMySQLEIRERSS2E] 4

STZAESETEBER S HIT AR 2T, HFENZEXG SRS

JE

AP

RANR

mysqld 2% A A SR T IR
SR, AFAE R SRS IR et U I A
S

M- @if SELinux fil & mysql_connect_any &
PR, A1k mysqld AR 55 Ky LAl 55 TR S
Hkx: mysqld A 55 828 E6 HIE {7 ER TR
F, AR E R R Ll AR 553 1

AL httpd fk %5 A (Y I B2 AT 2
HEE mysqld BR5, bRt R
S A FAR ) AR

5. i@t SELinux fi. & mysql_connect_http &
MERE, ZELE httpd AR5 fiE 95 L TRIE & mysqld R 5
Hm: BR{E httpd B35 A A 6 Pl B AT VR e
PEThfE HACE IER, thIOEER e SR e i
AT HCR W R AE

JURREE RS / fhet / 1

8213680 /
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#BASELinux, BfEF&EsE (enforcing)
RGBS

#2E1EmysqldIRSSIERHTRRS RO
[root@Project-05-Task-01 ~]# setsebool P mysql_connect_any off

IS

#ZE EhttpdiRSSimiiEREmysqldiRss
[root@Project-05-Task-01 ~]# setsebool =P mysql_connect_http off

2 {EHSELinuxiEANZL et 2.5 %1 : SELinucHLSS RIS (R0

A (S5 @idvsftpdsEIFTPARSS 28] 94

STZAESETEBER S HIT AR 2T, HFENZEXG SRS

i3] PR EANE

8- iif SELinux A ftpd_anon_write i 1%
HEALRE % P R
. B00E FTP B TR foif
YAPES EET

FTP [ % fCvrle & - i 9F B i, ik
WA PRt Y Bt iR R i

i il SELInux AL httpd_can_connect_ftp
HAE httpd B EFEHR FTP L%

NE FTP W% & i Web i@ TF,
LT FTP % i R R s F
148 iif SELinux A ftpd_full_access J

LR R REEA R 0 FTP RS B R
PN 0777, WE
s WiE AR PR

&1L hitpd A %R
2 B%, EIhEER

FTP [B 5 fC i iRk Abf
3 | WG RIEE
{H{EdT FTP RS FIF

U P IR 5 R i
PRAFAE 4 P R,
HUR AL AR
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#RABRFR S

IS

#BASELinux, BfEF&EsE (enforcing)
HREZILFTPIRS AFES BRI
[root@Project-07-Task-01 ~]# setsebool —P ftpd_anon_write off

#REZEIEhttpdRSITAZIERF TPIRSS
[root@Project-07-Task-01 ~]# setsebool —P httpd_can_connect_ftp off

HREZIHRMERAAPBEFTPIRS BR

[root@Project-07-Task-01 ~]# setsebool -P ftpd_full_access off

2.fERSELiInuiRFtRZZ £ 1%

2.5 226 : SELinuxcll SRt e (RiE

LL (1255 (EFEBINDSEIUg & AT ARSS ] Jof)

STZAESETEBER S HIT AR 2T, HFENZEXG SRS

1

Lk

HEHE

AR T ¥R ST R A
B, FERR U REEERER

[

. 1L SELInux $3I & 82 8 ik B 25 named
% RATHEAF LR

Bp: SEALE LI RERE R A 0777, B named
M F S, R E R % i R R AL i T
s

EREM AR EG, AR LI
RAgal i psoim iR, 777 i
PR AR

EiT

{808 it SELinux A named_write_master_zones
B, 31k named At % AT EECERCE I TIRE
Hip: EHBAE L named.conf TERACE S, L
FHEUREE B X 0777, named ff 5% &8 iE&) iz (T IE
AR L A T AR

JRTREZGAS / Bk / 13938213680 / https:/

ernet.hactcm.edu.cn / htty

w.5Txueweb.cn
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IS

PN
v

(5918 / RIESIS;

#BASELinux, BfEF&EsE (enforcing)
RGBS

#HREFEICRE B 4EInamed _zone_t
[root@Project-08-Task-01 ~]# semanage fcontext -t named_zone_t /var/named/*.zone

FEBERBENHISELnuERS FTFYER
[root@Project-08-Task-01named]# Is -Z /var/named/*.zone

#ZEnamediR$IIE B named.confBE X4 EE SR
[root@Project-08-Task-01 ~]# setsebool P named_write_master_zones off

ERISELinuxE T E R
n ERIRE
SELinux T{EE=CI TIER BB B ShcE
SELinuxB9E RS2
SELinuxBit B TEMZ RSB RIRE
n EHIRE
fEASELinuxBCE 3Rt iR & D Rk
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PN
v

I

= 0o na W

13

#{Fsestatusid, BHESELNUBNEITRAER
[root@Project-11-Task-01 ~]# sestatus

#{ERsystemctl list-unit-filesi <, EHSELINUXIRSEENRENIRTS
#EBESELINUERS IR static (87) |, WBZIRSARANBEMNE, TSHFHTRE
[root@Project-11-Task-01 ~]# systemctl list-unit-files | grep selinux-autorelabel.service

#Esetenforcedr S B E SELINUOE TR A
[root@Project-11-Task-01 ~]# setenforce 0
[root@Project-11-Task-01 ~]# getenforce
[root@Project-11-Task-01 ~]# sestatus

#{EFsetenforced S IRE SELINUNE(TIRTCASEHIETL
[root@Project-11-Task-01 ~]# setenforce 1

2. [root@Project-11-Task-01 ~]# getenforce

[root@Project-11-Task-01 ~]# sestatus

#EENM. BR. #HiE BPNRLETYES
[root@Project-11-Task-01 ~J# Is -Z /var/www/index.html
[root@Project-11-Task-01 ~]# Is -dZ /var/www
[root@Project-11-Task-01 ~]# ps auxZ | grep httpd
[root@Project-11-Task-01 ~]# id -Z

PN
v

55 18R / RIEE IS,

©

14

=

17
18
19

#FEAyum TEZ%Esemanage. seinfo, sesearchT &
[root@Project-11-Task-01 ~]# yum provides semanage
[root@Project-11-Task-01 ~]# yum install policycoreutils-python-utils
[root@Project-11-Task-01 ~]# semanage --help
[root@Project-11-Task-01 ~]# semanage user -|
[root@Project-11-Task-01 ~]# semanage port -| | grep http
[root@Project-11-Task-01 ~]# semanage boolean -I | grep http
[root@Project-11-Task-01 ~]# yum provides seinfo
[root@Project-11-Task-01 ~]# yum provides sesearch
[root@Project-11-Task-01 ~J# yum install setools-console
[root@Project-11-Task-01 ~]# seinfo --help

2. [root@Project-11-Task-01 ~]# sesearch --help

[root@Project-11-Task-01 ~]# seinfo /var/www/index.html
[root@Project-11-Task-01 ~]# seinfo -t /var/www/index.htm!

5. [root@Project-11-Task-01 ~]# sesearch -A -t httpd_exec_t | grep httpd_t

#BooleansE T T B

[root@Project-11-Task-01 ~]# getsebool -a | grep ftp
[root@Project-11-Task-01 ~]# setsebool -P tftp_anon_write 1
[root@Project-11-Task-01 ~]# getsebool -a | grep ftp
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0. [root@Project-11-Task-01 ~

[
2. [
. [

[

#BEFSELinuxEI TR S TR

[root@Project-11-Task-01 ~]# sestatus

[root@Project-11-Task-01 ~]# getenforce

#Z@EApache HTTP Server, FHECEhttpdiRSS

[root@Project-11-Task-01 ~J# yum install httpd

[root@Project-11-Task-01 ~]# systemct! start httpd

[root@Project-11-Task-01 ~]# systemctl enable httod

[root@Project-11-Task-01 ~J# systemctl status httpd

#ECERRKAEARNY

# systemctl status firewalld

# firewall-cmnd --zone=public --add-port=80/tcp --permanent
# firewall-cmnd --zone=public --add-port=801/tcp --permanent
# firewall-cmnd --zone=public --add-port=802/tcp --permanent
# firewall-cmd --reload

# firewall-cmd --zone=public —-list-all

root@Project-11-Task-01 ~
root@Project-11-Task-01 ~
root@Project-11-Task-01 ~
root@Project-11-Task-01 ~
[root@Project-11-Task-01 ~
#BUER L SiteORIBRIARITL
[root@Project-11-Task-01 ~J# echo "<h1>Site0, http://10.10.2.125:80</h1>" > /var/www/html/index html
#RAMESIte0, FEAMENBITRISREAIEIMLE

[root@Project-11-Task-01 ~]# vi /etc/httpd/conf/httpd.conf

AT

[root@Project-11-Task-01~]# echo "<h1>Sitel, http://10.10.2.125:801</h1>" > /var/www/siteT/index.html
#BUE ML Site2fIBRIARIR

[root@Project-11-Task-01 ~]# echo "<h1>Site2, http://10.10.2.125:802</h1>" > /var/www/site2/index.htm|
#RARMILSite]

[root@Project-11-Task-01 ~]# vi /etc/httpd/conf.d/sitel.conf

#RAEMuLSite2

[root@Project-11-Task-01 ~J# vi /etc/httpd/conf.d/site2.conf

[root@Project-11-Task-01 ~]# systemctl reload httpd

[root@Project-11-Task-01 ~]# systemctl status httpd

®

©

#EHSELinuxFeIFhttpARSS AR

[root@Project-11-Task-01 ~]# semanage port -I | grep http_port_t
#BNNB01FIB02im M A SV IR A

[root@Project-11-Task-01 ~]# semanage port -a -t http_port_t -p tcp 801
[root@Project-11-Task-01 ~]# semanage port -a -t http_port_t -p tcp 802
#BFRRINtpd serviceflRSS, FEAMIHUBT NI ERAIRL
[root@Project-11-Task-01 ~]# systemctl start httpd.service
[root@Project-11-Task-01 ~J# systemctl status httpd.service
#EEhttpiEXaIboolean(d

[root@Project-11-Task-01 ~]# semanage boolean -1 | grep http
[root@Project-11-Task-01 ~]# setsebool -P httpd_enable_cgi 0

2. [root@Project-11-Task-01 ~]# setsebool -P httpd_builtin_scripting 0

[root@Project-11-Task-01 ~]# semanage boolean -I | grep http
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3.(EfFirewalldi2 Z AL 3Bk

fXiERRSB s eMNBERERSR, BB S RKERINEBEIH,

TzEﬁ:Eﬂf LT:.LJ';HEjso

MERIFXISR EX 7D, B XEE] 2 B K SRR ZE R K i,

= Eﬂﬂﬁ)\h@muﬁ%f —EITENRES LAY, SRR ENFHITRR,

. WEGNERIBERNNEZBNREHR—EERE, FX— P REHTIIR.
BENEEMNEZNRMN@LEES, EERELSAESAEEXE, XWWRA
MERIRERERTILIE, SLUXITIEMLERINEIA.,

SIRIFREZS RS / kel / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Ixueweb.cn

B |
3. FirewalldiEA R H#LE Y 31 Bk

AERZLinux. Unix, MacR@Windowsi#ER T, FHNIEE IR ERIE

RASINRME 2 B —FRIEGEB S

FEHF X IEEI R, BE%JLJJEI’J%Z}E/ML, RAJ gttt IoMNEiRER FRIE .

SN TS, BEEESININEAORENER, #MLIUER FZ2E

HRIBERY.

FHEXETIEENGE, BTHRENEITIEREXIE,

= f@l@iﬁ%ﬁ?ﬂ%ﬁ%ﬁﬁ}éwg‘k, STENEUESRILER. TN, bR OREESEH
717,

» IRFIRENENL SN E D ST ERIGAEEMN (Filtering Rule) [Tfe, N
RREH XIS TRME, BNEEER.

RTREZ AR / Bl / 13938213680 / hitps:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
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®£EE
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INPUT chain (A0

=%

FORWARD chain (3550

s

Y

OUTPUT chain (&1

FhA IR

HAEER G

3.{EAFirewalldiE RS L £

3.1 Bk

X ERAREENRAREER, EFEIOREPXIE, FABXEES
BE—ERBRME.
s [IERTLABMTICE, (EFREHEKIER

WRREZ A / Bihes / 13938213680

/ https:

P KIS BRI IARNR B R IBR T iRR

B KIEROF ARSI A 2 SRS A=t
B KIS RS AR S5 2R Ml R Foi AR LE

B KIS R A ER AR I AT AR LE
PSR B B R HIE Z R K T
D KIE T AR Em S

L}
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3.{EfFirewalldiE R Hx L 3.2 Firewalld

£CentOS 7LARIMRASH, {FFT iptables FakiE,
£CentOS 7/8R9hrA+, {5 firewalld FkiE,

firewalld SiptablesZ [BJR & E s

w firewalld BB LASIMESN RSN SEEMNES, 1T EFHANIT BRI
BRIENNERE, M iptables Fr SIS EIRNE BBERIF S BT LAERL.
firewalld Bk SE{EE X IANARSS, M iptables B IERI{SEFASEZCAIN,
firewalld B X EEAINIERIADIELE, 1M iptables B K EALUIERIA I FE1F o
firewalld # iptables ARSI EEIHKIERIINEE, SLTRVOR I NIERISTE,
firewalld #0 iptables RIBH K IEINBERIEIT A% netfilter SRELIMAT,

«
N,

SRR EZS A / Bty / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn

B
3'{%% Flrewalldfﬁﬁgéﬁﬁé'ﬁ 3.2 Firewalld

firewalld is a firewall service daemon that provides a dynamic customizable

host-based firewall with a DBus interface.

= Being dynamic, it enables creating, changing, and deleting the rules without the
necessity to restart the firewall daemon each time the rules are changed.

firewalld uses the concepts of zones and services, that simplify the traffic

management.

m Zones are predefined sets of rules. Network interfaces and sources can be
assigned to a zone.

= The traffic allowed depends on the network your computer is connected to and
the security level this network is assigned.

m Firewall services are predefined rules that cover all necessary settings to allow
incoming traffic for a specific service and they apply within a zone. 7

N
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system-config-firewall D-Bus firewall-config firewall-cmd
iptables (service) » firewalld (daemon and service)

l—» iptables (command) 0—|

|
[

3. FirewalldiEA R H#LE Y 3.3 Zone
BETFHAPYNERRESTBENEEIEE, BHXEENEDE A BRI X,
(Zone)
» TS NEORREANRE, BEOFAERNX ST LEEH K EeSTE T a1
B,

s —PMEORGEEET—IKE, ER2—TMKERTLUES MO,

= JLUARRIRIRIgE A RRIMNIES, E8id e 2 mifsE A O X M A9 BXIg s iRk
BB KIENIRE,

» SEAZNEAON, JLUIBMEDRENNABXE, LN AEEAORTARE
ROBS KBRS, LM NNRIERIBI K SRS ECE.

JIRREAAE / R / 213680 / https://internet.hactcm.edu.cn / http://www.51xueweb.cn
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E30

BRI S

trusted FOVRRE AR Gt

home JEH AR ). BRIATT I ssh. mdns. ipp-client. amba-client X5 dhcpvé-clie
nt B4 Fe i xt A i

Internal %[ F home [X 1

work LRSI . BATFRR ssh. ipp-client 55 dhcpv6-client i % 2 13 R[]

public RSN BAATTR ssh. dhopve-client [R5 fLiFad 4k 7]

external TR AN . BATE AR ssh AR5 FovF Xt ST 1]

dmz {RESMRT . BRIAFFIS ssh RS R vFat Shifinl

block

A AR )

drop

A AR )

block

Any incoming netwark connections are rejected with an icmp-host-prohibited message for IPv4 and
icmp6-adm-prohibited for IPV6. Only network connections initiated from within the system are
possible.

dmz

For compuiters in your demilitarized zone that are publicly-accessible with limited access to your
internal network. Only selected incoming connections are accepted.

drop

Any incoming network packets are dropped without any nofification. Only outgoing network
connections are possible.

external

For use on external networks with masquerading enabled, especially for routers. You do not trust the
other computers on the network to not harm your computer. Only selected incoming connections are
accepted.

home

For use at home when you mostly trust the other computers on the network. Only selected incoming
connections are accepted.

internal

For use on internal networks when you mastly trust the other computers on the network. Only
selected incoming connections are accepted

public
For use in public areas where you do not trust other computers on the network. Only selected
incoming connections are accepted,

trusted

All network connections are accepted.

work

For use at work where you mostly trust the other computers on the network. Only selected incoming
connections are accepted.
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BEE |
3.(EfFirewalldi2 Z AL 3.3 Zone

Listing Zones
= To see which zones are available on your system
# firewall-cmd --get-zones
m To see detailed information for all zones:
# firewall-cmd --list-all-zones
= To see detailed information for a specific zone:
# firewall-cmd --zone=zone-name --list-all
Changing the Default Zone
= Display the current default zone:
# firewall-cnd --get-default-zone
m Set the new default zone:
# firewall-cnd --set-default-zone zone-name

SARIREZSAE / BEhety / 13938213680 / https://internet.hactem.edu.cn / http://www.5Txueweb.cn

3.{FEAFirewalldiZ R G L tE 3.3 Zone

Create a new zone:
m Create a new zone:
# firewall-cmd --new-zone=zone-name
m Check if the new zone is added to your permanent settings:
# firewall-cd --get-zones
= Make the new settings persistent:
# firewall-cmd --runtime-to-permanent
To set a target for a zone
= List the information for the specific zone to see the default target:
# firewall-cmd --zone=zone-name --list-all
= Set anew target in the zone:
# firewall-cnd --zone=zone-name --set-target= <default| ACCEPT|REJECT|DROP>

--permanent {}

SRR EZAE / Bl / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn




3.fFFirewalldi2 E AL L

3.4 Firewall-cmd

firewall-cmnd

firewall-config

SURIREZS RS / BEhety / 13938213680 / https://internet.hactcm.edu.cn / http

STxueweb.cn

3.(EfFirewalldiBEA Rz L2t

3.4 Firewall-cmd

= RBETLIRAMIRE., Y. RO,

= (ERPKIBAYHEENE MERIRE YIRS, FTLAEINREFEEECE.,

o FREFARSBIIXMLIEHER,

Firewallf X ISR LAEARARSS AT T RIS EC E.

BROMENE. SRS,

o TEMIRSHIBE FRIVER : /etc/firewalld/services

[root@Project-11-Task-01 ~]# 1s -

HAE &
1 root root 2528 118
2 root root 6 118
. 2 root root 6 118
. 2 root root 6 11H
1
2
2

—rW-r——r--.

root root 283 11H
root root 6 118
root root 46 3H

RSP EZIAZ / Bl / 13938213680 / https://internet.hactcm.edu.cn / http

1 Jetc/firewalld/

9 00:48 firewalld.conf

9 00:48 helpers

9 00@:48 [dcmptypes

9 00:48 [ipsets

9 00:48 lockdown-whitelist.xml
9 00:48 services

21 21:52 zones

//www.51xueweb.cn
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BEE |
3.{EfFirewalldiE R Hx L 3.4 Firewall-cmd

frktEE T TR E R, ATLAZBPAR, BAREFWEanER,
» BSfirewall diRBHEECRIFRAE, WMEBSKN, WERARE.
n [XIERIECE R
runtime configuration: ZTAIECE, FEBTAIEZRIRETAN
permanent configuration: fFEIIECE, R XEEIREINEATANY
n (ERRNK A LR MECE S U
{#F3--runtime-to-permanentiIin: F&Hana THIF KEERNIK A RE
fEF3--permanentiIn: ECEFKEAN, FRATFE
2501
# firewall-cnd --zone=public --add-port=80/tcp --permanent
# firewall-cnd --runtime-to-permanent

SARIREZSAE / BEhety / 13938213680 / https://internet.hactem.edu.cn / http://www.5Txueweb.cn

B |
3'{%% Flrewa”dj:;%ﬂ'géﬁﬁé'rgz 3.4 Firewall-cmd

Starting Firewalld
m To start firewalld, enter the following command as root:
# systemctl unmask firewalld
# systemctl start firewalld
m To ensure firewalld starts automatically at system start, enter the following
command as root:
# systemctl enable firewalld

SRR EAGRE / Bkt / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn




BT |
3.{EfFirewalldiE R Hx L 3.4 Firewall-cmd

Stopping Firewalld
= To stop firewalld, enter the following command as root:
# systemctl stop firewalld
m To prevent firewalld from starting automatically at system start, enter the
following command as root:
# systemctl disable firewalld
m To make sure firewalld is not started by accessing the firewalld D-Bus interface
and also if other services require firewalld, enter the following command as root:
# systemctl mask firewalld

SARIREZSAE / BEhety / 13938213680 / https://internet.hactem.edu.cn / http://www.5Txueweb.cn

BN |
3'{%% Flrewa”dj:;%ﬂ'géﬁﬁé'rgz 3.4 Firewall-cmd

Disabling All Traffic in Case of Emergency using CLI In an emergency
situation, such as a system attack, it is possible to disable all network traffic
and cut off the attacker.
= To immediately disable networking traffic, switch panic mode on:
# firewall-cmd --panic-on
= Switching off panic mode reverts the firewall to its permanent settings. To switch
panic mode off:
# firewall-cd --panic-off
m To see whether panic mode is switched on or off, use:
# firewall-cmd --query-panic

SRR EAGRE / Bkt / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn




EEEN |
3.{EfFirewalldiE R Hx L 3.4 Firewall-cmd

Controlling Traffic with Predefined Services
m Check that the service is not already allowed:
# firewall-cmd --list-services
m List all predefined services:
# firewall-cmd --get-services
= Add the service to the allowed services:
# firewall-cmd --add-service= <service-name>
= Make the new settings persistent:
# firewall-cmd --runtime-to-permanent

SARIREZSAE / BEhety / 13938213680 / https://internet.hactem.edu.cn / http://www.5Txueweb.cn

3.{FFirewalldiZ2A ZARL 2 3.5 Firewall Log

X IEHENE EE 2B AT EAMN B S5 ERERD .
2 RHEEERNE X EEEINHITE R,
n [k EEAERSHRESsyslogRSHITETE
n AEEAERTE var/log/firewalld HESZ 4
s OEAEET HERRYEE TR,
N HEE ERRER A Ef AR ERUFHERBEN G .

SRR EAGRE / Bkt / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn
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3.fFFirewalldi2 E AL L

3.5 Firewall Log

E)E_IJEllu\ E%ij
» BB KESrsyslogdE &M, MXIBEREFR. BEXHFHIEE.

R

EXHDE B EEHITEENEE,
= SRS X IEEBSHENESE, LA BiR.
SCHIRS KSR BRI ML B ERY HRIC S
Bk AR B R E /var/log/firewalldlog
Pk B HEICRERBREANBESRNAESCR

AR / B / 13938213680 / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn

(DAEFvi TR fE0ph ks 0 ALE L fHetcirewalid firewalld.conf, 1505 HAL B #HE B0 .

RE X HF: /etc/Firewal Id/Tirewal ld. conf

1. #firewalld.conf BEEXAMESE, FHoRBTRSINENTREEXINE
#1% LogDenied=off %% LogDenied=unicast, TIFHIHMAABENAZCT

LogDenied =unicast

W

@A vi TEA%0 reyslog B8P L (Flete/rsyslog.conf, #0405 B AL LS 2 F.
BECH: /etc/rsyslog. conf

1. #rsyslog.conf REYHAERE, FEANETRSHUERRORGREXNAE
2. HEEBEHFEINAS, ke ERARESEFROFHTCE
3. kern* Mvar/log/firewalldlog/loginfo

S

@GIERRT K H BB E I, AN R, TOE BB RS .
BAFHS:

A SR ERRaER

[root@Project-11-Task-01 ~]# mkdir /var/log/firewalldlog

#ERF B R

[root@Project-11-Task-01 ~]# systemctl reload firewalld

#EFENRRHEEE

[root@Project-11-Task-01 ~]# systemctl restart rsyslog 0

S W
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3.{EfFirewalldiE R Hx L 3.5 Firewall Log

MU BT REZRH:
n FEECERXIEMNES, aTENXRZAUFERNEEERA.
n SIS KIEHNFFSCEI A 34 B iR,
FIFAMIEN, (10.10.2.100) 5a)pRSS 2httpdiRSS
LIRS KSR AR A AN @IS A A SIE 5
WEATICRISARNRSEHIE

SARIREZSAE / BEhety / 13938213680 / https://internet.hactem.edu.cn / http://www.5Txueweb.cn

BiE®S:

1. HREI KRRk E

2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ipv4 sourc
e address=10.10.2.100 service name="http" log level=notice prefix="HTTP" limit value="3/s" a
ccept’

3. success

4.

5. #EHEAPMEREEHEW

6. [root@Project-11-Task-01 ~]# systemctl reload firewalld
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3.fFFirewalldi2 E AL L

3.5 Firewall Log

FECentOSH, rsysloghRSSHIED & 4 F R

#11-2-6 1R AR

=]

VEE/etc/rsyslog.conf,

5 AExT B
1 auth pam F=AERTHEE R

2 authpriv ssh. ftp S & EHE BASIEHE
3 cron B EHESHAMEERE

4 kern RRAEFENRERE

5 Ipr TEHRE~EMHERE

6 mail BRI M R EEE

7 mark(syslog) rsyslog R % M1 E

8 user APrEF-ERHERR

9 uucp unix to unix FHLZ FEAAEE =R R EEE R
10 local 1-7 FEXMAEREE

AR ES AL 139382

%

680 / https://internet.hactcm.edu.cn /

http://www

51xueweb.c

n

3.{EAFirewalldiE RS L £

3.5 Firewall Log

#1217 DB AR

ECentOSH, rsysloghRFBAVBECE I FR & 2/ etc/rsyslog.conf,

] [ &)

L]

1 debug

PERREE, BESERRK

info

—RfEEAE, BRA

notice

EAAEERNTEREE

warning

EEGN

err

RGN, PHAEARSS BB BB TAEFE I

crit

EGR, HLESRGEARRILE T ENER

alert

REMAEUHIEE

emerg

A EEREE

ol lo | vN|jo|a|s|w N

none

AESRA0, HAlfiafids
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3.{FHFirewalldiE A R AZAL M 3.6 261 : kiR SRER LY

ER X ER AR E IR S R 2
= L [E55: BESSHImEEECentOS] 6, BT ERNHITIRERTITiE
ERRSHIR 2N, KHLIT21 BT
FVFHAEEREL10.10.2.96/ 27V FISITIRIE RSS2, UHT IR EIRMEP
EFIMTRIEEIRS SR, RASSMTRERRENSR

FF5 | ckihbhb 7R RS F FHhE 7R RS | Bhiscse 0 Eild Hofh
1 10.10.2.96/27 10.10.2.125/32 ssh JuiF PR b3 6 I
SIRIFREZS RS / kel / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Ixueweb.cn

#EFafirewall-cmdas S HIBRERIASShARSSHANY
2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent --remove-service=ssh
3. #HIlsuccessMIZRTANIMIBR AT

success

PN
v

#RINFERE A BEOEITRE SN
[root@Project-11-Task-01 ~# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 service name=ssh limit value=5/m accept'
#dHIsuccessMZRTAMMIARINARLL

o o

10. success
= o HERE ISR EER
& AFE 2
AP ?*Elm / Eﬁﬂzgl 3 13. [root@Project-11-Task-01 ~]# firewall-cmd --reload
14. success
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3.fFFirewalldi2 E AL L

3.6 A1 : FikiE A SSiRMtR 2R

(ERP SR uEARSS Y2 2 1

w LU 1255 EBApache R Z N EEMA] 61, B KSR E R TR

RSz, STHLITN 2B,
FVHERMIAYE FimHaMusiRSS, FISnEmsERE T ATCR
RMENB—EFu (10102110) —E#FTHEMAE), FIEZEFmAG

JES | kML TR | Al TR | BasEin | s Jedin
1 0.0.0.0/0 10.10.2.1256/32 TCP 80 fuiF Egigiiﬂ»‘ﬁk%m%ﬁ
2 10.10.2.110/32 10.10.2.125/32 TCP 80 s | &

SARGREZAAE / Bkl / 13938213680 / https://internet.hactcm.edu.cn / http
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55 18R / RIEE IS,

1 ##Emfirewall-cmdas ISR AR SN

2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent

4. success

6 FIEEEMNZE LB

[root@Project-11-Task-01 ~]#firewall-cmd --permanent

--add-rich-rule="rule port port=80 protocol=tcp log level=notice prefix="HTTP" accept'

--add-rich-rule="rule family=ipv4 source address=10.10.2.110 port port=80 protocol=tcp reject'

9. success

1 #EEER R R

13 success

2. [root@Project-11-Task-01 ~]# firewall-cmd --reload
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3.fFFirewalldi2 E AL L

3.6 A1 : FikiE A SSiRMtR 2R

ERP ISR AR ERS IR =1

= DL [ME55: SCIlinisi&EZMariaDBHUREERSS=R] o), @IS isMliR &R

HEIEERSZ 2, LR 28R,
AHEEE R (10.10.2.100) BEBEERMYSQL WorkBenchiZiEMariaDBEIREE

AthE FiE (1010.2100) BETEET R

SEEEphpMyAdmIn BB RE, #HITHIERE

Web{t E1E
J5 | SkBEHchE T RS H ifHbhE 7 RS | s n e Jqi
1 10.10.2.100/32 10.10.2.125/32 TCP 3306 i x
2 10.10.2.100/32 10.10.2.125/32 TCP 80 i x
SARIREZSAE / BEhety / 13938213680 / https://internet.hactem.edu.cn / http://www.5Txueweb.cn
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55 18R / RIEE IS,

#{gfirewall-cmd &y SITRINAIZS Pk SR iR E B SURE

2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent

4. success

6. #FINAIE IR REFAEphpMyAdmin EI2FE

[root@Project-11-Task-01 ~# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.100 port port=3306 protocol=tcp accept'

--add-rich-rule="rule family=ipv4 source address=10.10.2.100 port port=80 protocol=tcp accept'

9. success

1 #EEER R R

13 success

2. [root@Project-11-Task-01 ~]# firewall-cd --reload

38



3.{FHFirewalldiE A R AZAL M 3.6 261 : kiR SRER LY

SRR KSR S ERRSZ AL 2
s UL 15 @QvsftpdsLIIFTPRRSS 28] A, BITXIBA KIEMNIE SR S &
REHNZEM, THLAT 2 BiR.
FEVFHENESBE0.10.2.96/2 7T FimiEd £ S EMENAIEF TPIRSS
ZRURIHAFTPIRSAS, RIS IMERRENI0OR

J5 | SkBEHchE T RS H ifHbhE 7 RS | s n it Joqh
1 10.10.2.96/27 10.10.2.125/32 TCP 20-21 UF | IREE SR 10 0k
2 10.10.2.96/27 10.10.2.125/32 Tcpnzgoo-s JuF | BREEEEER 10 1

ARIREZ AT / bRl / 1393821368

¥

80 / https://internet.hactcm.edu.cn / http

PN
v

55 18R / RIEE IS,

1. ##Efirewall-cmdap SR INEIS EaMRTCIHIDFTPERSS

2. [root@Project-11-Task-01 ~]# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port port=20-21 protocol=tcp limit value="10/m" accept'
4. success

6. #{fMHfirewall-cnd @ S INEBTEREMETAIEFTPAIRSS
[root@Project-11-Task-01 ~# firewall-cmd --permanent

--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port port=9000-9020 protocol=tcp limit value="10/m" accept'
9. success

1 # BRI ERNACE R
2. [root@Project-11-Task-01 ~]# firewall-cd --reload
13. success
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3.{FHFirewalldiE A R AZAL M 3.6 261 : kiR SRER LY

J5 | SkBEHchE T RS H ifHbhE 7 RS | s n e Jqi
1 10.10.2.96/27 10.10.2.125/32 UDP 53 i EREAERAE
SIRIFREZS RS / kel / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Ixueweb.cn

ERpKIER T R T IRS A= = E

m L [{E55: (EABINDELIUSZBITIRSS] A6, EEIXI K IEMNR BT HE 2
RS Z e, LT 2 &k BrR.
SEFHBHESBE0.10.2.96/270922 Pt S IDNSRE H/TENE, FHFEUS-Z i
ZPimtTDNSEIGRY, SRFICRBTSRITAHITREECR

7. [root@Project-11-Task-01 ~]# firewall-cd --reload
8. success

55 18R / RIEE IS,

LI

1. ##Efirewall-cmdan & FRINSSEFAIBIDNSIRSS

root@Project-11-Tas| irewall-cm ermanent
@ [root@Project-11-Task-01 ~]# fi ll-crd --p

--add-rich-rule="rule family=ipv4 source address=10.10.2.96/27 port port=>53 protocol=udp log level=notice prefix="DNS" accept'
success

6 HEEAEPIEMNAEER
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#3Firewal i 78R
s ENIRE
Firewal (OEAEIE
Firewallf9Zone&1E
FirewallfLog =12
Firewal FOZSRRS 12
n ZEFHR(E

fFEAFirewallfRiP R IE WSS

XK A THIT O

®,

55 18R / RIEE IS,

® ~ o

13
14

=

#ZFfirewalld

[root@Project-11-Task-01 ~]# systemct! stop firewalld
[root@Project-11-Task-01 ~J# systemctl disable firewalld
[root@Project-11-Task-01 ~]# systemctl mask firewalld
[root@Project-11-Task-01 ~J# systemctl status firewalld

#3Mfirewalld

[root@Project-11-Task-01 ~J# systemctl unmask firewalld
[root@Project-11-Task-01 ~]# systemctl start firewalld
[root@Project-11-Task-01 ~]# systemctl enable firewalld
[root@Project-11-Task-01 ~]# systemctl status firewalld

#EFafrewalldgE gt

2. [root@Project-11-Task-01 ~]# firewall-cmd --panic-on

[root@Project-11-Task-01 ~]# firewall-cmd --query-panic
[root@Project-11-Task-01 ~]# firewall-cmd --panic-off

#E & rewaldiOiRss
[root@Project-11-Task-01 ~J# firewall-cmd --list-services
[root@Project-11-Task-01 ~# firewall-cmd --get-services
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G E G

16,

#HBNERAUAARFEROAR I
[root@Project-11-Task-01 ~]# firewall-cd --runtime-to-permanent

HORFIBRENEE

[root@Project-11-Task-01 ~]# vi /etc/firewalld/firewalld.conf
[root@Project-11-Task-01 ~]# vi /etc/rsyslog.conf
[root@Project-11-Task-01 ~]# mkdir /var/log/firewalldlog
[root@Project-11-Task-01 ~]# systemctl reload firewalld
[root@Project-11-Task-01 ~]# systemct| restart rsyslog

#EIRHK BRI,

[root@Project-11-Task-01 ~J# firewall-cmd --get-zones
[root@Project-11-Task-01 ~]# firewall-cmd --list-all-zones
[root@Project-11-Task-01 ~]# firewall-cmd --zone=public --list-all

[root@Project-11-Task-01 ~]# firewall-cmd --get-default-zone
[root@Project-11-Task-01 ~]# firewall-cmd --set-default-zone home
[root@Project-11-Task-01 ~]# firewall-cmd --get-default-zone

® Ne s wo o

1

13
14

=

18

#EpEFirewalldiR$5 BEHIFHEEE
[root@Project-04-Task-01firewalld]# vi /etc/rsyslog.conf
[root@Project-04-Task-01 firewalld]# mkdir /var/log/firewalld

#{EFARich Language T IS MNIERE

[root@Project-04-Task-01firewalld)# firewall-cmd --zone=public --add-rich-rule '
rule family="ipv4"

source address="10.10.2.100/32"

port protocol="tcp"

port="80"

log prefix="[meToweb] "

level="emerg"

2. reject’;

#EELRIZoNHIER
[root@Project-04-Task-01firewalld)# firewall-cmd --list-all

#ERIISIEENEE
[root@Project-04-Task-01 firewalld]# tail -f /var/log/firewalld/fwlog

#ERIEFERRSHIPIELL

[root@Project-04-Task-01firewalld]# cat fwlog | awk '{print $10}' | sort -n | uniq -c | head -n 20
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4 {FFANmap=LM R FZ L el 41 REBTSEERLMT

EMBRABEMAKEIISK, BMESELINuANBXIERISER, tBiEF
BRI FRF LTI OR 2N,

HETMBIIIRERFHITLER IO, MNANRGRE /KA T2
g, 7TrernEsEiZ2t.

BRI EZE!
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4 (FRANmap=E R A L2i@N 41 REBISERRENT

LZEFTEXNBERENRAESHET, TREIUTRESTR.

= SChER T SRS IR,
MREFENETFNRS, EBHIESHEN, TEASFENMHORS (GF/XH) . BFEn
FIRSTRAI R IR A S BLUR B EN R ER SR AT S B S,

s LIESEE 5T TRRN.
BRI SR LIRS SIEFURAES, SURSMANIRS, FIEEIENREME, 7
B BRENRGSIREE, FeRA RN R EAIRLES.

= MEIREHIT O ERS.
IREEIMEESITH, FHNRLRAESMEE, PHEFENHIFENZSRIES,
FEMZEFIHRE,

= REXRAE,
FABBRREZRSTHREONE, EIRRARSRE,

[EIRRMERDMER! ANEIRTEYE! L3

SRR EAGRE / Bkt / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn
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4 fEFNmap IR SRS zemisEezemy
FNZeHENERTAR

TH Thifem vk

Nmap ZAEHT https://nmap.org

Snort [EEPNCEEE ] https:/iwww.snort.org

ClamAvV AERD http://iwww.clamav.net

Nessus o H R https://www.swri.org/nessus

hping [HEcE = EE http://www.hping.org
4
¥
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4'{%% Nma p;fmgéﬁﬁéﬂiﬁfﬂu 4.2 Nmap Security Scanner

el EERATENRGHTAEEN, BIEESFELEXMRERE, 5T
RERLTETHETIE,

NmapR&®= R 2NREIZ—, SRR ERM T IRARIMEEIIE
ee, BT B AIMNERELEN. imOmlmRES, EN 79N
ERFSRAMERLAR B ERFRISEARAZ,
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4'{%% Nma pifﬂ%éﬁ?@jﬁ\fm 4.2 Nmap Security Scanner

Nmap ("Network Mapper") is a free and open source (license) utility for
network discovery and security auditing. Many systems and network
administrators also find it useful for tasks such as network inventory,
managing service upgrade schedules, and monitoring host or service
uptime.
= Nmap uses raw IP packets in novel ways to determine what hosts are available on the network, what
services (application name and version) those hosts are offering, what operating systems (and OS
versions) they are running, what type of packet filters/firewalls are in use, and dozens of other
characteristics.
= [t was designed to rapidly scan large networks, but works fine against single hosts. Nmap runs on all
major computer operating systems, and official binary packages are available for Linux, Windows, and
Mac OS X.
= |n addition to the classic command-line Nmap executable, the Nmap suite includes an advanced GUI
and results viewer (Zenmap), a flexible data transfer, redirection, and debugging tool (Ncat), a utility for
comparing scan results (Ndiff), and a packet generation and response analysis tool (Nping);

https://internet.hactcm cn / http://www.51xi
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Flexible Powerful Portable
Easy Free Well Documented
Supported Acclaimed Popular
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4'{%% Nma pifﬂ%—’iéfﬁ"ﬁ'—%ﬂﬁf)ﬂﬂ 4.2 Nmap Security Scanner
Nmap TEETENTHmsZ N, EEEIU:

nMap [Z&IH] [X9K]

m I

{#R8 “~-script” SRR BRIE B MBI AZ TR,

REEFRIEIEIR, MIBOAGER default BIZAZERY, BHTEARNNARSEEME.
YR

EEREHE SRR P EIPIBILER,
R

fERyumTEB{TLEE: yum install nmap

SRR EAGRE / Bkt / 13938213680 / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn




4 11-3-1 Nmap A 172605 5 W

pian] L]
--script FRsE AR MR A B e AR R B
-—-script-args AR E SRR
--script-args-file RAMANIT Bt
—-script-trace RREEMER RN EEG R
—-script-updatedb P 5B B A U
--script-help SRHAEE R

% 11-3-2 Nmap A8 55 3

p il gL
default BAMEAT, TERRELMNARSNER, REERRADRERESD
auth AL FERERGES (SaIF 8D #IlA
broadcast EREM AR EE £ REF AR, W dhep/dnsisqlserver 2%
brute AR AR, FXR ILRIEL AT nttp/snmp 4
discovery F AT E SIS, 10 SMB #2E. SNMP #&if)%
dos R T it AT 4B 40 R 5 T ite
exploit A TR RN E R
external FIF S = MR PR EE IR, 1k {7 whois T
fuzzer BRI AE, R2REOAE AR, RIlHEERR
intrusive NRYEMIRAAR, AT HES) R 77 ) IDS/APS ) ic s 85
malware R E AR SR T RE. TR TRIN%EEE
safe I35 intrusive F 5. BT 2EtRR
version T STE AR5 S A4 (Version Detection) B (4
vuin i Bk 2 H AR 7 A LARIE (Vulnerability), 41/ 75 4 MS08_067




% 11-3-3 Nmap 3 ] JERI K7 5

I B
-sn REEATENUR I, T O
-sU 52 () UDP $94i 7 =04 B 47 4L UDP 3 4R
-Pn PR LRI, KT EE N BN MATELRE, T O
-sL WA E R HARENLIP, AT EHLR I
-F PR, UGS 7T 100 a0

--top-ports <number> P FF AR B = ) number 7~

PO AT 1P B ELARI H bR EHLR B 2k
sV nmap HE7T R AR 25 RRA 1)
0 nmap HEAT IR IF R EERRA R
--osscan-guess nmap HET BR{E RS0

BEE NEEFRE!

N,

4.(EFANmap=CIl R L2t

4.3 &=l BREHTLEEN

SERBNmMapiE T =S
L] 1§ﬁﬁNmapIE¢XT? MR ENIZITIRS.
IRAER. 12 1’!5'%%1 =B T,

n SCHI4ABiR.
KNS ENBIFF RIS
CUFEENNROER
CUFRENA SRS ES
KN BENRHRERAER
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#RNmapAATRA S HATIRIFAIRTIE)
Starting Nmap 7.70 ( https;//nmap.org) at 2020-02-26 13:44 CST

~

PN
v

5 #97 HHRISBLLAMRIRR T ER RIMAIENUSE

#ZEH (IPHEREFS10.10.2.125) FEANREERINT
Nmap scan report for 10.10.2.125

8 Host is up (0.000014s latency). #ENRESHFR
= - = 9. Not shown: 996 closed ports #EA1000NHEF, B MHROT KRS
AESIER / R(ES IS 10 PORT  STATE SERVICE VERSION FESIFFRISOIESS, BEEHRAEE
1. 21/tcp open ftp  vsftpd 3.0.3 #FTPARSSfEMvsftpdiRiFiEzR, MRA93.0.3
12. 22/tcp open ssh OpenSSH 8.0 (protocol 2.0) #OpenSSHarefR55HRA8.0, BB
3. 80/tcp open http  Apache httpd 2.4.37 ((centos)) #ApachehRA792.4.37, EFEIFRSHCentOS
14 3306/tcp open mysql MySQL 5.5.5-10.3.17-MariaDB #MySQLIRANH5.5.5, EAIEMariaDBEIERE
15 Device type: general purpose HRERBNBARE (BEPCHIRSR) -
16 Running: Linux 3.X #ENMRIERGETRSLinux, FRAH3.X
17. OS CPE: cpe:/oilinuxlinux_kernel:3 HEERFNARA 3
8. OS details: Linux 3.7 - 3.10 #ENBERGIFRETR
19. Network Distance: 0 hops #PLEEEERIBER: OBk (BEENK)
20. Service Info: OS: Unix HRIERFZEAUni

HRERFHRSAUCNEER, BRIV ETFENmapER_E#{ TR

OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
23 #ARRNmapan S ELFfE2c6HEE, Hep47 N EMRRTFFUSITRE, S3tEaT4603.56%

24 Nmap done: 256 IP addresses (47 hosts up) scanned in 4603.56 seconds

#{EFENmap TE10.10.2.0/24REERMENHTR AN
[root@Project-11-Task-01 ~]# nmap -sV -O 10.10.2.0/24

4 (FRANmap=E R A L2i@N 43 Pl WFRGHTRLIEN

ERANmapihE S BTIRS AR = Xk

= BIINmapT EfeNisE@TIRSHNZE N,

m SCHIS N BR,
{8 "dns-nsid” {FHHEMIDNSER S IE TR AHNFEAER
ﬁ{ﬁﬁ I;d ns-brute” IEEHGIIE S BEISHEARYIH DNSIRSS 22" domain.com 82 FHIENLIC
% %/u\
R "dns-blacklist” #&FHGNIDNSERSS 282 B 2350 LE DNS AR FIFT FFProxy B2 0 &
LEetahE
{83 "dns-random-srcport” #{HFHMIDNSIRSS 28 2SR Al FUlIANR D3RR
{58 "dns-random-txid" #EE{4HNIDNS IR S5 28 2 S AT FUAAYTXID DNSIEITIRIE

¥

TR EEI RS / b / 139387

3680 / https://internet.hactcm.edu.cn / http://www
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#RIBE RS SNZ AN B TITIOE

[root@Project-11-Task-01 ~]# nmap --script=dns-nsid
--script=dns-brute
--script=dns-blacklist
--script=dns-random-srcport
--script=dns-random-txid
--script-args
dns-brute.domain=domain.com 10.10.2.121

® ~ o

9. Starting Nmap 7.70 ( https;//nmap.org) at 2020-02-26 19:28 CST
10. Pre-scan script results:

1. | dns-brute: #EfEEFdJomain.comiziE FENISRES
12. | DNS Brute-force hostnames:
3| ns.domain.com - 10.10.2.121

nsl.domain.com - 10.10.2.122
www.domain.com - 10.10.2.200
ftp.domain.com - 10.10.2.200

Nmap scan report for ns.domain.com (10.10.3.185)

18. Host is up (0.00017s latency).

19. Not shown: 998 closed ports

20. PORT STATE SERVICE

21. 22/tcp open ssh

22. 53/tcp open domain

23 | dns-nsid: #EBEDNSIRSSIZITHIRA

25. MAC Address: 00:50:56:9A:DF:D9 (VMware)
26. Host script results:

24.|_ bind.version: 9.11.4-P2-RedHat-9.11.4-26 P2 el8 ##EFABIND T ESEDNSIRS 22, BINDIRAA9

27 | dns-blacklist: #EEDNSRERAM4ANProxy B2 L it S

28| SPAM
29. ] blspamcop.net - FAIL
30. | sbl.spamhaus.org - FAIL

32. Nmap done: 11P address (1 host up) scanned in 13.44 seconds

Ly

4.fEFRNmapSCHl R St £

4.4 42531

f£551: fEFINmapLHl Balth R EiTfh
£552: XIMuLARSSBE SMub SR TR

RTREZ AR / Bl / 13938213680 / hitps:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
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4.fEFRNmapsCIl R St £ 44425

1E551: [ERNmap=LH B L ST

S| ZHNmap

SE2: RKAFUEHKEEZ LA RRIRNER (KREH)

F|3: R THEHARAEEFRIR

FH: BHRRSEUNAESITR

S| RERRNRETENHARES

SH|6: PUTHIBLER
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ESEE /BT =

{EMNmap TEXIME R M SEE BITIRSHITR
S, NZE IR FHM IR S AIREIEE
ANEHEEAR,
LUXReHEEE NRIREA R ENE, SCIiagE
BSxetliED B,
» AERBERERAAVES T TESEE
" REIPEESSIMAT BN
o BEHTRREN, X0000T, KNSRI
HREAEMAR
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GHEBSAFMI TR
o SEHUISE RIS MR S
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/N

1E551: FERNmapLHl Bait =it h
= (IS Br
SeRENmMapAY= s
SERYMailxiZESEE
SRR ETHEHARIRE
ST Bt R eI EFH AR R S hR

IS

3. set smtp=smtp.hactcm.edu.cn
9. set smtp-auth-user=ruanxiaolong@hactcm.edu.cn #RE R N\ HEEBAE

#Z4ENmap
[root@Project-11-Task-01 ~]# yum install nmap
[root@Project-11-Task-01 ~]# nmap --version

HERNmap#HTEN =0
[root@Project-11-Task-01 ~]# nmap -sV -O --osscan-guess 10.10.2.96/27

{EANmapIFEEE FTIRSHR 2 NG

[root@Project-11-Task-01 ~]# nmap --script=dns-nsid
--script=dns-brute
--script=dns-blacklist
--script=dns-random-srcport
--script=dns-random-txid
--script-args
dns-brute.domain=hactcm.edu.cn 211.69.32.8

[root@Project-11-Task-01 ~]# nmap --script=dns-nsid
--script=dns-brute
--script=dns-blacklist
--script=dns-random-srcport
--script=dns-random-txid
--script-args
dns-brute.domain=baidu.com 10.10.2.1

FRER T REEFIR TR
[root@Project-11-Task-01 ~]# yum install -y mailx

3. #{EFRViT BB maixiIBC & 34 etc/mail.rc, HSBFIMFLESEKANES.
4 #ERESIM: Jetc/mail.rc

#mail(REBYMHNERS, APHRERRIEBFIBHREEXNNS,
HERE XM TS
set from=ruanxiaclong@hactcm.edu.cn HRERIFNRIHRERES

QB IRSS ARATMAE

set Smitp-auth-password=*+ s HREB PR RIXAMRIEAETS
set smtp-auth=login HFRBEIMHNESHER

 ®
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IS

#fEFViTEE/optEF Fel@Shel FUTHIASE, HARSIT.
#BAF2RE: /opt/autoCheck sh

#1/bin/bash
#HBEEHRIRERER
rm -rf /opt/CheckReport.txt

#ENBZIGNRIFLE R
netWork="10.10.2.96/27"
#E MG A RS RSN
dnslp="10.10.2.1"

0 #ENEEWEMANZE AR, RE AR TRE

UserMail=**xr@res xrxs
#IRERB A TRSARSIE)
time=$(date +"%YE%MB%dH %H:9%M:%S")

HEH DR
echo -e "\n---------------| Host CheckReport---------------! An\n" >> /opt/CheckReport.txt
6 #XIMEERABIENHITZ RN, FFINERIALE)/ opt/hostCheck S A
7. nmap -sV -O --osscan-guess $netWork >> /opt/CheckReport.txt
5 #RHSERF
9. echo -e "\N\n\n---------------| DNS CheckReport--------------- An\n" >> /opt/CheckReport.txt

0 #JBMITIRS TR, FPERNIERIELE]/ opt/dnsCheck XA

nmap --script=dns-nsid --script=dns-brute --script=dns-blacklist --script=dns-random-srcport --script=dns-random-txid --script-args dns-

brute.domain=hactcm.edu.cn $dnslp >> /opt/CheckReport.txt

o #ECEEMHTRE, BMERIXERN RRIERE"

echo -e 'Z2IUHRERIENMMF. \Mi&UATIES: '$time | mail -s "FEANmap#HTW S IFERIRE" -a /opt/CheckReport.txt $userMail

®

w

#RIBIARIHRA TR
[root@Project-11-Task-01]# chmod +x /opt/autoCheck.sh

#FEMPUTHIAIET, SREESHITHIFIZKERMHES., SR
[root@Project-11-Task-01]# bash /opt/autoCheck.sh

HHARMDEBEE, REREFRFIESIHI, SX00:0051T—R
#[root@Project-11-Task-01]#echo "0 0 * * * root bash /opt/autoCheck.sh" >> /etc/crontab

# TN, ERNRERSI0DHIIT R
[root@Project-11-Task-01]#echo "*/10 * * * * root bash /opt/autoCheck.sh " >> /etc/crontab
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IS

©

#PUEARSS SEMIKIEEEE ST TCP 80iR 31k 5%
[root@Project-03-Task-03]#firewall-cmd --add-rich-rule="rule port port=80 protocol=tcp accept’

success
#FrRhttpd RS AR S B RN
[root@Project-03-Task-03 ~J# vi /etc/httpd/conf/httpd.conf
#ServerTokens Prod R E R ServerTokens LI TiERE
#FFEphpAR A
[root@Project-03-Task-03 ~J# vi /etc/php.ini
expose_php = On ##expose_php = Offegi9expose_php = On
#ECEMySQLATITRZIER:
[root@Project-03-Task-03 ~]# mysql -uroot -p
2. Enter password
L HRTHIRSE, MR T S RMER
4. #BlIgrootifEiERFAF

MariaDB [(none)]> GRANT ALL PRIVILEGES ON ** TO 'root'@'%' IDENTIFIED BY 'centos@mariadb#123' WITH GRANT Opm\l,
Query OK, 0 rows affected (0.001 sec)

#RIFTFRFEUR

MariaDB [(none)]> flush privileges;

Query OK, 0 rows affected (0.001 sec)

0 #BHTHIRERIFIRG

MariaDB [(none)]> quit

o B EERREEY

[root@Project-03-Task-03]#systemctl reload firewalld
#EHNpdIRS EEEELEX
[root@Project-03-Task-03]#systemctl reload httpd
#EEmariadbIRFBERE BN
[root@Project-03-Task-03]#systemct] restart mariadb

#HEFANmap TEXIRILSIRSS S TIFEMEZ 240N, (£F8-sV -0,
[root@Project-11-Task-01 ~]# nmap -sV -O 10.10.2.105

#ERANmap TEXFTEBEHIMIAIRSHTZ LN, B FA3 P EfR.
#OIERhttp-methods"i&(HHGTINISIRSS AISZSEIHTTP 7 ASEEY,
#QfEF http-enum " TRIHEIIMILIRS EEFERRERES,
#OFEF http-vuln* RIS IRS REFER LR,
#HERNmap TEX MRS B TIREMZ 20N, S NAHEREREIA,
[root@Project-11-Task-01 ~]# nmap --script=http-methods

--script=http-enum

--script=http-vuln*

10.10.2.105

2 #EIEANmap TEXPHPRY it T2, S FR4 B,

#OfEF hitp-php-version” & HE IR IRSS S8 chPHPIRAME S,
#@fEF http-phpmyadmin-dir-traversal fiHA& NS Z I HEAPHP B RSt
#OIEMhitp-phpself-xss iEIHE NS 7 Z IR I AL EHAPHP
#@fER http-vuln-cve2012-1823 RGN R B FEFIIIPHP-CORRRANTIZHITRRBIRE (CVE-2012-1823)
#HERNmap TEXIPHPEHTIIEMZRAGN, AN EREREIA,
[root@Project-11-Task-01 ~]#nmap --script=http-php-version

--script=http-phpmyadmin-dir-traversal

--script=http-phpself-xss

--script=http-vuln-cve2012-1823

10.10.2.105

3. #{EANmap TEXMariaDBEURER TR 240N, SEHMA4BiR,
4 # OB mysql-info EHEN IR R AMES,

#QfEF mysql-empty-password G NISIEER EEEEOS;
#QfEF mysql-enum”EHEMAUIRREE R EE R TEURAIFBF
#@FEF mysql-vuln* FREHSIEIRERS R FER 2RI,

3. #EANmap TEXMariaDBHHTIHENZ G, K NATEFBIEREIZAR,
9. [root@Project-11-Task-01 ~]# nmap --script=mysql-info

--script=mysql-empty-password Q
--script=mysgl-enum

--script=mysql-vuln*

10.10.2.105
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9 --script=http-wordpress-users
10, --script=http-wordpress-brute
1 --script=http-vuln-cve2014-8877

o s 2 --script=http-vuln-cve2017-1001000
{5455 / BES IS 3 10102105

#FFANmap T A A MLF{ERRWordPressiZmt T2 240N, ST FAS M EiR.
2. #@{#EA"http-wordpress-enum"{EFHTIWordPress RS TFE R SHRIFARANRIE
3. #QfFEM http-wordpress-users fR¢HEIWordPress RESTFERF & H
n\\ #OEF"http-wordpress-brute" &M WordPress RS FEEI B E
5. #@fFEM http-vuln-cve2014-8877" fE(HEIWordPress R BTFEIRIBE NG (CVE-2014-8877) ;
' 6. #OfER http-vuln-cve2017-1001000 FHEIWordPressREFFEREZSHIIENNEENRER (CVE-2017-1001000) .
7. #EFNmap TEIWordPressiH{ TRiEfNZ 240N, AR (EFERA,
8 [root@Project-11-Task-01 ~]# nmap --script=http-wordpress-enum

14 #RIENmapRRIFRST. MUARSSEE. PHP. MariaDB. WordPressiyZzeiaillssR
5 #HETATHLLRNATHTEELS, RERLIHERE,

5.

| 112 |
ExRXERTEaIEK 5.1 PSR L F T

R EL

MLz eERRIFEEXREEZERENELHE. EAKRE. EXLE
Wéﬁiﬁﬁvﬁ{x?l{?mﬂﬂmw SR ER %S \EK'TEEQ& \f&nJ HITIRIPHY
—Hh T

SERSIEE. FEAPUNIRENSERERIOWTIE, KiE (ER%=
BRARWEZ é—éif—f&bﬂF'EK;z?» SRARE, ERHEERSFRMTIE.
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