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(1) f# H VirtualBox 1) & A YK 5256 FT 75 KE UL .
(2) JitE SELinux Fj k5%,

# BCERH KIS, F01F 80-82/tcp imMiAIAl

[root@Lab-02-Task-01 ~]# firewall-cmd --zone=public --add-port=80-82/tcp --per
manent

[root@Lab-02-Task-01 ~]# firewall-cmd --reload

[root@Lab-02-Task-01 ~]# firewall-cmd --list-all

# BCE SELINUX, FuifF 80-82 imiRHHARSS
# L% SELINUX R9ECE T & semanage
[root@Lab-02-Task-01 ~]# yum -y install policycoreutils-python-utils

# BE SELINUX iFEIdRY HTTP iw [ (EAIASZHRF 80, 81)
[root@Lab-02-Task-01 ~]# semanage port -l | grep http

H oo FOEFRY HTTP %A --------------------

http_cache port t tcp 8080, 8118, 8123, 10001-10010
http_cache port_t udp 3130

http_port t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http port t tcp 5988

pegasus_https port t tcp 5989

H oo FOEFRY HTTP %A --------------------

# 1EI0 82 i AT IRISRES
[root@Lab-02-Task-01 ~]# semanage port -a -t http port t -p tcp 82

# BB
[root@Lab-02-Task-01 ~]# reboot

2. &% Apache
I yum THAEZ T e Apache H L E .

# 2% Apache HTTP Server
[root@Lab-02-Task-01 ~]# yum -y install httpd

# Baf) httpd BRSS, FHRENBEE

[root@Lab-02-Task-01 ~]# systemctl start httpd
[root@Lab-02-Task-01 ~]# systemctl enable httpd
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# BE httpd IRBURS
[root@Lab-02-Task-01 ~]# systemctl status httpd

# {EFNISESIE) http://172.20.1.11, HIIXKIMAE, 17BH Apache Httpd Server 4EpkTH

3. %% PHP

# EHTIR

[root@Lab-02-Task-01 ~]# yum -y update
# BRREFNT ARG EFERRR
[root@Lab-02-Task-01 ~]# yum clean all
[root@Lab-02-Task-01 ~]# yum makecache

# T#Z% PHP fEMNATER

[root@Lab-02-Task-01 ~]# yum -y install php php-curl php-dom php-exif php-filei
nfo php-fpm php-gd php-hash php-mbstring php-mysqli php-openssl php-pcre p
hp-xml libsodium

# BF PHP IRAE

[root@Lab-02-Task-01 ~]# php -v

I59F LAMP 355,

# £ Apache WuAAITR B R OIS

[root@Lab-02-Task-01 ~]# echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.p
hp

# B2 Apache IR

[root@Lab-02-Task-01 ~]# systemctl restart httpd

IR 5T 2235 19 http://172.20.1.11/phpinfo.php, HILUIE 2-1 Fion, FRzHERI).

zendengine

K 2-1 LAMP FRIE44 2 e Th i

D& LAMP 3855 )5, @ UBR phpinfo.php WSO, I8 B &cd itk 55 XU o

[root@Lab-02-Task-01 ~]# rm -rf /var/www/html/phpinfo.php

# MR EFNTRR A EHERIRFR
[root@Lab-02-Task-01 ~]# yum clean all
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[root@Lab-02-Task-01 ~]# yum makecache

# 224 MysSQL

[root@Lab-02-Task-01 ~]# yum -y install mysql-server

# &8 MySQL HkRAS

[root@Lab-02-Task-01 ~]# mysql -V

mysql Ver 8.0.29 for Linux on x86 64 (Source distribution)

# BITLAT < B0 MySQL
[root@Lab-02-Task-01 ~]# systemctl start mysqld

# i88 MySQL FHl/S5h
[root@Lab-02-Task-01 ~]# systemctl enable mysqld
[root@Lab-02-Task-01 ~]# systemctl daemon-reload

# BF MySQL KA ET

[root@Lab-02-Task-01 ~]# grep "password" /var/log/mysql/mysqld.log
2023-09-01T06:42:35.564870Z 6 [Warning] [MY-010453] [Server] root@localhost is
created with an empty password ! Please consider switching off the --initialize-ins
ecure option.

# MySQL NZ2HicE
[root@Lab-02-Task-01 ~]# mysql secure installation

5. 3KHX WordPress 27
HEN Apache #2 H 5% /var/ www/html/, F % f# /5 WordPress.

[root@Lab-02-Task-01 ~]# cd /var/www/html/

# ZETHIA

[root@Lab-02-Task-01 html]# yum -y install wget tar

# %, WordPress Z22E6],

[root@Lab-02-Task-01 html]# wget https://cn.wordpress.org/latest-zh CN.tar.gz
# BELES

[root@Lab-02-Task-01 html]# tar zxvf latest-zh CN.tar.gz

# 1% WordPress B R THI wp-config-sample.php XEE#IZI wp-config.php X5,
F1& wp-config-sample.php S EREH I,

[root@Lab-02-Task-01 html]# cp /var/www/html/wordpress/wp-config-sample.php /
var/www/html/wordpress/wp-config.php

# THF apache X$EX B RAHR(ERSR

[root@Lab-02-Task-01 html]# chown -R apache:apache /var/www/html/
[root@Lab-02-Task-01 html]# chmod -R 755 /var/www/html/
[root@Lab-02-Task-01 html]# chown -R :apache /var/www/html/wordpress

6. &%
(1) #EN MySQL #idli 2, & WordPress Wb G G2 £ 4w e, FHAI = — 4S8 P& 2 Wo
rdPress JE .
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# {8 root FAFER MySQL, FHAER,

[root@Lab-02-Task-01 ~]# mysql -uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 11

Server version: 8.0.33 MySQL Community Server - GPL

Copyright (c) 2000, 2023, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or "\h' for help. Type "\c¢' to clear the current input statement.

# 9 WordPress ®iL Gz #GERE
mysql> create database wordpress;
Query OK, 1 row affected (0.02 sec)

# BETEREAN
mysql> show variables like "%password%";

| caching_sha2 _password_auto generate rsa keys | ON |

| caching_sha2_password_digest rounds | 5000 |
| caching sha2 password private key path | private_key.pem |
| caching_sha2_password_public_key path | public_key.pem |
| default_password_lifetime | O |

| disconnect_on_expired _password | ON |
| generated random_password_length | 20 |
| mysql_native password _proxy users | OFF |
| password_history | O |

| password_require _current | OFF |

| password_reuse_interval | O |

| report_password | |

| sha256 password_auto generate rsa_keys | ON |
| sha256 _password_private key path | private_key.pem |
| sha256 password _proxy users | OFF |
| sha256 _password public_key path | public_key.pem |
| validate password.check user name | ON |
| validate_password.dictionary file | |

| validate password.length | 8 |

| validate password.mixed case count | 1 |

| validate_password.number_count | 1 |
| validate password.policy | MEDIUM |
| validate password.special char_count | 1 |
T o +

23 rows in set (0.04 sec)
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# SUEHTAER
mysql> create user 'user'@'localhost’' identified by 'CentosLab#PWD’;
Query OK, 0 rows affected (0.03 sec)

# W FAFPXIEURE wordpress FILER
mysql> grant all privileges on wordpress.* to 'user'@'localhost’;
Query OK, 0 rows affected (0.01 sec)

# FECEEW, FHEH

mysql> flush privileges;

Query OK, 0 rows affected (0.01 sec)
mysql> exit;

Bye

(2) %i%E wp-config.php M. MR¥E AL E ) WordPress H4 FE15 &, 1524 MySQL #H
KIEERFE, BRI FATR. N WordPress M3 1) 2 B4 22 1) user FH /7 5 44 N wordpre
ss [ .

root@Lab-02-Task-01 wordpress]# vi wp-config.php

//* MySQL 1RE - BEMERREBERFERNEN ** //
/** WordPress #UEERIEIR */
define('DB_NAME', 'wordpress');

/** MySQL #iEERFE */
define('DB_USER', 'user");

/** MySQL $0RERG */
define('DB_PASSWORD', 'CentosLab#PWD");

/** MysQL =4, */
define('DB_HOST', 'localhost’);
# I EIR T EDIRMER

# BEENENERERS
[root@Lab-02-Task-01 wordpress]# cat /var/www/html/wordpress/wp-config.php | g
rep -E "define"

(3) HFMRIRSS

[root@Lab-02-Task-01 wordpress]# systemctl restart httpd.service
[root@Lab-02-Task-01 wordpress]# systemctl restart mysqld.service

7+ WIEILHCE
TEN YE A b A2 %0 N http:// 172.20.1.11/wordpress, $%3& 74N %2545 B G fid %2 Wo
rdPress #%4H, SERCEEE AR A, WK 2-2 Fias.
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