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1. RGEARE
(1) f#H VirtualBox B2 A IR SL56 Bt 75 REFUML
(2) Bt # SELinux FIB kE% .

# BCERH KIS, 701F 80-82/tcp imMifIAl

[root@Lab-05-Task-01 ~]# firewall-cmd --zone=public --add-port=80-82/tcp --per
manent

[root@Lab-05-Task-01 ~]# firewall-cmd --reload

[root@Lab-05-Task-01 ~]# firewall-cmd --list-all

# BCE SELINUX, FuifF 80-82 imiRHHARSS
# L% SELINUX FYECE T A semanage
[root@Lab-05-Task-01 ~]# yum -y install policycoreutils-python-utils

# BF SELINUX 72¥FIEERY HTTP im O (FRIASSS 80, 81)
[root@Lab-05-Task-01 ~]# semanage port -l | grep http

H oo FOEFRY HTTP %A --------------------

http_cache port_t tcp 8080, 8118, 8123, 10001-10010
http_cache port_t udp 3130

http_port t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http _port t tcp 5988

pegasus_https port t tcp 5989

H oo FOEFRY HTTP %A --------------------

# 1810 82 i
[root@Lab-05-Task-01 ~]# semanage port -a -t http port t -p tcp 82

# BB
[root@Lab-05-Task-01 ~]# reboot

2. &% Apache
4% Apache JFICE, HAALHESIE (L5 04: ] Apache K ATMEE) .

3. RZ PHP

# FFF epel IR

[root@Lab-05-Task-01 ~]# yum -y install epel-release
[root@Lab-05-Task-01 ~]# yum -y update epel-release
# MR EFNITARGEFAER R
[root@Lab-05-Task-01 ~]# yum clean all
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[root@Lab-05-Task-01 ~]# yum makecache

# T#EZ% PHP fENATER

[root@Lab-05-Task-01 ~]# yum -y install php php-curl php-dom php-exif php-filei
nfo php-fpm php-gd php-hash php-json php-mbstring php-mysqli php-openssl p
hp-pcre php-xml libsodium

# [2F php &R

[root@Lab-05-Task-01 ~]# yum -y module enable php

# BF PHP fiA
[root@Lab-05-Task-01 ~]# php -v

IS LAMP 385,

# 1£ Apache WutRIR B R OIS 4
[root@Lab-05-Task-01 ~]# echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.p
hp
# EJ3 Apache &5
[root@Lab-05-Task-01 ~]# systemctl restart httpd

FENNYEZE 1, %\ http://ip 3it/phpinfo.php H4% Enter . WK 5-1 i, WIERIR 23R
e

5-1 Kl LAMP FAS45 i il D 5 i

D5 LAMP 8555, @ UWIBR phpinfo.php M SCHR, 79 B &icdhs it 55 XU .

[root@Lab-05-Task-01 ~]# rm -rf /var/www/html/phpinfo.php

# B yum iR
[root@Lab-05-Task-01 ~]# rpm -Uvh http://dev.mysql.com/get/mysql80-community
-release-el9-1.noarch.rpm

# 224 MysSQL

[root@Lab-05-Task-01 ~]# yum -y install mysqgl-community-server

# BE MySQL BUhRAS

[root@Lab-05-Task-01 ~]# mysql -V

mysql Ver 8.0.33 for Linux on x86 64 (MySQL Community Server - GPL)

# IE{TLA T B5 MysQL
[root@Lab-05-Task-01 ~]# systemctl start mysqld
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# 188 MySQL FliEah
[root@Lab-05-Task-01 ~]# systemctl enable mysqld
[root@Lab-05-Task-01 ~]# systemctl daemon-reload

# BE MySQL BIIRED

[root@Lab-05-Task-01 ~]# grep "password" /var/log/mysqld.log
2023-07-14T05:02:17.558846Z 6 [Note] [MY-010454] [Server] A temporary passwor
d is generated for root@localhost: 2*thbdr!X3e8

# MySQL NZ2HicE
[root@Lab-05-Task-01 ~]# mysql secure installation

5. 3XKEX WordPress 12F
HEN Apache #2 H 5% /var/ www/html/, F % # /5 WordPress.

[root@Lab-05-Task-01 ~]# cd /var/www/html/

# ZETHIA

[root@Lab-05-Task-01 html]# yum -y install wget tar

# T%; WordPress Z22E6],

[root@Lab-05-Task-01 html]# wget https://cn.wordpress.org/latest-zh CN.tar.gz
# BELES

[root@Lab-05-Task-01 html]# tar zxvf latest-zh CN.tar.gz

# 1% WordPress B R THI wp-config-sample.php XEE#IZI wp-config.php &,
F+1& wp-config-sample.php SXHEREH I,

[root@Lab-05-Task-01 htmll# cp /var/www/html/wordpress/wp-config-sample.php /
var/www/html/wordpress/wp-config.php

# THF apache X$EX B RAHR(ERSR

[root@Lab-05-Task-01 html]# chown -R apache:apache /var/www/html/
[root@Lab-05-Task-01 html]# chmod -R 755 /var/www/html/
[root@Lab-05-Task-01 html]# chown -R :apache /var/www/html/wordpress

6. ELEH X% WordPress 12F
(1) #E MySQL %48 %5, N WordPress W ufi il @ %088 e, H A& — N8 - &8 8
WordPress [, $EmE%aM.

# {3 root FIFER MySQL, HRIAZER.

[root@Lab-05-Task-01 ~]# mysql -uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 11

Server version: 8.0.33 MySQL Community Server - GPL

Copyright (c) 2000, 2023, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
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affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or \h' for help. Type "\c¢' to clear the current input statement.
# 9 WordPress RukBlzE#ERE
mysql> create database wordpress;

Query OK, 1 row affected (0.02 sec)

# BETDREAN
mysql> show variables like "%password%";

| caching sha2 password auto generate rsa_keys | ON |

| caching_sha2_password_digest rounds | 5000 |
| caching sha2 password private key path | private_key.pem |
| caching sha2 password public_key path | public_key.pem |
| default_password_lifetime | O |

| disconnect_on_expired_password | ON |
| generated random_password_length | 20 |
| mysql_native password proxy users | OFF |
| password_history | O |

| password_require_current | OFF |

| password_reuse_interval | O |

| report_password | |

| sha256 password auto_generate rsa_keys | ON |
| sha256 _password_private key path | private_key.pem |
| sha256 password _proxy users | OFF |
| sha256 password _public_key path | public_key.pem |
| validate password.check user name | ON |
| validate_password.dictionary file | |

| validate_password.length | 8 |

| validate password.mixed case count | 1 |

| validate_password.number_count | 1 |
| validate_password.policy | MEDIUM |
| validate password.special char_count | 1 |
T o +

23 rows in set (0.04 sec)

# SUEHAER
mysql> create user 'user'@'localhost’ identified by ' n’;
Query OK, 0 rows affected (0.03 sec)

# T FFXIEHER wordpress RIS R
mysql> grant all privileges on wordpress.* to 'user'@'localhost’;

Query OK, 0 rows affected (0.01 sec)

# BECEEN, FBH
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mysql> flush privileges;

Query OK, 0 rows affected (0.01 sec)
mysql> exit;

Bye

(2) %w%E wp-config.php X1, HR¥ECECE 1) WordPress 24 E15 ., &4 MySQL #H
KECEGE, BEARRS AR AR . WordPress 938 IR 5085 45 50K 83k 2048 2 1) user FH 7 ORAF
1E 4 N wordpress HIEUHE

[root@Lab-05-Task-01 wordpress]# vi wp-config.php

// ** MySQL g8 - BIMSERERIEEFERNEN ** //
/** WordPress $UBERZTR */
define('DB_NAME', 'wordpress');

/** MySQL ¥#EREFFE */
define('DB_USER', 'user");

/** MySQL #IEFEZRT */
define('DB_PASSWORD", 'PASSword123.");

/** MysSQL F4 */
define('DB_HOST', 'localhost’);
# WS TEDIRRER

# BERIENENERERS
[root@Lab-05-Task-01 wordpress]# cat /var/www/html/wordpress/wp-config.php | g
rep -E "define"

BEEBEXRS

[root@Lab-05-Task-01 wordpress]# systemctl restart httpd.service
[root@Lab-05-Task-01 wordpress]# systemctl restart mysqld.service

7. ¥ WordPress 23

TEN A8 b A2 4N http:/ ip Huhik/wordpress, %% WordPress %235 71, 4G L & WordP
resso FARUIE 5-2 iR, Hddmi N 2G5, midi %% WordPress #¢l, 58143 Word
Press, FfIl%u fi.
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