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# BEPIXIE Firewalld IRFIRES
[root@Lab-13-Task-01 ~]# systemctl status firewalld

# KIABTXIEIRSS
[root@Lab-13-Task-01 ~]# systemctl stop firewalld

# FHEBXIEIRSS
[root@Lab-13-Task-01 ~]# systemctl start firewalld

# EGPXIERSS
[root@Lab-13-Task-01 ~]# systemctl restart firewalld

# REXEATIABERE
[root@Lab-13-Task-01 ~]# systemctl disable firewalld

# REIEAFNBEEEN
[root@Lab-13-Task-01 ~]# systemctl enable firewalld

# BRI KER
[root@Lab-13-Task-01 ~]# firewall-cmd --reload
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(1) SEILB K R N 4 38 15 (1 H &l 5%t
(2) B kI HEAEH H 325 A /var/log/firewalldlog.
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# {FH vi ap$FiE/etc/firewalld/firewalld.conf 324
[root@Lab-13-Task-01 ~]# vi /etc/firewalld/firewalld.conf

# firewalld.conf EEMHABTRE, FBONETSHXERTEEEXNIARET
# ¥ LogDenied=off g LogDenied=unicast, SEIXIEIEMLBSHIAETICR
LogDenied=unicast

# {EF vi ep$4RIE/etc/rsyslog.conf XX {5
[root@Lab-13-Task-01 ~]# vi /etc/rsyslog.conf

L e L LR /etc/rsyslog.conf 3f4--------------------

# FEEXHPEINLUTAE, kern  ®RNCRITEFENRZARNZENESER
kern.* /var/log/firewalldlog/loginfo
L e L LR /etc/rsyslog.conf 3f4--------------------

# SIEEPKIEREERER

[root@Lab-13-Task-01 ~]# mkdir /var/log/firewalldlog
# EFEANBRENY

[root@Lab-13-Task-01 ~]# systemctl reload firewalld
# BERATHEXRS

[root@Lab-13-Task-01 ~]# systemctl restart rsyslog
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(1) RVEARHLTENL (172.20.1.134) 81T httpd AR 557 9] AR 55 5%
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(3) BB HEIWRMIR NG RZ 3 4%,

# HRIEp KN ERECE

[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ip
v4 source address=172.20.1.134 service name="http" log level=notice prefix="HTT
P" limit value="3/s" accept’

# BB EEEFREEN
[root@Lab-13-Task-01 ~]# systemctl reload firewalld

3. {FH firewall-cmd T E&IER5 M IE RS
R 1: fgEimOFtHL R FTEE
(1) ¥TJF 443/TCP ¥ H .
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(2) 7K AFTIF 3690/TCP i H .
(3) FKAHTIF 100-500/TCP 3 1 (35 52 30 B 9 i 1T A 384T 1)
fic B i

# FJFF 443/TCP i
[root@Lab-13-Task-01 ~]# firewall-cmd --add-port=443/tcp

# XKAFTFF 3690/TCP il
[root@Lab-13-Task-01 ~]# firewall-cmd --add-port=3690/tcp --permanent

# JKAFIFF 100-500/TCP i (FEESBEINmAEERIFT)
[root@Lab-13-Task-01 ~]# firewall-cmd --remove-port=100-500/tcp --permanent

# EERNXEEE
[root@Lab-13-Task-01 ~]# firewall-cmd --reload
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R IR -
(1) VTR ASHLEY hitp. https IR
(2) SV R AR HLIF] zabbix-server RS
(3) 25 Ev5 i AHLHI cockpits dhepv6-client AR 55 o
(4) JEF SYN. ICMP #tiZ Brati e
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# FEYFRIEAAY http,  https BRSS
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-service=http
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-service=https

# FVFIRIRIAYIAY zabbix-server fR55
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-service=zabbix-server

# 5| EIEAHAY cockpit. dhcpv6-client JRSS

[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --remove-service=cockpit
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --remove-service=dhcpv6-clie
nt

# J2A SYN, ICMP Ez IR
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-service=syn-flood
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-service=icmp-flood

# EIRHNXERE
[root@Lab-13-Task-01 ~]# firewall-cmd --reload

241 3: 1&5E IP Mt i /2 1Ei1a]
(1) Rk E 1P Hihk Y 172.20.1.134 1 BRI 7 BB B k5% .

WP EARFERHARERERMRAK RN / 5 41



Linux R&EBHEESZHEEE -LHIEFFH (Cent0S. 2023)

(2) 2k A 1P Hulik Ay 172.20.1.135 =ML T BB By k.
Wic & Jy v

# VKB Pttt/ 172.20.1.134 RUEH AR EEI B XIE
[root@Lab-13-Task-01 ~]# firewall-cmd --add-source=172.20.1.134 --permanent

# 3B (P b 172.20.1.135 B9EN B RE SIS KIS
[root@Lab-13-Task-01 ~]# firewall-cmd --remove-source=172.20.1.135 --permanent

# EERNXEEE
[root@Lab-13-Task-01 ~]# firewall-cmd --reload

R 4. DIEEERILEMREA

R AR

(1) FuVFHbEYERE 172.20.1.134/24 NI P i FEIE R IR 55 2%, RRAT I AR B 4L
(2) PR PR RS as i, B2 RVF 5 UORMEERE, FEIEATEIE K

HiC & 7k

# fFR firewall-cmd SSHIBREIA ssh IRSSHLR
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --remove-service=ssh

# {53 firewall-cmd g5 IHE B BETE A2 I ATHANY
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ip
v4 source address=172.20.1.134/24 service name="ssh" limit value="5/s" accept’

# EERNXEEE
[root@Lab-13-Task-01 ~]# firewall-cmd --reload

RH15: BEERFREMHREA
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(1) AHZ i (172.20.1.134) f @zﬁﬁﬁ MySQL WorkBench #%4% MariaDB (3 J% .

(2) A 3 (172.20.1.134) AEMEIEIE N W45 17 1] phpMyAdmin % 81T, #4740
P PEE B

Fic & J7v:

# A firewall-cmd SR INAIE iR ORISR E
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ip
v4 source address=172.20.1.134 port port=3306 protocol=tcp accept'

# {8 firewall-cmd SR INA#BE FiGAEFAE phpMyAdmin
[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ip
v4 source address=172.20.1.134 port port=80 protocol=tcp accept’

# EERNXEEE
[root@Lab-13-Task-01 ~]# firewall-cmd --reload
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£ 6: XHERMRSREEEA
(1) FuvrihhbdE R 172.20.1.134/24 PRI il s 80 588005 7] FTP %5 4% -
Bic & 5%

# £ firewall-cmd fp>iR MBI EaEiGIE) FTP IRSSE]

[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ip
v4 source address=172.20.1.134/24 port port=20-21 protocol=tcp limit value="10/
m" accept’

# {8 firewall-cmd SR INA#BE PG AEFAE phpMyAdmin

[root@Lab-13-Task-01 ~]# firewall-cmd --permanent --add-rich-rule="rule family=ip
v4 source address=172.20.1.134/24 port port=9000-9020 protocol=tcp limit value=
"10/m" accept'

# EIRHNMERE
[root@Lab-13-Task-01 ~]# firewall-cmd --reload
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