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R REAL: 20GB M. 172.20.1.1
W 1H, i DNS: 8.8.8.8
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1. £/ L% Nmap
8 dnf T.H %%% Nmap.

# {8 dnf TEZ% Nmap [root@Lab-14-Task-01 ~]# dnf install -y nmap

2. £/ Nmap #HTENR LN
(1) f#i F Nmap T HX} 172.20.1.0/24 W4% BL N EHLEEAT 22 K0

# A Nmap TEXT 172.20.1.0/24 MEBERARENHIITZ LN
[root@Lab-14-Task-01 ~]# nmap -sV -O 172.20.1.0/24

# 7~ Nmap SRR SHATERFRIRTE
Starting Nmap 7.92 ( https://nmap.org ) at 2023-07-12 14:51 CST

...... AL B T B S RMOENER. ...

# FEH1(172.20.1.30) AR EERNT

Nmap scan report for bogon (172.20.1.30)

# ENRERFR

Host is up (0.00053s latency).

# EHA 1000 NmAH, B 980 MNmOLTFRIARZE

Not shown: 980 filtered tcp ports (no-response), 10 filtered tcp ports (admin-proh
ibited)

# SRR ARS, BEETRAMER

PORT STATE SERVICE  VERSION

20/tcp  closed ftp-data

21/tcp  closed ftp

# OpenSSHare fRS3hRZ~79 8.7, EHBFFIR SSH2.0 MY
22/tcp open ssh OpenSSH 8.7 (protocol 2.0)
80/tcp  closed http

9001/tcp closed tor-orport

9002/tcp closed dynamid

9009/tcp closed pichat

9010/tcp closed sdr

9011/tcp closed d-star

WP EARFEERARERERMRAKZEN / 5 21



Linux R&BHEESZEEE-LHhF+H (Cent0S. 2023)

9090/tcp closed zeus-admin

MAC Address: 08:00:27:78:0E:A2 (Oracle VirtualBox virtual NIC)

# REFENBRAIRE (B8 PCEHMRSER)

Device type: general purpose

# ENEMERFEIRA Linux, IRAE7 5.X

Running: Linux 5.X

# BAERFRZIMA S 5

OS CPE: cpe:/o:linux:linux_kernel:5

# EHRFRGFEAZIR

OS details: Linux 5.0 - 5.4

# MLRIREHIERR: 1Bk

Network Distance: 1 hop

# BERRERIRSAMENER, WEFNAIE Nmap BRI EHITIER

OS and Service detection performed. Please report any incorrect results at https:/
/nmap.org/submit/ .

# AR Nmap ap&3tiass 256 ik, HA 53 NEVRGTF ST, BIFERS 1343.67
b

Nmap done: 256 IP addresses (53 hosts up) scanned in 1343.67 seconds

3. A Nmap ¥ WordPress R4k %
A5 A% B Nmap TS5 4L 172.20.1.25 B 1) WordPress F2 /57 JEAT 2 A8, 5K
5 A HFx:
(1) f#H “http-wordpress-enum” JAFAE WordPress #& 1517 7E 3@ 5 ffi {4 i AR R 1H -
(2) £/ “http-wordpress-users” #{4 il WordPress A& 75 /7 1E F 7 4415 Bl #z
(3) f#H “http-wordpress-brute” i1l WordPress #& 753 77-1E ] 7 %S IR I 4 o
(4) i “http-vuln-cve2014-8877” Ff {4 WordPress #& 3 A7 1L @ F2FE NI (CV
E-2014-8877) -
(5) fEfH “http-vuln-cve2017-1001000” JF {45l WordPress #2& 75 177 AR 48 5 47 S IE FY
WRENTEIA (CVE-2017-1001000)

# {3 Nmap TEXNEIRERSHITIHEMZ 2N, Nt ERENEZA
[root@Lab-14-Task-01 ~]# nmap --script=http-wordpress-enum --script=http-word
press-users --script=http-wordpress-brute --script=http-vuln-cve2014-8877 --script
=http-vuln-cve2017-1001000 172.20.1.25

# FEH: 172.20.1.29, REA"up", IR 0.00013 7
Nmap scan report for bogon (172.20.1.25)

Host is up (0.00013s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

# SSH IRSBFFHL

22/tcp  open ssh

# MySQL HEREIRS T

3306/tcp open mysql

# HTTP EEFFRL
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8080/tcp open http-proxy

# HNE—NEHEY WordPress ER&EIE: admin:123456

| http-wordpress-brute:

| Accounts:

| admin:123456 - Valid credentials

| Statistics: Performed 9160 guesses in 600 seconds, average tps: 13.9

# WA T— MBS admin, BERELRESEXE ID#25, aILAFER 'http-wordpress-use
rs.limit" 50 LR,

| http-wordpress-users:

| Username found: admin

| Search stopped at ID #25. Increase the upper limit if necessary with 'http-wordp
ress-users.limit'

# ER1 100 DNER/RGFEHIT TR, $HET akismet &4

| http-wordpress-enum:

| Search limited to top 100 themes/plugins

| plugins

| akismet

MAC Address: 08:00:27:CF:5E:3E (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 600.47 seconds
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