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# FRIERRRINB KIS E

# IRIEESK, HBUERIN 80/tcp. 443/tcp. 161/udp imMiAIE)

[root@Lab-17-Task-01 ~]# firewall-cmd --permanent --add-port=161/udp
[root@Lab-17-Task-01 ~]# firewall-cmd --permanent --add-port=443/tcp
[root@Lab-17-Task-01 ~]# firewall-cmd --zone=public --add-port=80/tcp --perman
ent

[root@Lab-17-Task-01 ~]# firewall-cmd --reload

# BgE SELinux

[root@Lab-17-Task-01 ~]# setenforce 0

# {&8¢ SELinux EC&314

[root@Lab-17-Task-01 ~]# vi /etc/selinux/config
———————————————————— config ----------------mmm---
SELINUX=permissive

# EEoRSER
[root@Lab-17-Task-01 ~]# reboot

3. % Observium
3.1 EZBUERE

# L% MariaDB Server

# BiEEURER

[root@Lab-17-Task-01 ~]# dnf makecache

# {£F dnf TE%% MariaDB

[root@Lab-17-Task-01 ~]# dnf install -y mariadb-server mariadb

# =50 MySQL RS

[root@Lab-17-Task-01 ~]# systemctl start mariadb
# 18 MySQL [RBS&ENFINERBH
[root@Lab-17-Task-01 ~]# systemctl enable mariadb
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# BF MySQL RSIRZES
[root@Lab-17-Task-01 ~]# systemctl status mariadb

# BTHIREERE

# REEREG

[root@Lab-17-Task-01 ~]# mysqgladmin -u root password '123456'
# BUEREHRERE AR

[root@Lab-17-Task-01 ~]# systemctl restart mariadb
[root@Lab-17-Task-01 ~]# mysqgladmin -uroot -p123456

# BMAEBEHA MariaDB RIBIERT, FHitiTLATERE

mysql> CREATE DATABASE observiumDB DEFAULT CHARACTER SET utf8 COLLATE
utf8 general ci;

mysql> GRANT ALL PRIVILEGES ON observiumDB.* TO 'observiumUser'@'localhost
' IDENTIFIED BY 'observiumUser#2023";

mysql> exit;

3.2 % & Repositories

# 2% CRB, EPEL. REMI, Reposi
# dnf TE%% CRB
[root@Lab-17-Task-01 ~]# dnf config-manager --set-enabled crb

# dnf TEZ4 EPEL
[root@Lab-17-Task-01 ~]# dnf install epel-release -y

# dnf TEZ% REMI, Reposi
[root@Lab-17-Task-01 ~]# dnf install dnf-utils http://rpms.remirepo.net/enterprise/r
emi-release-9.rpm -y

# BE PHP IRA, FHigE 8.2 lRAHEIA
[root@Lab-17-Task-01 ~]# dnf module list php
[root@Lab-17-Task-01 ~]# dnf module enable php:remi-8.2 -y

# %% Observium FIEERVERTER
[root@Lab-17-Task-01 ~]# dnf install wget httpd php php-opcache php-mysqind
php-gd php-posix \

php-pear cronie net-snmp net-snmp-utils fping \

rrdtool subversion whois ipmitool graphviz \

ImageMagick php-sodium python3 python3-PyMySQL -y

3.3 2% Observium

# $FEY Observium ZiEf25
# Bl Observium F2EES
[root@Lab-17-Task-01 ~]# mkdir -p /opt/observium && cd /opt

# T Observium 12FEE4EE
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[root@Lab-17-Task-01 opt]# wget http://www.observium.org/observium-community
-latest.tar.gz

# fRIE

[root@Lab-17-Task-01 opt]# dnf install -y tar

[root@Lab-17-Task-01 opt]# tar -zxvf observium-community-latest.tar.gz

3.4 MR HEE

# &%E Fping TEMNLREIKE
[root@Lab-17-Task-01 opt]# which fping

# 1EELE Observium config {4

# M vi TEENEEXH

[root@Lab-17-Task-01 opt]# cd observium
[root@Lab-17-Task-01 observium]# cp config.php.default config.php
[root@Lab-17-Task-01 observium]# vi config.php
———————————————————— config.php ------------------
$config['db_host'] = 'localhost’;
$config['db_name'] = 'observiumDB’;

$config['db _user] = 'observiumUser’;
$config['db _pass'] = 'observiumUser#2023';
$config['fping’l = "/usr/sbin/fping”;

# [AEIEETSAINEE

[root@Lab-17-Task-01 observium]# ./discovery.php -u

# EcE Cron, HUTERELE

[root@Lab-17-Task-01 observium]# cat >> /etc/cron.d/observium << EOF

# Run a complete discovery of all devices once every 6 hours

33 *6 *** root /opt/observium/discovery.php -h all >> /dev/null 2>&1
# Run automated discovery of newly added devices every 5 minutes

*/5 * *** root /opt/observium/discovery.php -h new >> /dev/null 2>&
1

# Run multithreaded poller wrapper every 5 minutes

*/5 * * ** root /opt/observium/poller-wrapperpy >> /dev/null 2>&1

# Run housekeeping script daily for syslog, eventlog and alert log

13 5 * * * root /opt/observium/housekeeping.php -ysel

# Run housekeeping script daily for rrds, ports, orphaned entries in the database
and performance data

47 4 * * * root /opt/observium/housekeeping.php -yrptb

EOF

# EEFTINEL Cron

[root@Lab-17-Task-01 observium]# systemctl reload crond

35 ELM

# G rrd FHEUERNER

WP EARFERHARERERMRAK RN / 5 41



Linux R&BHEESZEEE-LHhF+H (Cent0S. 2023)

[root@Lab-17-Task-01 observium]# mkdir rrd

# (&2 rrd BERAFTEEFFTELE ) apache
[root@Lab-17-Task-01 observium]# chown apache:apache rrd

# BlzE Observium log B
[root@Lab-17-Task-01 observium]# mkdir /opt/observium/logs

# 18 &/opt/observium/logs B RHIFFE&EFIFTEEN apache
[root@Lab-17-Task-01 observium]# chown apache:apache /opt/observium/logs

# 1&08 httpd BLES {4, &% Observium
[root@Lab-17-Task-01 ~]# vi /etc/httpd/conf/httpd.conf
———————————————————— httpd.conf ------------------
<VirtualHost *>
DocumentRoot /opt/observium/html/
CustomLog /opt/observium/logs/access log combined
ErrorLog /opt/observium/logs/error_log
<Directory "/opt/observium/html/">
AllowOverride All
Options FollowSymLinks MultiViews
Require all granted
</Directory>
</VirtualHost>

# |3nh Apache RS

[root@Lab-17-Task-01 ~]# systemctl start httpd
# %8 Apache RS AFHERED
[root@Lab-17-Task-01 ~]# systemctl enable httpd

4, j5E)nK
FEA I ML 0B 38475 1)« http://172.20.1.30 B F A2 75 235 R )

5. RNEEg&

# Bl# Observium HIEIEWKE
# # Observium BR T {TEE
[root@Lab-17-Task-01 ~]# cd /opt/observium

# BlsEaS18: /adduser.php <username> <password> <level>
[root@Lab-17-Task-01 observium]# ./adduser.php root 123456 5

# BLE SNMP 51iRSS
# CentOS &% SNMP HIECE ST14,

root@Lab-17-Task-01 observium]# vi /etc/snmp/snmpd.conf
———————————————————— snmpd.conf ------------------
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view systemview included .1.3.6.1

# J35) SNMP IRSS

[root@Lab-17-Task-01 observium]# systemctl start snmpd
# 128 SNMP RS AFE BN

[root@Lab-17-Task-01 observium]# systemctl enable snmpd

# Windows %2 SNMP Z i

# FiE— BRI "=RERT — "B —> "R —> "fIREKE
Windows Ifgg" , #iE "fHEMEEEIMY(SNMP)”  (BELiE)

# BiEZ ERFEPRIITHF 88" -> "NAFITIEE" -> "ENEINEE" -> "WMI SNMP {#
NREg" , ETIhEERINEPE],

# THEERINSER/S, BEcE SNMP RS

# @"Windows B THE"—>""IgRSS""—>"SNMP Service", TFF "“SNMP Service” BB
SHEE, EANEUIERIER "L %I, & "SI XER"  (RiEF) .

# QIEEFEERZ TN SNMP #iE6. %R "EZRE TN SNMP #iE6" /Y,
BENMNEERFAMIE,

# QR FEECE

# RINBEXIEARHE

# @ "Windows EIETH" —> "BRk%L2 Windows Defender B5XIE" , FTFF “ NikEIA"
&,

# i%&#E SNMP fRSS (UDP In) , ERFAFRITEE

# @QIREIFAE, AIFRERERS P ithava@Ed

# HUTRINE ST CentOS, Windows 885141, &GS,

# ARINER BT

# #HN ObserviumDB BRi7iN

#./add_device.php <hostname/IP> <community> v2c

[root@Lab-17-Task-01 observium]# ./add _device.php 172.20.1.30 OpenLabMonitor
v2c

[root@Lab-17-Task-01 observium]# ./add_device.php 172.20.1.36 OpenlLabMonitor
v2c

# HANGREE MRS

12EE:
BRI EARLRAI A ENFEMELIRER, EFESIENZIEERISIHT SNMP B E,
ZNSCIS{EAARY IP bR 172.20.1.30 0 172.20.1.36.

WP EARFEERARERERMIRAZKZEA / 5 61



	一、实验目的
	二、实验学时
	三、实验类型
	四、实验需求
	1、硬件
	2、软件
	3、网络
	4、工具

	五、实验任务
	六、实验环境
	七、实验内容及步骤
	1、准备虚拟机
	2、系统升级和基础配置
	3、安装Observium
	3.1准备数据库
	3.2设置Repositories
	3.3安装Observium
	3.4初始化配置
	3.5业务发布
	4、访问测试
	5、添加监控设备


