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2.ApachefR5588 2.1 ApachefBift

ApacheZ & F BHIFFRMuEIRSS 82—, IFUNIX, Linux, Windows
FRIFRS,

m ApacheEMghttps://www.apache.org

= ApacheBRIERIRA32.4.57
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APACHE PROJECT LIST

BY NAME

BY s
CATEGORY

Apache Software Fundation, ASF: Apache RitEES

ASF RHERR M T —AWebiRSS 8RN { Apache, BXS T EARRIARIH,
ASF % Apache Web IRSZ258014E 2.0 hRZANEE, B9 HTTP Server,
Apache RSB 4 = IERSZFR=: Apache HTTP Server,

{#F3 Apache IS5 B8 HHESIRANETIE,

BRI |
2 _Apacheﬂﬁ%%% 2.2 Apacheh& s
ApacheREZ4F14
s IR EHIOHTTPIMYFIZF AT n RS RIREEES (SS))
HTTPIAIE m EFZeSocketE (SSL)
n RETFEHNECE n ERIEEIRSS SRR
» ZIEFETFIPAIEENEIANEECE n REBFSIEIREIRER
s XEHBAMNXED, X#FPHP, n IFE=SIRIHRARIINEEEIR, T
FastCGl, Perl, JavaServletsZs MIRET =

= SFRS IS
= 3HFRSEATICRMATEABEE
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HTTP SERVER PROJECT

The Number One HTTP Server On The Intemet

The Apache HTTP Servar anc maintain UNIX and Wndows. The goal of #is project s TTP serw wih the current
HTTP standards,

The Apache HTTP Server (Ipe) was launched in 1955 and I hss baen e most popular web sérver on the Wlermet since Aprl 1995, It has cskbrated Its 25 bintviay 86 & projectin Februery 2020,

The Apache HTTP Server s 8 preject of The Anache Scheare Faurdation
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Source Reposiories
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2.ApachefR5588 2.3 Apache TfEiEzt

ApacheBprefork, worker, event=fT{Fi&=,

m prefork T/EIET
prefork2taERIApachetgt,
ERMZIMTIRE— L Fitie, AESFEPIRIIERESE, BT/ IRECIEFE
BT,
BN FHERE—EE T EsR, RetE—NEk,
BREEREANIIG, —BESRNEUREE, BRISEE, 125 7T,
BEBRT, Apache EBRENBEHEETEEND, FHEIINEE,
BHFEMENHASKESN, FERBSERHTEL,

O
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2.Apachef[R55E8 2.3 Apache TfERizt

ApacheBprefork, worker, event=fhT{Ei&E=(,

m prefork T/EET
BEBRT, ApacheEERZBNBRIATRES, FHEIVWNEE, ELFELENFE
BERES, BERBWSEREH TR,
prefork =& StartServers, MinSpareServers, MaxSpareServers, MaxRequestWorkersg
MES BT RHRBIMI = EFHIL

StartServers AR TYERRREL
MinSpareServers TRFHIZNS/HE
MaxSpareServers TRFHZNRAHE
MaxRequestWorkers BATREAEE

W FERESH, FEEIIMaxRequestWorkersgIfg, BREZ AHA.
AER/ET, BER/IPMaxRequestWorkersi(E, B ARSS AR,

O
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2.ApachefR5588 2.3 Apache TfEiEzt

ApacheBprefork, worker, event=fT{Fi&=,
= worker L{Fi&=
workert@UHERTFpreforkkist, FEREZHENZ4ERAER.
ApacheBaIITRSED T /LNFii2 (MEBLRD) | BrFHiEoE— L&, BNE
e 41 TS 7 £
BNERKTE, 2ol —MERERHITRS.
SLRBESHZUHENNETE, MAFSASE L, BREMERERS,
workerf@BRTESHARIIBER ~, tbpreforkEEZAIR] ABAE,
EBEFEME, worker NEEFERASEKE, E5INSHE,
MRFEARHE, A EREEETERSEOHIRIERHCIEENFLEELE,
FERS M HEINS NMEENAR, BIEENERELNESE, SRR EApachefIEH RS,

¥
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= event L{EiER;
eventflworkerf@ XA, {BeventfiR T keep-alivein s N FZ AR 5 BAmiERRY
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2.Apacheﬂ|§%§§ 2.4 Apache Module
Apache2EIRIUANRTT, RSHINER S HEISEIRG, SERERKED
AR N,

. LZEEApachelf SBIAZE—LER, INREELIEMMEERIINEE LIRIESLIR
FRBITREApachet&EiR,
= ApachefEtR R 5ApachelfkAE X, FHRMERFELX.
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BREXER: RiEASSHEE R RAER
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2.Apachef[R5388

2.4 Apache Module

R EES

Apachel&IRAEIE
n ZERAINERNApachetBRZMBE SR

CentOSIRIEER S
FBEZRA: /usr/lib64/httpd/modules
BRI EE  1EHRE so

Ubuntu Serveri2{E&R 5t :
BFWBERA: /etc/apache2/mods-available

EERERERERNA: /etc/apache2/mods-enabled
B HE: BRE load  (B—MEPIIR—.conf3ZiH)

FRLINUXRITIR, ZRNARGEREREXS. EELEHETRE.
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ot _REAE

Apache Httpd ServertZiRAY{ER |

Apache 2.437 EREHSI

T HRR T#RA irmE
=
1| mod_actions =17 ET MIME 221 GOl 1% 2
) TR I 1 A SR T B BB BT A5 A8 B0 URL =
2 | mod_alias £
- SEm
3 | mod_asis FEHEEXHEER, MORNERFHTTP % 2
4 | mod_auth_basic AEFIME 2
5 | mod_auth_digest %/ MD5 N5 B AT RIE £
7 | mod_authn_anoen FuiF ERAARIDMEREE =
8 | mod_authn_dbd R IR R A PRIEES E
9 | mod_authn_dbm £ DBM IR 277 A PRIEER &
10 | mod_authn_default e E AR IR R AR R T i8R — 1 30E 2
11 | mod_authz_groupfile £ R plaintext 37 #F3 {T4R W E 2
12 | mod_authn_file FRATEZHREAPRIREE 2
FeiF A LDAP BRIFHA A 2HEBIAT HTTP B -
13 | mod_authnz_Idap . =
5 HRIE
14 | mod_authz_host REETENBHR P MHEIHIERS 2
15 | mod_authz_user REET AP AR §H 2
BEIEMBFRERS HMTF Unix@lls . Windows i =
16 | mod_autoindex £
- dir %
17 | mod_cache T RFC 2616 #:46) HTTP E 178 5
TEF L2 E! MPM (prefork) L2 E-7E CGI IFHTAY =
18 | mod_cgi 2
- =H
X TR 122! MPM (worker) EFI— 7 5b 88 CGI FiPi#tiE =
19 | mod_cgid - =
i3 CGI iIE
20 | mod_dir e BRF U R ARREH R EER 2

24
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Apache 2.4.37 ERERIIE

Z ERE MR Eati=e
21 | mod env FtiF Apache fizeh &R EE| COI 40 SSI 7 =
- EHIFETE
22 | mod_example_hooks | $2E5 Apache API IR B
23 | mod_filter AR E TR ERE AN SR S mE 2
24 | mod_imagemap SHIE IR RN E R =
25 | mod_include SIMEFHB AT (SS) SR 2
26 | mod_isapi RIRFAE Windows F & £ ISAPI TR 2
27 | mod_ldap B LDAP T LDAP BEEmRS Ed
28 | mod_log_config FEFRR A NEH B S 2
29 | mod_logio RREMEREEA - FRHE TS Ed
30 | mod_mime R\ ERRERE FMTANNE 2
31| mod_negotiation k=353 ﬁ]§j21§ (content négohalmn B ‘A’Arl“/\‘ﬁiﬂi =
AR R ILEE FRER AR e
32 | mod_nw_ssl SH51E NetWare & 51 SSL % 2
33 | mod_proxy I HTTP1 ik RIB RS RS & Ed
34 | mod_proxy_ajp mod_proxy ) AJP S 1 T
35 | mod_proxy_balancer | mod_proxy £ 8 SR =
25
Apache 2.4.37 EHBHIIE
Z HRE MERE irmE
36 | mod_proxy_ftp mod_proxy 1 FTP Szi#iiiia E
37 | mod_proxy_http mod_proxy § HTTP ###iE =
38 | mod_setenvif Feir RBEFHROFREE 2
39 | mod_so eI iEfTA0$ DSO iR &
40 | mod ssl {#8 SSL A1 TLS BIME =
41 | mod_status REBFEERETEE 2
42 | mod_userdir BESTAPNRBEER 2
43 | mod_usertrack 2T A AR ERYE =
44 | mod_vhost_alias AR EMNMDEES ]
45 | mod_proxy_fegi 7] fogi FITEIE =
46 | mod_ratelimit PRI AR =
47 | mod_request TER AR R R R 2
48 | mod_remoteip Pk CERE FREY IP bt =2

26
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3. [ Apache &Mk 3142851

1E551: ZApache SRS EIE

17552 fEFApache & ERa RIS

1££33; (EMApache RS MBS
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3. {§EFHApache & 7o /g 31T

{£531: TAtApache SRS ETE

SH]: AUREIIFH TR CentOSAIZE
SH2: ERBLWINENRSE, MEmREREE

SRR EDKZEBIARZREBRMEARSBEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn

28



AR/ BU7IE

51 L¥EApache SRS EE
= (S ER:
Apache HTTP Serverf9igsShttpd EEED
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© @ ~

#ERyum TEZ#Apache
root@Project-03-Task-01 ~]# yum install -y httpd

#fEMsystemct] startas S Baphttpd RS
[root@Project-03-Task-01 ~J# systemctl start httpd

#fEsystemct statusi S EEtpdiRS
[root@Project-03-Task-01 ~]# systemctl status httpd

#&p&systemctl enablemig EEIRSS HFHE B,

#ap<systemctl disableBliR EEIRS AT A BB,

[root@Project-03-Task-01 ~# systemctl enable httpd.service

Created symlink /etc/systemdy/system/multi-user.target.wants/httpd.service /usr/lib/systemd/system/httpd.service

#fEsystemctl list-unit-files@s SHIANttpdIRS RECE B HFN BB

2. [root@Project-03-Task-01 ~]# systemctl list-unit-files | grep httpd.service

#RIREBBANttpd service BRBAFHLERE
httpd.service enabled =

30
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3. A Apache & fa ks

3.2 {1532

{£552: {EFApache RS RIiL

SH: AR ERSMISHE
SW2: RARFERY Site
SI|3: SEFANBENIRIESRR RIS Site]

SRR EZ A EE ARSI BRI ARZEEEA / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn
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#{EFecholE S TR B2 RILL Site THIMIAET T
[root@Project-03-Task-01 ~J# echo "<h1>Sitel, http;//10.10.2.104</h1>" > fvar/www/html/index.html

#ERE ST /etc/httpd/conf/hitpd.confiIpazEs
[root@Project-03-Task-01 ~]# cat /etc/httpd/conf/httpd.conf

®,

#hitpd.conEENHRBRS, REHRERSHAMMSEEEXNAR
#ERARIISECE

7. Listen 80

H#ENBIARIATETE

DocumentRoot "/var/www/html"

<Directory */var/www/html">

1 #MiEERBIAFFEIndexes,  FollowSymLinksfRS3 8845,

2. #BRTFEindexxf, NAFRRZER T, FIRERFFSHEE

12 Options Indexes FollowSymLinks

#HERE PRS0 ONEE B SAE SR e, LUtithiE
15. AllowOverride None

16 #FEUFRTA LG

Require all granted

</Directory>

P S0 ®~own

9. #J{EMISAEIER A, MESERXAMKIEE R LI,
20, #{EFsystemctl stop@ & AR

21 [root@Project-03-Task-01 ~]# systemct! stop firewalld

22. #fEfAsetenforcedSHESELiNUXIZ B Fapermissivet&izl,
[root@Project-03-Task-01 ~]# setenforce 0

3.3 £33

33
S S
3. {EFApache & fokid
{£533: fERApache R SN ERS ML
S il R
Wik 4 i etk Pl St T e
Site1 http://10.10.2.104 Avariwww/html
Site2 http://10.10.2.104/aliasA Nvariwww/html/site2
Site3 http://10.10.2.104/aliasB Nariwww/html/site3
Site4 http://10.10.2.104:81 Nvarfwww/html/site4
Site5 http://10.10.2.104:82 Ivariwww/html/site5
Site6 http:/Avww.domain1.com Nar/www/html/site6
Site7 http://www.domain2.com Narfwww/html/site7
TR EI AR E SR ARER BB ARBEFEIPA / https:/internet.hactcm.edu.cn / http
34
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3. A Apache & fa ks

3.3 %53

S|4 RIS Sited, Site5
SIRS: RIS Site6, Site7
S$6: EFAMEHIRIYSERISIERS Sitel ~ Site7

{£553: fERApache& SRS,

SR QIEMILERSMIERE
SB2: RO Site
$I3: RIEMLE Site2, Site3

SR E AP EERAR IR EEMEAREZEPA / https://internet hactcm.edu.cn / http://www.51xueweb.cn
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1553 {FARApache R TSN EEMLL
= (S ER:
o ARHEHRISSEERIS Sitel~Site7 HIPIZS
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16.

19.

0. [root@Project-03-Task-01 ~]# mkdir /var/www/html/site4

2. #BIERRIISSiteSHY B RANMIAET

5. #BIERRIULSite6H) B RANNIEE T

0. [root@Project-03-Task-01 ~]# echo "<h1>Site7, http://www.domain2.com</h1>" > /var/www/html/site7/index html

#{EFecholE S TR B2 RILL Site THIMIAET T
[root@Project-03-Task-01 ~J# echo "<h1>Sitel, http;//10.10.2.104</h1>" > fvar/www/html/index.html

#BUEMLSite2HI B RFNNIEE T

[root@Project-03-Task-01 ~J# mkdir /var/www/html/site2

[root@Project-03-Task-01 ~]# echo "<h1>Site2, http://10.10.2.104/aliasA</h1>" > /var/www/html/site2/index.html
#BIEMILASite A B RANMILE R

[root@Project-03-Task-01 ~]# mkdir /var/www/html/site3

[root@Project-03-Task-01 ~]# echo "<h1>Site3, http://10.10.2.104/aliasB</h1>" > /var/www/html/site3/index.html
#RUEMULSiteARI B FFIMITE T

[root@Project-03-Task-01 ~]# echo "<h1>Sited, http://10.10.2.104:81</h1>" > /var/www/html/sited/index.html

[root@Project-03-Task-01 ~]# mkdir /var/www/html/site5
[root@Project-03-Task-01 ~]# echo "<h1>Site5, http://10.10.2.104:82</h1>" > /var/www/html/site5/index.html

[root@Project-03-Task-01 ~]# mkdir /var/www/html/site6
[root@Project-03-Task-01 ~J# echo "<h1>Site6, http://www.domainl.com</h1>" > /var/www/html/site6/index.html

#RUEMuLSite7HI B RANMUSE T
[root@Project-03-Task-01 ~J# mkdir /var/www/html/site7

©

37

®,

55 18R / RIEE IS,

4. #{$Fsystemct| reload @ S EHHENApacheFeE 4

#PIugSite2, Site3 @I TEApacheBAIANIG_ HIBNEELIE RaliasA, aliasBRKRTR
[root@Project-03-Task-01 ~J# vi /etc/httpd/conf/httpd.conf
#hitpd.confEe BN HRBRS, AEOXERSNIGRETXNNE

#HIESIe B EIER, BidaliasART MG
Alias /aliasA */var/www/html/site2"
#7E X alias AT RIFIRIIEEEE
<Directory */var/www/html/site2">
AllowOverride None
#ERTERIEHURS ST
Options None
#RVFRTR ARG
Require all granted
</Directory>

#3ESite3ELEESE, BidaliasBRAMIL
Alias /aliasB " /var/www/html/site3" ry
#7E X aliasBRIRIAIRILLER{E
<Directory */var/www/html/site3">
AllowOverride None
#ERTERIEHURS ST
Options None
#RVFFTABARIE
Require all granted
</Directory>

[root@Project-03-Task-01 ~]# systemctl reload httpd

38
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#PugSited,  SiteSEIAEHIHO R
#{EApache BN E B RPOFEHIOBE 4, KIHMiLSited. SiteS,
[root@Project-03-Task-01 ~]#vi /etc/httpd/conf.d/siteport.conf

#HIESite4IECEER., B8 uHORMML
Listen 81
#7E X BTIR ORI RIAIPIIAEEE
<VirtualHost *:81>

DocumentRoot /var/www/html/site4
</VirtualHost>

#HIESiteSHIRESE., BT8RN RTFIL
Listen 82
#TE X 821 (I RIAI RS
<VirtualHost *:82>
DocumentRoot /var/www/html/site5

5. </VirtualHost>

6. #{FAsystemct! reloadip S EHrE A ApacheFLE i
7. [root@Project-03-Task-01 ~]# systemctl reload httpd

39
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iR / BE3IS) !

#PIuhSite6, Site7BISAERIELZ R, BERRAESRA
#{EApacheflYMNiCE BRPOIEIAEEX M, RIMIESite6, Site7,
[root@Project-03-Task-01 ~]#vi /etc/httpd/conf.d/sitedomain.conf

#HLSte6MREER, BT tdZwww.domainl.com&ERiG
<VirtualHost *:80>
#HHZIRE FIwww.domaint.com

ServerName www.domaint.com

#4pEdomainl.comizig

ServerAlias domainl.com

#RE M RIEIDISER R

DocumentRoot /var/www/html/site6

2. </VirtualHost>

#3ESite7TECERES., BidigEwww.domain2.com& Rk
<VirtualHost *:80>
#HHZIRE FIwww.domain2.com
ServerName www.domain2.com
#43Edomain2.comiZ
ServerAlias domain2.com
#RE X IR R
DocumentRoot /var/www/html/site7
</VirtualHost>

0. #{EFsystemctl reload @i S EFENApacheBCE S+

[root@Project-03-Task-01 ~]# systemctl reload httpd
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1553 {FARApache R TSN EEMLL
= Sitel: fEFApacheBIAMLG, RITUEAAEFRRIAS
= Site? - Site3:

ERENERER
— AR RNl asi
u Site4 - Site5:
(EFE— P, SEEFR RO
OEREE I, AR A0
m Siteb - Site7:
(EFIR—PHAFIERED, FRNE LT
OERIEE S, AR IR

11533 {FARApache R TN aAMLL
A

schema://host[:port#]/path/.|./[?query-string][#anchor]

L
RIELEhttpiRS WAV

NSRRI E
BRFEBIED , HTTPRUAURSCIRS0 ( TT#RE ) , RROEEA
BRSSRRAIZ i IPIpE

— JRENGIN : http, httpg, ftp)

REEAFRIESME
ZMIARLEEIBANX 73 sk




4. LAMP

LAMPR & PHPRZERIFRIRESE, HLNuENZRIERS. ApachelEl
WubARSSES. MySQL/MariaDBIEANEIREEIER 5. PHP/Perl/PythonfEAR
S eSumBI AN ARRERR

RIRBFERACentOSIBIER S, EBApacheMiLiRSS S, FRMariaDBEIRE
BIERS, (FAPHPIRS LM AMERERS, SCILAMPIUIRIMNLLARSS 28502,

s

APACHE - (Php
HTTP SERVER PROJECT
MarigDB
FOUNDATION
IR P ES AR EE AR EBMEARZEZHERA / https:/internet. hactem.edu.cn / http://www.5Txueweb.cn
43
4. LAMP 411584
1£54: CHILAMP
{555 @mitWordPress@i& IS Mk
11556 BEFEApachefIE TR
SRR EDKZEBIARZREBRMEARSBEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
44
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4. LAMP 41354

1£554: SSHILAMP

| = 5
$I2: TEEIWNENERE. MEREREEIN. XSkt
$I|®3: STHRApachefUZEEIR
B4 STREMariaDBRISEEIE

$IS: SRPHPERIZREE
$7%6: LAMPEBE AL,

IR P ES AR EE AR EBMEARZEZHERA / https:/internet. hactem.edu.cn / http://www.5Txueweb.cn
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{F554: sCILAMP
= (S5 ER:
o SCILAMPERE

e —

46



IS

14

#EFyum TEZ%MariaDB
[root@Project-03-Task-03 ~J# yum install -y mariadb-server

#[EamariadofRss, FHREAFNEREED
[root@Project-03-Task-03 ~J# systemctl start mariadb
[root@Project-03-Task-03 ~]# systemctl enable mariadb

#1ZBMariaDBHUREEIR S oot A3 centos@mariadb#123
[root@Project-03-Task-03 ~]# mysgladmin -uroot password ‘centos@mariadb#123'

#{EFyum module list php#s<-31 HEFFIEPHPIESR
[root@Project-03-Task-03 ~]# yurn module list php

0. #{gFByum module enabled <& EFEFHIPHP 7.450 14

[root@Project-03-Task-03 ~]# yumn module -y enable php:7.4

#{ERyUM T EZAEPHP 7 A 1Te8

3. [root@Project-03-Task-03 ~]# yum install -y php

#ERyum TEZ%php-mysqindiEik

5. [root@Project-03-Task-03 ~]# yum install -y php-mysqind

47
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55 18R / RIEE IS,

IS

#IIFApachefIhttpd RSB ERRBH
[root@Project-03-Task-03 ~J# systemctl status httpd

#3EMariaDBfImariadofR S 2B LB
[root@Project-03-Task-03 ~]J# systemctl status mariadb

HAINEPHPERITER R AR
[root@Project-03-Task-03 ~J# php -v

#YnFApachefIhttpdfR S R SR E AFHBEEN
[root@Project-03-Task-03 ~J# systemctl list-unit-files | grep httpd.service

#IIEMariaDBEImariadbRS3s REREAFHEEEN
[root@Project-03-Task-03 ~J# systemctl list-unit-files | grep mariadb.service

#EFechofg S FEApacheBIA R, FRIZBIZPHPIIES

2. [root@Project-03-Task-03 ~J# echo "<?php phpinfo(); ?>" > /var/www/html/test.php

48
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4. LAMP

4.2 {555

SR E AP EERAR IR EEMEAREZEPA / https://internet hactcm.edu.cn / http://www.51xueweb.cn

49
{1555 BTWordPressiig mZs Mg
= (S5 ER:
o WordPressEREagIN
o FEARHEN _EIEE NS NA ML
. R
50
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#{EFphp Vi SIIEERIERIPHPIRA
[root@Project-03-Task-03 ~]# php -v

#{EFBrpm -qain SIES RN IMariaDBRRA
[root@Project-03-Task-03 ~]# rpm -qa | grep mariadb

#ERrootikFEFEMariaDBEURRE

[root@Project-03-Task-03 ~]# mysql -u root -p
#TEMariaDBERIERIHTIRIE, BlEE wordpressdbiIEiERE
MariaDB [(none)]> create database wordpressdb;

#{Eyum TEZ%php-jsontsi
[root@Project-03-Task-03 html]# yum install -y php-json

#ERyum LA Z%wget

[root@Project-03-Task-03 ~]# yum install -y wget

#FEAwget TE FHEWordPressstHEIEEE R, NARFFHAKSERT.
[root@Project-03-Task-03 ~]# wget https://cn.wordpress.org/latest-zh_CN.zip

5. #ERyum T A% unzip
6. [root@Project-03-Task-03 ~]# yum install -y unzip
7. #fEFunzip TR ~/latest-zh_CN.ZipSUHHRES var/mwwBR T

[root@Project-03-Task-03 ~]# unzip latest-zh_CN.zip -d /var/www

9. #ixEwordpressERFi/EAFIIA apache
0. [root@Project-03-Task-03 ~]# chown -R apache:apache /var/www/wordpress

#@BwordpressB RAIPRA755
[root@Project-03-Task-03 ~J# chmod -R 755 /var/www/wordpress

51

®,

55 18R / RIEE IS,

S e N AW o

#iBapache BB, KTAERILE
[root@Project-03-Task-03 ~] vi /etc/httpd/conf/httpd.conf
#BRARULECE
Listen 80
HFEBIARIEEE R/ var/www/html,  BL/var/www/wordpress
DocumentRoot /var/www/wordpress"
<Directory */var/www/wordpress">

Options Indexes FollowSymLinks

AllowOverride None

Require all granted
</Directory>

2. #4g48/etc/httpd/conf.d/welcome.conf, XFIApacheRIEE

[root@Project-03-Task-03 ~] vi / etc/httpd/conf.d/welcome.conf

# This configuration file enables the default "Welcome" page if there
# is no default index page present for the root URL. To disable the
# Welcome page, comment out all the lines below.

#

# NOTE: if this file is removed, it will be restored on upgrades.
#<LocationMatch "/+$">

#RTHIRTS B T B IR TER

#</Directory>
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4. LAMP

43 {1556

{£556: BEApachefIIEITIRS

$I2: BEHZMserver-status
FI3: EEHZHserver-info

$;4: EEApacheis:

F|1: FEHBFApachelZ PREEIR

SR E AP EERAR IR EEMEAREZEPA / https://internet hactcm.edu.cn / http://www.51xueweb.cn

53

1556 BFApachelNaiTIRE
= (S ER:

o EARMEYL DTS FApache Server-Status
o EAMEYL EEITNEEEEFApache Server-Info
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1. #EFApachetEil, HEEAZEEMod status. mod_info
[root@Project-03-Task-02 ~J# Is /etc/httpd/modules/mod_status*
Jetc/httpd/modules/mod _status.so

[root@Project-03-Task-02 ~]# Is /etc/httpd/modules/mod_info*

/etc/httpd/modules/mod_info.so

#EBEApachefEHREE(E

|, HfiEApacheflimod_status, mod_infofsREZ B
[root@Project-03-Task-02 ~]# cat /etc/httpd/conf.modules.d/00-base.conf| grep -e mod_status -e mod_info
LoadModule info_module modules/mod_info.so
LoadModule status_module modules/mod _status.so

0 #EEERNRETONHE, FTRKTIER, BV RS

1. #BlEmod _status, mod_infolIERE 4

2. [root@Project-03-Task-02 ~]# vi /etc/httpd/conf.modules.d/ApacheMonitor.conf

3. #HEmod status, mod_infoRIIAIAEELR, FHREHAIMINIASE

=

<location /server-status>

15, SetHandler server-status
16. Require ip 10.10.2.100

/. </location>

<location /server-info>

19, Sethandler server-info
20 Require ip 10.10.2.100
21. </location>

22, #{FMsystemct] reload @ S EHENApacheBLE X1
23 [root@Project-03-Task-02 ~]# systemctl reload httpd

55
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Apache Server Status for 10.10.2.105 (via 10.10.2.105)

Server Vemion: Apache’2 437 (eeston)

MPM: event
Server Buslt Dee 23 2019 20145 34

2 requestaisec - mnw.m«nwu 0 marequen
L requests curvently beang processed, 74 idle workers

« The Status module allows a server administrator to find out how well their serveris
performing. A HTML page is presented that gives the current server statistics in an
easily readable form. If required this page can be made to automatically refresh
(given a compatible browser). Another page gives a simple machine-readable list of
the current server state.

Connections | Threads|  Asyme connoctions

71T
7

717

=[eTel®
3

Scorsbomsd K
Wn\mﬂucwmw " Starting up, ‘R’ Reading Reques,
ending DINS Leakup,

Repy: " Kcpaiie read),
e cm. conpection, "1 Loggiag, "6” Gescefully fishing,
T U e of ke, Open et ol o crten o

Srv PID Ace M CPU SS Req Dur Conn Child Slot  Chient
LOTIE0II_ 0002 0 0 00 000 000101021
10 TIE000W00 0 0 0 00 000 000101021

Protocsl Viost

Roquest
100 bit1.1 2605267 1942:17:cebb 80 GET iserver-status HITR/11

100 bmg/1.1 feB0:8a67. 79421 facelb 80 GET iserver-status HTTP/1

« The details given are:

The number of workers serving requests

The number of idle workers

The status of each worker, the number of requests that worker has performed
and the total number of bytes served by the worker (*)

A total number of accesses and byte count served (¥)

The time the server was started/restarted and the time it has been running for
Averages giving the number of requests per second, the number of bytes
served per second and the average number of bytes per request (*)

The current percentage CPU used by each worker and in total by all workers
combined (*)

1The current hosts and requests being processed (*)

Srv Chikd Server mumber - generafion
PID 05 process (D

Ace Number of acoesses this consection /this child / his slot
M Mode of cperation

CPU CPU usage, mumber of seconds

55 Seconds since beginning of most recen request

Req Milliseconds required o process mest reorst request
Dur Sum of milliseconds required to process all equests
Comn Kilobytes transferred this conmection
Child Megabtes transferred this child

Slot Toral megabyes rassfesved this slot
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Lsommr o |
Apache Server Status for 10.10.2.105 (

Server Vemion: Apache’2 437 (eeston)

“Apach Statin X
ce

da 10.10.2.105)

MPM: event
Server Buslt Dee 23 2019 20145 34

Apache Server Status=FHAE Tz
«  E#FS=: httpy//yourservername/server-status
S a0 010000 - BmIRIFT: http://yourservername/server-status?refresh=N

Total accesses. | - Tota Trafic: 4 K5 - Totl Durstin: 0
CPU Usage: .02 102 cul cx - 64 CPU lod
2 requestsec - 619 Bsecond - 4096 Betequest - 0 msegues

3 o s i e, H i wits +  WIESEDE: http://yourservername/server-status?auto

Cumrest Time: Susday. 22-Mar-2020 21:57.13 €ST
Restart Tame: Sumsday. 22-Mar-3020 21:57.07 CST
Parcas Serves Config, Genernion: |

Parens Server MPM Geseration- 0

s
1 178 . ] o « e @ 0 & W2 L - & » =
7 frirdes e s o

Smlz o T 0

-

*_* Wastia fos Conection,"s” Suaring up, ‘%" Renbng Reqvest
' Sending Reply, & Keepalive (read), "a” DNS Loakup,

*c” Closing consection,"t” Logging, "a" Gracefully fnishing.

1" Ule cleasp of warker,*. Ope slor with 5o curent process

Sev PID Ace M CPU SS Req Dur Cons CLild Slot  Chient  Protocal Vst Request
LOTIEONI_ 0002 0 0 00 000 00010102100k 805267 N2 1 6a:ceth 80 GET serverstatus HTTP/LL
L0 TIEQBOWO00 0 0 00 000 00010102100 kvl1 fe80:a67 TN 1 facedh 80 GET server-status HTTP/L1

Srv Chikd Server mumber - generafion
PID 05 process (D
Ace Number of acoesses this consection /this child / his slot
M Mode of cperation
CPU CPU usage, mumber of seconds
55 Seconds since beginning of most recen request
Req Milliseconds required o process mest reorst request
Dur Sum of milliseconds required to process all equests *.
Comn Kilobytes transferred this conmection FTeress
Child Megabytes trmnsferved this child
Slot Toral megabyes rassfesved this slot | R
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Y
Apache Server Status for 10.10.2.105 (via 10.10.2.105)

Server Vemion: Apache’2 437 (eestos)

@ & 10102105

MPM: event
Server Buslt Dee 23 2019 20145 34

Curess Time: Susday. 22 Mar-2020 21:57-13 CST
Restart Time: Suaday. 22-Mar-2020 215707 CST

Server Version Apache Http Server #{tiRZ
Server MPM Apache B9 T{E&E=
Server Built Apache ZFiRRANAIFwiZETE)

Current Time EEIES R

3 requesta/sec - 819 Bisecond - 4096 Birequest - I ma'request
L requests curvently beang processed, 74 idle workers

i e T + Restart Time BT S EhttpliRS3 AR E

i S - « Parent Server Config. Generation

R httpdfIs2ist R ERRIRE
. « Parent Server MPM Generation

httpdieventi&xt PR EERIRE

—— Server uptime SR EAhtpdRBEH TS THRHE

15 s oo+ Suriag o X Rl R Server load BRs3EETAE, HFIRImin Smin 15minBdEsEE s
e e T

i, e Y S e

Srv PID Ace M CPUSS Req Dur Conn Child Slot  Chient  Protacal Viost Roquest
10 TIE0I1_ D002 0 D 00 000 0.0010102100bip11 §e80:Fa67 19217 cebb 80 GET iserver-status HTTR/1.L
10 TIEO0OWD00 0 0 0 00 000 00010102 100bp11 fe80:5a67 7942 17facebb 80 GET iserver-status HTTP/1.1

Srv Chikd Server mumber - generafion
PID 05 process (D
Ace Number of acoesses this consection /this child / his slot
M Mode of cperation
CPU CPU usage, mumber of seconds
55 Seconds since beginning of most recen request
Req Milliseconds required o process mest reorst request
Dur Sum of milliseconds required to process all equests
Comn Kilobytes transferred this conmection
Child Megabytes trmnsferved this child
Slot Toral megabyes rassfesved this slot
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ce @ B 10102105 server-stat

Apache Server Status for 10.10.2.105 (via 10.10.2.105)

Server Vemion: Apache’2
Server MPM: event
Server Buslt Dee 23 2019 20145 34

37 (ezaton)

Restart Tume: Sumday. 22-Mar-
Parenn Server Coafig, Gearaion: |
Parens Server MPM Generation: 0
Server uptime: $ seconds
20000000

“Total accesses. | - Total Traffic. 4
CPU Usage: 602 8,02 cul cal- 9
3 requesta/sec - 819 Bisecond - 4096 Birequest - I ma'request
L requests curvently beang processed, 74 idle workers

Can

Asyne connactinns

%’ Renbng Reques,
35 Lockup.,

*c" Closing consection, "1” L o Gracefully fnishing

1" ldle cleamup of worker, * . Open slot with no current process.

Srv PID Ace M CPUSS Req Dur Conn Child Slot  Chient  Protacal

10 TIE0I1_ D002 0 D 00 000 0.0010102100bip11 §e80:Fa67 19217 cebb 80 GET iserver-status HTTR/1.L
10 TIEA00WD00 0 0 D 00 060 0.0010102100bp11 805677921

- Total accesses
- Total Traffic
« Total Duration

httpdSah/ERMRER ZE
httpd EahSEENEIRTE
httpd/EalEEERECPURISRT
« CPUUsage CPUERE5R
« 015 requests/sec - 91 B/second - 5.9 kB/request - .35 ms/request
httpd Eah/EREIRE
SpEONER
SIMEXSOWIR
BNAERFIHEES YR
BNERFISREESK

- 1requests currently being processed, 74 idle workers
Vitow Reguest 2930 5 FRRIEAEE
BRI

660 GET server-status HTTP/1.1

Srv Chikd Server mumber - generafion
PID 05 process (D

Acc Nusiber of acossses thia consection / thi
M Mode of cperation

CPU CPU usage, mumber of seconds

55 Seconds since beginning of most recen request

Req Milliseconds required o process mest reorst request
Dur Sum of milliseconds required to process all equests
Comn Kilobytes transferred this conmection

Child Megabytes trmnsferved this child

Slot Toral megabyes rassfesved this slot
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T T T
c o © & 10102105 ; root 7626 0.0 1.3 2028 11336 1 Ss 22:08 0300 usr/sbin/httd DR
apache 7628 0.0 1.0 202454 8552 7 s 0106 Jusr /abin/httpd F
A Wache 7629 0.0 1.4 125025 Lok 7 U 00 Juse /sbio/httpd oM
Apache Server Status for 10.10.2.105 (via 10.10.2.105) apsche 7630 0.0 1.6 1481384 13952 7 st 00 Jusr /2bin/httpd -DEOREGROUND
pache 7631 .0 14 1:sexse 1ioe4?  SU 100 /use /3bin/httpd -DFOREGROND
t a0 o1 108 s/ aim L o

Server Vession: Apache’2 4 37 (centon)
Server MPM. event
Server Bud- Dec 23 2019 204534

{rootaW-Project-1-Tosk—92 -1t
{rootyW-Project-61-Task—2 -1 |

Cusrent Time: Sunday, 22-Mar-2020 22-43:41 CST
Reatant Tane: Sunday, 22-Mar-2020
Parent Server Config. Generation: 1
Pareas Server MPM Geseration: 0
Server uptime. 34 minwaes 32 seconds
Server load: 0,00 0.000.00

cesses: 28 - Towa Trafic- 163 kB - Toual Duraica: 9
CPU Usage: 022 5 49 cu0 o0 - 0339% CPU load.
0134 requests/sec - 79 Bisecond - 5.8 kB/request - 321429 ma'request
1 requests currestly besng processed, 74 idle wockers

| po): Connections [Threads|  Asyec connections
25 o
Scorcboard Key
" Waiting for Coanection, s” Starting up, "&* Reading Request,
W Seadeng Reply, ‘¥ Kecpalive (read), "o" DNS Lookup,

s Logpies. *c" Gracefully faisking
"Open sot with o cuerem pocess

& Cloving connection,
1" Idle cleanep of workes.

Sev PID Ace MCPU SS Req Dur Conn Child Slot  Client  Protocol
0

10 76300111 _ 000

H

o 00010102 100 bl 1
107630011 _ 000 0 00 000 00010102100 kmp1 1
20 7631011 023 000 001 00110102100 kw11
207631011 _ 008 0 00 001 00110102100kt
207631022_ 024 12130 0 00 001 00110102100 hepL.1
207631011 _ 039 0 00 000 00010102100 kmpl.t
207631011 051 000 000 00010102 100 b1 1
207631011 024 0 00 001 00110102100 kmpL1
207631011 _ 008 0 00 001 00110102100 hmp1 1
20 76310171 _ 039 o 00 001 00110102100k11
207631011 056

0 00 001 00110102100 hupll
-~ 036 0 00 000 00010102100 w1l
_om 0 00 001 00110102100 hipll
“on 0 00 001 00110102100 hup1 1
~ oo 0 00 001 00110102100 kiplL
2.0 7631022_ 056 000 001 00110102100 w1 |

80
80
e,

e,
80
80
80

80,
80
D,
80

fed)

VHost Request
9967.7942:176x-ce6b-80 GET /favicon ico HTTP/L1
99677942 1764 ce6b 80 GET fserver-statis HTTP/L |
99677942176 ce6b 80 GET /server-status HTTP/11

99677942176 ce6b 80 GET fserver-statis HTTP/1 1
9967.7942-176a-ce6b 80 GET /favicom ico HTTR/L1
90677942 1764 cebb 80 GET favscom ico HTTP/L 1
99677942 176s cebb 80 GET /server-status HTTP/L1

99677942 176x:ce6b 80 GET /server-status HTTP/11
9067794217

99677942 176a.cebb 80 GET /favscon sco HTTP/L 1
9967792176 ce6b 80 GET ‘server-status HTTP/L1

906779421760 ce6b 80 GET lserver-statis HTTP/L |

30
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Apache Server Status for 10.10.2.105 (via 10.10.2.105)

Serves Vemion: Apached 4 37 (esamos)

Corvem Time: Sunday. 22 Mar.3020 2-43:41 CST
Festan Teme: Sunday, 22-Mar-2020 22.08.43 CST

Pareai Server Config, Generation: 1

Parean Server MPM Generaton:

Server uptiane, 34 minaes 51 sconds

Server oo 0.000.000.00

Toml accenes: 38 - Total Traffie: 163 kB - Tosal Duration: 8
CPU Usage: 022349 cuf ) - 033084 CPU lond

0134 pequests/sec - 79 Blsccomd - 5.8 KB
1 resuess curresaly besng peocessed, 4 sde workers

Conmections | Threads|  As

request - 521429 me'request

i

+ Scoreboard Key:
Waiting for Connection

.

- "S* Starting up

+ "R" Reading Request
+ "W’ Sending Reply

K" Keepalive (read)
‘D" DNS Lookup
“C" Closing connection

o

o

Scoreboms e
** Wattng for Comection, "S” Startag

Scading Repty, ¥ Kespalive (read),
<" Closing coanecsion, " Logging, "o Gracefuly faihing,
F Wile ieansp of warke,

COpen slot wth p cumvent process

wa

Sev PID Ace M CPU S8 Raq Dur Cosn Cild Slot  Clieat
10 7630011 000 20880
10 7630011 000 20880

207631 0272 _
20 7631 011
2.0 7631 iy

207631 011

207631 011

207631 0011
20 7631022

pache staus *

Protocol

000 000 00010102100 ka1l
O 00 000 00010102100 kg1l
000 001 00110102100 w11
O 00 081 00110102100 kLl
O 00 081 00110102100 k1l
@ 00 000 00010102100 kipll
O 00 000 00010102100t i
207631 011 0 00 081 00110102100 ka1l
0 00 001 00110102100 gt l
000 001 00110102100 kw1l
O 00 081 00110102100 b1l
000 000 00010102100 b1l
@ 00 001 00110102100 kgLl
Q00 001 00110102100 i1
0 00 081 00110102100 kel ]
0 00 001 00110102100 gl 1

VHos Request
FeB0- 0067794176 ceflb B0 GET favicemico HTTRL 1
80 9067 7902 1762 cotib 80 GET server-status HTTR/LL
e 96779421 T6a oot 80 GET server-states HITP/LL

el 9067 T2 1768 coflb §0 GET server-stanss HTTP1 1
Fe0: 905779421762 cefib 80 GET /favscomico HITR/L L
18099677942 1 b e B0 GET om0 HTTPIL |
§e80- 0067794176 ceflb B0 GET server-stames HTTP/L1

Fei0: 936779421 T6a oot 80 GET server-status HITP/L1
8000677041 6 coflb 80 GET server-stames HTTB/1
e 90677902176 ceflb 80 GET fvscemico HTTPL 1
80 906779421762 cofib 80 GET /server status HTTR/LL

A0 9067 T2 1768 cofb $0 GET /server-stanss HTTP/1 1

Logging

"G" Gracefully finishing
Idle cleanup of worker
Open slot with no current process

LiEEER
=l
IEFESERUAR
TEFERENARL
REBENAIRTS
IEFEEHDNS
EFEXIERE
EASABE
BENERERER
SLTRRRE

REAIERARE

o @ 0 & 10102108 server-status =0 -
T s~ o 3 T
Seli o TR . Srv Child Server number - generation
— « PID OS process ID 2 EBiZiEREVELIPID
+ Acc Number of accesses this connection/ this child / this slot
""" WRTERE / MRTERFTIRA PR /
S o Comnecion, " Sttiag vp, " Rending Reqoct, YRR AT R F AT R ROV
o o e g el S M Mode of operation E#IEMARS
e eamep afwarken, T Open ot e et e . CPU CPU usage, number of seconds {#EFARICPURTE
Srv FID Ace M CFU S5 Ko D Comn Chld Slot_ Clemt Frotoest Vil [ ; -
10 7E00VI_ 000 0880 0 0D 0.0 0.0010102100kp11 D957 16 e 0 GET fcen o HITPILL + S Seconds since beginning of most recent request
10 7630001 _ 000 ME80 0 00 000 00010102100 hepl 1 el Ga87 2 1 7a cefl 80 GET server-stans HTTR/A 1 N 3 71
Lo omomis 8 M) L LML L T T T b - ER DB (S09)
107510321 02 Mo O DD O 001 IDI0R ook 1 SR0WST N e 0 GET T M Milliseconds required to process most recent request
0 7631 02 o 77942 178x el 80 GET frversaes HITP N
20 7631 0011 700 0 00 000 (ODIOI0II00MII 809677942 1 Ekcebl §0 GET avacomico HITP/LL BRSBTS (SL3ER)
207610117 051395 0 0 00 000 0.001010.2100 k11 80,9867 7942 176 e 90 GET om0 HTTPILL . ;
T0TS1G01] 03 1220 0 00 001 00110102 100kwp | 5005087 1 Teeeds 30 GET e smmmired1 | © DUT Sum of milliseconds required to process all requests
J0763011_ 008 WO 0 0 0D 001 00110102 100kt § . oy i ;
20760117 039 760 0 8 DD 001 00110102100kl 60,5567 T <80 CET e ETTPLL Conn Kilobytes transferred this connection
3076310107 05625 0 0 00 001 00010102100 bl h0-5u87 T2 17k cel 80 GET ncrversane TP 1 AR R R
20761011 036255 0 0 00 000 00010102 100hmp11 f80:9087 T Tfucesh 80 GET fvcon ioo HTTPILI ) e
207631001 000 1050 0 00 001 00110102 100kup] ] fe30-9u67 7942 1 T6xcebh 80 GET server-stahes HTTE/L1 « Child Megabytes transferred this child
T om0 0 00 001 00110102100k o .
T 0083950 0 00 0Ol 00110102100k YRS ARSI E R
03635 0 0 OB 0O 00110102 100kpeT 1 A5 6] T2 176 cefl 80 GET fserver-sas HTTPIL 1 . i
026 110 0 00 001 0011102100 MMELI 05067902 15 e 80 CET s dam TP Slot Total megabytes transferred this slot
050395 0 0 0D 061 00110102 100hm1 | A0 967 T2 176 <ol 80 GET fererotanes HTTPIL 1 AR T R TR B S e
0201230 0 00 001 00110102100 byl | feB0-9a57-7942 1TEvcedb 80 GET ferves sats HTTPILL . "
T 000 RIT0 0 0D 001 00110102100kl RN 908] 7942 176kcefl 80 GET erveratatus HTTPIL | + Client PPt
(0730 0 O 0D 000 00010102 100kl 1 RD:005 T2 1T6ncefh B0 GET ferer sats HTTPIL 1 I
Y00 1060 0 09 00 00110102 100tp 1 B0 51 9 1enis0 T ettt | © PTOtOCOL (EABRTHHIN
207631001 _ 000 12170 0 00 001 00110002100k 11 fe80. $a67 T2 1 T cebb 80 GET ‘server-states HTTP/1.1 . 3
T 1631010 058 256 00 00 000 00010102100 11 o0 957 0 1T et 60 GET femcoHTTE VHost  ApachelRS5EHIPIEI AR RSRAITE ]
Request——HEsRETREE, —(EFARIX

Srv Child Server mumber - generarion
PID 05 process ID
Acc Numiber of accesses this connection / s chikl/this slot
M Mode of aperarion
CPU CPU wsage, mumber of szconds
S5 Seconds sance begimning of most recent request
Req Millseconds cequired o process mos recent equest
Dur Sum of milliszconds required 1o pescess all requeses
Conn Kelobytes trammferred thas connection
Chikd Megabyies transfesred this chikd
Shat. Toral s gabynes tranafesred this slot

+ A connection is a link between a client and a child which resides in a slot.
+ Achildis a process or a thread that handles requests.
+ Aslotis a placeholder for a child. There may or may not be a child there

depending on max/min spare servers.
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Apache Server Information

Loaded

«

C Q@ O & 101021050

Apache Server Information
Server Settings

Configuratic

Apache Server Informationg&sipialA =t : i

i
Io 1o fes

nres)

/Mt pa/oont /ttpd. cont

. EMAR: http://yourservername/server-info
ECEPIEE: http://yourserver.name/server-status?config

Startup Hooks

PreCe

63

Apache Server Information

Loaded Modules

BRSM

Server Settings

Startup Hooks
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5. #2FApache V&£

N e e N 2y

Apachefgt T 2N FRLURF ApachefiZ 2, (RIEMNILZ 2]

m IREMGIESEE

n [RERS2SRHRER

n 2 RGBS

= FFBSELinux, B T=almie

SRR ES KR EBIAR BB ARSEFHBA / https://internet.hactcm.edu.cn / http://www.51xueweb.c

Mihe EEMELEHEE L ENERAHMED

, 12FApacheMuEAR 53 28RY

SRR,

O

65

5. I2FApachefiZ 2t

5118 EMiLHEREE

SN, ASOFEIRuL. AR REBEHITEN.

B SRR R EIR &R RN
= SYFPTAEHEULAE AR,
= Z£1110.10.2.1161BHH 5B PO ZS Ry

JURPEARZEEARZIREEMEARBZEBA / https://internet.hactcm.edu.cn / http://www.51xueweb.c

REMSESEE R I EMRRSEENIE, RARAMLZ 2,
Apacheﬁﬁ%a%uiRequireﬁlﬁﬁ*ﬂﬂlﬁlﬁlD],BIBE%'J, @I B E S

O

66
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5. I2FrApachef9&L&tt 5.1 RER S EEE

VL ERVITERERSRER, REXHESN TR,

1. <Directory "/var/www/wordpress">

Options Indexes FollowSymLinks
AllowOverride None
HREMLLISESEE
<RequireAll>

Require not ip 10.10.2.116

2

3

4

5

6. Require all granted
7

8 </RequireAll>
9

</Directory>

2 BETRE, EMBAREXHEELE.
: 1. systemctl reload httpd

w.5Txueweb.cn

AR R EAFEERAFBREBRMEARBEFHEPA / https://internet hactcm.edu.cn / http

67

5. 12FtApachef9ZL L4 5.1 RER

11 Apachef9RequireTREFRIES.
: 1. Require all granted, FIFFFERIRIAE;
2. Require all denied, E4EFFERRIAD;
3. Requireip 127.00.1, RAIHFEIPRIAE, SMPRZIBMEATIER, XERIAIFIPHbIII2
7.0.0.TRISRIREM I
4. Require host domain.com, RfiFREEZdomain.comfg=EHIAaE);
5. RequireliA] LIECEZS 1,

' 2. RequireIfifiz& <RequireAll>, <RequireAny>. <RequireNone> F&IaILHHTENNS
 ZMOBEREL
1. RequireAll, BENERBAEEMGEIREAIAVILITHN, FBEHEMLL; |
2. RequireAny, iBIEAERFERENET—FAIPHITNN, FEEEIRE;
3. RequireNone, AITERHEEREMEIE SN, HRALHEME, FEIRIER, *ﬁ&“%%

InEEXIEC A .

IR RS

68




5. I2FrApachef9&L&tt 5.2 RS RHREE

M AT RREM, BREApacheMibiRSS 22 PHPERTEHIEUREE.,
TR BB AR, ERIRS AN,
ApacheitBRSS 22i8)d ServerTokens kIR iR AN E UM 2.,
PHPfZtfrEs@iTexpose phpitIRfeE s 2,

Bl sEMApachemubfkSS 2EF0PHPREITRRRIE BRIF.
= {Z2httpd.confS iSRS IR S5 2R 8UEME B
= {Z2Zphp.iniSXAREEIPHPEURER

SRR EZS KR EBIAR S E BB ARSEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
69
= 7= =
5. I2FtApachef9Z £ tE 5.2 SRS
1. fERVITESRIEApacheEL&E X4 /etc/httpd/conf/httpd.conf, EEE XSS FAIR.
1 #ENHOREENEN RRS
2. ServerTokens Prod
2. fERVITEgwiEphpEcEH/etc/php.ini, HIBERIECE X IHEEM M.
1. #Eexpose_php = Ongllexpose_php = Off
2. expose_php = Off
3. BCETAE, EMHANBEXMAEEE.
1. systemctl reload httpd
2. systemctl reload php-fom
JIRREG K FESRAZEREERKMEARKFHIA / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn
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Bl 453 Cookle #M MR #ER  HHLIRRR

ot @
Kz WTTRAL.L SRR
T R
- WSk (310 F75) Ll

Connection: Keep-Alfve

Content-Type: test/htrl, charset=UTF-2

Date: Thu, 20 Feb 2020 11:58:13 GMT

Keep-Alive: timeout=5, max=100

Link: <http:/#10.10.2.105findex php/...on/=  rel="htips:api.w crg"
Server: Apache/24.37 (centos)

Transfer-Encoding: chunked

L Cookie M WNRT FEAT IR

¥-Powered-By: PHP/T.3.5

R B o

JidE HTTR/LL FEENEES
T R

~ WREESk (269 F73) Rk

Connection; Keep-Alive

Content-Type: tetrhtml; charset=UTF-8

Date: Thu, 20 Feb 2020 12:00.09 GMT

Keep-Alive: timeout=s, max=100

Link: <http://10.10.2.105/index phpy..on=; rel="ittps./apiw.org"
Server: Apache

Transfer-Encoding: chunked

71

5. 12FtApachef9ZL L4 5.2 FERIRS B RER

1. ApachefgServerTokensHtE6-1M%EIR, EERD BN Nz,
1. ServerTokens Full, EREIHMEEEEApacheIFANBRMIERIRAS
2. ServerTokens Prod, {RERMuLIRSSEEZFR, BNServer: Apache
3. ServerTokens Major, TRMibiRSESEHEEEIETMAS, BiServer: Apache/2
4. ServerTokens Minor, RRMUGIRSEEEIEXIRAS, BlServer: Apache/2.4
5. ServerTokens Min, ZERMibiRESEEEEETERAS, BlServer: Apache/2.4.37
6. ServerTokens OS, BRMILIRSZEEEDSRIERFIEY, B): Server: Apache/2.4.37(centos)

2. PHPHexpose phpHE2MEM, EERD B TR,
1 On, EMuRSSES LB REREPHPER
2. Off, EMikfRSSeE AR REREPHPER

R EZ S

ERARZFREBMEARBZHEA / https:/internethactem.edu.cn / http://www.5Txueweb.cn
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5. I2FrApachef9&L&tt 53 SIREERLS
25| i B S B A URIP IS E BT, FERRIEERF TR,

0 ZLIENEMIE ERYIR,
= {&H/etc/httpd/conf/httpd.confEie & ST4FZE LE Wik B RN
» DL R E— L, B ERETERE

R E AR EE AR BB ARGEZEA / https:/internet.hactcm.edu.cn / http://www.51xueweb.cn
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5. T;'?'Eﬂ:l'ApacheEl"Jffé'E 5.3 ZIFMILE RN
. ERTEEERSRET, RETHESN R
: 1. <Directory "/var/www/wordpress">
2 #OptionsIuR & HNone, BFANERIHAMRS24SH
3. Options None
4. AllowOverride None
5. HFREMuLESEE
6. <RequireAll>
7 Require all granted
8 Require not ip 10.10.3.226
9 </RequireAll>
10. </Directory>
2 RERAE, BNENREHERER,
; 1. systemctl reload httpd {)
WRTREG A EE RSB EBMEARSEZRA / https://internet.hactcm.edu.cn / htt ww.5xueweb.cn
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Tndlex of fwp-content/languages X

« [ @ & 10102705 fwr
Index of /wp-content/languages

& Parent Directo -

[P ademin-ne Clme 2019-12-19 0708 41K

[8) admin-petwork-sh CHpo  2019-12-19 0708 38K

[P admin-sh CNome 2019-12-19 07.08 396K

g rzh CHp -12-1907 0

8 sdmin-sh Mo 2013-12-19 0708 582K R B =

[ continenss-cifies-ch > 2019-12-19 0708 21K

) contnerse i h > 0112150708 44T <~ & @ £ 10.10.2.105 fwp-content/languages/
(Cphein 2020-02-14 1308

(£ themes! 2015-12-12.07.08

z:h CH-0ce752d2f775d1 > 2019-12-190708 464 Fo]‘bidden

Tou don't have permission to access fwp-contentlanguages! on this server.

P
75
5. TEﬂApaCheEgﬁé'TE 5.3 EIFRuLE RN
1. ApachefJOptionE AR R AR,
1. Options All, E7REEMultiViewsZIMIFREYSE
2. Options MultiViews, fiFZERZHIAILS
3. Options Indexes, SIERTFindex3it, WERZBRTFRINHE
4. Options IncludesNOEXEC, FiFEmARSS 2Riinclude, {BARAI{E R #execk#includ
eIfige
5. Options Includes, Fe1HERIRSSESIHInClude
6. Options FollowSymLinks, fEERTRSEIRFTSHHE
7. Options SymLinksifOwnerMatch, 7£BRF{XERERA L= PIAYHEE
8. Options ExecCGl, EBZR MHFHERCGI
2. Optionsf=RIMIINSFRARSS 2EAFIE, 2 BERZIERTT.
SRR EDKZEBIARZREBRMEARSBEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
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5. #2FApache V&£

5.4 FFESELinux, BrKiE#TRENF

BIAMES S, 1Y

SELinux, BaXIEHITZ 2R,

AT <4 7 SELinux.

Pk iEE L ElirEE.
ATHREREERGENZ2URNELENZEE, ERURSHVSOREFR

T~ {EBSELinuxEFirewalldfFPIE L2 e

» BSELinux TEEZ & & 9enforcing
= FHERKIEFFF B 0MR

R E AR EE AR BB ARGEZEA / https:/internet.hactcm.edu.cn / http://www.51xueweb.cn

77

5. I2FApachefiZ 2t

5.4 FFRSELinuX, BKEEE TR ERF

2. [root@Project-03-Task-03 ~]# sestatus
#SELInUxEFFE

SELinux status:

SELinuxfs mount:

SELinux root directory:

Loaded policy name:

#LF (e menforcingi@HIE=
Current mode:

Mode from config file:

Policy MLS status:

10.  Policy deny_unknown status:

© o N s w N

1. Memory protection checking:
12. Max kernel policy version:

TR EIGARE SR ARER BB ARBEFEEPA / https://internet.hactcm.edu.cn / http://www

1. [root@Project-03-Task-03 ~]# setenforce 1

enabled
/sys/fs/selinux
/etc/selinux
targeted

enforcing
enforcing
enabled
allowed

actual (secure)
31
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5. ]:nElsa:l_ ApacheEI’\J-Z‘-Zi\'TE 5.4 FFRSSELinUX, BAXIEHTRERP

1. [root@Project-03-Task-03 ~]# systemctl start firewalld
2. [root@Project-03-Task-03 ~]# systemctl status firewalld
1. e firewalld.service - firewalld - dynamic firewall daemon
2. Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor p>
3. #BEMERTES, BRERactiveFINER,
4. Active: active (running) since Fri 2020-02-14 16:11:13 CST; 22min ago
5. Docs: man:firewalld(1)

3. H#HERSIE EFRB0mA, FFEH SR EEREX

1. [root@Project-03-Task-03 ~]# firewall-cmd --zone=public --add-port=80/tcp --permanent
2. [root@Project-03-Task-03 ~]# firewall-cd --reload

¥

SRR EZS KR EBIAR S E BB ARSEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
79
6. ApaChe E :L,\]j\w:_l' 6.1 Apache H&RSS
Apache HESHICR T Apacheiz{TH SR, BT EEM T B0 KAT T #
ApacheANE TR,
Apache B0 HEMERH SN ERD .
BEMHECentOSHRIFRIUER/var/log/httpd/E %
= 7518 HESRIS4E Faccess_log
= FHREERISHE Berror_log
NREMASSLARSS, BRSSP EAEXTSSLEIThRI RS,
m SSUERSSAIBRTESIE: ssl access log. ssl_error log. ssl request log
13
SRR EDKZEBIARZREBRMEARSBEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
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6.Apache HEDHT 6.1 Apache BIEIBS
ApachefIHEICRIIRE

|y ﬁ;ﬁ
[ —=—%p =>| ==
=
—| :
=7 FIERSERE
SRR EA RSB ARZ R BB AREBEZHEIRA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
81
6. ApaChe E :L,\]j\w-:l' 6.1 Apache B=&IRSS
Apache BER] B8 /etc/httpd/conf/httpd.confS i TIR E .,

1 Erorlog ‘logs/error log”  #EmERwmMeE 0

2. Loglevel warn #ERATICRER

3. #HRATHEREES, B ATEAFFRENHDASICRINFE.
4. <IfModule log_config_module>
' 5. #ENT 79" combined B EICFHE
6 LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

7 #ENT 7" commonBIHEIERIE

8 LogFormat "%h %l %u %t \"%r\" %>s %b" common
9. <lfModule logio_module>
10. #EXIERBMEFPANBLEFHHAETER, EZFRIcombinedio
1. LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}\" \"%{User-Agent}i\" %l %O" combinedio
L2 </IfModule>
13. #ipia AEFTElogs/access_logERT, HEICRISI AcombinedE M ANETL
114, CustomLog "logs/access_log" combined
15 </IModule> ®

SRR EDKZEBIARZREBRMEARSBEZEA / https:/internet.hactcm.edu.cn / http://www.5Txueweb.cn
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#*3-2-3 B HEIRTRE

R B
emerg BR, AL
alert AL ZT B REHR S e
crit KRR, ERERAES, @ TRERMHE
error —fEiR
warn ZHiEE, AHAMRMEE, EECRMSBHRHAERER
notice T EE EEE NI
info MR — B R, R S AR
debug Hig AT debug B FF =4 fH 8
83
% 3-2-2 H BT I A UK
B3 EP S
%% HAE
%a R P 1P Bk
%A AALIP Hudk
%B AEE HTTP ki) LR 711 4
o4t AELE HTTP Skit) CLF st Uik 1. ik
BRIEEARN, TR <2 AR 0
%D RS B A TR A RTINS R], R BAED
%f BEIES
%h T EHL
%H TR AE I
%l TRERA
%m R ik
%{VARNAME}C | 7eifsi i i& s iR % i ] cookie VARNAME [ %¢
%{VARNAME}e | *5i% 5 VARNAME i
%{VARNAME}i i B RS SRR Sk VARNAME #9978
%{VARNAME}n | HeHithit i VARNAME [ %
%{VARNAMEJo | %3 VARNAME fil 3
84
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& 3-22 PLERU RN TR

A ERS
%p W% BRI R0
%P 0 17 R A T HEE 1D
%g Eiﬂ?ﬁ%iﬁﬂ%ﬁ&ﬁiﬂ?ﬁ%- T B2 S T A

Sy B, ERATFEER
%r R —T
s R T RIBEEFMER, EEREER PR
e MRF%...>s, WRIRERIHE R
%t FUGHRAUES ], - 18/Sepf2019:19:18:28 -0400
%{formatjt LU #% 7 format 5% O ()
%T i L S i FE AR R, ELA AR
%u wERAn
%U PR SR Y URL B4 42
%V TR R A 5 4% ) ServerName
%V %8 UseCanonicalName i % 73 8 i % 45 4 5
%I T, BEkSIEr
%0 RIEMFIH, AERGEL
L3
85
6.Apache A& 6.24E57

{£557: {EACentOSH<$H#HrApache H&

1£558: fERApacheTop T LAt #TApache A&

ww.5Txueweb.cn

R ELAF

FEARZ LR E BRI AZEZERA / https://internet.hactcm.edu.cn / http:/,
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6.Apache H &0 62 4£57

1E57: {ERCentOSi$oHfrApache

$®1: FtApacheBEM! THHT
$I2: PREESHER

SH3: DITARRBEE

$;4: (EHawk. sort. uniqcHl

SRR EZ A EE ARSI BRI ARZEEEA / https://internet.hactcm.edu.cn / http://www.5Txueweb.cn
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head /var/log/httpd/access _log

10.10.2.100 - - [22/Mar/2020:20:01:38 +0800] "GET /wp-admin/load-
scripts.php?c=0&load%5Bchunk_0%5D=jquery-core,jquery-migrate,utils&ver=5.3.2 HTTP/1.1"
200 108765 "http://10.10.2.105/wp-admin/* "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:74.0)
Gecko/20100101 Firefox/74.0"

LogFormat "%h %l %u %t \"%r\" %>s %b \"%(Referer}i\" \"%{User-Agent}i\"" combined

88
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10.10.2.100 - - [22/Mar/2020:20:01:38 +0800] "GET /wp-admin/load-
scripts.php?c=0&load%5Bchunk_0%5D=jquery-core,jquery-migrate,utils&ver=5.3.2 HTTP/1.1" 200 108765
"http://10.10.2.105/wp-admin/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:74.0) Gecko/20100101
Firefox/74.0"

1. 10.10.2.100

2 - LISt Ao RS ASHRD AFR
3. -

4. [22/Mar/2020:20:01:38 v

5. +0800]

6. "GET

7. /wp-admin/load-scripts.php?c=0&load%5Bchunk_0%5D=jquery-core jquery-migrate,utils&ver=5.3.2

8. HTTP/1.1 "

9. 200

10. 108765

11. "http://10.10.2.105/wp-admin/

12. "Mozilla/5.0

13.  (Windows

14. NT

15. 10.0;

16. Win64;

17. x64;

18. rv:74.0)

19, Gecko/20100101 X
20. Firefox/74.0"

89
e ——
X557 FBCentOSEd o HrApacheHE
= ESHER:
EfEApache BEERIIFERE X
W {EﬁﬁaWk\ Uniq\ SOftﬁ@imeEﬁ\Tﬁ
 ®
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E5 /545 / (ERYT &

BEAHER
ARSI KIRIPHELE
RN =2 ZE D K= DAL
yr—v R E RS

EES
SR/ NI 40OMASISI RSB &
Gt E
REAVNBRIAIFFIESRK
Zrithttp status
b8 e FRRO MY
FFBemub e S RIS
BRI FImIR e

91

1 #5ERREHI0NRIRPiEIE
2. cat /var/log/httpd/access_log | awk ‘{print $1}' | sort | unig -c | sort -nr | head -10

o 3 HPRHRSHHSAE

' 4. cat /var/log/httpd/access_log | awk ‘{print $11}" | sort | unig -c | sort -nr | head -20
5 #EB RIS
6. cat /var/log/httpd/access_log | awk '($7~/\.mp4/) { print $7}" | sort -nr | uniq -c | head -10

- 7. IXHRINBITAOMBHST (4178 8
8. cat /var/log/httpd/access_log | awk '($10 > 40000000 && $7~A.mp4/){print $7}' | sort -n | uniq - | sort -nr | head -100
15 / H{E3IS PR
10. cat /var/log/httpd/access_log | awk '{sum-+=$10} END {print sum/1024/1024 "MB")’
. #RAEAOMBRIFIBFIER
12. cat /var/log/httpd/access_log | awk '($9 ~/404/)’ | awk '{print $9,$7}" | sort | unig -c
13 #45thttp status
14. cat /var/log/httpd/access_log | awk '{print $9}' | sort | unig -c | sort -nr
5. # s El R FRITY
16. cat /var/log/httpd/access_log | awk '{print $8}' | sort | unig -c | sort -nr
7. #FFEIm R E RS EE
18 cat /var/log/httpd/access_log | awk ‘{print $20}' | sort |uniq -c | sort -nr | head -20
9. BRI EERER
20. cat /var/log/httpd/access_log | awk '{print $16 "\t" $15 "\t" $17 "\t" $20 "\t" $19}' | sort |uniq -c | sort -nr | head -20
92
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6.Apache H &0

6.3 {£558

1£558: fERApacheTop T EsLATHHrApache B

$H2: BEHREEHHTRER
$|3: fEFapachetopT R3kiMlapache BERISERTHHT
$;4: [FiZapachetopAEDHTLER

SR E AP EERAR IR EEMEAREZEPA / https://internet hactcm.edu.cn / http://www.51xueweb.cn

93
e —— =
11558 {FAApacheTop TELAIHHrApacheHE
= ESER:
o {#fapachetop TELIApache HESERTHHT
W o [EiZapachetopfInHTER
94
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®,

(5 91ER / RIESIS;

I #Riepeli RE
2. root@VM-Project-01-Task-02 ~]# yum install epel-release

#{EFyum TR % %apachetop
[root@VM-Project-01-Task-02 ~]# yum install -y apachetop

5. #EFapachetop TEMEEE), TRERE
6. [root@VM-Project-01-Task-02 ~]# apachetop --help

#{apachetop=LitHifrApache B
8. [root@VM-Project-01-Task-02 ~]# apachetop -ql

9. #ijElApache RARHIMIG, FHEBMEDOTER

O

ApacheTop

»  ApacheTopE—1@$1TLE, BaEIDHTApachefRSES22RIA T,
[0 B RRIRSS RRRISERNEIT IR, HAIEE9E EAESE B
BIEAERIPEER.

= ApacheTopH9ZRERZ: tail -f /var/log/httpd/access_log

= https://www.cae.me.uk/p/projects.apachetop

ApacheTop is a Common Log Format analyser | wrote in C++
around 2003. It displays realtime statistics about webserver log
entries in a curses interface, inspired by top.

Apache HESHERIE

= Webalizer
The Webalizer is a fast, free web server log file analysis program. It
produces highly detailed, easily configurable usage reports in HTML
format, for viewing with a standard web browser.
http://www.webalizer.org

= Awstats
AWStats@—IIRSE AR B TR, LERSIEMSHWeb, 7t
K, okl RS BRAIHER.

https://awstats.sourceforge.io

£y
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REHERRSS L ApacheHE T
» BEHTIRSBLS:
https://cloud.baidu.com/product/bls.html
» BEHHETARSS CLS
https://cloud.tencent.com/product/cls
n fIERHTARSS SLS

https://www.aliyun.com/product/sls
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