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# ECERKIE, 7eiF 80-82/tcp imIi3ia)

[root@Lab-04-Task-01 ~]# firewall-cmd --zone=public --add-port=80
-82/tcp --permanent

[root@Lab-04-Task-01 ~]# firewall-cmmd --reload
[root@Lab-04-Task-01 ~]# firewall-cmd --list-all

# BECE SELinux, 73¥F 80-82 im[iRMHIRS
# 224 SELinux ECE T A semanage
[root@Lab-04-Task-01 ~]# yum install -y policycoreutils-python-utils

# &F SELinux seIF@ITRY HTTP im0 (BRIASZHF 80, 81)
[root@Lab-04-Task-01 ~]# semanage port -I | grep http

# cosssssssssssesssses SRR HTTP i A--------------------

http _cache port t tcp 8080, 8118, 8123, 10001-100
10

http_cache port t udp 3130

http_port t tcp 80, 81, 443, 488, 8008, 8009,
8443, 9000

pegasus_http port t tcp 5988

pegasus_https port t tcp 5989

# coossssssssssecssses SRR HTTP i --------------------

# 181N 82 imOIAIIRISRER
[root@Lab-04-Task-01 ~]# semanage port -a -t http_port t -p tcp 8
2

# BB
[root@Lab-04-Task-01 ~]# reboot

3. &% Apache JE%
# 2% Apache HTTP Server
[root@Lab-04-Task-01 ~]# yum install -y httpd

# [Baf) Apache fR53, REFNER
[root@Lab-04-Task-01 ~]# systemctl start httpd
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[root@Lab-04-Task-01 ~]# systemctl enable httpd

# BF Apache [RZIRE
[root@Lab-04-Task-01 ~]# systemctl status httpd

# (EFNINSEEIAIE) http://172.31.0.141, HIIXISAE, 488 Apache Httpd
Server LZEEpKIN

4, 2% PHP

# B yum JR

[root@Lab-04-Task-01 ~]# yum update -y
# MBREFHPITRRGEHENIGER
[root@Lab-04-Task-01 ~]# yum clean all
[root@Lab-04-Task-01 ~]# yum makecache

# THZIE PHP fARAYELR

[root@Lab-04-Task-01 ~]# yum install -y php php-curl php-dom ph
p-exif php-fileinfo php-fpm php-gd php-hash php-mbstring php-my
sqli php-openssl php-pcre php-xml libsodium

# BE PHP [RA&

[root@Lab-04-Task-01 ~]# php -v

BAIE php FR5 .

# f£ Apache RIuGHITR B REIENIE 4

[root@Lab-04-Task-01 ~]# echo "<?php phpinfo(); ?>" > /var/www/
html/phpinfo.php

# &5 Apache &5

[root@Lab-04-Task-01 ~]# systemctl restart httpd

I 285 6] http://172.31.0.141/phpinfo.php, HILMNE 4-1 fon, RoRIAEEIEE R
]on

Regitered Stream Filters vert”, conmumed, dachuni bopl." comverticony”

zendengine

Configuration

4-1 B0 php MRS58 2 ) i

[root@Lab-04-Task-01 ~]# rm -rf /var/www/html/phpinfo.php
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# 2 MySQL

[root@Lab-04-Task-01 ~]# yum install -y mysql-server

# &F MySQL BIRAS

[root@Lab-04-Task-01 ~]# mysql -V

mysqgl Ver 8.0.29 for Linux on x86 64 (Source distribution)

# Bsh MySQL
[root@Lab-04-Task-01 ~]# systemctl start mysqld

# %8 MySQL FHEE5
[root@Lab-04-Task-01 ~]# systemctl enable mysqld
[root@Lab-04-Task-01 ~]# systemctl daemon-reload

# BB MySQL HOUIRARES

[root@Lab-04-Task-01 ~]# grep "password" /var/log/mysql/mysqld.lo
g9

2023-09-01T06:42:35.564870Z 6 [Warning] [MY-010453] [Server] root
@localhost is created with an empty password ! Please consider swi
tching off the --initialize-insecure option.

# MySQL NZ&eHiE
[root@Lab-04-Task-01 ~]# mysql secure_installation

6. & WordPress

(1) 3EHL WordPress M FHFEF

# HNIRBF/var/www/html/, TEf##E WordPress,
[root@Lab-04-Task-01 ~]# cd /var/www/html/

# ETHIR

[root@Lab-04-Task-01 html]# yum install -y wget tar

# TF; WordPress 36,

[root@Lab-04-Task-01 html]# wget https://cn.wordpress.org/latest-z
h CN.tar.gz

# & WordPress 36,

[root@Lab-04-Task-01 html]# tar zxvf latest-zh CN.tar.gz

# SHISEREERE

[root@Lab-04-Task-01 html]# cd wordpress/

[root@Lab-04-Task-01 wordpress]# cp -a wp-config-sample.php wp
-config.php

# WF Apache X31EX B RAVRIER

[root@Lab-04-Task-01 wordpress]# chown -R apache:apache /var/w
ww/html/

[root@Lab-04-Task-01 wordpress]# chmod -R 755 /var/www/html/
[root@Lab-04-Task-01 wordpress]# chown -R :apache /var/www/ht
ml/wordpress

(2) fil7d WordPress 4 A FE U 228 B P o
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(3

(4)

# EREERE

[root@Lab-04-Task-01 ~]# mysql -uroot -p

# CEEUERRF wordpressuser, FRFAFIR, REBFED

mysql> CREATE USER 'wordpressuser'@'%' IDENTIFIED BY 'Wordpres
s@123";

Query OK, 1 row affected (0.02 sec)

# BlgE WordPress #IEE

mysql> CREATE DATABASE wordpress;

Query OK, 1 row affected (0.02 sec)

# IRERPR, 7tiF wordpressuser FAFIEEifia) wordpress $3ERE

mysql> GRANT ALL PRIVILEGES ON wordpress.* TO 'wordpressuser’
@'%"

# RIFTRPREENER, B

mysql> flush privileges;

mysql> exit;

g Rl R L

# 418 wp-config.php 314, RIEESECERT WordPress #iEEER, £ M
ySQL HHXEEER
[root@Lab-04-Task-01 wordpress]# vi wp-config.php

# (EBUI T ECEIN

# /** WordPress #IEEERIZFR */

define( 'DB_NAME', 'wordpress' );

# /** MySQL $UEFERFE */

define( 'DB_USER', 'wordpressuser' );

# / MySQL SRR */

define( 'DB_PASSWORD', 'Wordpress@123" );
# /** MySQL E#, */

define( 'DB_HOST', 'Mysql F4L IP' );

# )3 Apache IR .

‘ [root@Lab-04-Task-01 ~]#systemctl restart httpd

7. ¥EIEE

IS5 ) http://172.31.0.141/wordpress, R4 %235 7] S IHE 224
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