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Apache HTTP SErver (. project managed by the Apache i17e server commisiee

The Apache HTTP Server is an open-source HTTP server for modern operating systems including UNIX, Microsoft Windows, Mac OS/X and Netware. The goal of this project
is to provide a secure, efficient and extensible server that provides HTTP services observing the current HTTP standards. Apache has been the most popular web server on
the Internet since April of 1996.

Project base data:

« Short description: The Apache HTTP Server application "hitpd'.

« Category: network-server hitp httpd-module

« Website: hitp-//httpd.apache.org/

+ Project status: Active

+ Implemented standards
o |ETF REC 2616: Hypertext Transfer Protocol - HTTP/1.1
o |ETF RFC 2617: HTTP Authentication: Basic and Digest Access Authentication
= |ETF REC 2518: HTTP Extensions for Distributed Authoring -- WEBDAV
o |ETF REC 3253: Versioning Extensions to WebDAY
o |ETF REC 3986: Uniform Resource |dentifier (URI): Generic Syntax

« Project data file: DOAP RDF Source (generated json)

Development:

« Programming language: C
« Bug-tracking: hitp://httpd apache.org/bug_report.html
« Mailing list(s): hitp://httpd apache org/lists htmi

« Subversion repository: hitp://svn. apache org/repos/asf/hitpd/hitpd/

Releases (from DoAR):

» Download: hitp://hitpd.apache.org/download.cgi
« 2.4.65 (2025-07-23): Recommended current 2.4 release
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The Number One HTTP Server On The Intermet

The Apache HTTP Server Project is an effort to develop and maintain an open-source HT TP server for modem operating systems. including UNDC and Windows, The goal of this project is 1o provide a secure, efficient and extensible server
that provides HTTP services in sync with the cument HTTP standards.

The Apache HTTF Server (“hitpd™) was launched in 1995 and it has been the most popular web server on the Internet since April 1996, It has celebrated its 25th birthday as a project in February 2020.
The Apache HTTP Server is a project of The Apache Software Foundation.
Apache httpd 2.4 65 Released 2025-07-23

The Apache Software Foundation and the Apache HTTP Server Project are pleased to announce the release of version 2.4.85 of the Apache HTTP Server ("hitpd®)
This latest release from the 2.4.x stable branch reprasents the best available version of Apache HTTP Server.
Apache HTTP Server version 2.4.43 o newer is required in order 1o operate a TLS 1.3 web server with OpenSSL1.1.1.

Downioad | Changelog for 2.4 85 | Complets Changelog for 2.4 | New Features in hitpd 2.4

Apache hitpd 2.2 End-of-Life 2018-01-01
As previously announced, the Apache HTTP Server Project has discontinued all development and palch review of the 2.2 x series of releases.

The Apache HTTP Server Project had long committed to provide maintenance releases of the 2.2.x flavor through June of 2017, The final release 2.2.34 was published in July 2017, and no further evaluation of bug reports or security
risks will ba considerad or published for 2.2.x releases.

Want to try out the Apache HTTP Server?

Great! We have updaied our download page in an efford to betier ulilize owr mirrors. We hope that by making it sasier io use our mirrors, we will be able to provide a betier download experence

Please ensure that you verify your downloads using PGP or MDS signatures

Copyrg™ © 1ET-2025 Tre Apache Soltware Foundation
Apache HTTP Sonvar, Agache, and Te Apache fosther ogo am Fademaric of The Apeche Sotwsrs Foundstion
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Apache HTTP Server Version 2.4

Binding to Addresses and Ports

Aabatlo Languages: de  en F ja ko &

g Apache HTTP Server io Esien on speciic addresses and poris.

= I —
Overview = CDANGnS Laer Cenfuaon

Ralated Madisles Ralated Directives

Whan hetpd S, i binds 10 some port and sSdrss on the sl machins and waks for incoming requeats. By Gelsu, i Istona 10 ol addrosses on the Maching, Howsver, it May need o be toid o listen on SPECRC parts, of only on sokectad addrossed, of @ combination of both, This ::-;.“r-
i rhon combined with e Yirtusl Host featurs, which detormings. how k.« 4 responds i ciffersnt IP addrosses, hostnamas and ports. o
Sow also
The L rective tells e S8rver 10 0CCER! ICOMING 1EguEsts only o the speciied Ponfs) of adess-and-por combinations. ¥ anly & pen PUMEEN is specifed in he |1 27 ¢« diecive, the server Estens 1o he given port on all interfaces. If 8n IP addiess is given &3 well a3 & por ” §
e server will o0 the given port and interlace. Muliphe L directives may be used 1o specily & number of sSdesses and ponts 10 Rsten on, The server will respond 1o requests kom ony of the lisled Bddresses and pors. Lkt
.
Faor Sampls, 10 Maki 1 SN S5p! CONMECIONS on bath pert BO And port 8000, on all ntiteces, e « Commanis
Listen
Listen
o maka the server scospt connoctions on port 80 for cne interface, and port S000 on anathe, Lo mmﬁag u&ﬁﬂ%i{#ﬂgﬁﬁtg;ﬁ
Listen 19 g g
Listen 197,00,
—3 # a2
1PV podresses must be enciosed in square brackets, @3 in e follewing examgle: E | °
Listen |2 a . a
CRrapRINg Listan Cectives will Fesult in & fHtal 0T which wil prevent e Sarver ffom staring up.

Sem th discyssion in T wis) for furthar

[ Changing Listen configurat restart

Wi heged 5. reatarned, Sgbcial consisrtion Must be made for changiss 1 Lzt ar diectves. DUring @ resssrt, DR kedps pors bound (55 In the crginal conig 1" @ k reflsad” STOrs 1T Ay N SEMERS 10 CONNSSE 10 e server. If changes are
P 0 e w1 of dirnctives used with the cld config . contigy will tai will lTrEnate

For enampis, changrg from configuration
Listen

6 th falkowing may Fail, Becauss binding i port B0 actoss o addresses conficts with bind

5 port 80 o just 127.0.0.1.
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Apache HTTP Serverf prefork. workerfilevent3#f T/EER,.
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1) StartServers: FI%RATTIEHEREEL.
2) MinSpareServers: %5 RSN E.
3) MaxSpareServers: ZHHRMNSEEHE.
4) MaxRequestWorkers: SRZFHSTEE.
o AEFUT, Apache AFRBH B RIFATEES, AFEFIMAE.
o (B4 BB I RN R RS, IR 5% 35 T AR A B N MaxRequestWorkers 116 .
0 NEB/DNIRSHERE/V MaxRequestWorkers BIHVITRRR FH2AES 2
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Apache Event Module
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Apache Module mod_status
Avadatle Languages- en I [ ja ke | W
Description; Promces informatian on serves actity and performance
Siabus; Base
Module lantiller: status_maduke
Source File: mod_stahs e
Summary

The: Status. Mol Aows & SErver AAMINBYAH 15 Tind oul Now wesl helr Benver 15 pertceming, A HTRL BaGE 5 PEsented thal Ghves The Cment SETvar SSSTCS in an ensly eadable KT, I Fequired N Bage C3 be Made G BUCrscaly reiresh (Jiven & compattee browser). Angiher
page ghves o simple machine: resdable kst of the ousrent server state.

The detaile given are:

+ The rusmivee of workers S6rving requests

» The numier of idie workers

+ The status of each worker, e rumiber of requests thal worker has perfomed s the lolal number of byles served by B worker
+ Aot number of accesses and byte count served (*)

+ The time the server was siaredistaried and the trme & Ras been running for

+ Airages giving e Fummbar of roquests e second, Ehe number of bytes. served par sacond and the average numbar of bybes per request (‘]
« The cument parcentags: CPU used by sach worker and in iotal by ol worksrs combined (')

+ T CuMment Hosts e fBqUAsS beng processed ()

The lines rarked

e varsion 236, kading med_status wil loggle Lt t On by detaul

o only availatile if

Enabling Status Support

configuraton fis

To snabln status raports oaly for beoweers from the examipis.com domain ndd this coda 8 your bt

You can now BCCEAE Server ststistica by using a Wob browser o accesa the page ket

Automatic Updates

VU €0 D1 1he SHANS PAGE 10 UPOa1 Rl AUIOMAtCRly f you Rave B DoWSer (Al SUDPOMS TEMesh”™. ACCess he pags & reaki=H 10 PRiTEsh the page every N seconds.
Machine Readable Status File
A ieive tesdabie version of the siatus S is avadable by ntcessi st o This i wselul when aulomatically nun, sae B Perl program | which yeu will fied in the /oupport divectory of your
Apache HTTP Sorver instaliation
H should be noted that if - 2tun s leaded inta the server. s handler capabity is available in all configuration Files, inchuding per-direciory files je.g.. This may have ity ions for your sits,

Using server-status to troubleshoot

Tha i, ] A, e i, sl s i £ S Al e ks, P I s, s, Ml s, i, AR o b

= Using senverstaies i

Directives

This module pravides no
sirecaves.

Bugfix checklist

= hiteed changeiog

insuns
= Boporia bug
See also

= Commants
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 [Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-0ct-2024 17:45:11 C5T

Reestart Timbe: Sunday, 13-0ct-2024 17:42:29 CST

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uplime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: w04 .05 cul cs0 - .0556% CPU load

0123 requests/sec - 31 Bfsecond - 2560 B/request - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers
| Connections | Threads Async connections

Slot PID Stopping e/ accepting busygraceful idie writing keep-aliveiclosing
0 200500 0 hes o A 0

EIEIEN

Scoreboard Key:

°_" Waiting for Connectian, °s* Starting up, "x* Reading Request,
*¥" Sending Reply, "c" Keepalive (read), "o DNS Lookup,

"c” Closing connection, "L" Logging, "¢" Gracefully finishing,

1" kdle cleanup of worker, *. " Open slot with no current process

Srv PID Ace M CPU S5 Req Dur Conn Child Slat  Client Protocol VHest

The Status module allows a server administrator to find out how well their server is
performing. A HTML page is presented that gives the current server statistics in an
easily readable form. If required this page can be made to automatically refresh
(given a compatible browser). Another page gives a simple machine-readable list of
the current server state.

The details given are:

= The number of workers serving requests

= The number of idle workers

= The status of each worker, the number of requests that worker has performed
and the total number of bytes served by the worker (*)

= A total number of accesses and byte count served (*)

= The time the server was started/restarted and the time it has been running for

= Averages giving the number of requests per second, the number of bytes
served per second and the average number of bytes per request (*)

= The current percentage CPU used by each worker and in total by all workers
combined (*)

= The current hosts and requests being processed (*)

Request

0-020050A1/1_ 002121 1 00 000 0.00101021 hitp/i.1 fed0:20c:297 fedé:dedb%ens3 3: GET jserver-status HTTR/1.1
00200500101 _ 002120 0 00 000 0.0010.10.2.1 hitp/1.1 fedl:20c:29fF fe0b:dedb¥%ens3 3 GET faviconico HTTR/1.1
1-0 2006 1/0/0WO0000 0 0 00 000 0.001010.2.1 hitp/1.1 fedl:20c:29f fedb:dedb¥%ens3 3 GET fserver-status HTTP/1.1

Srv  Child Server number - generation
PID OS5 process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 [Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-0ct-2024 17:45:11 C5T

Reestart Timbe: Sunday, 13-0ct-2024 17:42:29 CST

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uplime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: 104 .05 cul cs - .0556% CPU load

0123 requests/sec - 31 Bfsecond - 2560 Byfrequest - |5 me/request

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers

Scoreboard Key:

°_" Waiting for Connectian, °s* Starting up, "x* Reading Request,
*¥" Sending Reply, "c" Keepalive (read), "o DNS Lookup,

"c” Closing connection, "L" Logging, "¢" Gracefully finishing,

1" kdle cleanup of worker, *. " Open slot with no current process

Srv PID Ace M CPU S5 Req Dur Conn Child Slat  Client Protocol VHest

Apache Server Status=#hifjia) 5t :

«  HMBL: http://yourservername/server-status
«  HsIRER: http://yourservername/server-status?refresh=N
«  HB8EGE:  http://yourserver.name/server-status?auto

Request

0-020050A1/1_ 002121 1 00 000 0.00101021 hitp/i.1 fed0:20c:297 fedé:dedb%ens3 3: GET jserver-status HTTR/1.1
00200500101 _ 002120 0 00 000 0.0010.10.2.1 hitp/1.1 fedl:20c:29fF fe0b:dedb¥%ens3 3 GET faviconico HTTR/1.1
1-0 2006 1/0/0WO0000 0 0 00 000 0.001010.2.1 hitp/1.1 fedl:20c:29f fedb:dedb¥%ens3 3 GET fserver-status HTTP/1.1

Srv  Child Server number - generation
PID OS5 process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 [Unix)

Server MPM: event

Server Built: Jul 9 2024 11:57.06

(Current Time: Sunday, 13-0ct-2024 17:45:11 €8T

Reestart Time: Sunday, 13~O€.I‘_ZDZ4 174229 C5T i

Parent Server Canfig. Generation: | = Server Version Apache Hitp Server §x{Hiz

gwr ulo%ltnlm;oa; ?i&uae;‘;z seconds * Server MPM Apache M,

¢ . e iy .

o :ea(cesm Tamc. uranon: 1 = Server Built APEChe 'IIIIIﬁE(t|~fI“I§II‘ﬁ|‘JI'!I

CPU Usage: u.04 .05 cul csd - USSG%(PU load

0123 requests/sec - 31 Bfsecond - 2560 B/request - .5 ms/request . 2

1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers * Current Time EEIES: 7]

slot PiD Connections | Threads  Async connections » Restart Time %ﬁiﬁhttpdﬂﬁ;%ﬂgﬂﬂfﬁj

~ T PRI otal accepting busy graceful idle writing keep-alive closing + Parent Server Config. Generation

FI O —-— hitpdKIS R ARSI A

no 0 lyes L. 24 ! I h TEE
: ;m?:o : yes ? g ii g g g « Parent Server MPM Generation
L CEL
. . httpdfifleventi&= P I-HEEEAREL
= Server uptime s S alhttpd HIME T HE T IRHS
= Server load MEs5e8tai%, 1min Smin 15min [EREEIP

Scoreboard Key:
°_" Waiting for Connectian, °s* Starting up, "x* Reading Request,
*¥" Sending Reply, "c" Keepalive (read), "o DNS Lookup,
"c” Closing connection, "L" Logging, "¢" Gracefully finishing,
“1” Idle cleanup of worker, °. * Open slot with no current process
Srv PID Ace M CPU S5 Req Dur Conn Child Slat  Client Protocol VHest Request
0-020050/141_ 002121 1 00 000 0.0010.10.2.1 hitp/1.1 fedl:20c29ff fe0b:dedE¥%ens3 3: GET /server-status HTTPA.1
0-0 2005 0/1/1

. 002120 0 00 000 000101021 hitp/1.1 fed0r20c29f fedb:dedbioens3 3 GET Maviconico HTTP/1.1
1-0 2006 1/0/0W0000 0 0 00 000 0.001010.2.1 http/1.1 fed0:20c:29ff fedbdedtWens I3 GET fserver-status HTTP/1.1

Srv  Child Server number - generation
PID OS5 process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)
Server Version: Apache/2.4.58 [Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06
Current Time: Sunday, 13-Oct-2024 17:45:11 €ST
m:t Sﬂ'm:‘ ?ou:iray. rl :nzcallét:‘z-tl 17:42:29 CST + Total accesses htl'pdEﬁ]Eﬁl&ﬂg‘E:}Z =E
Parent Server Mpullgclemaﬁomd » Total Trafﬁc_ httpdiSshfs: O
Server uptime: 2 minutes 42 seconds » Total Duration httpdExHE{@HiCPUl‘ﬂm.ﬂjﬁ
Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1
CPU Usage: u.04 05 cu s - 0556% CPU load .
0123 reque':m:( ~31 Blsecond - 2560 B/request - .5 ms/request » CPU Usage CPUfEFEN
1 requests currently being processed, 0 workers gracefully restarting. 74 idle workers
Connections | Threads | Async connections | + 015 requests/sec - 91 B/second - 5.9 kB/request - 35 ms/request
Slot PID ﬂupping
total accepting busy graceful idle writing keep-alive closing - .
0 20050 0 ﬁ o o B0 o .; httpdSAIGHF A
1 200800 0 yes 1 0 240 0 oo i ]I@g_}‘/\u';
2 ZOU?IM 0 lyes 0 o A 0 0 = /b
Sum3 0 0 1 0 7a o 0 o
' ' §A§ﬁ$ﬂﬁﬁg‘ﬁﬁ
BrEicHS RS

Scoreboard Key:

°_" Waiting for Connectian, °s* Starting up, "x* Reading Request,
*¥" Sending Reply, "c" Keepalive (read), "o DNS Lookup,

"c” Closing connection, "L" Logging, "¢" Gracefully finishing,

“1” Idle cleanup of worker, °. * Open slot with no current process

Srv PID Ace M CPU S5 Req Dur Conn Child Slot  Client Protecel VHest Request
0-020050/141_ 002121 1 00 000 0.0010.10.2.1 hitp/1.1 fedl:20c29ff fe0b:dedE¥%ens3 3: GET /server-status HTTPA.1
0-020050A1/1_ 002120 0 00 000 0.0010.0021 hitp/1.1 fed0u20c29(f fedbdedb¥ens33: GET faviconico HTTR/1.1
1-0 2006 1/0/0WO0000 0 0 00 000 0.0010.10.2.1 hitp/1.1 fed0:20c:29f fe0b:dedb¥%ens33: GET fserver-status HTTP/1.1

Srv  Child Server number - generation
PID OS5 process ID

1 requests currently being processed, 74 idle workers

i FRETEE
SIERNEE
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 [Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-0ct-2024 17:55:04 CST
Resstart Time: Sunday, 13-0c1-2024 17:42:29 CST
Parent Server Config, Generation: 1

Parent Server MPM Generation: 0

B2 10090.2.41 (fopenEuler];

[root@Project-8u-Task-81 ~1# ps aux | grep httpd

Server uptime: 12 minutes 35 seconds root 2002 8.8 2.6 18896 11364 7 Ss 17:42 8:00 fusr/sbin/httpd -DFOREGROUND
Lload 000000000 apache 2084 8.8 1.6 18924 6964 7 5 17:42  ©:00 fusr/sbin/httpd -DFOREGROUND

Total accesses: 4 - Total Traffic: 141 kB - Total Duration: 7 apache 2085 8.8 2.3 1189515 19188 7 Sl 17:42 8:00 fusr/sbin/httpd -DFOREGROUND

%‘;‘;3“:“‘9:“;2; S-WI‘?‘-:JB‘;“ a%”;‘;g’:‘ﬂ}‘:"d R : apache 2006 0.0 2.3 978U80 98U ? Sl 17:42 ©:00 fusr/sbin/httpd -DFOREGROUND

| rm;‘};z”;l‘wem :;(essea.o'mu:r?:f;cemiw ,E:IE:'.‘._‘#;"% e workers apache 2067 9.6 1.9 978480 8548 ? SL 17:42  0:00 /usr/sbin/httpd ~DFOREGROUND

apache 2268 8.0 1.9 978uB8 B85U8 ? sl 17:46 @:00 /usr/sbin/httpd -DFOREGROUND

Slot PID Stopping. Connections | Threads  Async connections | root 2284 9.0 0.5 21984 2ued pts/o S+ 17:53 0:00 grep ——color=aute httpd
| ‘total accepting busy graceful idle writing keep-alive closing [root@Project-04-Task-81 ~1#

0 20050 0 yes 1 0 24 0 0 (]

1 2006n0 0 jyes o o 250 0 0

2 2007no 0 iyes o 0 250 0 0

3 2208n0 0 yes (] 2% 0 0 0

Sumd4 |0 0 10 W 0 0 0

L]

Scoreboard Key:

"_" Waiting for Connection, *s* Starting up, "x* Reading Request,

“¥" Sending Reply, “c* Keepalive (read), "o DINS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing,

“1" kdle cleanup of worker, *. " Open slot with no current process

Srv PID Acc M CPU $5 ReqDur Conn Child Slot Client Protocol VHost Request

0-02005 1/0/0W0000 0
0-0 200504171 _ 0.02 6051

0.00 0,00 10.10.2.0 httpf1.1 feB0:20c:29ff fe06:de46%ens 33: GET fserver-status HTTP/1.1
0.00 0,00 10.10.2.0 httpf1.1 feB0s20c29ff fe06.de4b%ens 33: GET fserver-status HTTP/1.1

SE8888

0-0 200504171 _ 002 6050 000 0.0010.10.2.1 httpf1.1 fed:20c.291 fed6:dedb%ens 33 GET Maviconico HTTP/1.1
0-0 20050/1/1_ 0035704 013 0.1310.10.2.1 http/1.1 fe80:20c. 33: GET e info HTTP/1.1
1-020060/1/1 002 5920 001 0.0110.10.2.1 httpf1.1 fed0n200. 291 fedbded 33: GET fse status HTTP/1.1

x
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 [Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

7| Apache Status =

& FEE | 010241 s0rver-statu A a oam

Current Time: Sunday, 13-0ct-2024 17:55:04 C5T
Reestart Timbe: Sunday, 13-0ct-2024 17:42:29 CST
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 12 minutes 35 seconds

Server load: 0.00 0.00 0.00

+ Scoreboard Key:

s o 10, o Dwte 22 Waiing for Comnecion Sl
rSaat iy b e e s et | . ooaring up :
Lo e e .',,'.,, | - "R* Reading Request IEAEEENE R
slot PID Stopping. . LILcc ting busy graceful ewriting keep-alive o * "W* Sending Reply TEFEAZ KR i
o o050 0 lyes h o 240 0 lo * "K" Keepalive (read) {EEENRIGE
1 2006/no 0 0 0 25 0 o 0 Wy o
2 20070 0 m 0 0 Fa ] 0 - D DNS_ Lmk"p i IEAFEHEDNS
3 220800 0 wes 0 0 20 0 0 * "C" Closing connection TR EAhERE
Sum4 |0 1] 1 o 99 0 o 0 - 'L' chg"-'g IEEEAE%
’ + "G" Gracefully finishing HANERERER
' = “I" Idle cleanup of worker  4HEPERH]
« ""  Open slot with no current process

Scoreboard Key:
"_" Waiting for Connection, *s* Starting up, "x* Reading Request,
“v* Sending Reply, “r” Keepalive (read), "»" DNS Lookup,
"c" Closing connection, "L" Logging, "¢" Gracefully finishing,
“1" kdle cleanup of worker, *. " Open slot with no current process
Srv PID Acc M CPU 55 Req Dur Conn Child Slot  Client Protocol
0-020051/0/OW0000 © O
0-0200501/1_ 0026051 1
Q-0 20050/1/1_ 0026050 0 00
4
0

VHost Request
00 0.00 0.0010.10.2.1 http/1.1 fe80:20c:29ff fe06:de46%ens 33: GET fserver-status HTTP/1.1
0.0 000 0.0010.10.21 hitpf1.1 fed0:20c:297f:fe06:ded6¥%ens 33: GET fserver-status HTTP/1.1
0.00 0,00 10.10.2.1 http/1.1 fed0c20c29f felb.dedb%ens 33: GET fMaviconico HTTP/1.1
33: GET f info HTTP/1.1
33: GET fees status HTTR/1.1

0-0 200504171 _ 0035704 00 013 0.1310.10.2.1 hitpf1.1 fed0:20c
002 5920 00 001 001100021 hitp/1.1 fed0u20c29F fe0b:ded

1-0 2006 04171

AEZEE

x
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0585 le:mests.fsec - 176 Bfsecond - 29.4 kB/frequest - 1.6 ms/request

1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers * S Child Server number - generation
oo  Connections | Threads | Async connections | + PID OS process ID ﬂLEEI:ESRE’SIi&EEQPID o _
| Iwng_tuhiIautpﬂnglbuw_gml_ldo_wd&g_h.p-alhqcm « Acc Number of accesses this connection / this child / this slot
0 20050 0 lyes o 24 o 0 o sl Mg e s
" 2006ho o e o o 30 o o = !?jfl{&f T {&Jfﬁx-lflul’ﬂ FiltEe /
2 20070 0 s 0 o 30 o lo LacE R R R R A R
3 2208nm0 0 [yes L. 25 0 o o + M Mod 5 B #
Sumd |0 0 1D %0 0 0 e of operation HBIHIR .
« CPU CPU usage, number of seconds {#fRICPUETE
- 5SS Seconds since beginning of most recent request
B At sk . (24089)
* Req Milliseconds required to process maost recent request
Sowboudley. | e R R EFE e (S /05EE)
P 5@,,';;:; m,:"-':?:‘th [:N:,'f one mo;::“!ques. + Dur Sum of milliseconds required to process all requests
ha mﬁi‘&m“mf‘m’}@gim} ‘r'IG'_;:!f'-"v ﬁm:"“} = Conn Kilobytes transferred this connection
1 cleanup o . "." Open slot with no current process e R -
Srv PID Acc M CPU 55 Reg Dur Conn Child Slot  Client Protocol VHost Request S A K
{4 r Conn en {1} . . =
0-020050/1/1_ 01199 1 1 00 001 0.0110.10.2.0 http/1.1 fe80:20¢.291f A6%ens33: GET /s tatus HTTP/1.1 - Chid Megabytes transferred this child )
0-020051/0/0W0000 0 0 00 000 0.0010.10.2.1 http/1.1 fe80:20¢:29Hfe06:dedE%ens33: GET fserver-status HTTP/1.1 iR AT R R R 2
0-020050/1/1_ 0027041 1 00 000 0,00 10.10.21 http/1.1 Fe80-20c:29H-fe06:dedb%ens 33: GET fserver-status HTTP/1.1 . Slot Total megabytes transferred this slot
0-020050/1/1_ 0027040 0 00 000 0,00 10.10.21 htp/1.1 fe80:20¢:2911e06:deab%ens 33: GET Maviconico HTTPA.1 [ o ,
0-020050/1/1_ 0036694 4 00 013 0.1310.10.21 hitpf1.1 fe80:20c:29ff fe0GidedtF%ens 33: GET fserver-info HTTP/1.1 iR o R R R £ A
1-020060/1/1_ Q026920 0 00 001 0.0110.10.21 http/1.1 fed0:20c29Ffe06:ded6%ens 33: GET fserver-status HTTP/1,1 5
Srv Chiild Server number - generation + Client EpFum Pt
PID OS process ID + Protocol  {EAEERKY
Ace Number of accesses this connection / this child / this slot . 8@
o b of e VHost  Apachelli5 SIIPBALREK RN
CPU CPU usage, number of seconds - A connection is a link between a client and a child which resides in a slot 1+ E/HFIHHY
5 Secondssince begnming of mostrecontrequest L g QEPIE S TRMERIGFIE (lFARR) A,
:: :J 1’?‘::::2::1 ﬂ:u:::: pT:::;'l:l::' - A chiIdT:_: a process or a thread that handles requests.
Conn Kilobytes transferred this connection - %I&E (ﬁm} %&t&ﬁm%. I - . -
Child Megabytes transferred this child + A slot is a placeholder for a child. There may or may not be a child there depending on max/min spare servers.
Slot Total megabytes transferred this slot - WRERTFHE (SFAR) M. R / e mlR S BEEN R, ARG THE (SFEE) | thaseh.

x




4. EEApacheEﬂﬂE%ﬁﬁ 4.4 Apache Module mod_info
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Apache HTTP Server Version 2.4

Avaiabl Languages: en | ke

Provides & compe averiew of the server configuration
Siabus; Estensan
Madile dentifler: info_modue
Source File; mod_info.c
Summary
To configune . v e TORGWINg 1 YOur s bl cont Ble, = Dumgeng the contguration o
mamn

= Krown Lime

1 inaide the v 10 Bt Deseas 10 Your server confgurstion infomastion

= KO s
= Fspsriabuo

Once configured. e server istarmation = obtained by Bocessing 111 hont . sxa

LI Security Issues

Once s loaded into the server, s handier capabiity |s avadable in all configuration flkea, Including per-directory flies {£.3., - bt scca=s). This may have security-relsted ramifications for your ste.

I particudar, this modls can leak sensiive informadion. from the configuration drecives of siher Apachs modulss such as sysiem paths. ussmames/passwonds, database names. sic. Therslons, this modude sh

Iy bo used in and always with caution

You will probably want o we o I 0 it scoess to your server configuration information.

Access eontrol

Lecation *.
BetHandles

Fequase i
hequare [p
Location

L Selecting the information shown

By dafault, the server information includes a st of all enabled modules, and for sach modula, @ desorption of the directives undersood by that module, tha hooks implemanted by that moduie, and the rekvant directives from the cument configuraton

cxample. confasrvers wil shaw ol canfigurarion directives.

i of the information Bppending 8 query 10 the soxve:- request. For sxampla, f:

Temodule-nanns
Onky Information relevant & $e named madule
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Apache Server Information

Subpages
Lot

Secticas

s Seoeer dettisas. Nadule List, dctive Besks Senilable Providers

Shn

Loaded Modules

sipis. Syeilr. BATLCULSS Mal finef LopRAls. Sl actacce. aafalian. felallonstiedss. mel sl b sedoadlobges. nol siba s, bel st s ol sde B
nad_sths db <. i

Server Settings

Server Version: dpache/2. 4. 58 (Unix)
Server Built: Tul & 2024 11:57:06
Server loaded APR Version: 1.7.4
Compiled with APR Version: 1.7.4
Server loaded APU Version: 1.5, 3
Compiled with APU Version: 1.¢.1
Server loaded PCRE Version: 10,42 z002-12-11
Compiled with PCRE Version: 10. 2 2022-12-11
Module Magic Mumber: miz211 134
Hostname,//port: 10, 10.2.41 81
Timeouts: connertion 60 kesp-alive: §
MPM Name: sont
MPM Information: fus Dasscns: | Thrested yes Forked yex
Server Architecture: si-sit
Server Root: fete/brepd
Config Flle: fere/brupd/cont/hunpd. cont
Server Built With:

-D AFR_KAS_SEDFILE

-D APE S MNP

“D AFE_RAVE_IFTE (IPwi-mapped ;:u:x-: rmakled)

=1 AFR_IFSE_FROC_PTIREAD_SERIAL
D SINGLE_LISIEN_UNSERISITZED_ATCEFT

-D HITFD_FOOT="fenc/Brrpd”
= STEXEC_BINe"/wer/sbin/susxes”
D BEFART PG~/ e pd/ivpd. pad”
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.
Apache Server Information

Confiraration Fales. Jeoeer Settises. Badule ik, dctave Hesks fvalskle Prevders
Secticas

Saxver Settines, Starum Hecks, Becwsss Hooks. Other Books, Prawiders
Loaded Modules
gore.c. gvent.o. BAIR core.c. med ccess comeatl.c. Aed actacss.c. aod alisso. sed sllewmetheds.c. aod seth basic, o aed sath dieest.c. ned satbn snon o ned sathn coze . ned sathn &g mad aunia file.co sad autda gecacke. oo mod Bz coze.f.
aed wwths dbdc. mad mutha dims ned suths seowfile.c. 2z withs svmez.c. aed auths wass.c med wiviodens. med bratlicc sad cache.c. asd cache disk.s. asd cache secache.s. acd crides aed data.s. and dwnc. med dar fos nes dav lock.c.
aod st c. nod deflate.r. aod eme.g. aod smizes.c. mad ext filter.c. - nod httedoc. mad anclude.c. mad acda.c.
aud sad log confic, s mad loric.c. mod lusc ed aacro.c Ad misc.c. Mof Alac ASEic,s. d Betolistice.c. fed Rfoxv.C. Sad Iocr aip.c. med Reoxy balsacer.c. mod Rrsxe copescl.t Med proxy sxEfess.C. ad pioxe Soelg. aad proy {dnassc
asd mrsar {tm.c. sad susar heheck s, ned mrcar BAtn.s ned seoxr bitsdos. aed SISEY £ori.s Med SESKY UNEGi.S aed ned cenctein.c. med rectinecut.c. asd ssuest.s. med ceviite.c, ged setemif.c. ed slolme ned go.c.
aod secache dbm.c. nod sacache neacache, c. aod_susxec.c. nadsnique idc. nod maxd.c. sed userdicoc. mod vexsicn.c. med vhost alias.c. mod wabchdoe.c

Server Settings
Server Version: fpache/2. 4,52 (ki)

Server Built: Tul & 2024 11:57:06
Server loaded APR Version: 1.7.4

Complled with APU Version: 1.¢. 1

Server loaded PCRE Version: 10, = - .

o CHE w0 e Apache Server Information@gfifal 5= :

Module Magic Number: X )

Hostname/port 0124 4 - @S hitp://yourservername/server-info

Timeouts: connection 60 keep-alive: §

MPM Name: sven . ~aly - - ~

MPM Informations e buscas: | Thcesded: o8 Facked: 708 B Bdise: hitp://yourservername/server-status?config
Server Architecture: si-5ar

Server Root: fere/tapd

Config Flle: fere/brupd/cont/hunpd. cont

Server Built With:

“D AFE_HAS_SESOFILE

<D APE_AS NP

-1t APE_RAVE B‘IB :n‘n—.w-d -u;mu rmabled)
=D APR_USE_FROC_PTIOESD_SERTALIIE

-n SiliLEJ.ISIB.mlLIED ACTEFT

=D AFE_AS_ O cis

=D AF_BAVE_FELIABLE_PIPED_LOGS

-D HITFD_FOOT-" fene/httpd”
=D STENEC_B I fuzr/shen rusces”

D DEFURLTPIR0G~" rn/bnepd/ntpd. pid”
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Apachelllt 55251 33 Requireift 7 528 [ 3 1 7] 9 BBl R, A 38 2 44 o4 ic B S
PESEER, FFESZdREER M vE HERLE 5% A BT E Lo

A Rl T i S L S A T A -
= FRVFRTAT MR ) TR 2 ) i
= 2 1110.10.2.1 163hE iR P 28 3%




5. iIEHApachefIZ £ 5.1 IRERLBEE

A A s BRI RS A B A TR AN -
w A VFETA HURE G ] 2
m 2%51-10.10.2.1 161k 5] P9 25 9 o

L& X f: /etc/httpd/conf/httpd.conf

<Directory "/var/www/wordpress">
Options Indexes FollowSymLinks
AllowOverride None
#IE R R EE
<RequireAll>
Require all granted
Require not ip 10.10.2.200
< /RequireAll>
</Directory> _Q




5. iIEHApachelIZ £ ¢ 5.1 B

ApachefjRequirelii & g 2 @ T AR -

m Require all granted, fRiFHTERIFEE

m Require all denied, E4FTH RIEHH

= Require ip 127.0.0.1, HAVEfEIPER, SATPEZ Wl A2, B R A

IPHl k7 127.0.0. 1Ry SRIFE E LI ]

m Require host domain.com, H i3k H & domain.comp)FEHLij 4]

= Requireil o] AR % 4
Requireljifi f<RequireAll>. <RequireAny>. <RequireNone>FpZXf A]
DA T BN J i 15 1R) BR 1 -

= RequireAll, i) if R0 2845 & 15 B AVE D RBLI, A BT 7] 3

= RequireAny, PjFERFAIZREMNEE—FAFHFRIN, HAET R Mk

= RequireNone, PHFRHERMFEIXBNERZ —FHN, FWAEET 7] Mk .

o RREMSLEA, —~RESHEHMRENRA A




5. i2HApachefIZ2L1E 5.2 SRIRSBHBEE

Fejsl Apache [k IR 55 8540 PHP a3 BURUME S, TP AT AR RS e
AORBESR, FA AR 55 25 Al U -

Apache 3 il 5525 il 3 Server Tokens i 15 g it A< 50845 B -
PHPf##fr a5 expose_phpif T e s U E B -

il JBApache Wil fijt 55 ds MPHPA#AT & i {5 ARG o
= fE¥chttpd.conf e Fes [k iR 55 4 U 8
= & php.inisCFER s PHPEUEAE B




5. i2HApachelIZZ £ E 5.2 SRIRSBHBEE
il L Apache [k il 55 25 FIPHP#Ar &3 a5 BRI -

m f2Phttpd.conf 3z {4 BeE 96 ik %5 28 5UR(E B
= & php.ini XA REPHPEUK(E B

L& X f: /etc/httpd/conf/httpd.conf
w HFESCHF AR RN R iR N2, I EhttpLEOGER B4 2 E R

m ServerTokens Prod

BB X /etc/php.ini
» #ETAPHPRC & S 9 Bl & 50
m expose_php = Off




5. iI2HApachefIZ L 5.2 SRR S REES

ApachefjServerTokens#HF64M %M, HAER 73 30T FiR-

m ServerTokens Full, BRr2%{E B E8&Apachey FraH I HL ik 4 5

m ServerTokens Prod, {(REBRMWGRG &R, BlServer: Apache

s ServerTokens Major, 75 [k R % 215 B GfFERA S, BServer: Apache/2
ServerTokens Minor, BaMugiRS a5 B EIFHE R4S, ElServer: Apache/2.4
ServerTokens Min, BiRFM#RS G BEE B A S, BlServer: Apache/2.4.51

ServerTokens OS, BrMuiRFBHFLELEMERAL LR, I: Server:
Apache/2.4.51(Unix)

PHPfjexpose_phpteF 24k, HAER 25 F R
m On, EMMEIRSE FRR O 2EPHPE R
= Off, R EE F7BrOREPHPEL




5. i2HApachelIZZ £ E 5.3 SR E A
28 1E [ vl H SRR AT AR M5 BABGHEE, FRdEE R P BB EN R -

il B R Y R B SRR
m &tk /etc/httpd/conf/httpd.conffit & 3 2% 1k W3 B R %
w A UEFAHEAT—AN W3 el H 7 e B




5. {eHApachefIZ 2 E

5.3 ZILRIEEFNES

vy v = b AR A S R oS
m {2/ etc/httpd/conf/httpd.conffif B -2 1k W3 B 2l %
u A DVEAHEM—AN R R H SR TR E

L& X f: /etc/httpd/conf/httpd.conf

m Directory "/var/www/wordpress">

= #OptionsIiX & HNone, HFAFFIEMIR %45k
mi Options None

o AllowOverride None

m </Directory>




5. iI2HApachefIZ L 5.3 S REEER

ApachefjOption¥ R4 T A -

Options All, B RBEMultiViews 22 4 i B 4 41tk

Options MultiViews, ¥ % =N & #H %

Options Indexes, il K K indexf, W 8IRiZH R T 0

Options IncludesNOEXEC, #iF{# R R % asiinclude, AR f#execfi#includejfE
Options Includes, #RiFf#F R &#tminclude

Options FollowSymLinks, 7EH 5 it 55 544 B4 5 5%

Options SymLinkslfOwnerMatch, £ H {7 IREE Ao p5 P B 4diE

Options ExecCGI, £ HF T ifEF#FEHCGI

Options & a] BN & Fit IR 55 255k, Rk 18] 4E F 224 BT
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