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#1239 firewall-cmd i <3 88

firewall-cmd is the command B bl
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line client of the firewalld —add-rich-rule s 0 A
—add-interface A R IR 6 X
daemon. —add-port MM e
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—-list-all-zones HES. 4] i
~list-ponts Sk BT RIS T 01
--panic-off el e
panic-on TF ket 85 2ol
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firewall-cmd --reload

firewall-emd --list-all

firewall-cmd --get-zones

firewall-cmd --set-default-zone=public
firewall-cmd --get-active-zones
firewall-cmd --get-zone-of-interface=eth0

firewall-cmd --panic-on
firewall-cmd --panic-off
firewall-cmd --query-panic

firewall-cmd --add-port=8080/tcp --permanent

firewall-cmd --add-port=81-85/tcp --permanent

firewall-emd --add-port={161/udp,5001-5005/udp,3389/tcp} --permanent
firewall-cmd --remove-port=8080/tcp --permanent

firewall-cmd --list-ports

firewall-cmd --get-services
firewall-cmd --add-service=http
firewall-cmd --add-service={dns,mysql}
firewall-cmd --remove-service=http
firewall-cmd --list-service
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= firewall-cmd --add-rich-rule='rule [N HZE]" :
o WRINE B .

= firewall-cmd --remove-rich-rule="rule [F# WA %] :
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m firewall-cmd --query-rich-rule="rule [gHMH %]
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family

o MU TS N F T TPwd 8K TPve B3R 4L
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family=ipv4 o family=ipv6

source address

558 o i DL 1 A0 s

source address=io0 o0 X X

destination address

FH5E FT A E Ok DG A R W) SR

destination address=xx oo

fisE MU UCRCAT IR S R, MRS B R

service H X5 R . WL firewall-cmd | service name=ssh
--get-services " & P AR 55 B R 5 24 L
$E MU AR, BERTBLR 4 ghr e o _
port M0, ST LR port port=53 5K port par=53-59
protocol AR M T ARG Y B protocol=tep 2% protocal=udp
e dtide ICMP (25, WTHEA] “ firewall-
icmp-block emd --get-iemptypes "y 4 AT 3 FF 19 | iemp-block name=host-unknown
ICMP 25895 46 {5 1
masquerade FEFHITIF MR 1P Huhk O 3R H masquerade
T T " forward-port port=80 protocol=tep
forward-port $ii ok DL 0 R i 11 e B P {0-port=B080 to-addr=xx xx XX XX
T3 o Sl R D P 2 1) G
& log [prefix="<prefix text>"] [level=
"<log level="] [limit value="rate/duration"]
prefix: 4552 i S AGE L H ALY B - T
log level: iR FLERE I, gy | 8leeinfo preltHTTR limit
emerg. alert. ent. error. warning. nofice. vale= s
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firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
service name="{http,dns,ftp}" \
accept "
firewall-cmd --zone=public --remove-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
service name="{http,dns,ftp}" \
accept "

= o firewall-cmd --zone=public --add-rich-rule="\
=SHNER rule fa milyg“ipv4“ \
source address="10.10.1.0/24" \
protocol value="icmp" \
accept "\
--timeout=20

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.3.100" \
port protocol="tcp" port="22"\
limit value="2/m" \
audit \
accept”
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4. HiHEERAR EER

4.1 TRRERL®HT

#*12-0-3 EFiR£7AMWIAR

IR IhREZEH] B M
Nmap AN https://nmap.org
Snort PN FERE https://www.snort.org
ClamAV SE=2 okl http://www.clamav.net
Nessus bR E S B https://Www.swri.org/nessus
OpenVAS TR VRl R B¢ https://www.openvas.org
Nikto Web fil 55 @5 414 https://cirt.net/Nikto2
Metasploit BEN TR https://www.metasploit.com
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Zef il A TR RE#HTHERN, BIbREFERSNEERR, <
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4_ Ei‘l‘*;l?g{'ﬁgﬁﬁéﬁiﬁl 4.2 Nmap Security Scanner
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Nmap T E#HTENTMREZ 2Rk, 5HEEA:

nmap [#lR] [35K]

m JETH:

o fEE “-script” FEWNIEERE RN EAREH.

o REALER, WEBGAFER “default” FARER, H{TEARMLNHRSSFIKRSE.
m A5

o $BEZEEF SRR A EHIPHATRIPHALE
= B

o ERyumTBi#{T%%: yum install nmap

! fwewrwr. 51 xueweb.cn



#* 12-4-1 Nmap BIA %5 K 15 BB

£ WiER
--script Fa 7€ {3 I A SO 2 P sl A S U5 B
--script-args A SRS S B

--script-args-file

e pA AT SO

--script-trace

7R AR AR Y i 15 5

--script-updatedb

ST IR AS K T

--script-help

BEWAFHUER




7 12-4-2 Nmap BIA %) _l
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