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SELinux is not:

® antivirus software

= replacement for passwords, firewalls, and other security systems
= all-in-one security solution
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3.2 Firewalld
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3.2 Firewalld
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3. (RIFERERGII SRS 3.3 firewall-cmd

firewall-cmd is the command
line client of the firewalld addrichnie

#1239 firewallcmd HSHASH
B8 L]
—permanent PSS AR AR R Y

3 A A e

daemon. ST

firewall-cmd provides an T

interface to manage the e et e
runtime and permanent defoul-zone AN
configurations. - —

{ER hups:/fintemethaciemeducn  HHSERE —ame

~list-all-zones

~list-ports

~panic-off

~panic-on

~query-panic

~remove

~set-default-zone

2REE

IROEE
RS EE

firewall-cmd --reload “—

firewall-cmd --list-all

firewall-cmd --get-zones

firewall-cmd --set-default-zone=public
firewall-cmd --get-active-zones
firewall-cmd --get-zone-of-interface=eth0

firewall-cmd --panic-on
firewall-cmd --panic-off
firewall-cmd --query-panic

firewall-cmd --add-port=8080/tcp --permanent

firewall-cmd --add-port=81-85/tcp --permanent

firewall-cmd --add-port={161/udp,5001-5005/udp,3389/tcp} --permanent
firewall-cmd --remove-port=8080/tcp --permanent

firewall-cmd --list-ports

firewall-cmd --get-services

firewall-cmd --add-service=http

firewall-cmd --add-service={dns,mysql}

firewall-cmd --remove-service=http {:}
firewall-cmd --list-service
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service HXEN - Al “ firewall-emd | service name=ssh
—-get-services "y & 200 IBL% B R P RN B
i i SO0 UL AC Y28 11, B A BLRE A~ N
=53 o =53.59
o B, SCAT LR e i
protocol i BT R H protocol=tep 5 protocol=udp

JE A ICMP (2580 AT {
iemp-block o "weER iemp-block name=host-unknown
masquerade S HATIRN M 1P Haht fh R masquerade
forward-port s IR R I v Ui ol prokocok s

1o-port=8080 to-addr=xx xx xx.xx

H e s - o
log Bl e SHBTY log level=info prefic="HTTP" limit
value="3/s"

emerg. alert. crit. ermor. warning. notice.

info B debug, FHEWE LATSME

12-3-13

timit: B4R H S R M ®

" i R VO A R AY Eh IR B R, o "

acceptireject|drop accept 7 reject EE drop

L




firewall-cmd --zone=public --add-rich-rule="\ “

rule family="ipv4" \

source address="10.10.1.0/24" \

service name="{http,dns, ftp}" \

accept "

firewall-cmd --zone=public --remove-rich-rule=" \

rule family="ipv4" \

source address="10.10.1.0/24" \

service name="{http,dns, ftp}" \

accept "

= firewall-cmd --zone=public --add-rich-rule="\
=SHNEE rule family:p“ipv4“ \
source address="10.10.1.0/24" \
protocol value="icmp" \
accept "\
--timeout=20

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.3.100" \
port protocol="tcp" port="22"\
limit value="2/m" \ {:‘;
audit \
accept”

BECH |
4. HiHRERRZ 2R 41 TRES Wit

A2 P25 BEA 2 B A R R I 4 K, BIME SELinuxfil B Joti [F A€ AT, g
TREEHRAE R R TCAT A 22 2 MUK -

HAAWE N RER G T Z WG, R RARGZ 2T
5, A A 4 i AL 2k

SBENNZE!

HIE AR PR hups://intemethactemeeducn  HEBESCRTEIGHE hpe/ /www. Slxueweh.en
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RN |
4. HIHEERRRE KR 41 TRERWH

TN RN HARENLA AN, EERAFUTHNAS PR,
= S D4 R SR

o QUR BAREALETAHLRAS, B SN, g B lays 0 RS G/ 5%
)~ FbREAL IR 55 R 5 FeAh Acfs 2 LA T F A DLER 1 3R ek A F B 45 8 5 -

= DAk 58 5 07 S AT BRI -

o AREIRINGE] B iR ERRFFIRMBUARGE R, 22 iR EER R, SR 0 X
diBAC, TP AR EALRSE A, TS B AR AU B A7 B

w BT AT A AR o

o A ARIE R R A ETT AT, DR S A E BRI B AR LR TR 4
RiE R, EREaH iR,

w L MEEAEE
0 RGEE R AR TR B, B0 R e A R

BECH |
4. HitRERRZZRR 41 TRELWIH

#12-0-3 FHRLEAMIA

IR ThE25l B
Nmap ey https://nmap.org
Snort EEYNELRE hitps://www.snort org
ClamAV ot on ) http://www.clamav.net
Nessus b HEERE hitps://www.swri.org/nessus
OpenVAS WA RS hitps://www.openvas.org
Nikto Web Jii % 5434 https://cirt.net/Nikto2
Metasploit EENKT R hitps://www.metasploit.com
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4. Ei‘l‘;;‘g{'ﬁgﬁﬁiﬁiﬁ 4.2 Nmap Security Scanner

LR AE T HA R G TRAN , B E R 77 AR 22 2 MUK s, 52
IR YL A VAl T A

Nmap i 5 HI 0 % AWM 2 —, RITHEG R BB T 9 my 9 274
Thag, @iz TR MR FEL EAL 36 DR EHL EEiT R
15 A B DA B R A 3R SR AR A AR A 56

B
4_ Ei‘l‘iﬁ{’ﬁgﬁﬁéﬁiﬁ 4.2 Nmap Security Scanner

Nmap i — sk BCIE RS i 190 2% £330 Fin 22 2 i T Heo

w LR H bR PR R 2, SRR A LR

o SR 1P ORI M EAMRE R, AR 2 MR 55 (B TR R 44 Fl ik
A), EHGBITH 28RAE R G (RAERAGE ), EHURCE T 2RI S0 3885 /
B ki, AR AL EAAE R

» A I Nmapib {52 2 Wk . 12 4k TR s Nmapibf s HH 24 TAE, flind
FBRAMANEL, FHEMRSTRR, BEHURRS 2T,

= Nmapfij i (294 H AR50, DUREEA BRI #5EE B, 2 TR ML B
BT P08 FE A3 25
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4, Ei‘l‘;ﬁ{'ﬁgﬁﬁiﬁiﬁ 4.2 Nmap Security Scanner

Nmap T Bt 17 BT Bz 2R, TEEREA -

nMmap [ER] 3R]

n R

o {#F “—-script” b0 TR b A R

o A ES, WBGAER “default” WIACHR, HEFTHEAH] B R %15 B .
n A4

o HE L AT TR G EALIP b sRIPHE ik BE .
n k.

o fEfyum TRIET%%: yum install nmap

# 12-4-1  Nmap BA< %15 % 35 PR

I % ER
--script 8 5E (F F R A0 2 RR i AR LS B
--script-args HEA IS HE 2
--script-args-file AT ZEO T
--script-trace SRR R TR TR ) ) R £
--script-updatedb E S Al A B4R 1
--script-help AR IE B
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% 12-4-2 Nmap BIA 3

23 AR
default BRAR A, B AR A S AR % A T
auth AbFESERETS, SRR R A B A ke
broadcast F TRyt 4R 7Y 58 2 %5 T iR 5L, 1 dhep/dns/sqlserver %5
brute 2 SRR T ST R, R WAL, A hup/snmp 55
discovery Xt A 2 R S AT S R ARG, SMB HE. SNMP 7] 5
dos AR AR 55 Bk
exploit A RN RS
External 8 = M P e gt A
fuzzer RN A, i R e BRI 7E R
intrusive ANGEYERA, AT E LA IDS/IPS
malware TRUE AL TR U R, RTEHEERTESER
safe 5 intrusive fI5L, J& T 44
version 350 1) AR 55 L5 01 R A ) A A
vuln £ 2 AR TE R WA

BEN |
F+ 12-4-3  Nmap ZLaf& 0% 10 & 13 87

pri A} itEA
-sn SUBEAT NV, A2 AT i 1 4
-sU JRsE LA UDP 7 3
-Pn Bhid EHURI, 0 BN RS, TR
-sL. (IS R LB TP Mok, ASHEAT WL DRI B
-F PR, R RS T 100 450

--lop-ports <number>

FEE B, U T AR A B <number> iy 11

-PO

fR5E G A 1P ARy =0k

sV AT 1S FE R 55 R A K
-0 HEAT B RGO RA R
--0SSCAN-guess BATIRAT ARG A F ARG B
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