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AEIIMENARNFHECE], FEEARRIBEMN,

A DEHENY T, BBEAMAEMY (Application
_ayer Protocol) .
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D/

=HERASHEEHHE XX EBERN.
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NAEMNFEENXHIRETS

s WAHREASIRAVIRCZERS, AERIRSF NG RN RS,

s FIMRICGREIRNER, IR FHNS N FENEIFEER,
» FRRANEN, AIE3EFRTRISRAIZN.

n HERARY, AMAIARIERSE, LARIHRIGHITIMRAIRIN,

N RSN ERRE TS - k552555,
= BFRIRSERT.
= PRSBERERBIRGLS.
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11152 B Feitit

1 ZZFDNS (Domain Name System) EEAFM{ERE

RYER R RS,

JSRIB{E-

ANk

HOH B8 A | PHEE,

» DNS (EHEBZRE%R) 22— IS ENRFREET AXTMAYIPHENAIARSS .
s EUNIXFILiInuX{EZR AZFEIDNSIRSFRZ ABIND,

'l«q: IKZFA{L-F %E?ﬁﬁ%

Name System), {B1+EHAY

JIE2 RS

(1B5eR RFM 2 FRIEARSS )

i:,t%?é}EDNS (Domain
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N LB (ERER R FDNSIE?
= ERAREET: IPHIHRRIFRE.
= METIZ: HHFRIPVABIHBALLRIK, TWREUFFEHEN

DNSEZFRIFIC,
- @E]E%ﬂt%f%: FIRENIRSS et U EE A I PRELEANE, 2R
FaY,

ITERA TR S AHhEEEELE,
=RE TFHICDNS A,
s AZE: IPHi—BX9MATHE, REZZRIKE.
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BFRFENLI ST ERLE?

= 7EARPANETRI{X, {sERRhostsBI3zE, FIHPrEENZ =M
AYIPHELE,

s [EETENEERNES, KEBERFDNS,

1522 R G E A RAIR N AR ?

s PEE: WHFENEEFMER—MERIRSZSEEPRRGE, X
Bo w0 Ea R % DNS,  (RFC 1034, 1035)

w2 REABERNPIRGEENGRR L, BERAMFEEERER,
#7 RTINS,
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12,22 2l | PRI AT EZ |
s HE— N AHEERR VAT AIPHBIERT, 12N AHERE
FRfENTFERE (resolver) ,

= fEADNSH—1ER, EEETAIERBEIEDNSIE R, LA
UDPRF &R TUR LA AR = AR5 =5

m Zgﬂﬂiﬁ,ﬁ% IRSSEERERR, EXINAIPHIEIRI[EIZ RS H
1R[],

s W ARHFEIRIG BROEHAYIPHEA R R AT TIESE.

» AISRAIE R RS A REERIZZIEK, AR ssm &
pX/ADNSHH—1MEFHL, EEfNEERSS=AHEREK.
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1.2 EHF AR = 451

HEEER %

(H—EEE RSB EH L

ARFMRARARMAGEANG B0, FUREPKEBEERS

2%, EPE—TME—HY

BEREEHNRAE, BliEi3 (domain name)

BRI LAXI 398, IR n] 4 aekll o /9F Ry, B

FoBK 7 TRk, —4imy., =215,

JL

i, FF.

oo, ZINIHR. ZRIT2. TR
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DNSX31E 23 PRUIRERIEN :

» 152 PR S E R ISR,

» B—MFERBIL63MNFH,

s FRERRDANE,

» SMREEARNEERZ R BIT 255N,
DNSAE— MR EEZ/ DN TERER, BANES—
RAVHBNERITAE N,
B2hiGZEE F—FHEZEETWEE, MR
iaZ NS ICANNE/TEIR,
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ER2RRMNEEES, AAMUETEIATERYEE R,

s BRAVEZERGENCIZNFFER, BATETARER.

s P HEUPRTEIRAY 32 M HFIEFNAFREET =S T E.

B2 PR R MRS P HeireRRy R HE—

—XIMHIKRER.
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I35 ZTLD (Top Level Domain)
. l%)fﬁf&ﬁ% nTLD: 30:.cn FxFE, .us JTEE, uk Fw

. T_J'o

ERTEE gTLD . HERITIARIEZE
.com (~alFnielk)

.net (MLEARSSHAS)

.org (FERRAUMEZRLR)

.edu (CEEERHETM)

.gov (CEEEBRYBAFERI])

.mil (CEEEBNESSER])

int (EFRBLR)

s EiEERiE2Z (infrastructure domain): I XFTdkdaZ R5—,
BD arpa, ATF&EEZFT, ELEXFRARMEIEZ.
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@A gTLD

aero (fn=Sizkitl)

biz (~E)FaeNk)

.cat (NIZ=EARNESFISHULEE)
.coOop (B1ERIR)

.info (ZFER)

jobs (ALRREEE)

.mobi (BB mS RSB FTIRME)
.museum (1S41E)

.name (T™A)

.pro (BUEBHNEWAR)

travel (h=ifzAl)
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Q LogIn|Sign Up

@ IANA STEWARDSHIP
GET STARTED NEWS & MEDIA POLICY PUBLIC COMMENT RESOURCES COMMUNITY & ACCOUNTABILITY

Help Us Improve

Future Meetings e YT m
It takes just five minutes to take the ANNUAL GENERAL

ICANNGO survey. You'll rate your COMPLETE OUR ICANNG0 SURVEY.
28 October-3 November 2017

overall satisfaction, the sessions,
networking opportunities, registration
process, and venue. You can access
the survey though the ICANN60 mobile
app or the desktop version.

Get started

News and Announcements Quicklinks

Wrap-Up Interview with Cherine Chalaby and Steve Crocker Accountability Indicators
ICANN’s Brad White sits down with new Board Board Activity
Chair Cherine Chalaby and outgoing Board Chair
Steve Crocker. They discuss the challenges that Data Privacy/Protection
the ICANN Board faces going forward and the
importance of transparency and accountability in Domain Name Registrants
building trust with the community. Watch the
interview and learn more by clicking the link Engagement Calendar
above.

IANA Services

Accepting Applications for ICANN Global Indigenous Ambassador Program
KSK Rollover

Application Deadline: The application round for the Global Indigenous

17 November 2017 Ambassador Program is now open. Two New gTLDs
Indigenous Ambassadors will be selected from

N Z derrepresented indigenous communities to Public Technical Identifiers (P
i EE A -
N S TY |

attend ICANN61 Applicants must be members
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Internet Assigned Numbers Authority DOMAINS NUMBERS PROTOCOLS ABOUTUS
Ll Root Zone Database
Overview The Root Zone Database represents the delegation details of top-level domains, including gTLDs such as
Root Zone Management .com, and country-code TLDs such as .uk. As the manager of the DNS root zone, we are responsible for
Overview coordinating these delegations in accordance with our policies and procedures.

Root Databa:
* Database Much of this data is also available via the WHOIS protocol at wheis.iana.org.
Hint and Zone Files

Change Requests DOMAIN TYPE TLD MANAGER xfinity generic Comcast IP Holdings I, LLC
Instructions & Guides . g q — xihuan jeneric IHOO 360 TECHNOLOGY CO. LTD.
.aaa generic American Automobile Association, Inc. g q
Root Servers xin generic Elegant Leader Limited
.INT Reqistry -aarp generic AARP L test Internet Assigned Numbers Authority
ARPA Registry .abarth generic Fiat Chrysler Automobiles N.V. o) generic VeriSign Sarl
IDN Practices Repository .abb generic ABB Ltd i test Internet Assigned Numbers Authority
S =N generic Amazon Registry Services, Inc.
Root Key Signing Key (DNSSEC) . .
R 4D R -abbott generic Abbott Laboratories, Inc. A generic Guangzhou YU Wei Information Technology Co., Ltd.
eserved Domains ) ) .
.abbvie eneric AbbVie Inc. EACtox] country-code  National Internet eXchange of India
27!
.abc generic Disney Enterprises, Inc. e QR Fxgellent First Limited
bi . Abl generic Eagle Horizon Limited
.able eneric le Inc.
g generic TLD REGISTRY LIMITED
.abogado generic Top Level Domain Holdings Limited B2 country-code  KISA (Korea Internet & Security Agency)
.abudhabi generic Abu Dhabi Systems and Information Centre BT country-code  National Internet eXchange of India
R R . FARRE generic Volkswagen (China) Investment Co., Ltd.
.ac country-code Network Information Center (AC Domain Registry) c/o Cable
. . =B generic VeriSign Sarl
and Wireless {Ascension Island)
Aau generic VeriSign Sarl
,academy generic Half Oaks, LLC Ec) country-code  National Internet eXchange of India
.accenture generic Accenture plc KE country-code  National Internet Exchange of India
. L Zodiac Gemini Ltd
.accountant generic dot Accountant Limited R generic odiacbemint
e generic Suhub Electronic Establishment
-accountants geneik Knob Town, LLc G country-code Posts and Telecommunications Division
.aco generic ACO Severin Ahlmann GmbH & Co. KG REE generic China Organizational Name Administration Center
q - a 23] i i i
_active generic Active Network, LLC B generic Computer Netwc?rk Information Center of Chln‘ese Academy
of Sciences ( China Internet Network Information Center )
.actor generic United TLD Heldco Ltd. EEEN generic Shangri-La International Hotel Management Limited
ad country-code Andorra Telecom s generic Global Website TLD Asia Limited
. . . B generic Afilias plc
.adac generic Allgemeiner Deutscher Automobil-Club e.V. (ADAC) . .
EER generic Tycoon Treasure Limited
.ads generic Charleston Road Registry Inc. MOCKEa generic Foundation for Assistance for Internet Technologies and
. . Infrastructure Development (FAITID)
.adult generic ICM Registry AD LLC
.ae country-code  Telecommunication Regulatory Authority (TRA)
.aeq generic Aktiebolaget Electrolux
.aero sponsored Societe Internationale de Telecommunications Aeronautique

(SITA INC USA)
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country-code
generic

generic

generic
generic
generic

generic

test
country-code
generic
generic
generic
country-code
country-code
country-code
generic
generic
generic

test

generic
generic
generic
generic
generic
generic
country-code

generic

Mot assigned

China Organizational Name Administration Center

Computer Network Information Center of Chinese Academy
of Sciences ( China Internet Network Information Center )

Global Website TLD Asia Limited
Afilias Limited
Tycoon Treasure Limited

Foundation for Assistance for Internet Technologies and
Infrastructure Development (FAITID)

Internet Assigned Numbers Authority
Association of IT Companies of Kazakhstan
CORE Association

CORE Association

China United Network Communications Corporation Limited

Serbian National Internet Domain Registry (RNIDS)
Mot assigned

Reliable Software, Ltd.

VeriSign Sarl

RISE VICTORY LIMITED

Sina Corporation

Internet Assigned Numbers Authority

Temasek Holdings (Private) Limited

Amazon Registry Services, Inc.

Public Interest Registry

VeriSign Sarl

Amazon Registry Services, Inc.

SAMSUNG SDS CO., LTD

Singapore Network Information Centre (SGNIC) Pte Ltd

HU YI GLOBAL INFORMATION RESOURCES(HOLDING)
COMPANY.HONGKONG LIMITED

Delegation Record for .25]

(Generic top-level domain)

Sponsoring Organisation

Computer Network Information Center of Chi Academy of ( China Internet Network
Information Center )

Floor 1, Building 1, Software Park, Chinese Academy of Sciences, 4 South 4th Street, Zhongguancun,
Beijing

China

Administrative Contact

JIN Jian

Computer Network Information Center of Chinese Academy of Sciences ( China Internet Network
Information Center )

Floor 1, Building 1, Software Park, Chinese Academy of Sciences, 4 South 4th Street, Zhongguancun,
Beijing

China

Email: ng@cnnic.cn

Voice: +86{0)10-58812624

Fax: +86(0)10-58812666

Technical Contact

HE Zheng

Computer Network Information Center of Chinese Academy of Sciences ( China Internet Network
Information Center )

Floor 1, Building 1, Software Park, Chinese Academy of Sciences, 4 South 4th Street, Zhongguancun,
Beijing

China

Email: ngtech@cnnic.cn

Voice: +86{0110-58813200

Fax: +86(0)10-58812666

Name Servers

Host Name 1P Address(es)

a.ngtld.cn 125.208.40.1
2001:dc7:ffc1:0:0:0:0:1
c.ngtld.cn 125.208.42.1
2001:dc7:ffc3:0:0:0:0:
b.ngtld.cn 125.208.41.1
2001:dc7:ffc2:0:0:0:0:1
d.ngtld.cn 125.208.43.1
e.ngtld.cn 125.208.44.1



The 44th China Statistical Report on Internet Development

F44 R PE BB MELZREBIK
Fitis P

#E 2019 6 H, RIERZEHCN 4800 4, Hr, “.CN” HEHEN 2185 51, #
2018 FIRIG K 2.9%, SHFRERLEEIY 45.5%; “.COM” HALHEN 1456 1, SFkEEAE
EE 30.3%; “HET HEEER 171 A, SREESSEN 3.6%; Fr@TgEE (New
gTLD) #t&h 806 4, GFEESSEA 16.8%,

#2 RMABS #3 A% “ON" HAN
wE () GBS H A #oE (D) & “.CN” &S HLLH
.CN 21,851,990 45.5% .CN 19,075,505 87.3%
.COM 14,558,469 30.3% .COM.CN 2,228,998 10.2%
HE 1,705,861 3.6% .NET.CN 265,698 1.2%
NET 1,126,268 2.3% .ORG.CN 158,474 0.7%
BIZ 357,174 0.7% .ADM.CN 81,674 0.4%
.ORG 185,822 0.4% GOV.CN 24,733 0.1%
ANFO 62,506 0.1% AC.CN 10,543 0.0%
New gTLD 8,057,424 16.8% EDU.CN 6,264 0.0%
Hith 95,957 0.2% Hith 101 0.0%
&it 48,001,471 100.0% it 21,851,990 100.0%

CNNIC
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AEMAUIE 2 =S 8)

|- Generic - | Countries >|
aero com edu gov museum org net --- au ip uk us nl .-
] /\ VAN /\
cisco washington acm ieee edu ac co vu oce
/\ /\ | /\
eng cs eng jack il uwa keio nec cs law
. /\
robot cs csl filts  fluit

TARPRELR KRS / el / 13938213680 / http://network.xg.hactcm.edu.cn




1.18 23 ZXFtDNS

1.3 2RSS =%

—MRSZ=RFAEEER (BEINRAY)

(zone),

SEEEI X

s FRAUREENENRL S B CEEEERNX, BE— XA

BT R REEEERY.,

s F—PMXIREENANREERSES, RARAFEZX TS EN

LI 2 2 PHELE ARk,
DNS REZSEIEEBE

TR A

dl]

Az, mE

JIERM,
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R R
_——”””’—l _——”””’l

org com org com
AN \ VAN /|?
ltx abc. com A (fx abc. com
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REERSSE iR
TR AR 5S35 org IH=ARSS R com 1= ARSS5 28

A IS S —

MR IRSS S | =R s abc NTEFHD

PRI = AR SS =5

& RSS =S
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RS (TLDARSSER)

1 R AR =5
PRI AR SS 28

E ANivia 22 IRS588  (Local Name Server)
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HRIE=ARSS S

s REE RS SR RERREEIRSEE. AR RS 2RERANE
AT RITRZR 82 AR 55 2R AR = FOI PIHBAL,

s FERMB— AR IRSEE, SRR EHI— MR T
T, REBCKERN, MESKETREERS=S.

= HEER EXF 13N AHEIPHIRIREZRSE:, BliINEFE
—NENFEHE, Ma—EEIm (FI130M=FH) .

= RBERSRER 13 B8 (RE1317W1188) .
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RIEEIRSS =S

» FRIBEIRSS eRtERAEE 7 52
a.rootservers.net
b.rootservers.net

Mm.rootservers.net

m As of 2018-08-27, the root server system consists of 937
instances operated by the 12 independent root server
operators.

o XHHBBRIRATHERF, FHFR EXED DNS ERiks:s
B RERIT R — MR RSS2,
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13132 RS ES

g R RS E DT
root-servers.org

NEWS see all news items

2017-09-19  Statistics About DNS Root Name Service

2017-08-10  B-Root's IPv4 address to be renumbered on 2017-10-24

2017-04-17  B-Root Begins Anycast in May

59

http://www.root-servers.org/

ARL DOD-NIC

ISC NASA Ames UMD Cogent usc-isl Verisign

WIDE ICANN RIPE NCC Netnod

meeting agendas

2017-03-26

2016-11-13

2016-07-17

2016-04-03

20
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11522 ZX A DNS 1 MBS

Fl (port 53)

MR REE HEN) BEEG) BRC) ol sHs) EiEY) BEwW IRM EEIH)

am @ | DREeZF IS EQAQAQE
[(W]ip. 2d&r = 8.8.8.8 (<] <] gk +
Ho. Time Source Destination Protocol Length Info
I 1 @.6eee00 10.18.3.202 8.8.8.8 DNS 7@ Standard query @x8006 A www.edu.cn
2 0.194650 8.8.8.8 10.108.3.2082 DS 182 Standard query response 0x0006 A www.edu.cn A 202.112.8.36 A 202.2085.109.203
3 8.195283 10.18.3.202 8.8.8.8 DNS 7@ Standard query 0x8007 AAAA www.edu.cn
4 8.387951 8.8.8.8 10.18.3.202 DNS 98 Standard query response 8x0807 AAAA www.edu.cn AAAA 2001:da8:ff3a:c8fd:400:
Response In: 2 &

Transaction ID: @x@806
v Flags: @x01@@ Standard query
@... .... .... .... = Response: Message is a query
.eee e... Opcode: Standard query (8)
..8. Truncated: Message is not truncated

1 L Recursion desired: Do query recursively I*ﬂ&%%ﬁg*ﬁﬁ&% HTJ', 12jéﬂi§§u3§iﬁ|jiiﬁrﬂzl§iﬁﬁﬁ

. t . .1 BB : ;oni‘:z::\::ilizzed data: Unacceptable % H&%%:tﬁ tH E.‘Lﬂiﬁ * y %-I: E"J Eiﬂl{lﬁéégﬂﬁ EE Zl:i‘H_’,
vouer Ths: 0 B AR SRR TEAL -
Authority RRs: @

Additional RRs: @

0B000eRe coleelee 101ellee eeeellle 111lleel 1eelleoce aeeoee0e B1810008
81e1e1le 1el11el11l eoeceele llecelee ooeeloee eleeelel

0000000e PRllle0e 99100010 00160100 POOCOLDEE ©C0EEP0R 16000000 EEElEBOL
00000000 0000CC0E 00001010 00001019 PEO2EL1l 11001919 02001000 eoedloea
06001008 ocoooleoe 11101610 11111ell ooscooeo 66110101 aeooo008 p0l00108
00011116 00011601 ©0DEAGOD 0EBED11e DOAGO0E1 BEOOEE0D ABOOOEOE PEEEOBOL
11 el11le11l
01118111 91118111 @eeeaell elleelel plleolee 1110191 eeceeele 9110081l
01191110 90002000 00000000 00000001 POOCDEe eereeel n.....

@ 7 wireshark_peapng_BCF12376-065C~40C1-B7C4-20495E031ELT_20160601233207 _a07152 || 434B: 4 - BEF: 4 (100 0%) | EREfE: Default
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WindowsEER G RIS BIREF.
ipconfig /displaydns  &EEHEZEREFCR
ipconfig /flushdns BRI RIRE AR

LLIT

axas
=¥
L]
N

BIEubuntuB{ER R H ISR EIEEF.
m /etc/init.d/dns-clean start BlRdnsEFICSR

WREHREARE / Bkl / 13938213680 / http://network.xg.hactcm.edu.cn




1.18 22 Z2 5t DNS 1. BT,

152 Z DN STERZR1E 1* JE’JﬂE JHEEEE, RDNSE
HRVRTFAMSEFNIERME, 2 TNEHIERIRIVEEFER.

ﬁz% RN =
SERFZNEBTE: nslookup. dig
= DNSUit&#x44: DNS Benchmark, Google namebench
s TEZDNSHLHARSS
http://tools.pingdom.com
http://ce.cloud.360.cn
http://tool.chinaz.com/dns
http://www.17ce.com/site/dns.html

WWREPEAKRE / BB / 13938213680 / http://network.xg.hactcm.edu.cn



11523 ZX 4t DNS 1. Gl BAT AL

# administrator@ubuntuserver-teach-ruan: ~
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ver-teach-ruan: ~

adm strat 1tUSery h i L trator userver—teac

<<>»> DiG 9.9.5-11ub TUbu. v! ; <<>>» DiG 9.9.5-11

global options: +cmd global opt

Got answer: ;; Got answer:

->>HEADER<<- opcode: QUERY, status: NOERRCR, id: 56571 ;s —>>HEADER<<- opcode: QUERY, status: NOERRCR, id: 6546

flags: gr rd ra; QUERY: 1, BANSWER: 13, AUTHCRITY: 0, ADDITICHAL: :; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4, ADDITIONAL: 11

OPT PSEUDOSECTION: :: OPT PSEUDOC
udp: 4096 { lags:; udp: 4096

IN H : -ag. L. IN

AUTHORITY SECTION:

[CRT TR

WL bW
=

ADDITICHAL SEC
1.4g.com.
1.qg.com.

. Qg . com.

.gd.com.

.gg.com.

ADDITIONAL SECTION: I . Qg . com.
.root-servers.net. 345431 g 1 [1]8 n .gdg.com.
.root-servers.net. 1 I e [ 03: HEP- 1 ns4.qggq.com.
root-Servers.net. 3 31 1IN 192. .79.201 ns4.qdq.com.
.net. S 31

.net.

.net.

.net.

.net.

.net.

.net.

.net.

.net.

r -servers.net.

.root-SErvers.net.

.net.

.net.

.net.

.net.

.net.

r -servers.net.

1. FOOL-SEIVErs.net.

.root-servers.net.

[T T Y]

<L G L L

3

WL bW N L L Lo

NN N oo o onoinoin
o LW
000w

IR




2. N HZIETIMY 2 1FTPigiA
AEAEEY FTP (File Transfer Protocol) 2 E4E/ _H{E
ISR ZAINHEEIMNY,

TP IR BRAAE, FEFElENERIRE SR,
H s BEE SR,

FTP il 7 BN REFZNET, EMmESTEREMLE
hEEIENLZBEIEN .,

;II/;%%%RFC 959xENXRY, BREERA T EFMBYIET
T
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= HIEHEHTEARE.,

WREHREARE / Bkl / 13938213680 / http://network.xg.hactcm.edu.cn



2 A &5 MNY 2 2FTPHIEA T HE/IE

SMAFAEETMY FTP RIS AHEX—LEEARNIIRSS, fF
ITCPRI FRIIEHIARSS.
FTPRYEEINEER M/ B BBRTEAEERER S N RS
AT,
FTPERZEF/IRSSE5/530.
= —/FTPERS=SEEN EI 2N EFATERERS.
= FTP HUARSS e HFEAMAERDHA :
— N EHE, REEZHRNEK,
BSIMEETTNEBHE, AELERENMEK,
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2.2FTPHIEARTE/RIE

FTPRYEEHIE T/EL AN T :

o FIFEAIIRO (IRASR21) |, FEFHEESERE L.

» FHEEPHERHIERBK.

s EEINEHIERGIEZFHIEAKINER, NEHENEFHERN

15X ERIZIE, (BRI

S e ]

EE At —EHE,

s FRISFHRES, SREGRTHEMMEPHIEAKRINEK. EHESNE

HEHNE IR E F AT,
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FTPIEE(SPRITR TSR

s EHIERERINSIEHE—BEREIT, FIPERAHREEENX
B I HER XSRS eRimAIEHIHE, (BfEsERARRIGIE

A

s SCERAETEEINHRNRE "SURER" . IRS=RimiIiEHEEERIT

ZIFTPE R AIXRAYSUHE IS REHMEIZE "&L

"BIRER" | AREREFRIRS AR IRHIEL

ety
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EZIRHE,
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FTPTEIE(SH

N {SEFHR NmRE S

s SEFHERRSSRHFEAHEEREEREY, ESHREERSES
AU IR (21), ERNERESIFIRSSHIER CHIA— MmO
ShY, ATEMHUEGEEE.

v BE, RSSRHIERE CEIXAUENIIR IR (20) 58 FHER
HAOIm O SEE HUREEEE,

= BFFTPERTRNAERNROS, MASREEZSENEEAS

REREL.
{EFE iR

SHHLE:

 (EVFYEINEEREIE S ZLI.
s fEEWEHITIE AT LRI R HER,
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AR
R FESE) MBIV BERG) B oimA) Fibe EBEY) TEwW ITEM EEH)
Am 7@ PRERexs=F L5 = aaaH

[ ]ip. addr = 10.10.3.49

Ho. Time Source Destination Protocel
2148 31.761873 10.1@.3.202 10.10.3.49 FTP
2141 31.762890 10.10.3.49 10.1@.3.2082 FTP
2142 31.762287 10.18.3.202 10.108.3.49 FTP
2143 31.762469 10.10.3.49 10.1@.3.202 FTP
2144 31.762744 10.1@.3.2082 10.10.3.49 FTP
2145 31.762951 10.10.3.49 10.18.3.202 FTP
2146 31.763123 10.1@.3.202 10.10.3.49 FTP
2147 31.763619 10.10.3.49 10.1@.3.202 FTP
2148 31.763695 10.1@.3.49 10.1@.3.202 FTP
2149 31.763733 10.18.3.202 10.108.3.49 TCP
2158 31.763757 10.1@.3.202 10.10.3.49 FTP
2151 31.76397@ 10.10.3.49 10.1@.3.2082 FTP
2152 31.773323 10.18.3.202 10.10.3.49 FTP
2153 31.7736%@ 10.10.3.49 10.1@.3.202 FTP
2154 31.774233 10.1@.3.2082 10.10.3.49 FTP
2155 31.774469 10.10.3.49 10.1@.3.2082 FTP
2156 31.775567 10.18.3.202 10.108.3.49 FTP

Length Info

64 Request:

121 Response:

64 Request:

121 Response:

78 Request:

77 Response:

72 Request:

123 Response:
75 Response:
54 59858 -+ 21 [ACK] Seq=55 Ack=275 Win=65288 Len=0

68 Request:

112 Response:

79 Request:

83 Response:

62 Request:

74 Response:

80 Request:

AUTH TLS
534 Local policy on server does not allow TLS secure connections.
AUTH SSL
534 Llocal pelicy on server does not allow TLS secure connections.
USER tiliatech
331 Password required
PASS qishi#89319
23@-Directory has 1@,576,245,896,448 bytes of disk space available.
230 User logged in.

OPTS UTF8 OM
200 OPTS UTF8 command successful - UTF8 encoding now ON.

CHD /\344\2781264%346122712661,3461,225\2681 34612152564 344,272\, 244\ 34612154242
258 CWD command successful.

TYPE I
200 Type set to I.

PORT 1@,1@,3,202,238,179

2159 31.776268 18.18.3.49 10.18.3.282 FTP 84 Response: 288 PORT command successful.

2168 31.776378 10.10.3.49 10.1@.3.202 TCP 6@ 2@ -» 59859 [ACK] Seg=1 Ack=1 Win=65536 Len=0

2161 31.776418 10.1@.3.202 10.10.3.49 FTP 181 Request: STOR FileZilla_3.18.8_win64-setup_bundled.exe

2162 31.776833 18.10.3.49 10.18.3.2082 FTP 108 Response: 125 Data connection already open; Transfer starting.
2163 31.778293 10.18.3.202 10.108.3.49 FTP-DATA 14654 FTP Data: 14608 bytes

2164 31.778650 10.10.3.49 10.1@.3.202 TCP 68 20 - 59859 [ACK] Seq=1 Ack=13141 Win=65536 Len=8

2165 31.778716 10.1@.3.2082 10.10.3.49 FTP-DATA 19834 FTP Data: 18988 bytes

2166 31.778815 10.10.3.49 10.18.3.202 TCP 68 28 » 59859 [ACK] Seq=1 Ack=14681 Win=65536 Len=8

2167 31.778847 10.1@.3.202 10.10.3.49 FTP-DATA 2974 FTP Data: 2920 bytes

2168 31.779631 10.10.3.49 10.1@.3.202 TCP 6@ 20 - 59859 [ACK] Seq=1 Ack=26281 Win=65536 Len=8

2169 31.779876 10.1@.3.2082 10.10.3.49 FTP-DATA 17574 FTP Data: 17520 bytes

2178 31.779349 10.108.3.49 10.18.3.202 TCP 6@ 20 » 59859 [ACK] Seg=1 Ack=36581 Win=65536 Len=0 v

v Frame 2148: 75 bytes on wire (608 bits), 75 bytes captured (68@ bits) on interface @
Interface id: 8 (\Device\NPF_{BCF12378-865C-48C1-B7(4-28495E831E17]})
Encapsulation type: Ethernet (1)

Arrival Time: Jun 6, 2016 16:07:16.611161000 ¢i¢ ¢V ¢€
[Time shift for this packet: ©.0000@0800 seconds]

Epoch Time: 1465208436.61116180@ seconds

[Time delta from previous captured frame: ©.000076000 seconds]

006 Qooeeeee eleleeee elelelle lellelll eceeeele 1leeelee eeeooeee eleleeee
2008 @lelelle 1elellll 1111l1ele 1lelelle eceeleee eooceeee 91000101 eeeeceee
G016 0oooeoeee eellllel eellllll 1llellel eleceeee ececeeee leocooooe eeeeelle
20715 18011111 1111111 eecelele ceeelele coeeesll eelleeel eocelele eecelele
£020 09088011 11091010 20008088 00810101 11100118 18lleele seleelee 1lleelee

v

() 7  yireshark poapnz BCF12378—-0R5C—~40C1-B7C4-20405E031E17 20160606160644 a07920

CH Doy St @ - || 434g: 2981 - O 624 (20.9%) - DX 0 (0.0%) || Bt Default



2.3 1

eI

2. 2FTPHIEATERIZ

dmie IMAE {Res==F = aQqau

(M ]ip. addr = 10.10.3.49

Ha. Time Source Destination Frotocel Length Infe
2161 31.776418 19.10.3.282 19.1@.3.49 FTP 101 Request: STOR FileZilla 2.18.0 wint4-setup bundled.exe
2162 31.776833 18.1@.3.49 18.1@.3.282 FTP 188 Response: 125 Data connection already open; Transfer starting.

i 2163 31.778293 18.18.3.2082 18.1@.3.49 FTP-DATA 14654 FTP Data: 14688 bytes

! 2164 31.778650 19.18.3.49 19.10.3.2082 TCP 60 28 - 59859 [ACK] Seq=1 Ack=13141 Win=65536 Len=8

! 2165 31.778716 19.10.3.2082 19.10.3.49 FTP-DATA 19834 FTP Data: 18980 bytes

! 2166 31.778815 19.18.3.49 19.1@.3.202 TCP 6@ 28 -+ 59859 [ACK] Seq=1 Ack=14681 Win=65536 Len=08

! 2167 31.778847 19.10.3.282 19.1@.3.49 FTP-DATA 2974 FTP Data: 2920 bytes

! 2168 31.7796831 18.18.3.49 18.10.3.282 TCP 60 20 » 590859 [ACK] Seq=1 Ack=26281 Win=65536 Len=0

! 2169 31.779076 19.10.3.2082 19.10.3.49 FTP-DATA 17574 FTP Data: 17520 bytes

! 217@ 31.779349 16.18.3.49 19.10.3.2082 TCP 60 28 -+ 59859 [ACK] Seq=1 Ack=36581 Win=65536 Len=08

! 2171 31.779385 19.10.3.282 19.1@.3.49 FTP-DATA 16114 FTP Data: 16060 bytes

! 2172 31.779443 18.18.3.49 18.10.3.282 TCP 60 20 - 59859 [ACK] Seq=1 Ack=51181 Win=65536 Len=0

i 2173 31.779475 18.18.3.282 18.1@.3.49 FTP-DATA 20494 FTP Data: 20448 bytes
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- et J2]l [ N2 ]| L MM
PR Res=FT LS Eaaan
[H]ip addr = 10.10.3. 49
Ho. Time Sour ce Destination Protocol Lenzth  Info
I 2161 31.776418 18.108.3.2082 10.18.3.49 FTP 181 Request: STOR FileZilla 3.18.0 winb4-setup bundled.exe I
2162 31.776833 1e.18.3.49 1a.14. 3. 282 FTP 108 Response: 125 Data connection already open; lransfer starting.
I 2163 31.778293 18.18.3.282 108.1@.3.49 FTP-DATA 14654 FTP Data: 14688 bytes
! 2164 31.778650 18.18.3.49 10.10.3.282 TCP 60 20 » 59059 [ACK] Seq=1 Ack=13141 Win=65536 Len=0
! 2165 31.778716 18.10.3.282 10.1@.3.49 FTP-DATA 19834 FTP Data: 18980 bytes
! 2166 31.778815 18.10.3.49 19.10.3.282 TCP 60 20 - 590859 [ACK] Seq=1 Ack=14601 Win=65536 Len=0
i 2167 31.778847 18.18.3.282 18.1@.3.49 FTP-DATA 2974 FTP Data: 2928 bytes

Frame 2161: 1081 bytes on wire (888 bits), 101 bytes captured (808 bits) on interface 8

Ethernet II, Src: Vmware b7:82:c4 (80:50:56:b7:082:c4), Dst: Vmware af:fa:d6 (88:58:56:af:fa:d6)

Internet Protocol Version 4, Src: 18.10.3.282, Dst: 10.18.3.49

v Transmission Control Protocol, Src Port: 59058 (59858), Dst Port: 21 (21), Seq: 128, Ack: 412, Len: 47

Source Port: 59858
Destination Port: 21
[Stream index: 8]
[TCP Segment Len: 47]

Sequence number: 128 (relative sequence number)
[Mext sequence number: 175 (relative sequence number)]
Acknowledgment number: 412 (relative ack number)

Header Length: 20 bytes

Flags: 8x818 (PSH, ACK)

Window size walue: 255

[Calculated window size: 65288]

[Window size scaling factor: 256]

Checksum: Bx1b58 [validation disabled]

Urgent pointer: @

[SEQ/ACK analysis]

v File Transfer Protocol (FTP)
v STOR FileZilla 3.18.8 win64-setup_bundled.exe\r\n

Request command: STOR
Request arg: FileZilla_3.18.8_winb4d-setup_bundled.exe



2 ALY 2 2FTPHIEA T/E R

Am i@ [ MRE IRe=2=Z2F 8 5= QaQqQH

(W ]ip. 2ddr = 10.10.3.48

Ho. Time Source Destination Frotocol Length Info
i 2161 31.776418 18.18.3.282 16.16.3.49 FTP 181 Request: STOR FileZilla 3.18.8 winb4-setup bundled.exe
! 2162 31.776833 18.18.3.49 10.18.3.282 FTP 188 Response: 125 Data connection already open; Transfer starting.
I 2163 31.778293 18.18.3.282 16.18.3.49 FTP-DATA 14654 FTP Data: 14688 bytes
2164 31.778650 18.18.3.49 1@.1e.3.202 TCP 60 28 - 590859 [ACK] Seg=1 Ack=13141 Win=65536 Len=8
2165 31.778716 1@.18.3.282 18.18.3.49 FTP-DATA 19834 FTP Data: 1898@ bytes
2166 31.778815 18.18.3.49 18.18.3.262 TCP 60 20 » 59859 [ACK] Seq=1 Ack=14681 Win=65536 Len=08
2167 31.778847 18.18.3.282 16.16.3.49 FTP-DATA 2974 FTP Data: 2920 bytes

Frame 2163: 14654 bytes on wire (117232 bits), 14654 bytes captured (117232 bits) on interface 8
Ethernet II, Src: Vmware b7:82:c4 (00:50:56:b7:82:c4), Dst: Vmware af:fa:d6 (08:58:56:af:fa:d6)
Internet Protocol Version 4, Src: 10.18.3.202, Dst: 18.18.3.49

v Transmission Control Protocol, Src Port: 59859 (59859), Dst Port: 28 (28), Seq: 1, Ack: 1, Len: 14660

Source Port: 59859

Destination Port: 2@

|Stream 1ndex: 9]

[TCP Segment Len: 14688]

Sequence number: 1 (relative sequence number)

[Mext sequence number: 14681 (relative sequence number)]

Acknowledgment number: 1 (relative ack number)

Header Length: 20 bytes

Flags: 8x816 (ACK)

Window size value: 32768

[Calculated window size: 4194384]

[Window size scaling factor: 128]

Checksum: Bx1bl5 [validation disabled]

Urgent pointer: @

[SEQ/ACK analysis]

FTP Data (14688 bytes data)
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TFTPRY TR R LLZFFN :
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TFTPR—MEEREZ Y. REERVERF.
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TELNET 28 ERRNTZRim N,
TELNET2R4EFM IET VI,
ZAEE N SRS [RFC 854] [RFC 5198] ,
https:.//www.rfc-editor.org/info/rfc854,
TELNETIMNZETCP/IPIMYIERI—&R, 2lnternetiziEE
RIRFZAITREMY.
s ATELNETE @I TCPIEE S RALTIEEMN L.
= FTELNETS A2 EHEEREN B 1P ik,
s RN EATCP 23O B,
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= EEVMTCPIEE EIEIF=ZT,

\

.......

Known Hosts

eeeee

=

BT TCPiEE AIXEItEiRSS 8 L.
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NP REE) BE(V) IR0 ENEE) SHOW EEHH)
07 - G- Q@ -@-9% 4- €9 U8 & & @ =

¥shell 5 (Build 1339)
right (c) 2002-2017 NetSarang Computer, Inc. A1l rights r

Type “help' to learn how to use Xshell prompt.
[e=\~1% []

2E3(C):

|
- S FPSRT

e i

BN [pEmo TELNET
e -l | 4 By X BEE | D ke TELNET

HiE=E EHH):

[211.60.35.177

s =1
. . [mE=(e)H
o H " AL R
421169.35.213{&!1?05 7 211.69.35.213

root
root
adminis. ..

4211‘69.35.213{ent05 7-Teach 211.69.35.213
4211‘69.35.214-Uhuntu Server 17.10.1 211.69.35.214

2116935 177
@DEMOTELNEI’ 211.69.35.177

<

BEN R EEES)

- RLOGIN

-~ SERIAL

R
(BRI

i

-~ XfYMODEM
- ZMODEM

HEAE):

EEhERE
DiESExmniEaEHEERe)
BV 0 S

TCPI%IR
[ {#mNagleE L)

xterm




Telneti{E

OG- G - Qe -53-9-4- €9 HBd - -0 7

- | To escape to local shell, pre
éggil?igztc%g-lgo%ggg%l? NetSarang Computer, Inc. All rights reserved. Ubu ntu lﬁ . U-q- - 3 LTSI
Ubuntuserver login:| admi||

S T I 0T DM S e | 1 1 T e’ B 1 | el el o

Type help' to Tearn how to use Xshell prompt.

[c:\~]$

Connecting to 211.69.35.177:23...
Connection established.

To escape to local shell, press 'Ctrl+A
Ubuntu 16.04.3 LTS

Ubuntuserver 'Iog'in:

MELER

A “WLAN
MEHF) REE) WAV PG BRQ SR S EEY AW ISM  EEH)
g e RE Res=2=F 5 Eaqan

(W [telnet =nd ip. sddr — 211.69.35. 177

Ho. Time Source Destination Protocel Lensth Info
312 31.875229 172.16.123.41 211.69.35.177 TELNET 55 Teln

172.16.123.41
211.69.35.177
172.16.123.41

313 31.878988 TELNET
315 34.812603

316 34.816433

211.69.35.177
172.16.123.41
211.69.35.177

55 Telnet Data ...
55 Telnet Data ...

ELNET

318 37.687567 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
319 37.691457 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
381 48.937631 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data .=

382 4@.94119% 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...

Frame 381: 55 bytes on wire (440 bits), 55 bytes captured (448 bits) on interface @
Ethernet II, Src: EdupInte 4f:60:c4 (eB:4e:06:4f:68:c4), Dst: XiaomiEl 36:b7:3@ (34:ce:00:36:b7:30
Internet Protocol Version 4, Src: 172.16.123.41, Dst: 211.69.35.177

Transmission Control Protocol, Src Port: 59198, Dst Port: 23, Seq: 4, Ack: 4, Len: 1

Telnet
Data: i

172.16.123.41
211.69.35.177
172.16.123.41
211.69.35.177
172.16.123.41
211.69.35.177
172.16.123.41
211.69.35.177

v Telnet
>

Data:
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i

211.69.35.177
172.16.123.41
211.69.35.177
172.16.123.41
211.69.35.177
172.16.123.41
211.69.35.177
172.16.123.41



MR REE MEN BEEG) RO DA FrHs)  BEY) T IR #EH)

B ® RE Qe =E=2F L5 EaqQam
||| telnet and ip. addr = 211.69.35.177
Ha. Time Source Destination Frotocol Lenﬁth Info
— 312 31.875229 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...

313 31.878988 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
315 34.812683 172.16.123.41 211.69.35.177 TELMNET 55 Telnet Data ...
316 34.816433 211.69.35.177 172.16.123.41 TELMNET 55 Telnet Data ...
318 37.687567 172.16.123.41 211.69.35.177 TELMNET 55 Telnet Data ...
319 37.691457 211.69.35.177 172.16.123.41 TELMNET 55 Telnet Data ...
381 48.937631 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data .-
382 48.941198 211.69.35.177 172.16.123.41 TELMNET 55 Telnet Data ...

Frame 381: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface
Ethernet II, Src: EdupInte 4f:60:cd (eB:4e:06:4f:60:cd), Dst: XiaomiEl 36:b7:30 (
Internet Protocol Version 4, S5rc: 172.16.123.41, Dst: 211.69.35.177
Transmission Control Protocol, Src Port: 59198, Dst Port: 23, Seq: 4, Ack: 4, Ler
v Telnet
Data: 1
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Connecting to 211.69.35.177:23...
Connection established.
To escape to local shell, press 'Ctri+Alt+]'.

Ubuntuserver login: administrator
Password:

Cast Togin: Thu Jun 21 Z23:26:18 CST 2018 from 10.10.0.1 on pts/1
Welcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-87-generic x86_64)

165 5, 5752388 211.69. 35,177 172.16.123.41 TELNET g4 Telpet Datg

250 8.362583 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
252 8.787578 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
279 9.358846 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
328 11.487617 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
331 12.237894 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
333 12.712563 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
357 13.637572 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
359 16.124757 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
361 16.127481 211.69.35.177 172.16.123.41 TELNET 56 Telnet Data ...
363 16.138829 211.69.35.177 172.16.123.41 TELNET 128 Telnet Data ...
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A s WLAN

THF &3FE) MEN)  BERG) BEO o) SiHs)  EREY) ZEw) IR EEH)
ma® RE Qe=s=F 5 Eaqaaml

[W]telnet and ip 2ddr = 211.88.36.177

Hao Time Source Destination Protoeol Length Info

138 4.8120819 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ..

139 4.816820 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ..

168 5.524435 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ..

161 5.528119 211.69.35.177 172.16.123.41 TELNET 56 Telnet Data ..

165 5, 575288 211.69.35 177 172,106,123 .47 TELMET 64 Telnet Data .,

258 8.362583 172.16.123.41 s i TELNET 55 Telnet Data ... lttf&B%l—_iE?iE"JZMTEE
252 8.787578 172.16.123.41 .69.35.177 TELNET 55 Telnet Data ... “ o a— oo

279 9.350846 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... TJ—LE‘[E E*EHE%EEE’\J
328 11.487e17 172.16.123.41 .69.35.177 TELNET 55 Telnet Data ... iEE{;;D

331 12.237894 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... i . o= 2 =
333 12.712563 172.16.123.41 .69.35.177 TELNET 55 Telnet Data ... ]E'EH ’ dﬁﬁ?{i' EiE
357 13.637572 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... 7%%@5&%@&:
359 16.124757 172.16.123.41 .69.35.177 TELNET 55 Telnet Data ..
361 16.127481 211.69.35.177 172.16.123.41 TELNET 56 Telnet Data ..
363 16.180829 211.69.35.177 .16.123.41 TELNET 128 Telnet Data ..
365 16.255872 211.69.35.177 172.16.123.41 TELNET 338 Telnet Data ..
367 16.375132 211.69.35.177 172.16.123.41 TELNET 118 Telnet Data ..

Frame 258: 55 bytes on wire (440 bits), 55 bytes captured (448 bits) on interface 8

Ethernet II, Src: EdupInte_Af:60:cd (eB8:4e:06:4f:68:c4), Dst: XiaomiEl_36:b7:30 (34:ce:00:36:b7:30)
Internet Protocol Version 4, Src: 172.16.123.41, Dst: 211.69.35.177

Transmission Control Protocol, Src Port: 59207, Dst Port: 23, Seq: 15, Ack: 26, len: 1

EBENE—TFEHE: a

34 ce 80 36 b7 30 e8 4e 06 4f 60 c4 03 90 45 @@
8@ 29 5d 5d 40 0@ 80 @6 7f 41 ac 1@ 7b 29 d3 45
23 bl e7 47 8@ 17 dc 17 b5 59 19 e@ 35 ba 5@ 18
@1 ee 67 30 00 @0 61

Iﬂ[__‘:;ﬁjl:‘j'gf O P OWLAE: <live capture in progress? 44if: 428 - BT 41 (9.6%) Profile: Default



<
T ®EE) EEV) IAMN EEEE) BOW =EH)
G- & F O& - B3-8-4- €@ UB & E- -7 RS

Xshell 5 (Build 1339)
Copyright (c) 2002-2017 Netsarang Computer, Inc. All rights reserved.

Type “help' to learn how to use Xshell prompt.
[c:\~1$

Connecting to 211.69.35.177:23...

Connection established.
To escape to local shell,
ubuntu 16.04.3 LTS
ubuntuserver login: admi
Login timed out after 60 seconds.
Connection closing...Socket close.

press ‘ctri+alt+]"’

Connection closed by foreign host.
Disconnected from remote host(DEMO TELNET) at 08:36:14.

Type help' to learn how to use Xshell prompt.

[c:\-1$

Connecting to 211.69.35.177:23...
Connection established.
To escape to local shell,
tu 16.04,3 LTS
ubuntuserver login:
Passwor‘d'

press ‘ctri+alt+]"’

administrator

ogin H rom 10.10.0.1 on pts/1
We'\ccme to Ubuntu 16 04. 3 LTS (GNU/Lmux 4.4.0-87-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* support: https://ubuntu.com/advantage

167 packages can be updated.
82 updates are security updates.

administrator@buntuserver:~$ ||

telnet://211.69.35.177:23. TELNET  xterm [° 100x40 0 3931 143 CAP NUM

A s WLIAN _ o x
XHFR REE HBNV BRSO HRO SRE fEhe BEy TEw IEM SR
made RE Qe =F & = aaqn
(W telnet and ip. addr = 211.69.35. 177 B -] #®igst |+
%o Tine Source Destination Protesel Length Info
138 4.812019 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
139 4.816820 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
160 5.524435 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
161 5.528119 211.69.35.177 172.16.123.41 TELNET 56 Telnet Data ...
165 5,575288 211.69,35.1 172.16,123,41 JTELNET 64 Telpet Data
250 8.362583 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... 14 85 TE Q;E"JZM@I
252 8.787578 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... . QDD
279 9.350046 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... Tﬂ‘ﬁ1i 1£H573 EE
328 11.487617 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... L{Eu
331 12.237894 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... B P L =
B %5 v
333 12.712563 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... 15?' ﬂ — MEE?{% ! Ei’é
357 13.637572 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ... _ZKIEEE%L*«:
359 16.124757 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
361 16.127401 211.89.35.177 172.16.123.41 TELNET 56 Telnet Data ...
363 16.180029 211.69.35.177 172.16.123.41 TELNET 120 Telnet Data ...
365 16.255872 211.69.35.177 172.16.123.41 TELNET 338 Telnet Data ...
367 16.375132 211.69.35.177 172.16.123.41 TELNET 118 Telnet Data ... -
Frame 258: 55 bytes on wire (440 bits), 55 bytes captured (448 bits) on interface @
Ethernet IT, Src: EdupInte_4f:6@:c4 (e8:4e:06:4F:60:c4), Dst: XiaomiEl_36:b7:30 (34:ce:00:36:b7:30)
Internet Protocol Version 4, Src: 172.16.123.41, Dst: 211.69.35.177
Transmission Control Protocol, Src Port: 59207, Dst Port: 23, Seq: 15, Ack: 26, Len: 1
v Telnet
oo | BRIE—AFER: a
34 ce 00 36 b7 30 eB 4e 06 A4f 00 c4 08 00 45 00 4--6-@-N -0 E
@@ 29 5d 5d 40 @@ 8@ @6 Jf 41 ac 18 7b 29 d3 45 )lle A--{)-E
23 bl e7 47 88 17 dc 17 b5 59 19 eB 35 ba 50 18 # -G Y-:5-P
@1 00 67 30 @0 88 61 go--a
O 7 wLaN clive captwrs in progress 430 428 - BET: 41 (0.6%) Fraofile: Default

PRSI , BIFAEME

E:Ewéﬂ%mugﬁﬁﬂﬁﬂfﬂ%¢hﬁ[zi_lzﬁ
“'Eiﬂﬁﬁﬁﬁﬁpkﬁ"w?{ﬂ %Byﬁﬂﬂﬁuf}ﬁiﬁmiﬁﬁé, RUE

BRBE TR FEEREI,
R/)llﬁfo

AR

\\/
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TR 2R M TELNET 3.4 TELNETROERTA

TELNETRAFPHNLEEERIERITIRE, RTRTER
xR EZIFRF .

TELNETERSS 2iERARY, (EFETELNETH TR IR
OSSR EE R EmnittF L.
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3SR R TIMNY TELNET 3.5 TELNETARS
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4N
0

TrEN RS AR
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SN— T Q&;u_] jJ A3 R
3. uRTMNY TELNET 3.6 NVT
[of *C:\Users\JiangZepeng\Desktop\a.txt - Notepad ++ — O x
MHF REE ERES) BNV RKHEN OESL O REM LRO) =M) ETR) BEEHP) s0HW X

a. txtm

H ¢t txtEﬂl H - txtEﬂl

cHEHBELGE sMb oy a2 BB 1 EEELa®

7
|

o

2
3

T EEWindowsPElEREL F, IEIHEEMERE’U%H{IE&;%CRLFJEE
EE—TEEART . s

length : 98

lines : 3 Ln:1 Col:33

Sel:0]0

Windows (CR LF)

UTF-8

INS
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3SR RIH MY TELNET 3.6 NVT

[of *C:\Users\JiangZepeng\Desktop\b.txt - Notepad++ — O x

R #wE|E BEG) AN R\BEN &=L =8N TERO) =M EFR # e s0Om 7 X
cEHEHBER RS s kot 2% B2 1 EEELa®|

——
B = txtid botxtEd (B - txtEﬂl

1 fELinux/UnixBelE RSt I, EIZENTERRIZART127eLE
2 EE—EEpTE.
3
length : 97 lines : 3 Ln:2 Col:11 Sel:0]|0 Unix (LF) UTF-8 INS
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3SR RIH MY TELNET 3.6 NVT

(o *C:\Users\JiangZepeng\Desktop\c.txt - Notepad++ — O x

EF) #wE|E BEG) AN REN &S0 =8N TR0 =M EFR # e s0Om 7 X
cHEHBE RS s ko 2% BEE 1 EEELa®| ”

——
H - txtEﬂl. b. txtied o txtEd

I fEMacEElEZRZL I, [BIFENTERAIZeASJ127eCR] B8 |
2 EE—IEETE. @ -
3
length : @0 lines : 3 Ln:2 Col:11 Sel:0]|0 Macintosh (CR) | UTF-8 INS

TARPRELR KRS / el / 13938213680 / http://network.xg.hactcm.edu.cn




e
Q‘ A ENZEWindowsiB{ER S,
TR INR R E2LNUIRIER S,
' B TELNETH TiniE S IBRTH 7O =158,
® I TIESEFVIEESIRAIA?

BF Microsoft—=-"=— Lvl,r.l_‘-l-’—(y
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3R RimTIMY TELNET 3.6 NVT

AT EEMRERFIEN Telnet R EIRER ATTEE, B

IFH T AT SRR S,

= LN, —LHMERATEEITIARASCIEEEHA (CR) 455K,
B—LRGNTEHERASCIHITR (LF) , B —LRATER
AN FRFSIEIE-AT (CR-LF) ;

= LN, RSHIMERFHABFIRMT — N PUERE THOMRIER,
{EXMUBEIES N RAPETLERR (—LRFEACTRLC,
MR—LRFEEFRESCAPE) . MIRAERRARNEONE, A
EAMEHNFERGS, XTI R SRR R AT A
R ERERE HIER.
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TSR KRN TELNET 3.6 NVT

NTENEMINGE, TELNETHMENX THIEFIm<SE

Internet EAUERIGZ0, WRE M HFRIEM LR EHAZimNVT
(Net Virtual Terminal) .,

TELNET{FRMEEIZiRNVTIEI,

s EFHAHERPRIEEMG SERANVTIETN, FHERIRSES.

o glgdzﬁtswﬁeuﬁz FEUEIIS, MNVTIER SRR R A S
= FAFIREHIER, RESFICITMRFIMEEERANVTIER,, &
= B MNVTIETUEHA R A X FRTEIIRET.
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3R RimTIMY TELNET 3.6 NVT
TELNET{E MR EHIRIENVTIER,

TCPEERHERANVTIE R
% = | IRBeE
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3R RimTIMY TELNET 3.6 NVT
TELNET{E MR EHIRIENVTIER,

TCPEFZERANVTE X
e
— TELNET TELNET
Temma client server .
Pseudoterminal
driver
A

character set

character set
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3-i7__U3FE§-’§ﬁ#JﬁT'7J\iXiTELN ET 379 R RS ES IS

B Team\Viewer

C : Ssh
@ COMMUNICATIONS SECURITY
‘oo' ‘o‘
v
RDP VNC SSH
Windows Linux., UNIX, Windows. Mac Linux. UNIX. Mac Agent

Linux, UNIX_. Windows. Mac
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3. IR R MY TELNET 3 8 NaEIEE

X SUTER

« EARINVTIREFEARBE+HER, RASSR7 A
ASCIIES, FILTELNETHE Y T— A AT REANVTH
T, ENVTIARIRPAIRETEARIIAE.

s TELNETHSYAUEREY RNV TTHAERT SRBIESAOHA], RaiEEw
BT kA — B A RS,

« YR TR? AT

TELNETHRI 4514 :
n RIESERERREINA? SFERINE X SEYE?
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4. 5 4EMWWW 4.1 T FRiEHA

EEEMWWW(WorId Wide Web) A2 EMUSiAAIITE
2%

FTHERZE— M ARRRRY. BRI ZCHHS S e

J3 4 FRTERRYTT ABE R o (BB N R LA — b
HRIBE— MR, MMEERERNFERIER.
XAMBIRIG TR "R
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4. 5 4ERWWW 4.1 4RI

TR Al T
-

Tt C

A 4 ]

Tt €
o

RS D
=

AN
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4. 5 4EMWWW 4.1 FSHERIIA

PR fIVERIR (hypermedia) £%, BREENA
(hypertext) RFHIT e

— NN AHZMEEIEIEEK. FIA— N EEr AP
E Uj:—/\s’dé J&k@d‘é_fuﬁ: HR FHa—MEE
A5 _EREN AR T, B2 ENAIE,

BMASEN X BRI ENEAE, i_SZzliﬁd‘é&@
ERZNES ﬁ'ﬁtﬂ%ﬁkﬁd‘éx_@m, R A RIER
ER. B . FIE, EEEIHIBIEIR,
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4. 5 4EMWWW 4.1 T FRiEHA

BHEMLIEF /RS A0 LIE.

= NSRRI EN LN ENEZFIER.

= FERSAERTIEERIITENNE TIRS 512, BELtXMTENITH
FRA B EMARSS S (Web Server)

ZFEEFARSSEFRAZLEK, RESE=EFAEFER

XA P RTERDHEMIE.

et F*E)%‘ = B Y5 R SRR A TAE

(page).
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4. 5 4EMWWW 4.1 T FRiEHA

D AER R IRBYA) R :

» BRGSO RN ERN RS 4R SR ?
FERF—ZBREMEF URL (Uniform Resource Locator)3irt o 4R
FRRFPE,
SFE— I SEEE

= FR{aIiM SCIN o 4R _E R AiE Ry sz ?
ERENEFPERS D EMIRS T2 Z B TR B FfERERIIMNY
BB AL XY HTTP (HyperText Transfer Protocol),
HTTP 22— 1 AR, BfER TCP EEH T =AM EX. FIFK
HSEEINEEME—IIRRRT URL,
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4. 5 4EMWWW 4.1 FSHERIIA

J3 M SR R HY )R
n B R AN AR S ERREE ERF N _E IR AT EA L EREK,
BRI ER P BREAEE A S F EEaiE?

BN ARCIES HTML (HyperText Markup Language){s518 54/
NEANZITTE T LIRS E R — N EEMN AT E YR =R R R
t%&g%¢ﬁﬁmﬁﬁ,#E%%EEE%%%M@%L@E%ﬁ
HERHEK,

o EHEERF R RE S EIEIFTEIER?

ggﬁﬁg&mj:ﬁ EEKRER, AFAUERSMIERTE (AN
R5(E) .
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4. 5 4EMWWW 4. 25— VEERIFURL

URLAYISL:

s F—RIREMFTURLENT BT LIRS _ES RIS R EF5E]
F3 AR —MEL SRR,

m gﬁkﬁéﬁﬁﬁ’%ﬁ%ﬂ%ﬁi—ﬂiﬂﬂ;%El’\ﬁﬂ%UTJ‘ iR, FHRXMEIAERIR
L.

s REEBENRREM, REMALNITIREHTSIMRCE, WFRL
. ERMNEREEN.

s URMBEST— M HRENSSEERY B. RItLURLESEE/E
ERH 28 ERYEHITRIE A SRAT— 1 EET
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4. 5 4ERWWW 4 25— BRI URL

URLEY—AZHZZC:

= HALAESRANMAESER, FEEURLFRIFN KGNS
RBEX,

s URLAY—REE2:

<W>I<EHL><im O>/<FF1E>

r

ftp —— SHUFHAEETMNYFTP
http BN AMEIEMYHTTP
News —— USENETZrE]

-

\
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4. 5 4ERWWW 4 25— BRI URL

URLEY—AZHZZC:

= HALAESRANMAESER, FEEURLFRIFN KGNS
RBEX,

s URLAY—REE2:

<W>I<EHL><im O>/<FF1E>

<FEH> RENERIIENL
EEFF PRI

\
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4. 5 4ERWWW 4 25— BRI URL

URLEY—AZHZZC:

= HALAESRANMAESER, FEEURLFRIFN KGNS
RBEX,

s URLAY—REE2:

<W>I<EHL><im O>/<FF1E>

{EFREAERS AT LASHS
MEES eI LAB ST
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4. 5 4ERWWW 4 25— BRI URL

(ERHTTPAYURL:
= (£ HTTP B9 URL B9—fRFZ=:

http://<ZEHL>:<im O >/<E{E>

RAERHTTPHMY

‘ http://www.csdn.net/
http://list.jd.com/list.html?cat=737,13297,13298
http://www.hactcm.edu.cn/info/1014/11646.htm

TARPRELR KRS / el / 13938213680 / http://network.xg.hactcm.edu.cn



4. 5 R WWW 4 SEBSTAAEEYHTTP

HTTPEGIREITTE:

s AT (EENANHEREs S E= MR, EEAHTTPINCREIX
—IARYER.

s MNEXRBEZSE, HTTPEAEMESHI(transaction-oriented) N
B, B HHENM_FEERrISEMASNEG (BiENA. FE.
BESHZEARUG) NEEET,
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4. 5 4EPXWWW

4. 3FESAMEE Y HTTP

FAEMNB TIELRE: sRUR LA

ok
=H Eriom X5

2R

ARSS5=%

www.tsinghua.edu.cn

O BRI = == == == | HTTPERIRL [omem =D

€= — =] HTTPIHRHRY | = = =| @ MOASES
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4. 5 4EPXWWW

4. 3FELAMEIEMYHTTP

HTTPRUSRESTE: (RPREE

n XEEs o riEnEs = TRERJURL,

Elitt

EHYE

=)

n XEE22EDNSIEKFETWww.tsinghua.edu.cnfyIPitit,

N ER SRS aeE L TCPIER:

TCPIEERERY,
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152 Z Gt DN ST iB K F AR SS 23 HYI PHUALL,

N Eg & HE4as<S: GET /chn/yxsz/index htm,
fRssestaminan, B34index.htm&R LI5S

NHERER "BEAZRRKRE" MHFRIEXA,



4. 5 R WWW 4 3EBSTAAEELHTTP

HTTPEYEE4EAa:
» HTTPRHEREZNEFIRS SN,
s HTTP 1.0/MY EFIRZESHY(stateless),

s HTTPIMNABEETERN, 2R CER T EFEERNTCPE L
RAERIIRSS
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4. 5 R WWW 4 SEBSTAAEEYHTTP
IER— D 4R S AT HYATE]

T 4#ERE R AR SS 58

‘ S
— .

%8 TCP i =
RTT _—
HTTP i5RIRZ 4—(
RTT * AN N N
N - | tetscipoRia)
BARIE] — TTPIRRLESL
ETJFEH EIY]"VI‘E—I_]
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4. 5 R WWW 4 3EBSTAAEELHTTP

SLER (persistent connection):
n HTTP/1. Y EFRIFEUESE,
» MRS 2R E AR S {PAME—ERATIBINRITIX K&K, (E[F)

— NNER (N5E88) MzZIRSBEs v AR ESEIXFKiEE HEERER
HTTP 1833 A0 HR L .

» XARNBRFEER—TUE EPEHZAISNA, MRERBEIXEESEED
FEE— RGeS LHAT.

» HElXSEEsABAIZEREERHTTP/1.1,

><
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4. 5 R WWW 4 3EBSTAAEELHTTP

L4k (persistent connection):

» FREERAmA RS VA

kAT BERFAEKEIRI—MER A BEAH T —MEK. Xt
FHFERERAIMERT TR E T E ¥ &3 TCPIERFIERI— " RTTHJA.,
BERSHRERER—INSRE, HTCPEENGTERRE, RETR
AKET . BPEREIHTTPRINERN RS Z B BES 15 ARIXFTHYE
KR, —ME—IIBEKREIARS G, IRSS=aHAIELA(0]
MaRNRIE, fERRZKEL IR, EPEERERINRRAFLZE—PRTT
AgiE), (ETCPIEZFRITHAIEIEL, 1IBE T FEOUEIER.
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4. 5 EMWWW

4 AMIEARSS 28

L

CERARSS=E(proxy server) :

= RERRSSES(proxy server) NFRA A HEMEIERETF(Web cache),

BRI A HHTTPIEK,
» HAEMNESEEFICHRITAI—E]

SR N E A ER A R,

« SSEHEHIERIERIEREIAN, DS EETHEE

7}; FHMMNAIXHZE, TATE

1% URL AUt AREYF MG Z A
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4. 5 4ERWWW 4 ARTEIRSS S
e

Il'r

AR5 28 (proxy server) :
EiRss e

XSRS
HYRTREIRK

\|
PSR

#REITIX SR %‘EE% o
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4. 5 4ERWWW 4. AR IBIRSS 28
e

L

AR5 28 (proxy server) :
JEIRsS s

100Mbps

R MAISIERER
(FCEIRSSER)
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4. 5 4EMWWW 4 MRTEIRSSEE

(R¢

| [T

ARS8 (proxy server) :

n NEEnaRMAIARS ST, ERESREMIEIREFEV TCPERE,

HEBSREFAEHTTPIERRZ

ﬁ‘m}%@ﬁj?‘ FELEW T AMEKAISR, NFLERISRIAHTTPIER R
Elt=p by

&, m@%ﬁﬁ?)ﬁﬁ%ﬁﬂjiﬁﬁ?ﬂ’ﬂ@jﬂﬂ'"’a% SEHEM_ERYIRRARSS 28

M TCPERR, FAIZHTTPIEXRIRIL.

;@ﬁﬂﬁ%%%ﬂ%ﬁﬁ SRAIRISRIAEHTT Pl Rz S iR BT R =R
F.

BIEREFIEICIRE, FEREEANEFERET (?9/%}%1@55) N

ﬁ;ﬂg} E%X]J‘%Eﬂl?‘ EHTTPIAREES S, (@i CRTAITCPIER:, RO TERIX

X [XI e
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4. 5 4ERWWW 4. AR IBIRSS 28
(R:

L

iR55 88 (proxy server) :

A 148

RARE B
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4. 5 HERNWWW A ARTEIRSS S

I7EDN
= {FEFECCProxysE 7L IEARSSEE.
» ERRPuttyfZ2 7 IEIRSSES.

= E P ERSSENERE L.
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4. 5 4EMWWW 4 SHTTPHIIR SIS

HTTPEMZSRI : 13, IR,

= BERIRY: NEFERSHRZERIRL.

= TARHRS: MRS REEIZFAIEIE,

= AFHTTPEEMIEXHI(text-oriented), FEIFERZHHIE—
FEREBR—LASCITBER, EMSNFRIVKELZTHEN.
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4. 5 4EPXWWW

4. 5SHTTPRIIRIZ S

HTTP%XTIESZEI’J aitl,
s {RXA=1 |:|

s EBNIR T, FHRT

=y

BoeERk, BPFFInTT. BEEBITANSEIRZEELR,
THLEIEKIT.

ol

7 o T s Jow s

BabFERE CRLF
BT
E“B%E“% {8| CRLF
CRLF
SRR
(BEAR)
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4. 5 4EMWWW 4 SHTTPHIIR SIS

HTTPiE3KR S AYZEH4,
s FE RENFRSRIINSHTHERIE, HEIF EMESS.
n SRR R R TSR AN A e,

OPTION Bk —LEIAYEE

GET EKIEHURLATIRERER, FhREISLARFEIR

HEAD 15 KIER A URLATRERE ERIEED

POST EIEE RSB TAIEIE K, SUEHEEEKAT

PUT NE FimE RS sMEERVEIREY TR BRI SERINA.
DELETE MBRFEBRAYURLETFREHIRIR

TRACE [ EARSS=REIRTIER, EERTUIXEISHT.
CONNECT HTTP/1.1 BB LA REB RS N BB TR IR IR SS =5

https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html
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4. 5 M WWW

HTTPIg MRS AYESH.
= A RHR SR TRIRST.
= RSTEE=TNE, B HTTP fOkRA, RS, LURMBRRIRESTS

4. 5HTTPRUIRSIZEHS

HEIERFEIE, 28 EIZEi1T
el I § & | CRLF |54
OPFEX
: BT

Zmsa2 ||| @&l CRLF
CRLF :

SEORE(R

(ELIRER SR )
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4. 5 EMWWW 4 SHTTPHIIR 451

HTTPm hHz SERYZEHA .

o RSB EE =T .
Txx FTREEERN, IEKKWET SIEEH TAE.
2XX TR, WESEEE T .
3xx FTREEMR, TRETHIEKIFVKEH—EITEh.
AxX FREFPNERE, MEKkPEEIRIIE RSB,
5XX FRIRSSRER, WMIRSBEERMIIETTRIEK,

https://www.w3.org/Protocols/rfc2616/rfc2616-sec6.html#sec6.1.1
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JFAEPWWW 4. SHTTPHIR 4

Status-Code =

"100" ; Section 10.1. Continue

"101"™ ; Section 10.1. Switching Protocols
"200" ; Section 10.2.1: OK

"201" ; Section 10.2.2: Created

"202" ; Section 10.2. Lccepted

"203" : Section 10.2. Hon-Zuthoritative Information
"204" ; Section 10.2. Ho Content

"205" ; Section 10.2. Reset Content

"206" ; Section 10.2.7: Partial Content
"300" ; Section 10.3. Multiple Choices
"301" ; Section 10.3.2: Moved Permanently
"302" ; Section 10.3 Found

"303" : Section 10 See Other

"304" ; Section 10 Hot Modified

el wfraf ool [k alo i ra] e r e

"305" ; Section 10.3.6: Use Proxy

"307" ; Section 10.3. Temporary Redirect

"400" ; Section 10.4. Bad Reguest

"401" ; Section 10.4. Unauthorized

"402" ; Section 10.4. Payment Reguired

"403" ; Section 10.4.4: Forbidden

"404" ; Section 10.4. Hot Found

"405" ; Section 10.4.&6: Method Not Allowed

"406" ; Section 10.4. HNot Acceptable

"407" ; Section 10.4.8: Proxy Authentication Regquired
"408" ; Section 10.4.9: Request Time-out

"409" ; Section 10.4.10: Conflict

"410" ; Section 10.4. Gone

"411" ; Section 10.4. Length Reguired

"412" ; Section 10.4. Precondition Failed

"413" ; Section 10.4. Request Entity Too Large
"414" ; Section 10.4. Request-URI Too Large

"415" ; Section 10.4. Unsupported Media Type

"416" ; Section 10.4 Reguested range not satisfiable

"417" ; Section 10
"500" ; Section 10
"501" ; Section 10. H
"502" ; Section 10.
"503" ; Section 10.
"504" ; Section 10.
"505" ; Section 10.5.6:
extension-code

: Expectation Failed
Internal Server Error

Hot Implemented

Bad Gateway

Service Unavailable
Gateway Time-out

HTTF Version not supported

onln s [ )e

wnnfn)n

extension-code = 3DIGIT
Reason-Phrase = #*JTEXT, excluding CR, LF>
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@ Rl - EhES A - O *
R ooEEE | oBHs | @BHE | () ESEE Ok = Fi H- ™ B % =0
wE | AmE | g o] Cookie | ®% | mEm | #® | Es
~ | iEkRhl: http: / /www . hactem. edu.cn/
A style.css EETiE: GET
o = o 4 imdshbht : 211.69.32.508:80 .
— A St e PSR A 384 Not Modified RS ]
o L GET _sitegray,js BEA : HTTP/1.1
A 304 GET index.vsh.css | T |
A 304 GET  counterjs + BELL (0.276 KB)
q A 304 GET textjs Cache-Control: "max-age=500"
A 304 GET dynclicks.js Connection: "Keep-Alive”
1 A 304 GET openlinkjs Date: "Sun, 12 Jun 2016 15:33:58 GMT"
A 304 GET imagechangenews.css Etag bdef-53511adb6ef700
) . Expires: "Sun, 12 Jun 2016 15:43:58 GMT"
A 304 GET TEE e T Keep-Alive: "timeout=5, max=200"
A 304 GET space.gif Server: "Apache”
1 A 304 GET b body bg.jpg Vary: "Accept-Encoding”
® 200 GET datainputjsp?owner=91235... X-Pad: "avoid browser bug*
A 304 GET % home.png ¥ 5 (0.552 KB)
A 304 o f Host "www.hactcm.edu.cn”
= User-Agent: "Moxzilla/5.0 (Windows NT 10.0: WOW64...:46.0) Gecko/20100101 Firefox/46.0"
A 304 GET HE byzpng Accept: "text/html application/xhtml +xml application/xml;g=0.9,%/*:q=0.8"
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L EARR ol 211.69.35.202 _ 5 X =
ITEF) SEE ABN  BEG) BEO) SR SHHS) EEY)  Aomw L= )
4 m @ Re==Zf 5 EaqaqB
[MTkete [X] -] a4
Ho. Time Source Destination Protoscal Length Info ~
625 6.090277 10.10.3.202 211.59.32.58 HTTP 367 GET / HTTP/1.1
641 6 211.6 ) 19.10. 3 1514 [TCP Fast Retransmission]| HTTP/1.1
657 6.167844 10.10.3.202 211.59.32.50 HTTP 373 GET /style/style.css HTTP/1.1
659 6.169481 211.59.32.50 10.10.3.202 HTTP 394 HTTP/1.1 200 OK (text/css)
666 6.183593 10.10.3.202 211.59.32.58 HTTP 373 GET /_sitegray_d.css HTTP/1.1
668 6.184798 211.59.32.50 10.10.3.202 HTTP 480 HTTP/1.1 200 OK (text/css)[Malformed Packet]
676 6.199196 10.10.3.202 211.59.32.58 HTTP 374 GET /system/resource/js/dynclicks.js HTTP/1.1
677 6.200534 211.59.32.50 10.10.3.202 HTTP 1509 HTTP/1.1 200 OK (application/diavascriot) v

Frame 657: 373 bytes on wire (2984 bits), 373 bytes captured (2984 bits) on interface 8
Ethernet II, Src: Vmware_b7:02:c4 (0@:50:56:b7:02:c4), Dst: Hangzhou_Be:f9:98 (00:24:ac:0e:f9:98)
Internet Protocol Version 4, Src: 18.18.3.282, Dst: 211.69.32.58@
Transmission Control Protocol, Src Port: 57226 (57226), Dst Port: 8@ (80), Seq: 314, Ack: 10762, Len: 319
v Hypertext Transfer Protocol
GET /style/style.css HTTP/1.1\r\n
Host: waw. hactcm. edu. cn\r\n
User-Agent: Mozilla/5.0 (Windows NT 18.08; WOWe4; rv:47.8) Gecko/20100181 Firefox/47.8\r\n
Accept: text/css,*/*;q=8.1\r\n
Accept-lLanguage: zh-CN,zh;g=0.8,en-US;q=08.5,en;g=8.3\r\n
Accept-Encoding: gzip, deflate‘\ri\n
Referer: http://waw.hactem.edu.cn/\r\n
Connection: keep-alive‘\rin
\ryn
[Full request URT: http://www.hactem.edu.cn/style/style.css]
[HTTP request 2/18]
[Prev request in frame: 625]
[Response in frame: 659]

Next request in frame: 676]

80 24 ac Be 2 98 00 58 56 b7 B2 c4 88 80 45 e . T PV..... E. ~
81 67 24 84 B0 0O 80 B6 00 00 Ba Ba 83 ca d3 45 B E
20 32 df 8a 8@ 58 72 B3 8@ 808 b 39 24 b6 58 18 2...Pz. ...9%.P.
80 80 02 35 00 00 47 A5 54 28 2f 73 74 79 6c 65  ...... GE T /style

2f 73 74 79 6c 65 2e 63 73 73 20 48 54 54 58 2 /style.c ss HTTP/
31 2e 31 @d @a 48 6f 73 74 3a 20 77 77 77 2e 68 1.1..Hos t: www.h
v
@ 7 wireshark_pcapng BCF12375-065C—~40C1-BTC4-20485E031E17_20160612233931_a5576 ch M 23 oy fH B @ 4R 2364 - OB 83 (3.5%) BIESTHE: Default

@ O m O #£
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L EARR ol 211.69.35.202 - X =
TEE EEE) WENV) BEEG) BREQ SRA) SHS) EEY) o e
4 m @ Re==Zf 5 EaqaqB
[MTkete [X] -] Eikte-
Ho. Time Source Destination Protoscal Length Info

6.090277 10.10.3.202 211.69.32.50 HTTP 367 GET / HTTP/1.1

: 211.6 ) 16.10.3 1514 [TCP Fast Retransmission] HTTP/1.1

211.69.32.50 373 GET /style/style.css HTTP/1.1

6.167844 16.10.3.202 HTTP
659 6.169481 211.69.32.5@ 10.16.3.202 HTTP 394 HTTP/1.1 200 OK (text/css)
666 6.183593 16.10.3.202 211.69.32.50@ HTTP 373 GET /_sitegray_d.css HTTP/1.1
668 6.184798 211.69.32.5@ 10.16.3.202 HTTP 480 HTTP/1.1 200 OK (text/css)[Malformed Packet] v
Internet Protocol Version 4, Src: 211.69.32.50, Dst: 10.10.3.202 ol

Transmission Control Protocol, Src Port: 8@ (88), Dst Port: 57226 (57226), Seq: 12222, Ack: 633, Len: 348
[2 Reassembled TCP Segments (1800 bytes): #658(1468), #659(340)]
~ Hypertext Transfer Protocol
HTTP/1.1 288 OK\r\n
Date: Sun, 12 Jun 2016 15:41:24 GMT\r\n
Server: Apache\r\n
Last-Modified: Mon, 87 Sep 2815 ©1:48:17 GMT\r\n
ETag: "1446-51f1e54eB8248"\r\n
Accept-Ranges: bytes\r\n
Cache-Control: max-age=3688%r\n
Expires: Sun, 12 Jun 2016 16:41:24 GMT\r\n
Vary: Accept-Encoding\rin
Content-Encoding: gzip\rin
Content-Length: 1389%\r\n
Keep-Alive: timeout=5, max=199\r\n
Connection: Keep-Alive\r\n
Content-Type: text/css\ri\n
Content-Language: zh-CN\r\n
Wrvn
[HTTP response 2/18]
[Time since request: ©.881637008 seconds]
[Prev request in frame: 625]
[Prev response in frame: 641]
Request in frame: 657]
Next request in frame: 676]
[MNext response in frame: 677]
Content-encoded entity body (gzip): 1389 bytes -» 5198 bytes
Line-based text data: text/css

v
@ 7 wireshark peapnz BCFL2378-0650-40C1-BFC4-20405E031E17 2016061223303 _a055T6 ch M 23 oy fH B @ 449R: 2364 - QBT 83 (3.5%) FERETT#: Default

@ O m O #£
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4. 5 4EMWWW 4 SHTTPHIIR SIS

Telerikh ) Progress TS EN 1SE FREETI cn SUPPORT & LEARNING ABOUT US Q  YourAccount Telerik Platform

Fiddler

The free web debugging proxy
for any browser, system or platform

I7sED: FiddlerdTHT TP
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4. 5 4EMWWW 4 67EIRS 52 LR RIFAPBIS

B HEMuL s {sEEFACookiesRIRI=FA,
CookiexR/~MEHTTPIRSZ 25T I P 2 IENE BRI ER.

{EFHCookiefyMutiRSFZes AP F=E— ME—RIRBIRL.
FFALIRBIRS, MubsteEiziRiRiZ P ZMubHY AR,
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4. 5 EPNWWW

| vuming T T S BT

HTTP: The Dafindtive Guide

a
i

LR ARBEE

0 VR
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]
e
A (‘/mwmw S
% | ANEETERESA )
HEMMTND R
' ATl
- Deavied Gourkey, Bricens Taey =
(%)
Wenorie Saoer. Sl Reelly, Anshir Aggvereal 4 " ks“lﬂl
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O'REILLY" § ARG mui

Fais s muwhu-
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5.68 {4 5 1B FARHEA

FE AR (e-mail) 2 EFM _EFERES&ERZINFIRESAFIK
PR —F iz FR

FE - HB{4- FEEWFZ@_EUHQ#FA{% R ARSS =R, FFIUE
HAPRWHE AR, W AR FERS _ERZIE SRR

ARSI TIEEN,
s BBFHMEAMNERGE, MBEEREEEETUEMZE AR,

s PWEBFIMEAMIAEENFER, mMBERAIW EESHELR.
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5.8 HB{4 5. 1Eg T {AEERA

FEFRRR— L
n IERBERYIMNY . SMTP
= JEENHRERITIY : POP3 #0 IMAP

= MIME: fEEmRMHEEEAER 7 IRAFRISIESREL (NN, .
&. WEF), ERH MIME SRR RIEHEIEZHEERIEERE.
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5.68 {4 5. 1Eg T {AEERA

BUA gy RS BT WA
BRAE R RS S o PR

SMTP POP3
SMTP SMTP POP3 POP3
HRsses iRses
TCP TP
s N ‘E v
B2 ove AUXERFSMTP |/ SMTP =

BIXERESMTP FAFHRAS (ISEEXER)

RIEHE

AR ki Bl
MEE  ueiposes HRERS 2

TARPRELR KRS / el / 13938213680 / http://network.xg.hactcm.edu.cn




5.68 {4 5 1EB FHBEHA

IF{CIEUA(User Agent):

m ;ﬁgﬁﬂ UA 2B SE8BFHIMERFED, SEFIMGEFiE
X

= APRIENTHRE: 185, Bx. QIEIEE.

= BREFAIRSSERAUTHRER AIXF NI, ERhAER &(EARSHRME
EXER (BT, HihfE. ELF) .

» B4 RRSS SR E RSN IIE, MRS EEEEFAAIX

RN AREAIMY.

I [T
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5. B8 B4 5. 1Eg T {AEERA

A IRSS =S
o« — MRS EEAILERER, ATLUENIRSE.

= O, SEpEARSSER A MR — P HMEIRSSER B AIXHBAET, HR4
fRSS2% A HifE/9 SMTP EF, 10 B 2 SMTP fz5588.

s MRS RS A MNBE— P ERHEARSS S B fRUTHBART, mREARSSES
A BifE/3 SMTP fRSS5=%, 0 B @ SMTP &EF,
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5.68 {4 5 1B FARHEA

AR R BB RIS L BRI

s RIEAFERPCH IR REREE MRS E AIXAIBME.

s REARNAFPREIEHMERASMTPINY & LA ARE T B IR S 28,

s SMTPRRSSSREBMFIERTERERMF RTINS, FRHEAIX.

» RIEFEMEIRSSERAISMTPE R SRS B ARSS 2RHISMTPARSS
eREM TCPiESZ, PAIERUERMA RN IFRIBREHOR RIEEH 2.

s B TERKS MRS 2 PHISMTPER S 281 FRUIEIRRA-S, MR
HRNEE AR RFERRES, FFBEARITIEEL,

= W AEFTEWERT, FuziTPCHIRIARAFARIE, (FHEPOP3 (&
IMAP) 1YISEEUAIXZE B CHIBR
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5.F8 R4

5.1EBFHR{HHEAR

3 HREAIZE R

= EBFHBAER{SES (envelope)f1IRZE (content) BB Z4H K.

= EBFHBAAIIE Y

SFEARIBIMAH S EASERIGRIRE, PPN

B CHYMRFE P SEE AR BE W BIRBF IR A
s EHMERYEE £, SEENFERUGEARIMELL,
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FEFHR1E

5.1EBFHR{HHEAR

E

BB IEAOTE -
= TCP/IP (AZHIEE FHME R FE R FH LISt T

WA A B FE 2 @ R 78 BT A E LRI

= 5 "@" IE "at” |, FTox "E" SR
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5.58 B4 S QEEEHHHEEISMTP

SMTPRIAlERFLE2ER NMEEIE(SAISMTPIHIE Z BN

WA ATHSE R,

FSMTPEREFIRSEEHIN, Bt XMy

SMTPHIEFESMTPER, mMASEKEMFFISMTPIHIZE

MESMTPHRSSES,

SMTPRIRE T 14K ap ST 1F N EER.

» BEGSHANFEZEERK, ME—TNESEE—RAIAE—TER
?é%;)?u HFRREFFE, FEMNE (BaIARKM L) RTEEARST
=R,
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5.58 - Hpf4 S QEEEHHHEEISMTP

SMTPBESRI=1FTER :

 EEEENT EEREAEENISMTPE A FERENBISMTPER
KR iaFET A, SMTPAMER R ERImRLARSSEE,

n BR{EHEL,

n IEERRN BBERIETESS, SMTPRIBRINTCPIESRS,
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5.E8FHB4 5 3EL T RIS R

— BB FHMA D N EEMANE AR

RFC 822 e 7 BB RIS ES(headenfgzt, TXd

BRHEIEIR(body) BB N LR B HES.

= BPSIFEEE, BHRAS SIS EHEE RIS
SHEH L. URPAEEESH TSN LHER.

= iMFRATEESEE—EXEF, FENLES. REENXREFE:
ToF0Subject,
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5.E8FHB4 5 3EL T RIS R

MR SHIESD:

= To: FEIBA— IS MU ARRFHM BN, BRARETIH
s, RElUFARE, BUFARIEFHRMREII S B aIEEAN
B SIERORIE £,

g ?;ﬁgt EHMFRIER., ERMRTHMFRIEERNS, FTRFE

s Co: FRMEREANRE—HMFEIZ.

= FromfIDate: RIS ARIEFHRHEAFIAEHER,

= Reply-To: ZEXI75[EISFTFAEHIMLL,
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5. AmRHEEN MY POP3FIIMAP

5.F8 MR/

POP3:

» HREIMYPOPE— M EEREE. (BINseERAVAMEEETMY, T
ERANE BB =14 POP3,

» POPB{ERZFIRS=s0IT/EL =,

s EERWERMERIRE P PCH e uziTPOPEFIER, TIERFME
ERAYISPRIBMAARSS 22 Uiz1TPOPRRSS 512 7.
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5. AmBHEEN 19 POP3FIIMAP

5.F8 MR/

IMAP:
= IMAPEEREFIRSEHA T, IERFHHIRRS4S, Bl
IMAP4,

= FIPEB CRIPCHL ERUAT LAY SPRIBRA-ARSS=RATMERE, LRI
2N g =N
= IMAPZE— BRI,
SRFPCHL EAIMAPE P2+ IMAPRRSS 2RRUBRFERT, FBFHIAS
ERBMEFRYEER.
ERPEE TR0, Nizst4 A E2IRARITT &L,
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5. AmBHEEN 19 POP3FIIMAP

5.F8 MR/

IMAP:
= IMAPEKAVIFALHLE PRI LAEA Rt S ERAR R EALNE
AT _E kg FIsEF NS0 R B S AYREB4A,
s IMAPIESFRIE A RIEEEB A RIE— N
ATTHERE, BTG FERARMAESSRS, L SEREHEIZNE
TEGXAMRIAIMHE,
= IMAPHERRZUSRAFSEBHIMESEHIZIECHIPCH L, TIMR4
—BEEEHEIMAPIRSESE |,
Et AP EELE S5IMAPIRS SR & TR,
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5. B8 B4 S ABEHEETHIY POP3HIIMAP

POP. IMAPFISMTP:

s REEHMAEEMY POPE IMAPSHMHEXINY SMTPFEE.
s RIEARIRFRIEEIRARMIRS 27 AXmRME, LANIRAREARSS 23]
BRYBMABRSS 2R AXHMME, EBRBEEFASMTPIINY,

= POP#MYELIMAPHIYUIZ R M B B4k S5 =5 L 1s2ENBR/4-FfrfsE
FREIT.
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5.8 HB{4 5, SETF S HEmAR T b

EE MG MARIEZIN S B IR B 2e2EEHTTPHMY,
ARG IRSS 28 Z IBIRUEIXEFASMTP,
AR M FTRAM G IR T XE | BEMEAHTTPMY,

) ZABERRSS 25 FrREMAARSS 25
mail.163.com mail.sina.com.cn

i >

HTTP - SI\/ITP - HTTP
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o. _’,jdHth: 5.618 FA R I HR{HT 7eMIME

SMTPELATE A

» SMTPABUEXAIHVT UG E B —iHHIRT SR,

» SMTPRRFHAEX7RIASCIEE, FEZEMIEEERNNE (10
Y. B, EETFESHENENEEN) MITEEE,

s SMTPIRSZEESIEA BT —ERKERINR4E,

s HESMTPRUSEINFR S B EIRRR[RFC 821189 SMTP Rk,
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5.58 FHP{4

5.618 FEHF M HRE 7EMIME

MIMEFOISMTPRYKE :

AR

I JEASCIIES

MIME

7{SASCIES

7{3ZASCIIHE

AR

JEASCIIES I

MIME

7RIASCIIEG

SMTP |=

WREHREARE / Bkl / 13938213680 / http://network.xg.hactcm.edu.cn

> SMTP




o. _’,jdHth: 5.618 FA R I HR{HT 7eMIME

MIMEEZBRFE=1EE7

s STOFTHVEREEERFER, BB STE[RFC 822|533 H. XEFER
RE T BEXRIMEERINER.

s EXTIFSHMEATRIETIN, SRR RN AHIT T

L.
2 gﬁ#ﬂ’%‘z%ﬁ%, AT IR BRIV TR, TIASHERE RS
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o. _ajéEEB{t: 5.618 FA R I HR{HT 7eMIME

MIMESZNNS N FEYERMA = ER:

= MIME-Version: fr&EMIMERSRRA. IMAEANRASET.0, Bl
17, MRS,

= Content-Description: IXZEo[EFRFE, IBBLEMEERT4A.
BRI EREAZ.

= Content-Id: HBHAIHE—IFRRT.

= Content-Transfer-Encoding: TEEERTHMFRIEAR A AIIREEY.

= Content-Type: TiBAMBAAIMER,
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5.58 FHp14 5,638 FEEAS R4 ZSMIME

REEXmIS (Content-Transfer-Encoding)
= HERRIEHE7MASCIRE, MEITAEEIT 1000 =FAT,
MIMEXiXFHEHASClIRSHE B AT MR A F R A T4,

s B—FRIDFRIquoted-printable, XFh4RAL S RIERTHE
EREEEFR REG D ERVEASCIRE,
n S FHERRZHFISUE, rIFbase6447138,
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5.F8 MR/

NPk

= MIMEETRENEContent-TypelR BB RSB MR, BN
BB (type)FIF£E (subtype), H[EIA /" BFF.

= MIME fREEN T TNERNEREFN1 57728,

5.618 FE R4 BB 7eMIME
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5.F8 MR/

5.618 FARSMERMA FZEMIME

<« EE BRaE 3R BaElv s 2 <
- EBEFRE1KINESENK  EERE o
Q Z&RID.com Bk eee
WA ruanxiaolong 20165065130 13:45 e

RHFA : FURID.com <customer service@jd.com>

W#EA :  ruanxiaolong <ruanxiaolong@163.com>

DI B
@m‘ RMSE VIPSRAR [ BTIRE

TR \ERRSWL 37

FRENFFEKSTE 1 KBk , HEEE | AsRRBsnY  SRRUE R ONEYRE !
fERTbAsaE RANETR -- (A SEHE.

RS EBNEESS 2

ATRIESIERERES , BRIRE <KOQHE-- KPP > TR EUHRIFHICHISITE !

Puns
ES) HE AREEREE BAREE EFARRA

"% 20.0 ¥200.0  2016-06-14 ESTES

WREFPEZARE / bl / 13938213680 / http://network.xg.hactcm.edu.cn



[Received: | from mail406. jd. com (unknown [36.110. 177.37])

by edm4 (Coremail) with SMTP id icCowECZPkx7SF5XW394Ag——. 3958652 :
Mon, 13 Jun 2016 13:45:31 +0800 (CST)

|DKIMfSignature:|v:1; a=rsa—sha256: g=dns/txt: c=relaxed/simple; t=1465796730;
s=leo; d=jd.com; i=leo@jd. com;

| h=Date:From:To:Message—ID:Subject:MIME-Version:Content-Type:Content-Transfer-Encoding; |
5 . = I bh=Nnz87XIMKPqfkDFp3 JFFXVR jznkA j3RegEHICPHo1 V4= A ZEMIME

- b=F8JNcwm/pJr4g6dNUHbf1hQBmVeMNPi51/1mBOxVTIRyaitnL05ZTwxLME1 2RpEB
qJKht++FLGOhBkVPKsCCU09eL70afivkMoyeODQiNm9vP4yMIASNuoXBtK8z7Du2T je
1xx3JXZh12ZwnhkfAdQkfcHvgfhvHf CNiRCrY03U=

Date:|Mon, 13 Jun 2016 13:45:30 +0800 (CST)

From: | =?utf-8?B?56LqsbLicSkQuY29t?= <customer service@jd. com>

To: ryanxiaolong@163. com

Message-ID: <752153985. 21007141465796730970. JavaMail. admin@host-10-187-18-98>

[Subject: [F?UTF-82?B?50K05Zy05Las5L1 c5py JMeW8o0S8mOaDoA==2=

=?UTF-8¢B?5Yi145Yiw6LSm77yM6K+35r0050SP5p+15pS2?=

MIME-Version: |1.0

Content-Type: |text/html;charset=utf-8

Content-Transfer-Encoding: quoted-printable

X-CM-TRANSID: icCowECZPkx7SF5XW394Ag——. 3958652

Authentication—Results: edm4; spf=pass smtp.mail=customer service@jd.c
om; dkim=pass header. i=@jd. com

X-Coremail-Antispam: 1Uf129KBjv]JXoW7KF1k]JF48XFWftFykCFyUWrg yoW8Jwlkpr
Z5Ww48Wr4d jvalS9rd4UWwlIgr4lUJanagal Yq34xtFWEXyrWUJFO2yrW7KF93uadfXwnrZan7
X3WFq3sYgwn0k3DanT9S1TB71UUUU4 JqnTZGkaVYY2UrUUUU jbI jgfuFe4nvWSUSnxnvy2
9KBjDUYxBIdaVFxhV jvjiDturlkJVWrZrnYChsFpT7143ZEXa7xR_LvttUUUUU==

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN” “http://www. =
w3. org/TR/xhtml1/DTD/xhtml1-transitional. dtd”>
<html xmlns=3D"http://www. w3. org/1999/xhtml”>
<head>=20
<meta http—equiv=3D"Content-Type” content=3D"text/html; charset=3Dutf-8">=
=20
<title>=E6=82=A8=E5=9C=A8=E4=BA=AC=E4=B8=9C=E6=9C=891=E5=BC=A0=E4=BC=98=
=E6=83=A0=E5=88=B8=E5=88=B0=E8=B4=A6=EF=BC=8C=E8=AF=B7=E6=B3=A8=E6=84=8F=E6=
=0F=A5=E6=94=B6</title>
<{/head>=20
<body><!— webmail open_begin ——><table style=3D display:none; width=3D"1=
ST s sa s o=y height=3D" 1" ><tr><td> <img width=3D"1" height=3D"1" src=3D"http://dc2. jd.=
lﬁ]ﬁa[Fqé;?g;h%F-/ Breds com/auto. php?service=3Dtransfer&tvpe=3Doms&from=3Ddmp&kid=3D155&k]1id=3D8814=




Thanks

WREFPEZARE / bl / 13938213680 / http://network.xg.hactcm.edu.cn



