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1. Wireshark FjZEA#/E
(1D FEEA
A B 7 WG Chttp://www.wireshark.org) 38453 Wireshark #4422 35 FE 7 ;
Al B AR R 5G Chttp://network.ke.51xueweb.cn) T A< ZORE AT 4% ) Wireshark
BAERRUAS o
(2) &AMt
@M it7 Wireshark 235727, #E N1 5-1 FT R[] Wireshark ¢35 417, £t Next > ]
THIREAT 256 . Rt firh, 3R PR 2R CHM R, G BIA A
i, HAkWE 5-2 s,

<
(M Wireshark 226 (64-bit) Setup =) Al Wireshark 2.26 (64-bit) Setup [ —

Choose Components
Welcome to Wireshark 2.2 .6 (64—[)“) Choose which features of Wireshark 2.2.6 (64-bit) you want to install. ‘
Setup
This wizard will quide you through the installation of The following components are available for installation.
Wireshark.
Before starting the installation, make sure Wireshark is not
running. =

Select components to install:

Click 'Next’ to continue, TShark

Wireshark 1
- [¥] Plugins & Extensions
(-1 Tools
User's Guide
“Description
Space required: 171.0MB

Cancel I < Back ]{ Next > ] [ Cancel

Kl 5-1 23R 5-2 Ak

@ik HE XE, meERET A RS, WK 5-3 Fir.
@M AL ERINH) Wireshark 222¢ H 3%, W] BATBSrL ki, Wk 5-4 Pos.

~ T N . . )
M Wireshark 2.2.6 (64-bit) Setup o [ M Wireshark 2.2.6 (64-bit) Setup i )

Choose Install Location
Choose the folder in which to instal Wireshark 2.2.6 (64-bit). ‘

Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts Choose a directory in which to install Wireshark.

[¥] Wireshark Start Menu Item

[ wireshark Desktop Icon

[¥] wireshark Quick Launch Icon

[] wireshark Legacy Start Menu Item
[ ] wireshark Legacy Desktop Icon

[7] wireshark Legacy Quick Launch Icon

e Destination Folder
© Assodiate trace file extensions to Wireshark Browse...
*) Assodate trace file extensions to Wireshark Legacy
() None

Space required: 171.0MB

Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, pcap, Space avaiable: 20.8GB
vailable: 20.

pcapng, pklg, pkt, rf5, snoop, syc, tpe, tri, trace, trc, vwr, wpc, wpz

[ <Bak [ Next> ] [ cancel [ <Back || mwext> | [ cancel
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@ik % WinPcap #fth. WinPcap s241 %) Windows 32 “F & L IHIUEL R 25 43 it
B —/MEZLE Y, & Windows P& NPt ALK RS, EFE723EZHEIL K
4, & 5-5 Fow, s [Next > 46823847 Wireshark #2225 .

r T N B
M Wireshark 2.2.6 (64-bit) Setup [E=NEE—) M Wireshark 2.2.6 (64-bit) Setup [E=mEE
Install WinPcap? Install USBPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘ USBPcap is required to capture USB traffic. Should USBPcap be installed ‘
(experimental)?

Currently installed WinPcap version

Currently installed USBPcap version
WinPcap 4.1.3

Install
Install WinPcap 4.1.3
If selected, the currently installed WinPcap 4. 1.3 will be uninstalled first.

Install
[} 1nstall USBPcap 1.1.0.0-g794bf26-5
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice

In case of issue after installation, please use the system restore point created or read
https: //github.com/desowin/usbpcap/issues/3

What is WinPcap? What is USBPcap?

[ <Back ][ mext> ] [ concel

[ < Back H Install J [ Cancel

K] 5-5 4% %% Winpcap Kl 5-6 A 2% USBinpcap

©®R2% USBPcap #ff. USBPcap 4% USB W& BT M I —MHELLH A, A
SEEAER X USB WA AT NS 04T, FTAAZ3eizME 48, k] 5-6 izn. midi [nstalll,
A 3EAT Wireshark 482225 .

©Wireshark 3 {F7E 22 2550 FE ok 222% WinPeap HEZE, MRIFERIN 23 58R, 8%
MEZR )22 %e, & 5-7 Fizs s

@ fiidi [Finish] 52/ Wireshark #f (22355, 11K 5-8 Fizs.

r Ny
6 WinPcap 4.1.3 Setup ) M Wireshark 2.2.6 (64-bit) Setup P e e

‘ () . Installing
¥/4\a) caP Please wait while WinPcap 4. 1.3 is being installed.

Completing Wireshark 2.2.6 (64-bit)
Setup

Extract: Packet.dl... 100% Wireshark 2.2.6 (64-bit) has been installed on your

computer.

Click Finish to dose Setup.

7] Run Wireshark 2.2.6 (64-bit)

] Show News

5-7 %% Winpcap 5-8 “ZIETERK

®FFF Wireshark 4, FHEERWAE 5-9 Fis, &FE—M-KER S, %8 [Startd,
AR 1ZM R LA SR SCE S, WK 5-10 Fir.
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Fner

L The Won - otocal Analyzer
TIRESHARR I Vorkds Most Poguiar Network Protocel Ansya

4 Website
start Do et ip Usersa
L . @ Sample Captures i 4
ar—=] e e i @ seany .
@ Copture Options

@ & et =

K 5-9 HEEFESHTN R

s ouiait

d Teme TaEE — T e |
o who 28
mae
LI : ) w4
5 Tiaw Tt el Laga nio
1 0000000 172.17.101.255 s 92 Hama quary M8 CTR.DATACLD. COH<Dd>

149,205.35.18
172.17.101.2
172.17.181.255

55 Continuation Data
66 443 + 12035 [ACK] Seqel Acks2 Wine3001

172.17.181.9 52 Name query HB CTR.DATACLD, COH<BE>

170562 172.17.161.7 172.17.181.255 92 Hame query HB CTR.DATACLD. COM<PE>

517338 172.17.161.7 172.17.181.255 HES, 52 Name query HB CTR.DATACLD. COH<BE>

Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface @ -

Exhernet 11, Src: Wistronl_se:de:d] (FB:0F:41:aei2e:6?), DSt: Broadcast (FF:FF:FFiFFIFFFr)

Internet Protecol Version 4, Sre: 172.17.181.9, Dst: 172.17.101.255

User Datagran Protacol, Src Part: 137, Dst Part: 137

MasaTDS. sra
L1111 11310011 11111131 11111311 13131111 113111111 11111698 0R0e1111
1608961 19191116 BO1A1116 11619111 GBGA16RD HORGHA0H P15AG1AL PRGHIBD
1830BGO 1601110 B1186111 18153081 BP30RGOD H0RAAD B1DAGHAD DBG1ABAL
11101111 11016010 10181100 0RG10081 01108101 GOGG1081 10101100 BEO1A031
Q1102101 11111111 P00R0I0 10001091 0PO0R00D 10RO101 POGAORA GR111010

@ 7 FMEH: Qi coptars in e i = - BBt s owo) | RRSE et

Kl 5-10 HHERSCHNAE

2. ARP 5T
(1) Bl& ARP WhiIMEAESS

T Wireshark, & [Filter] &5 NG JE 254 “arp”, %4 [Start), F4h

BEATIOCKREE, W 5-11 Fos.

Ml The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

PP

- Interface List

fl ® Live lit of the capture interfaces
(counts incoring packets)

=) Open

Open Recent:
I A Start

Choose one or more interfaces to capture from, then Start

Fle Edt Vew Go Capture Analze Statistics Telephony Took Intemals Help
© ® BEEXR2 Ae9n T L QeRen @#®E®mx 8
Filter: | arp| HE ression... Clear Apply Save
e orid 0 Pop e 0 P 0CO
R AR 0| 6 6 g dacé6a

Open a previously captured fie

® Sample Captures

o Website
Vist the project’s webste
@ User's Guide -

The User's Guide (oniine version)

r Arich

® Capture Options

Start 2 capture vith etaied options

Capture Help
e How to Capture

Step by step to 3 successful capture setup

fies on the viki ® Security

Work vith Wireshark as securely as possible

@ #7 | Ready to load or capture

‘ No Packets

i Profile: Default

& 5-11 )% ARP WM INEAT S

(2) M HAE AT 7T

£ Wireshark (PR & A, W DURIUEEAN B A 70 9 =N X8, Wi 5-12 s b

o TR [Wireshork 226 (v2.26-0-g32daca)]l W .

fle EOt Vew Go Captuwre Analze Statstics Telephony Jook [ntenak Hep
(e dm s BEEAXS AeIDTFL
| Fiter: arp

BE caaan e@m%s B

[~] i #p
[~ Expression. Clear

Save

Destination

. 91488

75.916808 Digitalc_1.
125 34.415245 Compalln_e
126 34.416508 Digitalc_L.

CompalIn_es
Digitalc_1a
76:22 CompalIn_es

Brotocol Length Info
ARP 4

60 172.17.101.1 15 at 00:03:0f .
Arp 42 who has 172.17.101.1? Tell
AR 60 17.

17.101.1 s at 00:03:0f:1a:7|

Ethernet I1, Src: CompalIn_e5:f8:44 (20:1a
Address Resolution Protocol (request)

Frame 16: 42 bytes on wire (336 bits), 42 byus <ap(ured (336 bits) on interface 0
5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:

0s 00000110 11100101 11111000 O1000100 00001000 00000110 0000K
10 00000

18 ooooouo 1110010] 91131000 01060100 10301100 00010001 01100301
20 000011

28 01300101 00000001

00 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
000 00000001

000001 00100000 00011010

00000010

11 00011010 01110110 00100010 10101100 00010001

O #f FmiE®: <ive Gapture n progress> Fie: ... | Packets: 158 - Dispayed: 4 (2.5%)

Profie: Defauk.

5-12 A F S
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E T, JFIHER 5-2.

2 5-2 ARP 3R3CAHHT
Ea=) FRAK FRKE RIEALE FBAE FREMIEE
1 Hardware type £ A
2 Protocol type =% /A
3 Hardware size g (2
4 Protocol size =5 (2
5 Opcode g A
Sender MAC N
6 E A
address
7 Sender IP address 2 (2
Target MAC "
8 ® M
address
9 Target IP address g A
PR EHE B 1) V0 P 25
10

3. ARP @I EEFEC T

(1) Bz ARP WHINEAT S
FRARITFE 2 773K B ARP PhisGE S i FE I BR L.

(2) ARP 35 KR Hr

7E Wireshark MIMELE A, B — K15 REIEIRSCHAT =M o b, K 5-13 Fr
N, HIAER 53,
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Internals Help

File Edit View Go Capture Analyze Statistics Telephony Tools

6246 2303.89539 Digitalc_1a
6330 2332.39344 CompalIn_e5:
6331 2332.39472 pigitalc_1a
6402 2361.39383 CompalIn_e5:

compalin_e

compalin_e!
pigitalc_L

6516 2386.89432 pigitalc_1

CompalIn_e

ARP 60 172.17.101.1 is at
17.101.

2415.39366 DigitalC_1
2438. 39258 CompalIn_e5:
2438.39385 Digitalc_1a:7
24 Asus(ekc

.17.101.1 is at
42 who has 172.17.101.
60 172.17.101.1 is at
60 who has 17

B¥ts), 42 bytes captured (336 bits) on nterface 0

protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

opcode: request (1)
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000110 00000000 00000001

0020 00000000 00000011 00001111 00011010 01110110 00100010 10101100 00010001
0028 01100101 00000001

@ #7 [xsis: <ive capture in progress> Fie: ... | Packets: 18438  Displayed: 307 (1.7%)

ARP 60 172.17.101.1 is at 00:03:0f:1a:
Digitalc_1a:76:22 ARP 42 who has 172.17.101.17
ARP 60 172.17.101.1 s at 00:
ARP 42 who has 172.17.101.17

6403 2361.39502 Digitalc_1a: CompalIn_e5: ARP 60 172.17.101.1 s at 00:
6471 2379.63049 AsustekC_89: Broadcast ARP 60 who has 172.17.101.17
6515 2386.89311 Compalin_e5:fi pigitalc_1 ARP 42 who has 172.17.101.

B

©® 4 m RS AedPDT L Blaaa b | @ HBmx
szl Bsxpmsion.,, N ETERATPIE
No. Time Source Destination Protocol Length Info
6285 2303, 89407 Compalin_es: DigITaIC L AP 42 WO nas 1/2.1/.101.17 111 172,17+

Tell 172

:e5:f8:44), pst: pigitalc_1a:76:22 (00:03:0f:1a:76:22)

m

Profile: Default

5-13 ARP ¥ R R

ARP R

5 FRARK i E

FEBRAE

FRERRMEL

1 Hardware type

B | #
=F

2 Protocol type

B
=

3 Hardware size

&
=

4 Protocol size

B
=

5 Opcode

Sender MAC

(o)}
¥
=

address

7 Sender IP address i /b

Target MAC

address

9 Target IP address o) 1A

PICEE L PR N A

10

(3) ARP RiZARICo T

£ Wireshark FRIAMELE A, 35 IRV SRISOITRT R R 4 SCHEAT VEA 70

WK 5-14 fio, JHEEER 54,
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©O©® 4m EXR AesT L Bl aaaqb @#®@%% 8

Filter: | arp B Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info
0245 23U3.894U/ COMPAILiN_e>:T8:44 DIQITAIC_LA:/0iZZ ARP 42 WNO Nas L/Z.1/.1UL.17 1€11 L/Z2.1/.10L.2
6246 2303.89539.Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6330 2332.39344 compalin_e5:f8:44 DigitalCc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6331 2332.39472 Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6402 2361.39383 compalin_e5:f8:44 Digitalc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6403 2361.39502 Digitalc_1a:76:22 cCompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6471 2379.63049 Asustekc_89:92:e9 Broadcast ARP 60 who has 172.17.101.1? Tell 172.17.101.4
6515 2386.89311 Compalin_e5:f8:44 DigitalCc_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6516 2386.89432 Digitalc_1a:76:22 CompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22
6584 2415.39245 Compalin_e5:f8:44 DigitalC_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2

2415.39366 DigitalC_1a:76: compalIn_e5:f8: .17.101.1 is at

6694 2438.39258 CompalIn_e5:f8:44 DigitalC_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172.17.101.2
6695 2438.39385 Digitalc_1a:76:22 cCompalIn_e5:f8:44 ARP 60 172.17.101.1 is at 00:03:0f:1a:76:22

6696 2438.63066 AsustekC_89:92:e9 Broadcast ARP 60 who has 172.17.101.1? Tell 172.17.101.4

®

Frame 6585: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
thernet II, src: a 22 (00:03:0f:1a:76:22), Dst: compalIn_e5:f8:44 (20:1a:06:e5:f8:44)

[olc]

Protocol type: IPv4 (0x0800)
Hardware size: 6
protocol size: 4
opcode: reply (2)

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000110 00000000 00000001
0010 00001000 00000000 00000110 00000100 00000000 00000010 00000000 00000011
0018 00001111 00011010 01110110 00100010 10101100 00010001 01100101 00000001 < eV
0020 00100000 00011010 00000110 11100101 11111000 01000100 10101100 00010001 )
0028 01100101 00000010 01000101 00000000 00000000 01001111 00000000 00000000  e.E..O..
0030 00000000 00000001 00000000 00000000 00000000 00000000 00000000 00000000  ........

@ Mj*iﬁﬁﬁ: <live capture in progress> File: ... | Packets: 18824 - Displayed: 320 (1.7%) | Profile: Default

& 5-14 ARP MR

R 5-4 ARP MR

5 FRAK FBREKE eI E FBIE FEEINER

1 Hardware type g (12
2 Protocol type o0 IA
3 Hardware size o0 A
4 Protocol size g (12
5 Opcode =5 I
Sender MAC .
6 - A
address
7 Sender IP address o A
Target MAC .
8 - A
address
9 Target IP address =5 I

PIBCEE L 1 TR N 2

10

(4) XS Eo
WA ARP TERAMPE IR SCAN R, PN ROCA RN 5 ADREZER], JFIH
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1. ARP &3
(1) ARP HIZEAR JFHZTA?
(2) ARP B EEEH 24?2

2. ARP EFWICHHT

(1) MESLISFE PRI 2 A ARP 1 RRSC, WX LER S LUK H bk
eI, o B H R R ?
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BER A, AR 2
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