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Ml The Wireshark Network Analyzer [Wireshark 1.10.0 (SVN Rev 40790 from ftrunk-1.10)] =

Fie Edit View Go Caspture Analyre Statitics Telephony Tools Internas Help
oo il EERET QAesaTF i OE

[ ] expression... clear Aoply Save

Filter: dns and ip.addr==8.2.8.9|

The World's Most Popular Network Protocol Analyzer

-
WI RESHARK Version 1.10.0 (SVN Rev 49790 from /trunk-1.10)
L capwre _______J ________Files _______J _____ online |

Interface List Open Website
= Op & i

Live list of the capture interfaces Open = previously captured fle Visit the project’s webste

(ceunts ncoming packets)

P Open Recent: Eﬁ User's Guide E
A The Users Guids (lacal versian, finstaled)

Cheoss ona cr mors interfaces o capturs from, then Start ® Sample Captures
] -  rich sssortment of exampls capture ks on the ki @ Security

Work vith Wireshark as securely 3s possile

2] Bluetooth FEES i

® Capture Options

Start a capture with dataied options

Capture Help
@ How to Capture

ton b ston 2 Sucresul eanturs sstun

Ready to load or capture No Packets Profile: Default

& 7-1 1§ Wireshark T.E.#47 DNS R CF4

@FT I Windows M2 &A1&, i\ “nslookup —gt network.ke.51xueweb.cn 8.8.8.8 7,
{# F DNS R%55% “8.8.8.8” XM 41057 “network ke.5S1xueweb.cn” 34T M, & 7-2
IV

ers\RuanXiaolong>nslookup —gt network.ke.S51ixuewebh.cn 8.8.8.8
A ,D;' google—public—-dns—a.google.com

hddress: 8.8.8.8

network.ke .51xueweb.cn
211.69.35.21

B 7-2 X430 5% network.ke.51xueweb.cn #E4T DNS fEHTiE K

(DFE Wireshark FINE & A, #F SR DNS Bk, ik 7-3 fis.

£ Capturing from A1 (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

coAm | BEXZ AesdTLIEE QAN #BDB% &
Fiter: dns and ip.addr==8.8.8.8 [+] Expression... Clear Apply Save
No. Time Source Destination Length Info
8. DNS 80 standard query 0x0001 PTR 8.8.8.8.in-addr.arpa
375 5.931694 8.8.8.8 172.17.101.2 124 standard query response 0x0001 PTR 8.8.8.8.in-addr.arpa P
377 5.935121 172.17.101.2 8.8.8.8 82 standard query 0x0002 A network. ke. Sixueweb.cn
457 7.936734 172.17.101.2 8.8.8.8 82 standard query 0x0003 AAAA network.ke. S1xueweb.cn
504 9.941317 172.17.101.2 8.8.8.8 82 standard query 0x0004 A network.ke. Slxueweb.cn
551 10.538752 8.8.8.8 172.17.101.2 98 standard query response 0x0004 A network.ke.Slxueweb.cn A
553 10.541133 172.17.101.2 8.8.8.8 82 standard query 0x0005 AAAA network.ke. S1xueweb. cn
608 11.257663 8.8.8.8 172.17.101.2 159 standard query response 0x0005 AAAA network.ke. S1xueweb. cr|

il »

Frame 344: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0

Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
Internet Protocol Version 4, src: 172.17.101.2, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 49245, Dst Port: 53

Domain Name System (query)

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01000010 01110010 00101111 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000
0020 00001000 00001000 11000000 01011101 00000000 00110101 00000000 00101110

Ande _nntnnant niinnnit

(O 7 5% 8: <ive capture in progress> File: ... | Packets: 1203 * Displayed: 8 (0.7%) Profile: Default
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2
3
4
5
6
R 7-2 BRI F network.ke.5S1xueweb.cn [ A i3 DNS T A
s FBA FRAE FBEREN B
1 Name
2 Type
3 Class
4 Time to live
5 Data length
6 Primary name Server
7 Responsible authority’s mailbox
8 Serial Number
9 Refresh Interval
10 Retry Interval
11 Expire Limit
12 Minimum TTL

2. BETEAHE RIEREEN) DNS ]
(1) NSig%
OFKEL NS RiERMEIR L. FTIF Windows HIfr4 14, HiA “nslookup —qt=ns
network.ke.5Ixueweb.cn 8.8.8.8”, il DNS g% #s “8.8.8.8” FKHL NS idFidF4 R,
W 7-4 Fior,

*s \Ruan¥iaolong>nslookup —gt=ns S51ixueweb.cn 8.8.8.8
google—public—dns—a.google.com

51xueweb.cn nameserver figins2.dnspod.net
51xueweb.cn nameserver figinsli.dnspod.net

K 7-4 347 DNS 1) NS 1e 3% @I 3R

f£ Wireshark fUIMEE AF, AFCIREK DNS K NS il @i Buaiksc, wE 7-
5 B
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@NS AR NI X NS 0357015 RN BB AT 08T, ARG
PR SC N FIEG R 7-3 3R 74,

124 standard guery response 0x0001 PTR 8
71 Standard query 0x0002 NS Slxueweb.cn

DNS

Ml SR (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] . . . . C=2ro)
File Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help
coAmd BORXE AesTLE ([EE QAQQAN @B % &
Filter: | dns E]Expussion... (L e G
No. Time Source Destination Protocol Length Info
27 4.584239 172.17.101.2 8.8.8.8 DNS 80 standard query 0x0001 PTR 8.8.8.8.in-addr.arpa
28 4.647198 172.17.101.2 211.69.32.10 DNS 80 standard query 0x3e9b A 8.8.8.8.in-addr.arpa
29 4.648034 211.69.32.10 172.17.101.2 DNS 130 standard query response 0x3e9b No such name A 8.8.8.8.in-3

125 standard query response 0x0002 NS 5lxueweb.cn Ns flglnsl.j

.8.8.8.4in-addr.arpa P

) il

@ Frame 31: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0
@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
© Internet Protocol Version 4, Src: 172.17.101.2, Dst: 8.8.8.8
0100 .... = version: 4
.... 0101 = Header Length: 20 bytes (5)
& Differentiated Services Field: 0x00 (DSCP: €SO, ECN: NOT-ECT)
0000 00.. = pifferentiated Services Codepoint: pefault (0)
xplicit congestion Notification: Not ECN-Capable Transport (0)
Total Length: 57
TAanrifioarian. AVETAd (23448Y
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 00111001 01010111 10101101 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000

0020 00001000 00001000 11101011 10001110 00000000 00110101 00000000 00100101
ANde _Aninnnnt atatinia Annnnntn

%

m

[

Profile: Default

© | Fie: "C:\Users\UX\AppData\Local\Temp\... | Packets: 384 * Displayed: 6 (1.6%) * Dropped: 0 (0.0%) * Ignored: 8 (2.1%)
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Flags C A
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6 Additional RRs = 7
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(ITENFERE) LT H / Lh+t: DNS H X7

3 Questions ) fir
4 Answer RRs o) 7
5 Authority RRs o) /A
6 Additional RRs 5 /A

7 Queries o) IA

8 Answers o) /A

PICEE L 1 VR AH Y 2

(2) CNAME i3k

D3KEL CNAME d3KiER MRS FT9F Windows 4 %A, HiA “nslookup —
gt=cname network.xg.hactem.edu.cn 8.8.8.8”, ffi ] DNS Jii%#% “8.8.8.8” I CNAME
WRICREE R, Wkl 7-6 FiR,

.\U‘.ers\RuanXu(olong)n‘.lookup —gt=cname network.xg.hactcm.edu.cn 8.8.8.8
-:-, google—public—dns—a.google.com
ress: 8.8.8.8

etuurk xg.hactcm.edu.cn canonical name = network.ke.S5ixueweb.cn

7-6 CNAME 10 R fRMTE R
F Wireshark FIIMBE A, BF DA CNAME oM@ 8dEiHR -, wE 7-7

A “FHESE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] el
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help
COAN I BEXRE AePDTFL Qaan #®B% B

i e e B B, E’Expvession... T A e

e - Lo
92 16.056118 172.17.101.2 . & 3 84 standard query 0x0002 CNAME network.Xg.hactcm. edu.cn
94 16.324065 8.8.8.8 172.17.101.2 DNS 118 standard query response 0x0002 CNAME network.xg.hactcm. edy

No.

i »

Frame 92: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface 0
Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
Internet Protocol version 4, src: 172.17.101.2, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 56597, Dst Port: 53
Domain Name System (query)
Response In: 94
Transaction ID: 0x0002
@ Flags: 0x0100 Standard query
Questwns 1

....... nne. A

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010

0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000

0010 00000000 01000110 01110000 01100000 00000000 00000000 01000000 00010001

0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000

0020 00001000 00001000 11011101 00010101 00000000 00110101 00000000 00110010
An1AnANT A11ant1 Annnnnt A

| »

(O | =iz <lve capture in progress> File: ... | Packets: 277 * Displayed: 2 (0.7%) - Ignored: 4 (1.4%) Profile: Default
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@CNAME it 51 R B E R ST A CNAME 5% 13 3R R BR AR CSOEAT 7047
FEARYEE AR SN RIHE R 7-5 TR 7-6.

# 7-5 CNAME 18 Fi& RO
FFs FRAK FRKE EIRAE FRE FERRAER
1 Transaction ID o
2 Flags o
3 Questions ;- B )
4 Answer RRs E R A
5 Authority RRs £ iz
6 Additional RRs B
7 Queries £
PRECHCE B 1) 1 41 P4 75
8
# 7-6 CNAME 123 NS
5 FRAH FRKE &AL E FBIE FRESER
1 Transaction ID B
2 Flags w0
3 Questions O
4 Answer RRs W
5 Authority RRs 9 /DA
6 Additional RRs %
7 Queries %
8 Answers o
PRI B 1) T 4H P 25«

9
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(ITENFERE) LT H / Lh+t: DNS H X7

(3) MX it

O MX LRGSR M EHR . F7TH Windows HIa2 &R, Hi A\ “nslookup —qt=mx
hactcm.edu.cn 8.8.8.8”, il DNS fi45#% “8.8.8.8” FKHL CNAME idKicxk4H, Wik
7-8 7R

ers\Ruan®iaolong>nslookup —gt=mx hactcm.edu.cn 8.8.8.8
google—public—-dns—a.google.com

thactcm.edu.cn MX preference = 18, mail exchanger = mailgate.hactcm.edu.cn

7-8 #E4T DNS ) MX iC FMEHTIE R

7E Wireshark (UIMELE A, 2F SR MX iCF M8 Hos, aniE 7-9 pios.

=&

Capture  Analyze Statistics Telephony Tools Internals Help

BRX@ AaesaTFL(EE b @BDB % B

Filter:  dns and ip.addr==8.8.8.8 DExpression... Clear Apply Save
No. Time Source Destination Protocol Length Info
12 1.666016 8.8.8.8 172.17.101.2 DNS 124 Standard uery response OXOOOl PTR 8.8.8. E in-addr.arpa P
1670246 172.17.101.2 8.8.8.8 DNS' 73 standard query’ OXDSE’Z' WX hactcm. edu. cn
18 1.981084 8.8.8.8 172.17.101.2 DNS 98 standard query response 0x0002 MX hactcm. edu.cn MX 10 mailf

il »

# Frame 9: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0
# Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_la:76:22 (00:03:0f:1a:76:22)
7 Internet Protocol Version 4, Src: 172.17.101.2, Dst: 8.8.8.8
# User Datagram Protocol, Src Port: 62087, Dst Port: 53
= pomain Name System (query)

Transaction ID: 0x0001

® Flags: 0x0100 standard query

Questions: 1

Answer RRs: 0

Avrhamis npes A
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01000010 00000000 00011100 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000
0020 00001000 00001000 11110010 10000111 00000000 00110101 00000000 00101110

O ® F\Ie: "C:\Users\L!X\AppData\LuGl\Temp\m Packets; 73 - Displayed: 4 (5.5%) - Dropped: 0 (0.0%) e Profile: Default
K 7-9 MX 10 F 18 R N &R S
@MX CRIE RN ER LM K MX 103018 SR N BB ) SCHEAT 8T, R B 2
P SC N FIEE R 7-7 F13R 7-8.
R 7-7 MX B RIE RIS HT

FF5 FRAK FERKE ' E FBUE FRERER

1 Transaction ID F
2 Flags % A
3 Questions o A
4 Answer RRs F
5 Authority RRs ) it
6 Additional RRs = DA
7 Queries 9 fir
8 PUIBCEE L 1 TR N 2
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(TENWERE) IRESFH / LRt NS B

2 7-8 MX TR MEIR T

FF5 FRAR FREE b E FBE FRESER
1 Transaction ID %A
2 Flags %L
3 Questions E R A
4 Answer RRs &% A
5 Authority RRs o iz
6 Additional RRs B
7 Queries %M
8 Answers &% A
DI 0,1 4 1A 2«
9

J\\ LR AR

L. SV — AP E R BT A AT, AR R R B E T R U A 2R
e R E N B — R AR DNS ARS8 T WU 2R EE, A2 mIERMPF
A% B DR R 5 1 DNS AR %5438 ?

2. WA EFRMALKRER
(D M2, FarkEAiixR? “EZRRRARTA?
(2) AL FA RS ?
(3) W HiE— A E S RIA4 ?
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