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@O #T JF Wireshark , 7& [ Filter 1 3% T 7 %y AN fit SC i 3€ 25 £ “ http _contains
“http:/network.ke.5S1xueweb.cn””, %+ [Start), FFaEHATHRCRE, WK 8-1 Frw.

‘ The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COAMI BEXRZ QeI DTF S Qaan #®Bm% 8

Filter: | http contains "http://network.ke.51xueweb.cn” B xpression... Clear Apply Save

Interface List = Open Website

(=) Live list of the capture interfaces Open 2 previously capturd file Vist the project's webste
(counts incoming packets)

o)

Open Recent: User's Guide

‘ Start The User's Guide (online version)
~ Choose one or more interfaces to capture from, then Start @ Sample Captures
= A rich assortment of example capture files on the viki @ Security
Work viith Wireshark as securely as possible
. Capture Options

Start  capture with detaied options

Capture Help

How to Capture
Step by step to a successful capture setup <
@ *?’ Ready to load or capture No Packets Profile: Default

8-1 f#i[f] Wireshark L E#E4T HTTP IR 3K

@FTFFMEES, TEHBHER: %N “http:/network.ke.51xueweb.cn”, AT T 17 ]
(DFE Wireshark (UM & A, &H QIR HTTP PR Bk C, il 8-2 fir

A Capturing from FHEERE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] ==
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

c® 4m EXR A+« T L IEE QB @#BB% @
Filter: ' http contains "http://network.ke.51xueweb.cn” lz| Expression.. Clear Apply Save
o. Time Source Destination Protocol  Length  Info
150 4.564448 172.17.101.2 211.69.35.21 HTTP 565 GET /Dataservice.asmx/UpdatevisitCount?callback=

< n | »

@ Frame 150: 565 bytes on wire (4520 bits), 565 bytes captured (4520 bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
& Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

@ Transmission Control Protocol, Src Port: 48562, Dst Port: 80, Seq: 1, Ack: 1, Len: 499

1+ Hypertext Transfer Protocol

0040 00000100 11100101 01000111 01000101 01010100 00100000 00101111 01000100 ..GET /D A
0048 01100001 01110100 01100001 01010011 01100101 01110010 01110110 01101001  ataservi
0050 01100011 01100101 00101110 01100001 01110011 01101101 01111000 00101111  ce.asmx/ =
0058 01010101 01110000 01100100 01100001 01110100 01100101 01010110 01101001  uUpdatevi
0060 01110011 01101001 01110100 01000011 01101111 01110101 01101110 01110100 sitCount
0068 00111111 01100011 01100001 01101100 01101100 01100010 01100001 01100011  ?callbac
0070 01101011 00111101 01100011 01100001 01101100 01101100 00110001 00110100 k=calli4
0078 00111001 00110101 00110000 00110010 00110001 00110011 00111000 00111001 95021389
0080 00110011 00110001 00110110 00100110 01010110 01101001 01110011 01101001  316&visi
0088 01110100 01001001 01101110 01100110 01101111 00111101 00100101 00110111  tInfo=%7 b

O t’r E#iE$2: <lve capture in progress> File: ... | Packets: 816 - Displayed: 1 (0.1%) Profile: Default
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s FRAK FRKE IR E FBUE FRESIER
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(TENPAERE) XREFH / LB/ HITP oA

1 Request Version o 7
2 Status code o) 'A
3 Response Phrase o) /DA
4 Content-Length 5 /A
5 Content-Type o) 1A
6 Content-Location o) 7
7 Last-Modified 5 /A
8 Accept-Ranges ) fir
9 ETag £ I A
10 Server = A
11 X-Powered-By o0 A
12 Date = /A
13 Time Since Request ) 1A
R G0 PG P 25
14

2. ANEEAR) HTTP $HEE 50
T A 3 o) U 2% ok K ik HTTP W3 f¥) HEAD I POST &R, KA 5256 %
HTTP #r A H T E Fiddler, SZEA[EESRZEAF HTTP P Bl B8 R i% .

(1) Fiddler %3 51g H

ORS-5:5-30)
AfE B PG Chttp://www.telerik.com/fiddler) 3575 Fiddler #1223 FEFF

AL EE ASIRRE /3G Chttp://network.ke.51xueweb.cn) & ASHORE AT FH B R AS
@A
av X7 Fiddler 2227, HEAWIE 8-3 Fizxi Fiddler #2451, sidi [1 Agreel

BEAT 2

b F 7 AI{E BRI Fiddler 2235 H 3%, ] BATEMERINSE, WE 8-4 Fin.
c. Fiddler #fh 2238072, Wi 8-5 A, 22352 s Wi 8-6 Alrs .
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4 Telerik Fiddler Setup: License Agreement =]l =

€ Telerik Fiddler Setup: Installation Folder =1L=

'96 You must agree to this license before installing.

By using this software and any updates to it, you indicate your acceptance of »
these terms. If you do not accept these terms, do not install or use the 3
software. =

The software (Fiddler Web Debugger) and any updates to it are provided “as
is” and you bear the risk of using it. In no event shall Telerik Inc., its affiliates,
or its licensors, be liable for any consequential, special, incidental or indirect
damages of any kind arising out of the delivery, performance or use of this
software. This software was written with care, but no one warrants that the
software is error-free. Your sole remedy for any failure or any form of
damage caused by this software is a full refund of the license fee we have
received from you, which in all cases is $0.

16 Select the directory to install Telerik Fiddler:

Destination Folder
:\Program Files (x86

iddler2]

Space required: 11.7MB
Space available: 19.2GB

=] 22 2 57 7 /4
K 8-3 [l 2% 8-4 LWALIKAE
r = —
€ Telerik Fiddler Setup: Installing =R ) {0 Telerik Fiddler Setup: Completed ¢ = :‘ o
7 Extract: Zopfii.exe ' + Completed
- -— =
S
|
L
N
|
|
Cancel [Mar-21-17] v4.6,20171,14973 < Back I Close Cancel [Mar-21-17]v4,6.20171,14978 < Back

K 8-5 ZdEitfE

8-6 AT

@A

FTOFHAT, FEAMPEAER H ik [Composer], iEFF HTTP i

F ORISR 1)

ik, SEIUASH AR AN R AL HTTP hill B, aniEl 8-7 s

[ Telerik Fiddler Web Debugger

File Edit Rules Tools View Help ffFiddler I GeoEdge
A\ The system proxy was changed. Click to reenable Telerik Fiddler capture. |
) #pReplay X~ b Go | § Stream i Decode | Keep: All sessions ~ €5 Any Process 34 Find [l Save |8 (&) & Browse ~ QX Clear Cache =
= Result  Protocol Host URL A |l [ Log [ Fiters | = Tmslios, I 7 aPTTest
Buz 20 WP fanyi.baidu.con fsug | Ostatsts | L& inspectors [ £ || = cComposer o Fi
B3 20 P fanyi.baidu.com  /sug Usethis pageto compose aRequest. You can clone a prior requ: st by dragaing and dropp nga I
s 200 HTP correctxt.baidu.com /correctxt?callback=iC session from the Web Sessions list.
[B115 200 HTP fanyi.baidu.com flangdetect
$9116 HTTP dlick. fanyi.baid: Jasre= Parsed |Raw | Scratchpad | Options
. P ————
HTTP :anyl.:a\du.cum [v2transapi T ~ http:/jwww.example.com/ v HTP/L1 v |9 LogRequests
HTTP anyi.bai ta 3 »
HTTP b User-Agent: Fiddier 7| it
HTTP hm.baidu.c — twork.ke. 5 xue
HTTP hm.bai 4 ) [2211.69.35.106:80
TP ben bal r www.example.con
e b bakcl Request Body Uploadfile...
HTTP hm.baidu.com / I
HTTR hm a
\[El2s 200 wTTR hm.baidu.com i
126 302 HTTP config.pinyin.sogou...
E1w7 200 cdn2.ime.sog
L WEvY ran - - . - ud
Ei P— ] < ' <[am »
= AllProcesses 129 CustomRules js was loaded at: Wed May 17 21:07:34UTC+8 2017

K] 8-7 Fiddler EI’JﬁEﬁFJ

(2) HEAD #3354
OFEEL HTTP Head BHER .

T+ Wireshark, 7E [Filter] &0 i N4 SCid 4414 “http
FIGHATIRCCR S, W 8-8 ATz

b $7JF Fiddler, 7E M 4bik FELTHEAD J2&

£ [Start],

T, F5 N\ http:/network.ke.5 1xueweb.cn”
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M [Execute] FF4A4U1T, WK 8-9 Fiar.

-
Ml ~FSEEE (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] ‘ P
Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

COANM L BORLS AedDT X =]
Fiter: | http Bhpression.“ Clear Apply 'Save
el P — e r——

211.69.35.21

8 2.859816

136 HEAD / HTTP/1.1
333 HTTP/1.1 200 OK

< n 3

@ Frame 12: 333 bytes on wire (2664 bits), 333 bytes captured (2664 bits) on interface 0
@ Ethernet II, Src: Digitalc_1a:76:22 (00:03:0f:1a:76:22), Dst: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44)
@ Internet Protocol Version 4, Src: 211.69.35.21, Dst: 172.17.101.2
= Transmission control protocol, Src Port: 80, Dst Port: 52758, seq: 1, Ack: 71, Len: 267
Source Port: 80
Destination Port: 52758
[stream index: 2]
[TCP Segment Len: 267]
Sequence number: 1 (relative sequence number)

[ »

< il »

0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000000 01000101 00000000
0010 00000001 00111111 01110111 00000000 01000000 00000000 00111000 00000110
0018 11000011 01001010 11010011 01000101 00100011 00010101 10101100 00010001
0020 01100101 00000010 00000000 01010000 11001110 00010110 00101110 11000111
An11n1n1 1anannnn

ANY® _ ANT1A1NT 11001011 N10ANI11 1n11n1an 3110n1nt nnnt1nnn

O 7] Fle: "C:\Users\UX\AppData\Loca\ Temp\.... | Packets: 77  Displayed: 2 (2.6%) * Dropped: 0 (0.0%) [ Profie: Default

K 8-8 3K75 HTTP HEAD % &4k <

4 Telerik Fiddler Web Debugger - B . - - - o
File Edit Rules Tools View Help fi#Fiddler £ GeoEdge

A The system proxy was changed. Click to reenable Telerik Fiddler capture.
() ¥sReplay X~ b Go | § Stream i Decode | Keep: All sessions ~ €5 Any Process 34 Find [l Save | i (8) @ Browse - < Clear Cache &

2 Result  Protocol Host URL B | El Log [ [ Fiters [
[B112 200 fanyi.baidu.com /sug | O swtsts | & %

‘?113 200 fanyi.baidu.com  fsug Use this pageto compose a Request. You can clone a prior request by dragging and dropping a
lh1a 200 correctxt.baidu.com /correctxt?callback=jC session from the Web Sessions list.
B1us 200 fanyi.baidu.com flangdetect

200
200

dick.fanyi.baidu.com [?src=18locate=zh&a
fanyi.baidu.com /v2transapi

History

[@ network.ke. 51xue

|2 211.69.35.106:80
www.example.con

< »

Request Body Uploadfile...
= -
=
&
B
= =
3 < » « n »

All Processes 129

js was loaded at: Wed May 17 21:07:34 UTC+8 2017

K 8-9 Fiddler I &

QE AT
YR HTTP HEAD Wh R SCHAT FEAN /04T, JFIHE 3R 8-2 AIEk 8-3.
% 8-2 HEAD &R T

5 FBAT FBRKE IR E FBUE FERERHER

B
=

Request Method

Request URI

Request Version

User-Agent

BB #| 8|8
=

Connection A
Host A

PUICEE L 1 VEAH N 2

o g et
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7 8-3 HEAD W B3R SCAM T
FP5 FRAMRK FBKE IR E FBUE FRERHER
1 Request Version 9 [
2 Status code £ A
3 Response Phrase o0 A
4 Content-Length ) 1A
5 Content-Type i DA
6 Content-Location R )
7 Last-Modified o0 A
8 Accept-Ranges 3 DA
9 ETag £ 1
10 Server £ 1
11 X-Powered-By
12 Date
13 Time Since Request
PO A (R TE 4 P 25
14

(3) GET H¥lidh 30 o-#r
3K HTTP GET 44 3.
av FIFF Wireshark, £ [Filter] T4 AR SCSIERAF “http”, E+E [Start],
FRGFATIROCK S . Wl 8-10 Fios.
b . T JF Fiddler & fF, £ XM ik % [GETY KM, JH A
“http://network ke.51xueweb.cn”, sidi [Execute] FFaaH AT, W 8-11 Fiw.
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Ml "SR Wireshark 2.26 (v2.2.6-0-g32dac6a)] F B
Fle Edt View Go Capture Anaze Statstics Telephony Took Intemals Help
Codm i BOXR| AesdTF X Bleaab #®Bx 8

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

@ Transmission Control Protocol, Src Port: 52958, Dst Port: 80, Seq: 1, Ack: 1, Len: 69

= Hy text 1sfer protocol . E=

Fiter: | http EExpwssion... ISP AP e
o Tme Source Destination Protocol  Length — Info
4.9038 0 69 P P
44 4.909809  211.69.35.21 172.17.101.2 HTTP 1391 HTTP/1.1 200 OK (text/html)

fl
fl
f
fl
fl
fl
W« [ i | »
:w; Frame 23: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0 -
fl

HITR/LINcN0
= [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
[GET / HTTP/1.1\r\n]
[severity level: chat]

Pl il »

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01111001 00110100 00010011 01000000 00000000 01000000 00000110
0018 00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
IOOZO 00100011 00010101 11001110 11011110 00000000 01010000 01101100 01011010

ANSS _1AN1ANAT_A1A1NT1N NANANIIA NANATTAA N1N1A111 11101110 10ANAANA_ ANAYTANN

© 7 Fie: "C:\Users\UX\AppData\Loca\ Temp\... | Packets: 58 - Displayed: 2 (3.4%) - Dropped: 0 (0.0%) - | Profile: Defautt

K 8-10 3K15 HTTP GET H IRk

4 Telerik Fiddler Web Debugger. ar B . a .- -
File Edit Rules Tools View Help fFiddler £ GeoEdge
A The system proxy was changed. Click to reenable Telerik Fiddler capture.

) #sReplay X~ b Go | § Stream HiiDecode | Keep: All sessions ~ €5 Any Process 34 Find [l Save | i) (&) @ Browse - Clear Cache

£ Result  Protocol Host URL B Gl Log | [ Fiters | = Timeline | |4 apITest

& HTTP | @ statists | L4 Inspectors | £ | 3 composer 5 Eil
—ﬁf Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a
HTTP session from the Web Sessions list.
HTTP om 08ck=1 = — =
HTTP fanyi.baidu.com fsug Parsed IRBW | saratchpad | options|
HTTP correctxt.baidu.com /correctxt?calback=iC e | i s s | v WP/l v [W]LogRequests
HTTP fanyi.baidu.com /static/translation/wid N -
HTTP fanyi.baidu.com /sug . Y,
HTTP fanyi.baidu.com fsug Host: network.ke. 51xueweb.cn . i networkke.51xue
HTTP fanyi.baidu.com /sug <« ) 1%"EM°'k'kE'5me
HTTR fanyi.baidu.com  fsug 3 C i 21:69.:35:106:80

Request Body Uploadfile...
HTTP correctxt.baidu.com Jcorrectxt?callback=; SAUEAL 00y P_03¢ Ve www.example.con
HTTP fanyi.baidu.com flangdetect ‘ ‘ 0
HTTP dick.fanyi.baidu.com /?src=18locate=zh8a
HTTP v2transapi
“ » T T
All Processes. 134 CustomRules.js was loaded at: Wed May 17 21:07:34 UTC+8 2017

K 8-11 Fiddler L B

QBHEI LT o
XREERT HTTP GET Wk SCIH T HEAN 0 dr, HHIHE %R 8-4 fIZk 8-5,
# 8-4 GET ERM L

Fs FRAK FREKE Ly CIVA= FEBRHE FERERIER

1 Request Method

B | #®
=

2 Request URI /b
3 Request Version o Ia
4 User-Agent =5 /A
5 Connection o Ia
6 Host =5 Ia

7 PICHCECE L B VR AR N A

f
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# 8-5 GET Wi R SCoM T
FP5 FRAMRK FBKE IR E FBUE FRERHER
1 Request Version 9 [
2 Status code £ A
3 Response Phrase o0 A
4 Content-Length ) 1A
5 Content-Type i DA
6 Content-Location R )
7 Last-Modified o0 A
8 Accept-Ranges 3 DA
9 ETag £ 1
10 Server £ 1
11 X-Powered-By
12 Date
13 Time Since Request
PO A (R TE 4 P 25
14

(4) POST #fi i 303
(D3R HTTP POST A4 3.
av FTJF Wireshark, 7E [Filter] I ¥ AN €41 “http”, %+ [Start],
THRREATIROCK S, Wk 8-12 iR .
b #T7F Fiddler, /£ AR IEFI POST B2, -4 N\“http:/network ke.5 1 xueweb.cn”,
i [Execute] JFEAHAT, 0Kl 8-13 FiR.

EREESEERRYIA= / btk /13938213680 / 5587
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Ml *FAEE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] [E=ET
Fle Edt View Go Capture Anayze Statitics Telephony Took Intemals Help

coAmd BERXE Aes2T L (R Qe #B®% B

@ Ethernet II, src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21 =
@ Transmission Control Protocol, Src Port: 53085, Dst Port: 80, Seq: 1, Ack: 1, Len: 89
= Hypertext Transfer Protocol .
POST / WTTP/L.I\r\n
| [Expert Info (Chat/Sequence): POST / HTTP/1.1\r\n]
[POST / HTTP/1.1\r\n]
[Severity level: chat] e

Fitter: | htp [ | expression... clear Apply save
o Time Source Destination Protocol | Length | Info
T 5 o - - -
38 4.044132 211.69.35.21 172.17.101.2 HTTP 1043 HTTP/1.1 200 OK (text/html)
l
|
|
|
l
|
I« i '
'|& Frame 14: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits) on interface 0 5
| =
t

< I | »

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 10001101 00111111 11011110 01000000 00000000 01000000 00000110
0018 00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
0020 00100011 00010101 11001111 01011101 00000000 01010000 11101001 01110100

© _A1111111_ANATAT1A NANAANAN 11ANNT1A_N1A11111 10ANTATA_TANANNAN ANA11ANA

@ 7| Fie: "C:\Users\UX\AppData\Local\ Temp\.... | Packets: 42 - Displayed: 2 (4.8%) - Dropped: 0 (0.0%) | Profie: Default

K 8-12 3K15 HTTP POST HIEHK

€ Telerik Fiddler Web Debugger e W TTY TwwT e A - R -
File Edit Rules Tools View Help f#Fiddler £ GeoEdge
A The system proxy was changed. Click to reenable Telerik Fiddler capture.
) 4 Replay X~ b Go | § Stream [iiDecode | Keep: All sessions ~ € Any Process 33 Find [l Save |18 (3) @ Browse - X Clear Cache .
2 Result  Protocol Host URL Al El Log [ [ Filters [ = Timeline [ [4 aprTest |
H | & statisis | 1k | 3 composer | I Fiddersaript
i Ly Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a S
H hm session from the Web Sessions list.
HTTP hm, com —
HTTP fanyi.baidu.com /sug
HTTP correctxt.baidu.com /correctxt?callback=iC - HTP/LL [7] Log Requests
HTTP fanyi.baidu.com /static/translation/wid Lt
HTTP fanyi.baidu.com /sug - ik
HTTP fanyi.baidu.com /sug 3 network.ke. 51xue
HTTP fanyi.baidu.com fsug 4 b £ network ke. 5he
HTTP fanyi.baidu.com fsug [ network.ke. 51xue
R estBody Uploadfile... 8
HTTP correctxt.baidu.com fcorrectxt?callback=jC £AREAER0) ploadTie-  [8211.69.35.106:80
HTTP fanyi.baidu.com flangdetect ‘ * www.example.con
HTTP diick.fanyi.baidu.com /?src=18locate=zhsa — I
HTTP fanyi.baidu.com jv2transapi
\ 7 V| I

All Processes 135 CustomRule:

was loaded at: Wed May 17 21:07:34 UTC+8 2017 ‘

8-13 Fiddler [ L &

QARSI Mo
TR HTTP POST WSk SCHAT VA 404, HHEE 3K 8-6 FlIk 8-7.,
& 8-6 POST &R CHH7
FFs FRAW FBREKE s E FBE FRESMIER

b

1 Request Method (2

B
=

2 Request URI

3 Request Version =5 i1
4 User-Agent =5 fr
5 Connection o Ia
6 Host o) /A

7 PICHCEE L 0 VR AR N A

EREESEERRYIA=E / Fbtk /13938213680 / 59 ]
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# 8-7 POST WRIR LT
s FREWR FERKE AL E FBUE FBERAER
1 Request Version 9 [
2 Status code £ A
3 Response Phrase E A
4 Content-Length £ (72
5 Content-Type £ (72
6 Content-Location E iz
7 Last-Modified E A
8 Accept-Ranges £ (72
9 ETag E A
10 Server E iz
11 X-Powered-By
12 Date
13 Time Since Request
PO A (R TE 4 P 25
14

EREESEERRYIAZ= / bk /13938213680 / £ 10 ;™
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J\\ SKRES T

1 HTTP #3CAMHT
(1) HTTP &R CE ML B, EEEH A A2
(2) HTTP W NAR ST MR 7 By, B4 242

2. HITP &R

(1) 383 HTTP AL 30 U285 1] sl sy, 00 BE 22 75 R ) B i) EHLR IS — IR HTTP
TR ? W] A A X L R ?

(2) Fiddler ¥ TAE BRI RAT 42 EER G scaRLL?

SREESERRERHBIAE / bk /13938213680 / 111



