CHEALMS RE) ZBREFH / LRI SNP AT

SCIE/L: SNMP Y 53 %7

—. LA
1. FEffE SNMP P SEA A 25 FIE (5
2. EE MIB () LAEREE, H 2K Windows #:1FE RGHIFEA MIB {5 2.
3. AR X2 A N fr A R B

. SCIGEET
2 2EHY

=. ScEukE

LER

/. EIFEK
1. B
BABLITEN LG,
2. B
Windows 7 DA #1E RS, 22%E Wireshark WZSEARE AT, 2235 Net-SNMP 24,
3. Mg
SIS AN SCRE, RERE UG ARSI Y, BEE U7 ) ELECIM .
4. TH
T

F. LGP

v NHEREEARI L,

 UDP 15 R AT 18

« SNMP 1 MIB [3EAFE i
« XEFRR OID [HFEASR .

—

AW N

75 XWES
1. 58 Windows #1/E R4t T SNMP & it i) 22 38 S5 C &
2. H4E SNMP R KIEM 75, H 56 R SNMP B 1434
3. B EAE IR ST SNMP P B E TR .

+t. XBRARRLER

1. Windows #/ERL T SNMP B/ EE S E
(1) ASZEGPL Windows 7 #4E R4 461, #5417 SNMP B %% S5Hc & .

EEEESEERABIAE / Fukki / 13938213680/ 5511



CHEALMS RE) ZBREFH / LRI SNP AT

(2) 791 Lzl ] (R 1 CHT T 8% ] Windows DIfEY, 4l 9-1 frar.

v EHEE » BF »

G-

FRIERER
Eail=s
FAEEH] Internet —
—_— @ s
WY EMESFIEEMEAEE  REEEIETUERET R | RERES
| EENTE

= psEEEmIE | BismEsIE | 2 IE
EE Windows FEEHEERNTE

B 9-1 223 SNMP S

(3) iEFF [FAMKE R (SNMP)]) Ja, sidi [ifie Y 4240, #7238, o
K 9-2 flizs.

P o =
FIFFEH Windows Thag @

EEA—WE  BEEESEE. SEXAA—TIE  EEkESE

2. EFAEER I ENEE R, -
57 8 -

1)} Windows Process Activation Service . SIS l LDHEE | Beie L SEIR l

| Windows Search P

. Windows TIFF IFilter

3
o e
§ Wlndclvws NTEFE B TE [ iscsl ZE=F
XPS Viewer W EE (& Windows PowerShell Modules
XPS EBE | SRS

FIHRICRS M

&, s () [CiE=

K 9-2 Z3kE SNMP %% J i K 9-3 $TIFIRS & AR

(D AT LEHlIR I LR GM 2 VERTRY, WdrdTF Ukss ), &l 9-3 fir

(5 78 UR%s) % ad, Wil [SNMP Servicel JIkRSs, JFiG%F SNMP #H4THECE .
(6) 1F [FaFEY k£ rp, HEHX LN “NetworkMonitor”, sz LN
FIFEY, Wk 9-4 fis.

SNMP Service FIEfE(HEHHEERL) — L=

st senice B ) N i
A |27 [mE [mE |m (22 [RexE| W |Ex |HE e [ms | T2 |REEd|
smie SR 10R/I2 30 1RY/SHE L}géwﬁﬁiﬁf& [T BALSERERE (1)
Falh s b
u‘ﬁaﬁﬂ%ﬁm i e ) [T
iL o s !
o -\ EhEBE O
B &) | }
FRRARAE (1) ‘ | (Fnw.. | [wE©..] [#Eo ]
|

| I © ﬁ‘kgﬁﬂiﬂlﬂ’] SHIE #hifE )

REE. e o)

i iRE (1) HHER )
TH S ALFHRER

THE SIMP RYSAREE

(o ) @8 (5w ] A 0

& 9-4 Bt E SNMP FIRG B 9-5 W& SNMP 124>

EEEESERRAHAE / hbep / 13938213680/ 5521



CTENFERE) LhigF+H / LI S\P B a4

(D AEL 24 BETR b, 3£ LRI &4, 3 in—AN 8t 4L [F & “ NetworkMonitor ”,
kPt (2K BT EHLE SNMP 2, @i 9-5 s,

(8) et [T A [ ] 444, 5eRliicE.

(9) 7 LRSS ) Efhd, %% “SNMP Service” %%, sidi [EEshARS ), Xt
SNMP k55347 B ¥R 8, (EARRCE LR W’ 9-6 Fis.

@@I.IDQQIE-

|l

v RS ()

-

SNMP Service = R kT BEiER BER
@ . Smart Card =l
RS kiR
LR L5, SNMP Service
[ i

— - ., S SPEER., FEEE
Windows ETERINELE FMAHEN EHTES. L e == RS
SHHE Service H&. EBEBEsl RS
= = TR
w = #p. CER =R EEs
= FEES
. W50, CEm 8@ FiEES
T . BA . E=) FiEES

i 9-6 H ) 5l SNMP Service HE%

(10> #t, % Windows F#RAFE RS0 AT LAWK B HoAth 4L SNMP 153K .

223 Net-SNMP
(1) FHEZHEA

Ali@ERE 7ML Chttp:/Avww.net-snmp.org) ¥

1S Net-SNMP 314 22 3552 7

AL EEASRAE R Chttp://network.ke.51xueweb.cn) N & AR AT FH BB A

(2) ‘%% Net-SNMP.

a. Wi Net-SNMP ZH:FE R, #EANWE 9-7 Fizn i) Net-SNMP %2 3% B,

[Next >1 JFafiEAT 24, i [ accept ..
EREBRIN R A, ik 9-9 B

1

mdr
H s, W 9-8 Az, sy [Next >1,

Welcome to the Net-SNMP 5.6.1.1
Selup Wizard

This wizard will gUIdE you through the installation of
Met-SMMP 5.6.1. 1.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

Next > Cancel

9-7 LHR

@

License Agreement
Please review the license terms before instaling Met-SMMP 5.6.1. 1.

Press Page Down to see the rest of the agreement.

Various copyrights apply to this package, listed in various separate -~
parts below, Please make sure that you read all the parts.

-—-Part 1: CMU/UCD copyright notice: (BSD like) -~

Copyright 1989, 1991, 1992 by Carnegie Mellon University
Nerivative Work - 1886, 1993-2000 b

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Net-SMNMP 5.6, 1.1, Click Next to continue,

(®)1 accept the terms of the License Agreement
()1 do not accept the terms of the License Agreement
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%) (7 Net-SNMP 5.6.1.1 Setup - *
Choose Components: P Choose Install Location P
Choose which features of Net-SNMP 5.6, 1,1 you want to install. R ) Choose the folder in which to install Net-SNMP 5.6.1. 1. K 'y
Check the compaonents you want to install and uncheck the components you don't want to Setup will install Net-SNMP 5.6.1.1in the following folder. To install in a different folder, dick
install. Click Next to continue. Browse and select another folder. Click Next to continue.
3 R Description
elect components to install: .| Base Components

=B Net-SNMP Agent Sery
H Standard agent
With Windows Ex| Destination Folder
Net-SNMP Trap Servic|

- [7] Perl SNMP Modules [:ls] Browse. .
[ pevelopment files

[ Encryption support (¢

Space required: 13.1MB
< > Space available: 47.2G8

Space reguired: 13, IMB

« Back Next > Cancel < Back Cancel
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(5 Net-SNMP 5.6.1.1 Setup - (5 Net-SNMP 5.6.1.1 Setup -
Installing o .
Please wait while Net-SHMP 5.6, 1.1is being instslled. 5 ) Completing the Net-SNMP 5.6.1.1

Setup Wizard

Output folder: C:lusridocs Net-SNMP 5.6. 1. 1 has been installed on your computer,

Click Finish to dose this wizard.

SRPPEUT SYTTaA-Ud WA e Eauiie, T2
Skipped: syntax-InetAddress-get.m2i

Skipped: syntax-InetAddress-set.m2i

Skipped: syntax-InetAddressType-get.m2i
Skipped: syntax-InetAddressType-set.m2i
Skipped: syntax-RowStatus-dependencies.m2i
Skipped: syntax-RowStatus-get.m3i

Skipped: syntax-RowStatus-varbind-validate.m2i
Skipped: syntax-StorageType-dependencies.m2i
Skipped: syntax-TestAndIncr-get.m2i

Show Readme
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JE RN . A 442385 Net-SNMP T B [l A EHL KL T —~ SNMP ik, MIB
M5B N.13.6.1.2.1.1.

(3) BWEFENMELE, HIHEEE -1 il SNMP iR S Windows ARG IFRAE

itho

£ 9-13@iE SNMP #E3RIKB Windows REMEAEF R

5 FBA FBHE FESERAN LA

SEERSEERFAHAE / BBy / 13938213680/ 554 ™



CHEALMS RE) ZBREFH / LRI SNP AT

(4) JELHEE OID 77 dk4T Windows R4 FEA(E BIFREE .

% 4, “snmpget -v 2¢ -¢ NetworkMonitor localhost { % 4t % [} OID} ” wJ DL K £E
Windows R4iHI R4 1E R
RYE RIHS 2R 9-2 .

R 92 AHBFBITRE—RR

; BEREMEELE, JPH SNMP 53K 3R51K Windows #:1E

s FB4 FBE F BRI UL
1 Rk

2 RYHIFAA OID
3 RYLATIN A
4 RGWARN

5 RGAIR

6 ARG E

7 ARG S

8 ARG (A

9 RGN
10 RGHE

1 ARG AT H
12 TESPSYNAN
13 R4 A58 Y 155 0L
14 /BE R NAR
15 VB A S L

4. SNMP #3437

EREESEERRHIA= / btk / 13938213680/ 5557



CHEALMS RE) ZBREFH / LRI SNP AT

(1) J33) Wireshark, 7E [Filter] /A

Fle Edit View Go Capture Anslyze Siatistics Telephony Tocls Internals Help
©CO AR I BEXE A TEIEEC LB W

Filter: snmp.community=="NetworkMonitor" v | Expression.. Clear Apply Save

The World's Most Popular Network Protocol Analyzer

.
Wl RES HARK Version 2.2.6 (v2.2.6-0-g32dac6a)
L cptwe __J __Fles |

Interface List = Open

Open a previously captured file

Open Recent:

Choose one or more interfaces to capture from, then Start ® Sample Captures

A assermn cf ansls e s o hevie
9-13 @it Wireshark T E#:4T SNMP W IR S0 R4

“snmp. community=="NetworkMonitor””, i%&#¢ [Start] %4, HIGEIER CRE. W
Kl 9-13 P
(2) JA3h Windows 447 T. H..
(3) 72 ATH %I “snmpwalk -v 2¢ -¢c NetworkMonitor localhost .1.3.6.1.2.1.1”
J& EIZE A A
BRI SNMP 5K 3R T ANUE S, (/& Wireshark 1A KEZULMEHE, 0
9-14, 9-15 FizR.

C:\Users\heluludsnmpwalk -v 2¢ -c¢ NetworkMonitor localhost .1.3.6.1.2.1.1
SNMPu2-MIB::sysDescr.B = STRING: Hardware: Intel64 Family 6 Model 7B Stepping 3 AT/A
T COMPATIBLE - Software: Windows Uersion 6.3 (Build 1@586 Multiprocessor Free)
SNMPu2-MIB: :sysOhjectID.B = OID: SNMPu2-8MI::enterprises.311.1.1.3.1.1

DISHAN-EVENT-MIB::sysUpTimeInstance = Timeticks: (1955927) 5:25:59.27
ysContact.B = STRING:
ysName .@ = STRING: helulu
yslocation.@ = STRING:

SNMPu2-MIB: :sysServices.B = INTEGER: 76

K 9-14 SNMP T R & A At EHLKIHEAE B

file Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

CosmlBEXZ Qe+ TL BB QQAEH EERKE|IE
Filter: | snmp.community=="NetworkMonitor* v | Expression.. Clear Apply Save
No. Time Source Destination Protocol  Length Info

9-15 SNMP 547 ¢
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(4 ) £ & 2 17 % % AN “ snmpwalk -v_2¢ -c_ NetworkMonitor
192.168.157.194 .1.3.6.1.2.1.1 7 J5 [l Rl . Han 428 Net-SNMP T E i) A /N4 H
fi - EALRIE T —A> SNMP 53K, MIB {58 5.1.3.6.1.2.1.1. IE@EE SNMP 3K 3K
23T ENLEIME S, Wireshark SRAE 2] SNMP @ £ HEH 0, Wikl 9-16 s

(5) MIREU) UDP $Hf i S AT mide 83 H i — 20 B 4R 00, Pz i 4 SCak AT 1%
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£ 9-4 — ¥k SNMP FEHTI BILFE

M WLAN [Wireshark 22,6 (v2.2.6-0-g32dacal] - o x
File Edit View Go Capture Analyze Statisties Telephony Iools Internals Help
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Filter: | snmp + | Expressian.. Clear Apply Save
e Time Source Destination Protacol  Length Info

202 33.391030 192.168.1.102 172.16.102.199 SMMP 93 get-request 1. B

299 34.536935 192,168.1.102 172.16.102.199 SNMP 562 SeT-request 1. o

486 56.877411 192.168.1.102 172.16.102.199 SNMP 120 get-request 1. 1

487 56.877802 192,168.1.102 172.16.102.5 SMMP 120 get-request i. 1

502 61.394548 192.168.1.102 172.16.102.199 SNMP 86 ger-request 1. 1

515 £3.395123 192.168.1.102 172.16.102.199 SNMP 93 get-request 1. 3

538 67.113690 192,168.1.102 172.16.102.199 SNMP 200G R [ 2.1

539 67.113826 192.168.1.102 172.16.102.5 SNMP 120 get-request 1. .25.3.2.1

563 72.060045 192.168.1.102 192.168.157.196  SNMP 84 get-next- r‘eques( 1.3.6.1.4.1.2699.1.2

g 71681, T168.157. Get-roquest 1. a
566 72.255751 192.168.157.196 192.168.1.102 = 89 ge( response 1.3.6.1.4.1.2699

588 77.117559 192.168.1.102 172.16.102. 5 SNMP. 120 get-request 1.3. 3.6.1
663 82.061345 192.168.1.102 192.168.157.196 SHMP. 84 get-next-request

[ Frame 7: 86 bytes on wire (G688 bits), 86 bytes captured (688 bits) on interface 0
[ Ethernet T, Src: HonHalpr_Oe:70:el (18:4f:32:0e:70:el), DST: Tp-LinkT_2c:30:44 (bc:46:99:2c:30:44)
[# Internet Protocol version 4, Src: 192.168.1.102, DST: 172.16.102.199

[ User Datagram Protocol, Src Port: 53081, Dst Port: 161

1w simple Network Management Protocol

0000 bc 46 99 2c 30 44 18 4f 32 Oe 70 el 08 00 45 00
0010 00 48 76 22 00 00 80 11 ef 1c €O a8 OL 66 ac 10
0020 66 c7 cf 50 00 al 00 34 63 f2 30 2a 02 01 00 D4
0030 06 70 75 62 6c 69 63 a0 1d 02 02 07 0 02 01 00
9040 02 O1 00 20 11 30 Of 05 Ob 2b 0G 01 02 01 2b 03
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