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.
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1. GNS3 223
OMFFT I GNS3 287 .

@M P A ERIA) GNS3 222 H 5%, Wl BATESBAERAE, Wil 1-1 fos. sid

[install] #dt47T224%, WK 1-2 Fros.

Setup will install GNS3 1.3.11in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

[C: Program Files \Gis 3] Browse...
Space required: 252, 1MB
Space available: 173,0GB
l < Back H Install ][ Cancel ]

() BMS3 1.3.11 Setup (=2 Nch === (&) GNS3 1.3.11 Setup (== =
Choose Install Location ™ 7»_} Installing " :»_}
Choose the folder in which to install GNS3 1.3.11, i )] Please wait while GNS3 1.3, 11is being installed. i o

Downloading SolarWinds-ResponseTimeViewer-v 1.0-GNS.exe

5488kB (15%) of 43318kB @ 15.4kB/s (39 minutes remaining)

Cancel

1-1 ZHHF

1-2 EEHERE

@M, R 1-3 P

P . iy [Finish) 52REE 228 .

[l 2| ==

Completing GNS3 1.3.11 Setup

(£) GNS3 1.3.11 Setup.

GNS53 1,3.11 has been installed on your computer,

Click Finish to dose Setup,

[¥] start GNs3

@ Unsaved project — GNS3 E=NEon |
File Edit View Control Dewic Annotate Hely
el OBE> ) BC FmiIicaam
@ Hode Types & x * | Topslogy Swmary & x
‘_-b
nnnnnnn £ X Tangle Neesfeed Ll

e
—
S

Go to the Jungle

1-3 ZHEE 1-4 HAESH
@GNS3 [ A4

GNS3 & HELN /- AN AR, W& 1-4
(Node Types) , FJLAE & Fhi% tHAT Bkl

Fios e AU B TAR 1 T Al R R S
v PURMIAZ LSS BIbR, 5 7 2P A AN

A A ATHIAR Ha P8 82 %% . A4l Topogoy Summary HIBHRAE T H AN SAEEAE B . iE X
A RPN IR, B EETAEX, T EIBAE RN . AR Console i

B, &~ Dynagen HI TAEIRZS .

Dynagen s&H T8 %] Dynamips F2/F R AL H, BT HI S DOS FHml, Fr
PATE GNS3 WA o B4 H il £ < 14] Console. Topology Summary % 111, MM fiif5

B AR DX I S N i

2. fEFAS LR 1] R I
(1) 358
OH s GNS3 ik Nk &5 1%

o Wt F B AR S A L AN PR AR R
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( http://network.ke.51xueweb.cn ) "~ # K 1, A LI P F M B4R )y c3640-ik903s-
mz[1].124-25c,
@i%#% GNS3 1 [Edit] — [Preferences---Y ¥shnieatg, WK 1-5 s,

= Unsaved project” — GINS:
File View Control Device Annotate Tools Help

Select all Ctrl+A [0 | c
Select none Ctrl+Shift+A
ﬁ Preferences... Ctrl+Shift+P

|
15 GilRU

GTEFT ) [ Preferences--+ 1 XFiEHEH, it [10S routers] , #AJ5 it [New] %
Hmmeig, wE 1-6 fiw. EH FERENELEGCHF, WE 1-7 s, S
[ Next >] %40

€ New10S router template [Ee==)

General 105 router template:

o) ] ] K 1-7 NN B
K 1-6 WinsEts

@& A4 MRIAS0Y EtherSwitch JfR 77 ZiEHE 2k F, W 1-8 Pion. siif
[Next>] #Z4l)5, BCEBSEHIAMFAEE, WHE 1-9 For.

@ New 105 router - c3640-iklo3s-mz[1].124-25cbin ? X @& New 10S router - Cisco 10S - €7200-jk9s-mz123-12aimage 2. [
Hane_and platforn = Henory >
Please choose a desoriptire name for this new 105 router and verify the Please check the anomt of nenory (RMM) thet you allocate to I05. Too much
platforn and chassis or not snough B could pravent I0F Lo start.
Fame EtherSwi tch ‘ Default BAM: 512 MiB =

Platforn: |c3600 Bl Check for minimun and maxinun RAN requirenent

Chassis 3640
This is an EtherSwiteh router

Cpek e

K 1-8 kA K 1-9 ERIANFF

ORI S Fr e ZHC B A S B B 2, anldl 1-10 o
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@ New 105 router - c3640-ikdo3s-mz{1]124-25c bin ? x [(@ New 105 router - Cisco 105 - c7200-jk9s-mz123-12aimage )
ork adap = I Idle-FC >
Ple se l\anse “he defuilt network adapters that should be inserte d into An idlepe value is necessary to prevent 105 to use 100% of your processor
every new instance of thiz router or one of its core
slot 0: [Me-t68SH - TalepC: IaLa-FC finder
slet 1 - Il
slot 2 |
slot 3
slot 4
slot §
slot 6
< Bad inis ance
ok Caedd
Kl 1-10 PR AL E ] 1-11 Idle-PC

OnCE Idle-PC {H, M HERMERITT . fidi [Finish] #Z4LEPAT, Wi 1-11 fios.
O &#&E BT ZE, WK 1-12 for, 5 BN EiRE S Apply1—-[0K],
A SE S A BAR BN, AN SE RS AR R & R R BN g, W 1-13 FoR

PR .« Switches g X
General | (108 router templates
Server .
Packet captura ) etherswitcn [ Sener! e ﬂ ATM switch
VPCS Server: locsl
~ Dynamips Patforme cae00
105 routers | Chassis: 3840
~10S on UNIX Image: ENS0/c3640-Kb03s-mef1]124-25c bin Ethernet hub
10U devices o
™ VirtualBox
VirtualBox VMs
~ QEMU .
QEMU VM Ethernet switch

daut

Q iy EtherSwitch
Frame Relay switch

K112 GEEE K& 1-13 el

(2) st
ARSI SRR N K 1 A HHL(SW-1) 5 2 & FHL(Host-1. Host-2)4H /%, FHLiEid GNS3
HHE T VPCS AL EALSCEL, M PR it an & 1-14 Fros.

5W-1

=

elf1 elf2

eth0 ethl

Host-1 Host-2
Host-1 Host-2
1-14 fa) HL 2% 454 1-15 GNS3 4% 45 1)

(3) MRS MR B, E GNS3 MAEE T 5e il Jm s gt i, tnf&l 1-15 fros
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(4) #ZWRER 1-1 MM RIRIER I BAR DR, 5 2 6 BN E
£ 1-1 MEHERIE

s EMLAF MR E BNPLE
1 Host-1 192.168. 1. 1/24 SW-1 e0/1
2 Host-2 192. 168. 1. 2/24 SW-1 e0/2

(5) X EHLHEAT 24T E
O Host-1 ElbR, siddi [Start] HFEZEA-
@7 Host-1 ElbR, siidi [Console) #THF Host-1 [ 245 &, #ATMLEHCE . M4k
Wi & i 0 N s o
>show ip
##F Host-1 M4 B

>ip 192.168.1.1/24
#HC B Host-1 1] 1P ik

>show ip
#EE Host-1 [ £ HL &
>save

#7JLLE B Host-1 (L8 L B 58 i, HIE BRE AT IR A7
@ aHkR 1-1 WEMANE, 7% Host-1 (IECE 7%, 58 Host-2 IBCE . JF¥% Host-2
M By S HS 2% 1-2 .

= 1-2 Host-2 e E w4

(6) 2% A5 Ik
BT Ping iy &3 AT A B E I, FRR S5 RIS Bk 1-3.
® 1-3 MEBENRER
s HREH BAME M 32 AL BALE Ping MR& R

1 Host-1 SW-1 e0/1 Host—2 SW-1 e0/2

2 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1

3. B EALZ FELE

QDTN a7

KSR 2 G2 HHL (SW-1, SW-2) . 6 & EHL(Host-1. Host-2. Host-3. Host-4.
Host-5. Host-6), THLilid GNS3 # EH i VPCS ML ENISEH, ML Infh /e 1-16
JT7R o
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S¥-1

N~

-2

K 1-16 fa]H 2% £ H4

(2) IR TE, 7E GNS3 PR N Se Rtk gt i,  l&l 1-17 for.

ethl ethl
' s¥-1 :
edf1 i elf2
Host-1 9 enss Host-2

. ethi ethi -

\ T eoss
Host—-3 elf1 y

- ethO etho -

Host-4 Host—6
Kl 1-17 i B X 28 25y
(3) M bR W& 1-4 P
F 1-4 MgHiFRIER
5= LS BB E BAME
1 Host-1 192.168.1.1/24 SW-1 e0/1
2 Host—2 192.168.1.2/24 SW-1 e0/2
3 Host-3 192.168. 1. 3/24 SW-2 e0/1
4 Host-4 192.168. 1. 4/24 SW-2 e0/2
5 Host-5 192.168. 1. 5/24 SW-2 e0/3

EREESEERRRHIA= / bkl /13938213680 / £ 82, 6
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6

Host—6

192. 168. 1. 6/24

SW-2 e0/4

(4) Xt ENLREAT 2% BC &

e

[T

* 1-4 W EARNSES, 588K Host-1, Host-2. Host-3. Host-4. Host-5. Host-6 [ [ 2%

(5)i@1L Ping #ir4 %} Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 34743 14 i
W, JFHERE 1-5,

K 1-5 E@EMEN R
s HREH BAE M B EAL AR Ping UKL R
1 Host-1 SW-1 e0/1 Host-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-2 e0/1
3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/2
4 Host-1 SW-1 e0/1 Host-5 SW-2 ¢0/3
5 Host-1 SW-1 e0/1 Host-6 SW-2 e0/4
6 Host-2 SW-1 €0/2 Host-1 SW-1 e0/1
7 Host-2 SW-1 €0/2 Host-3 SW-2 e0/1
8 Host-2 SW-1 e0/2 Host—4 SW-2 e0/2
9 Host-2 SW-1 e0/2 Host-5 SW-2 ¢0/3
10 Host-2 SW-1 e0/2 Host—6 SW-2 e0/4
11 Host-3 SW-2 e0/1 Host-1 SW-1 e0/1
12 Host-3 SW-2 e0/1 Host-2 SW-1 e0/2
13 Host-3 SW-2 e0/1 Host-4 SW-2 e0/2
14 Host-3 SW-2 e0/1 Host-5 SW-2 e0/3
15 Host-3 SW-2 e0/1 Host-6 SW-2 e0/4
16 Host—4 SW-2 e0/2 Host-1 SW-1 e0/1
17 Host—4 SW-2 e0/2 Host-2 SW-1 e0/2
18 Host-4 SW-2 e0/2 Host-3 SW-2 e0/1
19 Host-4 SW-2 e0/2 Host-5 SW-2 e0/3
20 Host—4 SW-2 e0/2 Host-6 SW-2 e0/4
21 Host-5 SW-2 0/3 Host-1 SW-1 e0/1
22 Host-5 SW-2 e0/3 Host-2 SW-1 e0/2
23 Host-5 SW-2 e0/3 Host-3 SW-2 e0/1
24 Host-5 SW-2 e0/3 Host-4 SW-2 e0/2
25 Host-5 SW-2 0/3 Host-6 SW-2 e0/4
26 Host-6 SW-2 e0/4 Host-1 SW-1 e0/1
27 Host-6 SW-2 e0/4 Host-2 SW-1 e0/2
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28 Host-6 SW-2 e0/4 Host-3 SW-2 e0/1
29 Host-6 SW-2 e0/4 Host-4 SW-2 e0/2
30 Host-6 SW-2 e0/4 Host-5 SW-2 e0/3

J\\ KBS

1. GNS3
(1) {8 GNS3 1/ B4 FN B S 2% 2 A X 2 [X 51 2 A Rk 2
(2) GNS3 fEM P A A HE? EEN AW ?
(3) [ GNS3 ARk WL ] 26 15 H A ? 55 GNS3 Xf LE A WL ff 4 2

2 ANk MR
(1) A2 A2 Al AN Bk RX A TR S8 AN [] 2
(2) AT AV R PP A5, W12 S A WA s e DU 2 R Lyt 2
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= EREEMS VLAN Ei&EE

—. LA

v BRARACHALI) AR S5 B

v PRSI AN BN P B SR A TV

. B EREEN (VLAND 3R A & A0 3

< BEIREZ G ZEATHALRIRI 5 R AU R R (VR 40 A AR a2
« 4R VLAN A5 2R R 3 5 E 7 v

[ Y S

—\ SEIGEEAY
2 ZEHY

=. ScEukE

LER

P, SKIeFEK

1.

BABLITENLE.

2. B

Windows 7 DL F#E RS, % GNS3 W44 B VirtualBox ERMLEKAT, 2% Putty
.

3. W%

SIS % RN SCRE, BRI A T 1Y
4. TH

o

F. LGP

o SR I B A S R
TJRAE AL AR R

Jo 0L JR3 R (1 A i

JRAER DX 2L IR 1) A T R AN B AR 5
+ VLAN [H] i B R A

g B~ W O =
J J P

7Ny SKRE{ES
1. SERREET R RS SR R PR 2 5
2+ SERAZHeb L G B AR R AR, IFBei se B b L A5 2.
3. SERKAE 2 B JRASHALIENR 3 KE AU R 4 R A A 4 T e I
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+t. XRARRLER

1. ZEHLER
CFTFF GNS3 A, #4 EtherSwitch #5743 GNS3 TAE & H7, At & #e#/l, i il start ]

Y25, FF R AL A AL, i [console Y444, HE N A et L ic & FL1H, W&l 2-1 Fir

2-1 AL E T

XA AL VG ELEAT B 2, AT AL N VE B RS AC A, R R N AT AR
BEEARTR.
(2) BB A A5 S
BH ZHHTA I L PR

SW-1#show interface status

BB HNLFTA v 1 TE4HE B

SW-1#show interface

(3) EEHEIREmHE S

ARG 01 ARES

SW-1#show interfaces FastEthernet 0/1

FastEthernet0/1 is administratively down, line protocol is down
Hardware is Fast Ethernet, address is cc01.0884.f001 (bia cc01.0884.f001)
Description: *** Unused for Layer2 EtherSwitch ***
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/40 (size/max)

EREESERRAHAE / bk /13938213680 / £ 821, 510}
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5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

18 FastEthemet0/| I (5K, FEHH 1 LT A5 1025 SR 31 2-1 4.
% 2-1 FastEthernet0/1 ¥ OfE 85 X

(4) e B i RS S

BEANSZHALAC B A

SW-1#configure terminal

HE V55w FE B AR

SW-1 (config)#interface FastEthernet 0/1

Jic B A2 e 0/1 35 1 (3R (5 B 4:  This is a fast ethernet interface

SW-1 (config-if)#description This is a fast ethernet interface

BEmIEE, WUERCERE 7&K,

SW-1#show interfaces FastEthernet 0/1

Hardware is Fast Ethernet, address is cc01.0884.f001 (bia cc01.0884.f001)

EREESERRFUAE / bk /13938213680 / £ 82, 11}
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Description: This is a fast ethernet interface
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

(5) i 7 m 11 T 4RI AR 2

SW-1 (config)#interface FastEthernet 0/1
SW-1(config-if)#speed ?

10 Force 10 Mbps operation

100 Force 100 Mbps operation

auto Enable AUTO speed configuration
TC 2 3 1R 8N @ S
SW-1(config-if)#speed auto
SW-1(config-if)#duplex ?

auto Enable AUTO duplex configuration

full Force full duplex operation

half Force half-duplex operation
i B o 1 2 X AR
SW-1(config-if)#duplex full

(6 TC B i 11 1)y B 425 1

SW-1(config-if}#bandwidth ?
<1-10000000> Bandwidth in kilobits
inherit Specify that bandwidth is inherited
receive Specify receive-side bandwidth
e B 3 1 R HE OB 1) 71 529 10Mbps .
SW-1(config-if}#bandwidth receive 10
B 3 11 7 8 PR A1) o
SW-1(config-if}#no bandwidth receive

(7> ZEFHAE o
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AP
SW-1(config-if}#shutdown

J i 3
SW-1(config-if)#no shutdown

2. BRUREM
(L) st

AR 2 68 HH (SW-1, SW-2), 6 4 EHL(Host-1. Host-2. Host-3. Host-
4. Host-5. Host-6), FEHLifd GNS3 H1H ) VPCS Ml EHLILHL, W& $h +h 45 44

K 2-2 fo

P 2-2 T L 2 4h 1

(2) RNt fE GNS3 35T R e RIS e, Wik 2-3 o

ethl

Host-1

5W-1

- ethl

Ho=zt-3 elf0

elf1
o
Host—-4

2-3 i B L S5

(3) MBI RIS VLAN BRI 5 2= W3R 2-2 Fios.

EEEESERRARYAE / bl /13938213680 / #8211, £ 13}
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% 2-2 VLAN HiRI%

Fe VLAN 1D VLAN name ZHH N ] Ui 14 5
1 vlan 10 VLANOO10 SW-1 F0/0 access Port
2 vlan 20 VLAN0020 SW-1 F0/1 access Port
3 vlan 10 VLANOO10 SW-2 F0/0 access Port
4 vlan 10 VLANOO10 SW-2 FO/1 access Port
5 vlan 20 VLAN0020 SW-2 F0/2 access Port
6 vlan 20 VLAN0020 SW-2 F0/3 access Port
7 - - SW-1 F0/15 Trunk Port
8 - - SW-2 F0/15 Trunk Port

(4) Mzl WAk 2-3 .
% 2-3 MLEHHHRIER

FF 5 BELR WAL E ZPS BAME
1 Host-1 192.168. 1. 1/24 192.168. 1. 254 SW-1 e0/1
2 Host-2 192.168.2.1/24 192. 168. 2. 254 SW-1 e0/2
3 Host-3 192.168. 1. 2/24 192. 168. 1. 254 SW-2 e0/1
4 Host—4 192.168. 1. 3/24 192. 168. 1. 254 SW-2 e0/2
5 Host-5 192. 168. 2. 2/24 192. 168. 2. 254 SW-2 e0/3
6 Host-6 192.168. 2. 3/24 192. 168. 2. 254 SW-2 e0/4

(5) Xf ENLHAT AL E
Ot i Host-1 Blbw, sidi [Start] FF/E %%
@7% i Host-1 ElbR, siddi [Console] 17T Host-1 [ 245 &, AT ML HCE
W28 T B i 2 1 R TR
>show ip
117575 Host-1 f M 45 fid &

>ip 192.168.1.1/24 192.168.1.254
/& Host-1 [ IP ik 5/ 5%

>show ip
/1T 7E Host-1 [1) P 2% i B
>save

I LAE 2] Host-1 M4 R & 58 i, BT B HEAT (R AT

@4 aEk 2-3 MAKNE, 2% Host-1 FIFCE %, 5EM Host-2. Host-3. Host-
4. Host-5. Host-6 [ HALHE -

(5) X L HALIAT M 25 e B

Ofiidi SW-1 Elbs, s [Start] R K.

@f SW-1 B, sidh [Console ) T A HMLIN i A4 G #ATICE . HCE A2
R PR
‘ SW-1#vlan database

EEREESEERARIIAE / bl /13938213680 / £ 82, £ 14
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11— 3640 B 3725 <5 Z 51 i i as A A HOBLER 5 ZEHE N VLAN o8 R
BEAT A
SW-1(vlan)#vlan 10
SW-1(vlan)#vlan 20
SW-1(vlan)#exit
SW-1#conf t
SW-1(config)#int f0/0
IR B T e B e B AR X
SW-1(config-if)#switchport mode access
I OB O AR, R S — O TN 23 0L
SW-1(config-if)#switchport access vlan 10
SW-1(config-if)#no shutdown
SW-1(config-if)#exit
SW-1(config)#int f0/1
SW-1(config-if)#switchport mode access
SW-1(config-if}#switchport access vlan 20
SW-1(config-if}#no shutdown
SW-1(config-if)#exit
SW-1#show vlan-switch brief
AT ZAAFH vian 32 B L

VLAN Name Status Ports
1 default active Fa0/2, Fa0/3, Fa0/4,
Fa0/5

Fa0/6, Fa0/7, Fa0/8,
Fa0/9

Fa0/10, Fa0/11,
Fa0/12, Fa0/13

Fa0/14. Fa0/15

10 VLANO0O10 active Fa0/0
20 VLANO0020 active Fa0/1
SW-1#conf t

SW-1(config)#int f0/15
SW-1(config-if)#switchport trunk encapsulation dot1q

ITrunk A P FpE3ebRE, —FiE Cisco A ISL, —F2AT\kizniE 802.1Q,
—RCKRH] 802.1Q SEHlE %, Aigi—KH] 802.1Q Fri.
SW-1(config-if)#switchport mode trunk

PR R G SUAL trunk B30, STHALAHEE R4 1 — KA trunk #5250, A
TN A VLAN &
SW-1(config-if)#exit
SW-1(config)#exit
SW-1#write

®Z% SW-1 LB a4, 5EH SW-2 L ILE
(6)i@id Ping @4 % Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 #4738 1241
i, HHEHEE 24,

R 2-4 EBEMRR
5 HREN BAE M o AL BALE Ping JRALER
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(T EALF % R HE)

ShigRH / LR ENETHE VLAN E# G

1 Host-1 SW-1 e0/0 Host—-2 SW-1 e0/1
2 Host-1 SW-1 €0/0 Host-3 SW-2 €0/0
3 Host-1 SW-1 €0/0 Host—4 SW-2 e0/1
4 Host-1 SW-1 €0/0 Host-5 SW-2 e0/2
5 Host-1 SW-1 e0/0 Host—6 SW-2 e0/3
6 Host-2 SW-1 e0/1 Host-1 SW-1 e0/0
7 Host-2 SW-1 e0/1 Host-3 SW-2 ¢0/0
8 Host-2 SW-1 e0/1 Host—4 SW-2 e0/1
9 Host-2 SW-1 e0/1 Host-5 SW-2 e0/2
10 Host-2 SW-1 e0/1 Host—6 SW-2 e0/3
11 Host-3 SW-2 e0/0 Host-1 SW-1 e0/0
12 Host-3 SW-2 e0/0 Host-2 SW-1 e0/1
13 Host-3 SW-2 e0/0 Host—4 SW-2 e0/1
14 Host-3 SW-2 e0/0 Host-5 SW-2 e0/2
15 Host-3 SW-2 e0/0 Host—6 SW-2 e0/3
16 Host—-4 SW-2 e0/1 Host-1 SW-1 e0/0
17 Host—4 SW-2 e0/1 Host-2 SW-1 e0/1
18 Host—4 SW-2 e0/1 Host-3 SW-2 e0/0
19 Host—4 SW-2 e0/1 Host=5 SW-2 e0/2
20 Host—4 SW-2 e0/1 Host-6 SW-2 e0/3
21 Host-5 SW-2 e0/2 Host-1 SW-1 e0/0
22 Host-5 SW-2 e0/2 Host-2 SW-1 e0/1
23 Host-5 SW-2 e0/2 Host-3 SW-2 e0/0
24 Host-5 SW-2 e0/2 Host—4 SW-2 e0/1
25 Host-5 SW-2 e0/2 Host-6 SW-2 e0/3
26 Host-6 SW-2 e0/3 Host-1 SW-1 e0/0
217 Host-6 SW-2 e0/3 Host-2 SW-1 e0/1
28 Host—6 SW-2 e0/3 Host-3 SW-2 e0/0
29 Host-6 SW-2 e0/3 Host—4 SW-2 €0/1
30 Host-6 SW-2 €0/3 Host-5 SW-2 e0/2

3. VLAN [E)i@{E

(1) FFEAEHHL SW-1 (1% HH D RE -
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SW-1#configure terminal

SW-1(config)#ip routing




GHEALMS RE) ShEFH / L= ENETHE VLAN @#

(2) 43HI4E VIAN 10 F1VLAN 20 ERECE 1P Hulik oAy 192. 168. 1. 254, 192. 168. 2. 254,

SW-1(config)#interface vlan 10

SW-1(config)#ip address 192.168.1.254 255.255.255.0
SW-1(config)#exit

SW-1(config)#interface vlan 20

SW-1(config)#ip address 192.168.2.254 255.255.255.0
SW-1(config)#exit

(3) &% SW-1 ECE 4, 58 SW-2 1 VIAN B & . 37 SW-2 i & a2 15 5|
* 2-5 1,

£ 2-5 SW-2 iR B &rd

(4) @3t Ping #r4 %t Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 j3F47 7% i 1]
i, HHEE 2-6.

R 2-6 EEMEIIR
P HREH BAE ] B2 L BALE Ping MRS R
1 Host-1 SW-1 e0/0 Host—-2 SW-1 e0/1
2 Host-1 SW-1 e0/0 Host-3 SW-2 e0/0
3 Host-1 SW-1 e0/0 Host—4 SW-2 e0/1
4 Host-1 SW-1 €0/0 Host-5 SW-2 e0/2
5 Host-1 SW-1 €0/0 Host-6 SW-2 e0/3
6 Host-2 SW-1 e0/1 Host-1 SW-1 e0/0
7 Host-2 SW-1 e0/1 Host-3 SW-2 e0/0
8 Host-2 SW-1 e0/1 Host—4 SW-2 e0/1
9 Host-2 SW-1 e0/1 Host=5 SW-2 e0/2
10 Host-2 SW-1 e0/1 Host-6 SW-2 e0/3
11 Host-3 SW-2 e0/0 Host-1 SW-1 €0/0
12 Host-3 SW-2 e0/0 Host-2 SW-1 e0/1
13 Host-3 SW-2 e0/0 Host—4 SW-2 e0/1
14 Host-3 SW-2 e0/0 Host-5 SW-2 e0/2
15 Host-3 SW-2 e0/0 Host—6 SW-2 e0/3
16 Host-4 SW-2 e0/1 Host-1 SW-1 e0/0
17 Host-4 SW-2 e0/1 Host-2 SW-1 e0/1
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18 Host-4 SW-2 e0/1 Host-3 SW-2 e0/0
19 Host-4 SW-2 e0/1 Host-5 SW-2 e0/2
20 Host-4 SW-2 e0/1 Host—6 SW-2 e0/3
21 Host-5 SW-2 e0/2 Host-1 SW-1 ¢0/0
22 Host-5 SW-2 e0/2 Host—-2 SW-1 e0/1
23 Host-5 SW-2 e0/2 Host-3 SW-2 e0/0
24 Host-5 SW-2 e0/2 Host—4 SW-2 e0/1
25 Host-5 SW-2 e0/2 Host—6 SW-2 e0/3
26 Host-6 SW-2 e0/3 Host-1 SW-1 ¢0/0
27 Host-6 SW-2 e0/3 Host—-2 SW-1 e0/1
28 Host-6 SW-2 e0/3 Host-3 SW-2 e0/0
29 Host-6 SW-2 e0/3 Host—4 SW-2 e0/1
30 Host-6 SW-2 e0/3 Host-5 SW-2 e0/2

J\\ KRS

1. S ) O SR AR B
(1) A SEIEHR WAL ? FRAEHZ WA SLIL 2 3570 B/ 4 TR,
(2) T BT S8 BT T 2 A AT S A X 2% 1k BE PR 2

2. BUREMN S5 HXR

(D 1 GAHANIZ 7] KI5 204 VLAN? VLAN X T2 HpL 5 20% 2 15
AR ? 15 Ul SR A o

(2) HEANRIER AT LA 1 S HNLIZH ERI N2 AT R 4 AR A&
T REMS BT 3R BRI R AT 1F U R A

(3) HEAU R 2 75 RE i MRS L8k ok 2R (10742 7 R UL AT

/
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4
d
v

SR = (MR

4

—. SSIHEM
1. BEARR d 2% 3 A AR IR 2
2 BRI AR I S A BANNE B 5
3. PR e 2H X R 7 R AN A i R B A T
4 PRMEIET B B0 1E X A, Rt — R el X T R

.\ SEEGEAT
2 ZEHY

=. ScEukE

G

P, SKIeFEK

1.

BABLITENLE.

2. B4

Windows 7 DL E#E RS, % GNS3 W44 B VirtualBox LKA, %% Putty
.

3. W%

SIS % RN SCRE, BRI A T 1Y
4. TH

o

F. SCERHEIR
1o READL R sk o R S A iR B
2. ZZHNL BREISTHAL. A ) A SRR
3. MER I B A i B
4. B X PRI BT T A B AR .

XWES

1. BT PIZE R, 58 B e i ik
2. 58/ VLAN fIfic & ;

3. SERCEREAS . R EAC LA E ;
4. FER 4 B PR

>k
-
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(HHEALMS RE) ShEsH / L= EABHSHAN

+t. XRARRLER

1. MR

(1) ASZIRH 1 S8 HE (RT-1D . 2 GHHSHHNL (RS-1. RS-2) . 4 G5 HHL
(SW-1. SW-2. SW-3. SW-4). 12 & FHL(Host-1 % Host-12). FEHLiE T GNS3 o (55 )
VPCS EHLENLILHL, Mg 3-1 fir.

Host-5 Hast-& Host-7 Hc- -8 Host-4 Host-100  Host-11 Hast 12

K 3-1 SEId A

(2) IR BT, 7E GNS3 M T e m i i, & 3-2 fros.

el/3

Host-1 Host—-2 Host—3 Host-4 Host-5 Host-6 Host-7 Host-8 Host-9 Host-10 Host—11 Host-12

Kl 3-2 seiin e

(DM HE R S5 VLAN BRI & E 77 S g ek, Bk LR 3-1. % 3-2. £ 3-
3. # 34 Fx.
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(TENRERE) SRETH / Zh=: EABEEEAN

% 3-1 VLAN $iRI%E

e T HHL VLAN 1D VLAN name NI 0 i O R
1 SW-1 - - F0/0 Trunk Port
2 SW-1 valn 10 0010 FO/1 access Port
3 SW-1 valn 20 0020 F0/2 access Port
4 SW-1 valn 30 0030 F0/3 access Port
5 SW-2 - - F0/0 Trunk Port
6 SW-2 valn 10 0010 FO/1 access Port
7 SW-2 valn 20 0020 F0/2 access Port
8 SW-2 valn 30 0030 F0/3 access Port
9 SW-3 - - F0/0 Trunk Port
10 SW-3 valn 40 0040 Fo0/1 access Port
11 SW-3 valn 50 0050 F0/2 access Port
12 SW-3 valn 60 0060 F0/3 access Port
13 SW-4 - - F0/0 Trunk Port
14 SW-4 valn 40 0040 FO/1 access Port
15 SW-4 valn 50 0050 F0/2 access Port
16 SW-4 valn 60 0060 F0/3 access Port
17 RS-1 - - F2/1 Trunk Port
18 RS-1 - - F2/2 Trunk Port
19 RS-1 vlan 10 0010 - -

20 RS-1 vlan 20 0020 - -

21 RS-1 vlan 30 0030 - -

22 RS-2 - - F2/1 Trunk Port

23 RS-2 - - F2/2 Trunk Port

24 RS-2 vlan 40 0040 - -

25 RS-2 vlan 50 0050 - -

26 RS-2 vlan 60 0060 - -

® 32 MZHHERIR
s FEHEFE BT ZES BALE

1 Host-1 10.0.101.1/24 10.0.101.254 SW-1 F0/1
2 Host-2 10.0.102.1/24 10.0.102.254 SW-1 F0/2
3 Host-3 10.0.103.1/24 10.0.103.254 SW-1 F0/3
4 Host-4 10.0.101.2/24 10.0.101.254 SW-2 F0/1
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5 Host-5 10.0.102.2/24 10.0.102.254 SW-2 F0/2
6 Host-6 10.0.103.2/24 10.0.103.254 SW-2 F0/3
7 Host-7 10.0.104.1/24 10.0.104.254 SW-3 F0/1
8 Host-8 10.0.105.1/24 10.0.105.254 SW-3 F0/2
9 Host-9 10.0.106.1/24 10.0.106.254 SW-3 F0/3
10 Host-10 10.0.104.2/24 10.0.104.254 SW-4 F0/1
11 Host-11 10.0.105.2/24 10.0.105.254 SW-4 F0/2
12 Host-12 10.0.106.2/24 10.0.106.254 SW-4 F0/3
*® 3-3 WAMIEIMRIR
s & ¥ H i 28R IP Hthht
1 RS-1 F2/0 no switchport 10.0.107.1/30
2 RS-2 F2/0 no switchport 10.0.108.1/30
3 RT-1 E1/1 - 10.0.107.2/30
4 RT-1 E1/2 - 10.0.108.2/30
& 3-4 BRHMRIE
s & B P 232
1 RT-1 Static-router 10.0.101.0 255.255.255.0 10.0.107.1
2 RT-1 Static-router 10.0.102.0 255.255.255.0 10.0.107.1
3 RT-1 Static-router 10.0.103.0 255.255.255.0 10.0.107.1
4 RT-1 Static-router 10.0.104.0 255.255.255.0 10.0.108.1
5 RT-1 Static-router 10.0.105.0 255.255.255.0 10.0.108.1
6 RT-1 Static-router 10.0.106.0 255.255.255.0 10.0.108.1
7 RS-1 Static-router 10.0.104.0 255.255.255.0 10.0.107.2
8 RS-1 Static-router 10.0.105.0 255.255.255.0 10.0.107.2
9 RS-1 Static-router 10.0.106.0 255.255.255.0 10.0.107.2
10 RS-1 Static-router 10.0.108.0 255.255.255.252 10.0.107.2
11 RS-2 Static-router 10.0.101.0 255.255.255.0 10.0.108.2
12 RS-2 Static-router 10.0.102.0 255.255.255.0 10.0.108.2
13 RS-2 Static-router 10.0.103.0 255.255.255.0 10.0.108.2
14 RS-2 Static-router 10.0.107.0 255.255.255.252 10.0.108.2
2. EHECE

OF i Host-1 Bbx, s [Start] JFE %34
@# i Host-1 E#x, sty [Console] #T7F Host-1 i &4l &, ST S AL E -
fic B Ay AU R AR

‘ >show ip ‘
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#ETFE Host-1 148 il B
>ip 10.0.100.1/24 10.30.101.254
#lid B Host-1 19 IP st 5/ 2%

>show ip
#E5F Host-m [ X4 i &
>save

#7] DL 3] Host-m ) W 45 it & 52 ik, BHAC B 3T PR A7
BB 3-2 52 Host-2. Host-3. Host-4. Host-5. Host-6 [#] /4 i & .

3. BARHNEE
O SW-1 ElbR, sidi [Start] JFHZR &
@4 SW-1 Elbxs, s [Console] FT7 SW-1 fdr &4l &, AT ACE . FE
AU PR
SW-1#vlan database
SW-1(vlan)#vlan 10
SW-1(vlan)#vlan 20
SW-1(vlan)#vlan 30
SW-1(vlan)#exit
SW-1#conf t
SW-1(config)#int f0/1
SW-1(config-if)#switchport mode access

SW-1(config-if)#switchport access vlan 10
SW-1(config-if)#int f0/2
SW-1(config-if)#switchport mode access
SW-1(config-if)#switchport access vlan 20
SW-1(config-if)#int f0/3
SW-1(config-if)#switchport mode access
SW-1(config-if)#switchport access vlan 30
SW-1(config-if)#exit

SW-1(config)#int f0/0
SW-1(config-if)#switchport trunk encapsulation dot1q
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#exit

SW-1(config)#end

SW-1#write

@4 &+ 3-1 IMAENE, &% SW-1 ECE 7%, 56/ SW-2 MK E . K SW-
2 (LB iy A IS 3|3 3-5 1,

£ 3-5 SW-2 i E s
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4. BHZHEHEE
O RS-1 Elbr, sidi [Start] JFE 1%
@fi RS-1 El#%, siddi [Console] #TJF RS-1 ) &4%il &, BEATMZECE . BC

B W R,

RS-1#vlan database

RS-1(vlan)#vlan 10

RS-1(vlan)#vlan 20

RS-1(vlan)#vlan 30

RS-1(vlan)#exit

RS-1#conf t

RS-1(config)#int f2/1

RS-1(config-if)y#switchport trunk encapsulation dot1q

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#exit
RS-1(config)#int f2/2
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#switchport mode trunk

RS-1(config-if)#exit

RS-1(config)#int f2/0

RS-1(config-if)#no switchport

RS-1(config-if)ip add 10.0.107.1 255.255.255.0
RS-1(config-if)exit

RS-1(config)#ip routing

RS-1 (config)#ip route 10.0.104.0 255.255.255.0 10.0.107.2
RS-1 (config)#ip route 10.0.105.0 255.255.255.0 10.0.107.2
RS-1 (config)#ip route 10.0.106.0 255.255.255.0 10.0.107.2
RS-1 (config)#ip route 10.0.108.0 255.255.255.252 10.0.107.2
RS-1 (config)#exit

RS-1#write

5+ JR R 45 T8 M
L Ping #4546} Host-1. Host-2. Host-3. Host-4. Host-5. Host-6 #4717 3@ ¥4l

W, JHHE% 3-6,
* 3-6 @R

s BREN BALE M B2 =L BAE Ping WAL R
1 Host-1 SW-1 e0/1 Host-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-1 e0/3
3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/1
4 Host-1 SW-1 e0/1 Host-5 SW-2 e0/2
5 Host-1 SW-1 e0/1 Host—6 SW-2 e0/3
6 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
7 Host-2 SW-1 e0/2 Host-3 SW-1 e0/3
8 Host-2 SW-1 e0/2 Host—4 SW-2 e0/1
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9 Host-2 SW-1 e0/2 Host—-5 SW-2 e0/2
10 Host-2 SW-1 e0/2 Host—6 SW-2 e0/3
11 Host-3 SW-1 e0/1 Host-1 SW-1 e0/1
12 Host-3 SW-1 e0/3 Host-2 SW-1 e0/2
13 Host-3 SW-1 e0/3 Host—4 SW-2 e0/1
14 Host-3 SW-1 e0/3 Host—-5 SW-2 e0/2
15 Host-3 SW-1 e0/3 Host—6 SW-2 e0/3
16 Host-4 SW-2 e0/1 Host-1 SW-1 e0/1
17 Host-4 SW-2 e0/1 Host-2 SW-1 e0/2
18 Host-4 SW-2 e0/1 Host-3 SW-1 e0/3
19 Host-4 SW-2 e0/1 Host-5 SW-2 e0/2
20 Host—4 SW-2 e0/2 Host—6 SW-2 e0/3
21 Host-5 SW-2 e0/2 Host-1 SW-1 e0/1
22 Host-5 SW-2 e0/2 Host—-2 SW-1 e0/2
23 Host-5 SW-2 e0/2 Host-3 SW-1 e0/3
24 Host-5 SW-2 e0/2 Host—4 SW-2 e0/1
25 Host-5 SW-2 e0/2 Host—6 SW-2 e0/3
26 Host-6 SW-2 e0/3 Host-1 SW-1 e0/1
27 Host-6 SW-2 0/3 Host-2 SW-1 e0/2
28 Host—6 SW-2 0/3 Host-3 SW-1 e0/3
29 Host—6 SW-2 0/3 Host—4 SW-2 e0/1
30 Host-6 SW-2 e0/3 Host-5 SW-2 e0/2

6 AR R
Gia 3-1 BR AMEAEAE, SEMNRBMEE, 56/ Host-7. Host-8. Host-
9. Host-10. Host-11. Host-12. SW-3. SW-4. RS-2 ML E, JFik TEmrkmisg, H5 % 3-
8. I¥ RS-2 ML E M 2 S R5R 3-7 1.
#3-7 RS2 ME M4
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% 3-8 HEMEHIR
s HREM BALE M B2 EHL AR Ping PSR
1 Host-7 SW-3 e0/1 Host-8 SW-3 e0/2
2 Host-7 SW-3 e0/1 Host-9 SW-3 e0/3
3 Host-7 SW-3 e0/1 Host-10 SW-4 e0/1
4 Host-7 SW-3 e0/1 Host-11 SW-4 e0/2
5 Host-7 SW-3 e0/1 Host-12 SW-4 e0/3
6 Host-8 SW-3 e0/2 Host-7 SW-3 e0/1
7 Host-8 SW-3 e0/2 Host-9 SW-3 e0/3
8 Host-8 SW-3 e0/2 Host-10 SW-4 e0/1
9 Host-8 SW-3 e0/2 Host-11 SW-4 e0/2
10 Host-8 SW-3 e0/2 Host-12 SW-4 e0/3
11 Host-9 SW-3 e0/1 Host-7 SW-3 e0/1
12 Host-9 SW-3 e0/3 Host-8 SW-3 e0/2
13 Host-9 SW-3 e0/3 Host-10 SW-4 e0/1
14 Host-9 SW-3 e0/3 Host-11 SW-4 e0/2
15 Host-9 SW-3 e0/3 Host-12 SW-4 e0/3
16 Host-10 SW-4 e0/1 Host-7 SW-3 e0/1
17 Host-10 SW-4 e0/1 Host-8 SW-3 e0/2
18 Host-10 SW-4 e0/1 Host—-9 SW-3 €0/3
19 Host-10 SW-4 e0/1 Host-11 SW-4 e0/2
20 Host-10 SW-4 e0/2 Host-12 SW-4 e0/3
21 Host-11 SW-4 e0/2 Host-7 SW-3 e0/1
22 Host-11 SW-4 e0/2 Host-8 SW-3 e0/2
23 Host-11 SW-4 e0/2 Host-9 SW-3 0/3
24 Host-11 SW-4 e0/2 Host-10 SW-4 e0/1
25 Host-11 SW-4 e0/2 Host-12 SW-4 e0/3
26 Host-12 SW-4 e0/3 Host-7 SW-3 e0/1
27 Host-12 SW-4 e0/3 Host-8 SW-3 e0/2
28 Host-12 SW-4 e0/3 Host—-9 SW-3 e0/3
29 Host-12 SW-4 e0/3 Host-10 SW-4 €0/1
30 Host-12 SW-4 e0/3 Host-11 SW-4 e0/2

7. BRHARRE
O RT-1 EFR, s [Start] JFRiZ 0%
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@4 RT-1 Bt5, A [Console)] 477 RT-1 izt e, #ATMEEE . HE M

LU R

RT-1#conf t

RT-1(config)#int e1/1

RT-1(config-if)j#no shutdown

RT-1(config-if)#ip add 10.0.107.2 255.255.255.0
RT-1(config-if)#exit

RT-1(config)#int e1/2

RT-1(config-if)j#no shutdown

RT-1(config-if)#ip add 10.0.108.2 255.255.255.0
RT-1(config-if)#exit

RT-1(config)#ip route 10.0.104.0 255.255.255.0 10.0.108.1
RT-1(config)#ip route 10.0.105.0 255.255.255.0 10.0.108.1
RT-1(config)#ip route 10.0.106.0 255.255.255.0 10.0.108.1
RT-1(config)#ip route 10.0.101.0 255.255.255.0 10.0.107.1
RT-1(config)#ip route 10.0.102.0 255.255.255.0 10.0.107.1
RT-1(config)#ip route 10.0.103.0 255.255.255.0 10.0.107.1
RT-1(config)#exit

RT-1#write

8+ Bk Y 458 MR,

Host-1. Host-2. Host-3. Host-4. Host-5. Host-6. Host-7. Host-8.

Host-9. Host-10.

Host-11. Host-12. RT-1. RS-1. RS-2. SW-1. SW-2. SW-3. SW-4 M &S5, @it

Ping & BEAT ENLAEEMEIR, JFHHEE 39,
% 3-9 BAEEMERIK

FFs HREH BAE e B = AL BN E Ping KSR
1 Host-1 SW-1e0/1 Host-2 SW-1e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-1 e0/3
3 Host-1 SW-1 e0/1 Host-4 SW-2 e0/1
4 Host-1 SW-1 e0/1 Host-5 SW-2 e0/2
5 Host-1 SW-1e0/1 Host-6 SW-2 e0/3
6 Host-1 SW-1e0/1 Host-7 SW-3e0/1
7 Host-1 SW-1 e0/1 Host-8 SW-3 e0/2
8 Host-1 SW-1 e0/1 Host-9 SW-3 e0/3
9 Host-1 SW-1 e0/1 Host-10 SW-4 e0/1
10 Host-1 SW-1 e0/1 Host-11 SW-4 e0/2
11 Host-1 SW-1 e0/1 Host-12 SW-4 e0/3
12 Host-2 SW-1 e0/2 Host-1 SW-1e0/1
13 Host-2 SW-1 e0/2 Host-3 SW-1 e0/3
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128 Host-12 SW-4 e0/3 Host-7 SW-3 e0/1
129 Host-12 SW-4 e0/3 Host-8 SW-3 e0/2
130 Host-12 SW-4 e0/3 Host-9 SW-3 e0/3
131 Host-12 SW-4 e0/3 Host-10 SW-4 e0/1
132 Host-12 SW-4 e0/3 Host-11 SW-4 e0/2

J\\ KRS

1. BREA AR R 2
(1) BXEHEM TR A2
(2) By 257 % 4% B 1 3R 2
(3) Behids. HHL. B SCHAEDI e B AR ? RN A SR AT A2

2. PIZEIER
15 LR X 20068 T 245 PING A1 TraceRoute, JH TAF J5 H A1 S B A WL [X 51 2
(2) MR T BRI A ke 2
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[

(1A,

SEIOPY: EHASERER TN

—. XWEMN
1. BE— DR AR th A8 10 TAE 5
2. EAE RIP [HEA 5 H AN S
3. %4 OSPF LA i BN S .

.\ SCIGEEAY
2 2EH

=, SCEgH

22
et

b, SKIGEFEK

1. B

BABLITEN LS.

2. B

Windows 7 DL E#E RGR, %%E GNS3 M4 B 5 VirtualBox EFMLEKAT:, Z23% Putty
L7 QL

3. W%

S = SR IR SRR, AR S In) Rz el A
4. TH

o

F. LGP
1. THEHLN LS AR S
2. ZTHAURER B A A SR 2
3. B A,
4, WERPIEHHL (RIP. OSPF).

FET IR, 58 Rk o 1 5
SERS A ECE , SEE RIP;
SERH RS IOECE, S8 OSPF;

7Ny SERMES
R
2,
3.
4. FERUMEEIELE A

i

. AR TE
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1. RIP fszEL

(L st

ARSEHG R 2 GAHHL(SW-1, SW-2), 2 G % 8% (RT-1. RT-2), 4 & EHL(Host-1.
Host-2. Host-3. Host-4), FALiEI GNS3H H i [ VPCS L EHISLI, ML Fhahin
K 4-1 Fizs

RT-1
20/0
e0/1
20/0
e0/1 e0/2
SW-1

Host-2 Host-3 Host-4

4-1 ML

(2) LRI BETE, fE GNS3 BT N e R v, Wild 4-2 fror .

4-2 L Fh

(3) MZgHihb R W3R 4-1 s
R 4-1 MgHBERIRIER

Fs B&HIR W HL B ZFS BANE
1 Host-1 192. 168. 1. 1/24 192. 168. 1. 254 SW-1 e0/1
2 Host-2 192. 168. 1. 2/24 192. 168. 1. 254 SW-1 e0/2
3 Host-3 172.16. 1. 1/24 172. 16. 1. 254 SW-2 0/1
4 Host—4 172.16. 1. 2/24 172.16. 1. 254 SW-2 e0/2
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(4) X ENFEAT KL E -
DA Host-1 Blbx, sy [Start] FF/E %%
@# i Host-1 F#xr, s [Console) #T7F Host-1 [ &4l &, #HATMKEACE . BLE
AW RN,
>show ip
HETA Host-1 [P 44 i &

>ip 192.168.1.1/24 192.168.1.254
#ACE Host-1 117 IP Mkt 5 R 5¢

>show ip
#E5E Host-1 [P 24HiL B
>save

#UTLAE F) Host-1 (140 B 52K, K5 B HEAT (R A7
OEAR 41 IEARNE, &% Host-1 0L E 1%, 58 Host-2. Host-3. Host-4 [
ERLHE
(5) MEMHAE RT-15 RT-2
i & RT-1 1) 0/0 %t 1 IP Huhk>4 10.0.0.1/30, €0/1 %ty 1 IP Mkt oy 192.168.1.254/24, I
SCHFRIP, EARFCE @ 200 F s .

RT-1#configure terminal

#iE N C B A

RT-1(config)#interface €0/0

RT-1(config-ifj#no switchport (% %3 Bi% I W 254 C A NM-4E WA no
shutdown)

RT-1(config-if)#ip address 10.0.0.1 255.255.255.252
#ICE e0/0 117 IP bl

RT-1(config-if)#exit

RT-1(config)#interface e0/1

RT-1(config-ifj# no switchport (3 %%z 8 I 4% 42 HACH NM-4E WA no
shutdown)

RT-1(config-if)#ip address 192.168.1.254 255.255.255.0
#CE e0/1 1 IP Huht

RT-1(config-if)#exit

RT-1(config)#router rip

#ICE rip

RT-1(config-router)#version 2

#rip WA v2

RT-1(config-router)#network 192.168.1.0
RT-1(config-router)#network 10.0.0.0

HICHE rip M4

i B RT-2 11 e0/0 ¥ 1 IP Huhik o~ 10.0.0.2/30, €0/1 ¥ 11 1P #idik o 172.16.1.254/24, 3%
£ RIP, FAKRECE a0 R TR

RT-2#configure terminal

#iE N ERE L in

RT-2(config)#interface €0/0

RT-2(config-if)# no switchport (5 22344 M4 4 CRCH NM-4E A no
shutdown)

RT-2(config-if)#ip address 10.0.0.2 255.255.255.252
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#ILE e0/0 17 IP thhl:

RT-2(config-if)#exit

RT-2config)#interface e0/1

RT-2(config-ify# no switchport (¥7 %4840 M54 O NM-4E M5 no
shutdown)

RT-2(config-if)#ip address 172.16.1.254 255.255.255.0
#ICE e0/1 1 IP thhl:

RT-2(config-if)#exit

RT-2(config)#router rip

#ICHE rip

RT-2(config-router)#version 2

#rip HAA v2

RT-2(config-router)#network 172.16.1.0
RT-2(config-router)#network 10.0.0.0

#IECE rip 4%

#%A RT-1 HHRAE B N,

RT-1#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-IS, su - IS-IS summary, L1 - I1S-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

R 172.16.0.0/16 [120/1] via 10.0.0.2, 00:00:26, Ethernet0/0
10.0.0.0/30 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, Ethernet0/0

C 192.168.1.0/24 is directly connected, Ethernet0/1

BE RT-2 BRGS0 N oR.

RT-2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - [S-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0/1
10.0.0.0/30 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, Ethernet0/0

R 192.168.1.0/24 [120/1] via 10.0.0.1, 00:00:14, Ethernet0/0
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(6) FEE M
AL Ping i & HEAT M IEE IR, TREEIRIAE B3 4-2.

£ 4-2 MK BEWALE R

s HREM BALE M B2 EHL AR Ping PSR
1 Host-1 SW-1 e0/1 Host-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-2 e0/1
3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/2
4 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
5 Host-2 SW-1 e0/2 Host-3 SW-2 e0/1
6 Host-2 SW-1 e0/2 Host—4 SW-2 e0/2
7 Host-3 SW-2 e0/1 Host-1 SW-1 e0/1
8 Host-3 SW-2 e0/1 Host-2 SW-1 e0/2
9 Host-3 SW-2 e0/1 Host—4 SW-2 e0/2
10 Host-4 SW-2 e0/2 Host-1 SW-1 e0/1
11 Host—4 SW-2 e0/2 Host-2 SW-1 e0/2
12 Host—4 SW-2 e0/2 Host-3 SW-2 e0/1

2. OSPF jsz3i
(D it
ALK 2 6388 (SW-1, SW-2), 3 &k (RT-1. RT-2. RT-3), 4 &%

Hl.(Host-1.

Host-2. Host-3. Host-4), FALi#EE GNS3 H i) VPCS mEbl LSz,

W &b EE W 4-3 s

4-3 LB IRN

(2) RIS MR BT, 7E GNS3 ML T S8 Jm st i, &l 4-4 fos.
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Host—1 Host-2 Host—3 Host-4

Area?

elf2

ethl

Kl 4-4 WZgEh

(3) Mz bR WK 4-3 .

£ 4-3 MKHHFRRIR

F% WELR S ZPS BALE
1 Host-1 192. 168. 1. 1/24 192. 168. 1. 254 SW-1 e0/1
2 Host-2 192. 168. 1. 2/24 192. 168. 1. 254 SW-1 e0/2
3 Host-3 172.16.1.1/24 172. 16. 1. 254 SW-2 e0/1
4 Host—4 172.16.1.2/24 172. 16. 1. 254 SW-2 e0/2

(4) G453 4-3 (EARNE, 528 Host-1. Host-2. Host-3. Host-4 [1 X 24 it & ,
(5) FEEE A% RT-1. RT-2. RT-3
i B RT-1 [ €0/0 ¥ 1 TP 31k >4 10.0.0.1/30, 0/1 ¥ 1 TP Hdik >4 10.0.1.1/30, 37 3

OSPF, HAKM & iy W1 FFiw.

RT-1#configure terminal
#itk NE A

#ILE e0/0 1 IP Hihik
RT-1(config-if)#exit

#ILE e0/1 1Y IP Hidik:
RT-1(config-if)#exit

#liL & ospf

RT-1(config)#interface e0/0
RT-1(config-if)j#no shutdown
RT-1(config-if)#ip address 10.0.0.1 255.255.255.252

RT-1(config)#interface e0/1
RT-1(config-if)#no shutdown
RT-1(config-if)#ip address 10.0.1.1 255.255.255.252

RT-1(config)#router ospf 100

RT-1(config-router)#network 10.0.0.0 255.255.255.252 area 0
RT-1(config-router)#network 10.0.1.0 255.255.255.252 area 0

fic B RT-2 [ e0/0 ¥ 11 TP #dik >4 10.0.0.2/30, €0/1 i [ TP Hudik >y 192.168.1.254/24, 3t

EEEESERRARYUAE / bubil /13938213680 / #8211, 34 ™



CHEALMS RE) ZhiEsH / ZRE: FAEdH

SCHF OSPF, BAKHCE Ar 20 F .

RT-2#configure terminal

#igb NIiC E AR

RT-2(config)#interface €0/0

RT-2(config-if)j#no shutdown

RT-2(config-if)#ip address 10.0.0.2 255.255.255.252

#IiC & e0/0 117 IP bk

RT-2(config-if)#exit

RT-2(config)#interface e0/1

RT-2(config-if)#no shutdown

RT-2(config-if)#ip address 192.168.1.254 255.255.255.0
#IiLE e010 (1) IP Hikik

RT-2(config-if)#exit

RT-2(config)#router ospf 200

RT-2(config-router)#network 192.168.1.0 255.255.255.0 area 1
RT-2(config-router)#network 10.0.0.0 255.255.255.252 area 0

Bie & RT-3 (19 €0/0 i 1 1P #ihl >4 10.0.1.2/30, €0/1 3 1 1P #uhl >y 172.16.1.254/24, H:%

#F OSPF, FAKHCHE w41 F s

RT-3#configure terminal

#ih N C B A

RT-3(config)#interface e0/0

RT-3(config-if)j#no shutdown

RT-3(config-if)#ip address 10.0.1.2 255.255.255.252

#ICE e0/0 1 IP Hidk:

RT-3(config-if)#exit

RT-3config)#interface e0/1

RT-3(config-if)j#no shutdown

RT-3(config-if)#ip address 172.16.1.254 255.255.255.0

#ILE e0/0 H IP Mkl

RT-3(config-if)#exit

RT-3(config)#router ospf 300

#lic & ospf

RT-3(config-router)#network 172.16.1.0 255.255.255.0 area 2
RT-3(config-router)#network 10.0.1.0 255.255.255.252 area 0

& RT-1 B &G B TR

RT-1#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets
OIA 172.16.1.0 [110/20] via 10.0.1.2, 00:01:30, Ethernet0/1
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10.0.0.0/30 is subnetted, 2 subnets
C 10.0.0.0 is directly connected, Ethernet0/0
C 10.0.1.0 is directly connected, Ethernet0/1
O 1A 192.168.1.0/24 [110/20] via 10.0.0.2, 00:01:30, Ethernet0/0

#A RT-2 % 3RAE BT s,

RT-2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-IS, su - IS-IS summary, L1 - I1S-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets
OIlA 172.16.1.0 [110/30] via 10.0.0.1, 00:02:03, Ethernet0/0
10.0.0.0/30 is subnetted, 2 subnets
C 10.0.0.0 is directly connected, Ethernet0/0
(0] 10.0.1.0 [110/20] via 10.0.0.1, 00:02:03, Ethernet0/0
C 192.168.1.0/24 is directly connected, Ethernet0/1

#A RT-3 B H13R M5 BT .

RT-3#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0/1
10.0.0.0/30 is subnetted, 2 subnets

(0] 10.0.0.0 [110/20] via 10.0.1.1, 00:02:30, Ethernet0/0

C 10.0.1.0 is directly connected, Ethernet0/0

O 1A 192.168.1.0/24 [110/30] via 10.0.1.1, 00:02:30, Ethernet0/0

(6) FEI M
L Ping i HEAT M EIEE IR, TR EIRIAE 33 4-4.
F 4-4 MEBEIRE R

s R EM BAE Wi B2 AL BAE Ping JURER
1 Host-1 SW-1 e0/1 Host—-2 SW-1 e0/2
2 Host-1 SW-1 e0/1 Host-3 SW-2 e0/1
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3 Host-1 SW-1 e0/1 Host—4 SW-2 e0/2
4 Host-2 SW-1 e0/2 Host-1 SW-1 e0/1
5 Host-2 SW-1 e0/2 Host-3 SW-2 e0/1
6 Host-2 SW-1 e0/2 Host—4 SW-2 e0/2
7 Host-3 SW-2 e0/1 Host-1 SW-1 e0/1
8 Host-3 SW-2 e0/1 Host—-2 SW-1 e0/2
9 Host-3 SW-2 e0/1 Host—4 SW-2 e0/2
10 Host-4 SW-2 e0/2 Host-1 SW-1 e0/1
11 Host-4 SW-2 e0/2 Host-2 SW-1 e0/2
12 Host—4 SW-2 e0/2 Host-3 SW-2 e0/1

J\\ KRS

1. BhEsE B i
(1) BhaE i TAR R AT 42
(2) gt 5ahas ik A A XK ?

2. RIP 5 OSPF
CD LA R RS R 51, HeRiik ] RIP 382 OSPF 1E N AR B% A #e bl 2 o4 ?
(2) RIP &#4¥ OSPF &4L? M4 2

3. H3NLE
(1) B #s R ity st B shiC R 2 H TR R4
(2) BN R 1 E ShIE Rk S H T AR TR B
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SIS R : ARP B4R

1. FERARCC M AT 5

2. H4E Wireshark FAF )3 AAE H 772

3. ERMIH Wireshark #4748 AL ATIBONI 73 B () EEACER 1
4. PR ARP HROCHE ORI & 7 B A &

5. HfE ARP PRHEAE LR

=\ SEEOEEY
2 2

=, SCEgH
At it

M. SBHER

1. B

BARSITTEILL &

2. B

Windows 7 DA #:1E R 48, 223 Wireshark W28 IRER A
3. Mg

SIS % R SCRE, BERE U I A T 1Y

4, TR

Too

F. KGRI
1. P2 MR A S
2. Wireshark #fBIZEAAT FH 5%
3. ARP Wil SRS 454
4. HEBTRL, F28 UM LM TR, JHAESE%E 5-1.
F5-1 MG LA —ER

Fs /Gy fiA 5 BREITRE BRI

1

7N SEIMES

1. SEM Wireshark BRI () 2B ASE AR AT 122 3] 5

del
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2. SERE ARP R ICEHIII M
3. SEH ARP (SR 2T .
+t. XRARRLER

1. Wireshark B4 #/E
(D FEEA

A B 7 WG Chttp://www.wireshark.org) 38453 Wireshark #4422 35 FE 7 ;
Al B AR R 5G Chttp://network.ke.51xueweb.cn) T A< ZORE AT 4% ) Wireshark

BAFRRAS .
(2) I

OXd7 Wireshark Z2 372 7, #F N0 5-1 Frzs 1Y Wireshark 2228 51, 5 7 Next > ]
TG T 23 . MR T, SPORH P IR EMCAMFE T, RN, A

R4 5-2 Fros.

M Wireshark 2.2.6 (64-bit) Setup =3 ﬁ

Welcome to Wireshark 2.2.6 (64-bit)
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click ‘Next' to continue.

) G

Kl 5-1 23R

.
A Wireshark 2.2.6 (64-bit) Setup =

Choose Components
Choose which features of Wireshark 2.2.6 (64-bit) you want to install. ‘

The following components are available for installation.

Select components to install:
TShark
Wireshark 1
- [¥] Plugins & Extensions
(-1 Tools
User's Guide
“Description
Space required: 171.0MB

I < Back ]{ Next > ][ Cancel

K 5-2 -k

@ik HE XE, meERET A RS, WK 5-3 Fir.
@M AL ERINH) Wireshark 222¢ H 3%, W] BATBSrL ki, Wk 5-4 Pos.

- ‘ 3
M Wireshark 2.2.6 (64-bit) Setup [E=

M Wireshark 2.2.6 (64-bit) Setup E‘_Ié

Which additional tasks should be done?

Create Shortcuts
[¥] wireshark Start Menu Ttem
[ wireshark Desktop Icon
[¥] wireshark Quick Launch Icon
[] wireshark Legacy Start Menu Item
[ wireshark Legacy Desktop Icon
[7] wireshark Legacy Quick Launch Icon

File Extensions
©) Assodiate trace file extensions to Wireshark
*) Assodate trace file extensions to Wireshark Legacy
() None

Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, pcap,
pcapng, pklg, pkt, rf5, snoop, syc, tpe, tri, trace, trc, vwr, wpc, wpz

Select Additional Tasks l

[ <Bak [ Next> ] [ cancel

Choose Install Location
Choose the folder in which to instal Wireshark 2.2.6 (64-bit). ‘

Choose a directory in which to install Wireshark.

Destination Folder
Browse...

Space required: 171.0MB
Space available: 20.8GB

[ <Back ][ Next> | [ cancel

K 5-3 EHFHEXRE

K 5-4 Z3EERE
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@ik % WinPcap #fth. WinPcap s241 %) Windows 32 “F & L IHIUEL R 25 43 it
B —/MEZLE Y, & Windows P& NPt ALK RS, EFE723EZHEIL K
4, & 5-5 Fow, s [Next > 46823847 Wireshark #2225 .

r T N B
M Wireshark 2.2.6 (64-bit) Setup [E=NEE—) M Wireshark 2.2.6 (64-bit) Setup [E=mEE
Install WinPcap? Install USBPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘ USBPcap is required to capture USB traffic. Should USBPcap be installed ‘
(experimental)?

Currently installed WinPcap version

Currently installed USBPcap version
WinPcap 4.1.3

Install
Install WinPcap 4.1.3
If selected, the currently installed WinPcap 4. 1.3 will be uninstalled first.

Install
[} 1nstall USBPcap 1.1.0.0-g794bf26-5
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice

In case of issue after installation, please use the system restore point created or read
https: //github.com/desowin/usbpcap/issues/3

What is WinPcap? What is USBPcap?

[ <Back ][ mext> ] [ concel

[ < Back H Install J [ Cancel

K] 5-5 4% %% Winpcap Kl 5-6 A 2% USBinpcap

©®R2% USBPcap #ff. USBPcap 4% USB W& BT M I —MHELLH A, A
SEEAER X USB WA AT NS 04T, FTAAZ3eizME 48, k] 5-6 izn. midi [nstalll,
A 3EAT Wireshark 482225 .

©Wireshark 3 {F7E 22 2550 FE ok 222% WinPeap HEZE, MRIFERIN 23 58R, 8%
MEZR )22 %e, & 5-7 Fizs s

@ fiidi [Finish] 52/ Wireshark #f (22355, 11K 5-8 Fizs.

r Ny
6 WinPcap 4.1.3 Setup ) M Wireshark 2.2.6 (64-bit) Setup P e e

‘ () . Installing
¥/4\a) caP Please wait while WinPcap 4. 1.3 is being installed.

Completing Wireshark 2.2.6 (64-bit)
Setup

Extract: Packet.dl... 100% Wireshark 2.2.6 (64-bit) has been installed on your

computer.

Click Finish to dose Setup.

7] Run Wireshark 2.2.6 (64-bit)

] Show News

»

5-7 %% Winpcap 5-8 “ZIETERK

®FFF Wireshark 4, FHEERWAE 5-9 Fis, &FE—M-KER S, %8 [Startd,
AR 1ZM R LA SR SCE S, WK 5-10 Fir.
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"M T rhak etk Arubyzee shank 2.5 03.26-0-ghasuctall T |
o Er yew G0 Gun g gawn Tesney Don e g ] d fame snsa — = |
SleaAmd =F % e 9T ll:\ti]u E I . —
& EED WD RN
en .. . a
| mae
o The World's Most Network Protocal A flEnzzRE Ind o) dikst 14
e Worl — otocol Analyzer
WIRESHARK Y Tiae Tt e Loga 1t
10000000 172.17.301.9 172.17.101.255

92 Hame quory W8 CTR.DATACLD, COMcEE>
149,205.35. 55 Continuation Data

Y 5 172.17.101. 66 443 + 12035 [ACK] Seqel Acke? Mine3801
4 Website 172.17.181.9 17,181, 52 Name query HB CTR.DATACLD, COH<BE>

- R
M e g samecaptun sk |
—— ks ok B @ Searty

S v m et 170562 172.17.161.7 92 Hame query HB CTR.DATACLD. COM<PE>

517338 172.17.161.7 117,381, HES, 52 Name query HB CTR.DATACLD. COH<BE>

Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface @ -

Eehernet 11, Src: Wistronl_seide:d] (£B:0f:a1:aeide:7), Dst: Broadcast (FF:fF:FEfFifrifr)

Internet Protecol Version 4, Sre: 172.17.181.9, Dst: 172.17.101.255

4 User Datagran Protacol, Src Part: 137, Dst Part: 137

s ouiait Masmirrrs. sra

L1111 11310011 11111131 11111311 13131111 113111111 11111698 0R0e1111

N 1608961 19191116 BO1A1116 11619111 GBGA16RD HORGHA0H P15AG1AL PRGHIBD

E 5-9 :lilﬁj%ﬁ *ﬁ X Jﬁ 30500600 51091110 6110011 10100001 G6OBBGD3 ABSDI0D C1630000 BIE10D1
11101111 11016010 10181100 0RG10081 01108101 GOGG1081 10101100 BEO1A031

Q1102101 11111111 P00R0I0 10001091 0PO0R00D 10RO101 POGAORA GR111010

@ & et =

@ 7 FMEH: Qi coptars in e i = - BBt s owo) | RRSE et

Kl 5-10 HHERSCHNAE

2. ARP 5T
(1) Bl& ARP WhiIMEAESS

$TF Wireshark, 7t [ Filter Ji& T F 4 AN SCILJE LA “arp”, 85 [ Start), FF 41T
oCREE, W 5-11 Fior.

A The Wireshark Network Analyzer Wireshark 2.2.6 (v2.2.6-0-g32dacba)] ro— =)

.
Fle Edt Vew Go Capture Analze Statistics Telephony Took Intemals Help
© ® BEEXR2 Ae9n T L QeRen @#®E®mx 8
Filter: | arp| HE ression... Clear Apply Save
e orid 0 Pop e 0 Protoco
R AR 0| 6 6 g dacé6a

_ Interface List =) Open @ Website
fl ® Live lit of the capture interfaces Open a previously captured fie Vist the project's webste
(counts incoming packets)
Open Recent: %% User's Guide L
| ‘ Start @ The User's Guide (online version)
Choose one or more interfaces to capture from, then Start ® Sample Captures

T Arich files on the viki e Security

Work vith Wireshark as securely as possible

® Capture Options
b Start a capture with detailed options

Capture Help
e How to Capture

Step by step to a successful capture setup
@ 7| Ready to load or capture | o Packets

& 5-11 )% ARP WM INEAT S

i Profile: Default

(2) X EIAT T
7 Wireshark FIIVEL T 4, BT LR INEEAN A 43 = AN X3, WP 5-12 FTs o B4y

o TR [Wireshork 226 (v2.26-0-g32daca)]l W .
fle EOt Vew Go (ptre Anaze Statstcs Telephony Took Intemas Heb

leoam maX@ AeveoT2 EEQaan aBB% &
| Fiter: arp

Efxpttﬂiol\_ Cloar” Bpply" Save

Time Source. Destination

Brotocol Length Info
ARP 4

. 91488
7 5.916808
125 34.415245
126 34.416508

CompalIn_es
Digitalc_1a
76:22 CompalIn_es

60 172.17.101.1 15 at 00:03:0f .
Arp 42 who has 172.17.101.17 Tell 172.
AR 60 172.17.101.1 5 at 00:03:0f :1a:7/

Frane'16: 42 byces on wire (336 bits), 47 byces cagtursd (336 bicsy on fnterface 0
Ethernet TI, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc.1a:76:22 (00:03:0f:1a:
Address Resolution Protocol (request)

00 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010

08 00000110 11100101 11111000 O1000100 00001000 00000110 00000000 00000001

00000001 00100000 00011010

18 ooooouo 1110010] 71131000 01000100 10301100 00010001 01100301 0000010
000011

00000
20 11 00011010 01110110 00100010 10101100 00010001
28 01300101 00000001

O #f FmiE®: <ive Gapture n progress> Fie: ... | Packets: 158 - Dispayed: 4 (2.5%)

5-12 A F S

Profie: Defauk.

SEBESEERAHNAE / b / 13938213680/ £ 82, 542X




(HENRERE) SRESH / EZRE: ARP BN

IREL B AL, e AR R T, R Es NEE BN .
(3) \NZ % ARP RO AT RIE B h — 2B, Sz BRI T V4
8T, HIHERE 5-2.

2 5-2 ARP 3R3CAHHT
Ea=) FRAK FRKE RIEALE FBAE FREMIEE
1 Hardware type £ A
2 Protocol type =% /A
3 Hardware size g (2
4 Protocol size =5 (2
5 Opcode g A
Sender MAC N
6 E A
address
7 Sender IP address 2 (2
Target MAC "
8 ® M
address
9 Target IP address g A
PR EHE B 1) V0 P 25
10

3. ARP B EEEIEE T
(1) A% ARP PSS
A FE 2 7 VESREL ARP B-SGEAS 1 FE A 19,
(2) ARP iR LA T
£ Wireshark [HIVEL G4, 648 — 2508 REAR I OGHAT VR 204, W&l 5-13 o, IF
HEE 53,

EREESERRRUAE / bk /13938213680 / £ 8211, 543 ]



(TENMERE) TRiEFH / LRA: ARP #i)

i

£ AHBESE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

Internals Help

File Edit View Go Capture Analyze Statistics Telephony Tools

6516 2386.89432 pigitalc_1

CompalIn_e

ARP 60 172.17.101.1 is at
17.101.

2415.39366 DigitalC_1
2438. 39258 CompalIn_e5:
2438.39385 Digitalc_1a:7
24 Asus(ekc

.17.101.1 is at
42 who has 172.17.101.
60 172.17.101.1 is at
60 who has 17

B¥ts), 42 bytes captured (336 bits) on nterface 0

protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

opcode: request (1)
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000110 00000000 00000001

0020 00000000 00000011 00001111 00011010 01110110 00100010 10101100 00010001
0028 01100101 00000001

@ #7 [xsis: <ive capture in progress> Fie: ... | Packets: 18438  Displayed: 307 (1.7%)

©® 4 m RS AedPDT L Blaaaph #®m%x B

Filter: [arp [ expression... clear Apply save

No. Time Destination Protocol Length Info
6285 2303, 89407 Compalin_es: DigITaIC L AP 42 WO nas L/2.1/.101.17 111 1/2.1/.101.2
6246 2303.89539 pigitalc_la compalin_e ARP 60 172.17.101.1 is at 00:03:0f:1a:
6330 2332.39344 CompalIn_e5: DigitalC_1a:76:22 ARP 42 who has 172.17.101.1? Tell 172
6331 2332.39472 pigitalc_la Compalin_e! ARP 60 172.17.101.1 is at 00:
6402 2361.39383 Compalin_e5: pigitalc_1. ARP 42 who has 172.17.101.17
6403 2361.39502 pigitalc_la: compalIn_e5: ARP 60 172.17.101.1 is at 00:
6471 2379.63049 Asustekc_89: Broadcast ARP 60 who has 172.17.101.1?
6515 2386.89311 Compalin_e5:fi pigitalc_1. ARP 42 who has 172.17.101.

:e5:f8:44), pst: pigitalc_1a:76:22 (00:03:0f:1a:76:22)

m

Profile: Default

5-13 ARP ¥ R R

ARP R

5 FRARK i E

FEBRAE

FRERRMEL

1 Hardware type

B | #
=F

2 Protocol type

B
=

3 Hardware size

&
=

4 Protocol size

B
=

5 Opcode

Sender MAC

(o)}
¥
=

address

7 Sender IP address i /b

Target MAC

address

9 Target IP address o) 1A

PICEE L PR N A

10

(3) ARP Rt
£ Wireshark [JPNE & A, ik FE ik
5-14 fion, JHFEER 5-4

SEEESERRRYIAE / kel /13938213680 / £ 82

. B4

R SRARSCHITRS I ) L EARSCHEAT PEAH 34T, W P



CHEALMS RE) ZBETH / LRA: ARP BN

[ £ “AHBERE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

=l

6694
6695
6696

2415.39366 DigitalC_la:
2438.39258 CompalIn_e5:
2438.39385 Digitalc_1a:
2438.63066 Asustekc 89:

©o® 4m BB AedsDTF L
Filter: ' arp
No. Time Source Destination

0245 23U3.894U/ COMPAIlin_e>:T8:44 DIGITAIC_Lai/o:
6246 2303.89539.Digitalc_1a:76:22 CompalIn_e5:f8:
6330 2332.39344 compalin_e5:f8:44 Digitalc_1a:76:
6331 2332.39472 Digitalc_la:76:22 CompalIn_e5:f8:
6402 2361.39383 Compalin_e5:f8:44 Digitalc_1a:76:
6403 2361.39502 Digitalc_1a:76:22 CompalIn_e5:f8:
6471 2379.63049 Asustekc_89:92:e9 Broadcast
6515 2386.89311 compalin_e5:f8:44 Digitalc_1a:76:
6516 2386.89432 Digitalc_1a:76:22 CompalIn_e5:f8:
6584 2415.39245. compalin_e5:f8:44 Digitalc_1a:76:

f8:44 pigitalc_1la:76:
76:22 compalIn_e5:f8:
92 e9 Broadcast

compalIn_e5:f8:

Frame 6585: 60 bytes on wire (480

Protocol type
Hardware size:
protocol size: 4
opcode:

00100000
00001111
00001000
00001111
00100000
01100101
00000000

@ thmgg: <live capture in progress> File: ...

bits), 60 bytes

IPv4
6

(0x0800)

reply (2)

00011010
00011010
00000000
00011010
00011010
00000010
00000001

00000110
01110110
00000110
01110110
00000110
01000101
00000000

11100101
00100010
00000100
00100010
11100101
00000000
00000000

11111000
00001000
00000000
10101100
11111000
00000000
00000000

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Bl aaaqb @#®@%% 8

E[Expression... CCoT Al

Protocol Length Info
ARP 4z

4 Ri Wno nas L/Z.1/.10L.
44 ARP 60 172.17.101.1 is at
22 ARP 42 who has 172.17.101.
44 ARP 60 172.17.101.1 is at
22 ARP 42 who has 172.17.101.
44 ARP 60 172.17.101.1 is at

ARP 60 who has 172.17.101.
22 ARP 42 who has 172.17.101.
44 ARP 60 172.17.101.1 is at
22 ARP 42 who has 172.17.101.

.17.101.1 is at

captured (480 bits) on interface 0

01000100
00000110
00000010
00010001
01000100
01001111
00000000

00000000
00000000
00000000
01100101
10101100
00000000
00000000

00000011
00000001
00000011
00000001
00010001
00000000
00000000

| Packets: 18824 - Displayed: 320 (1.7%)

22 ARP 42 who has 172.17.101.
44 ARP 60 172.17.101.1 is at
60 who has 172.17.101.

B

00:

A by

00:

1?
00
a b
1?

00:

22

1?

00:

12

el 1/z.
03:0f:1a:
Tell 172.
03:0f:1a:
Tell 172.
:03:0f:1a:
Tell 172.
Tell 172.
03:0f:1a:
Tell 172.

Tell 172.
03:0f:1a:
Tell 172.

22 (00:03:0f:1a:76:22), Dst: compalIn_e5:f8:44 (20:1a:06:e5:f8:44)

1/.101.
76:22
17.101.
76:22
17.101.
76:22
17.101.
17.101.
76:22
17.101.

N

N]

17.101.
76:22
17.101.

| Profie: Default

& 5-14 ARP MR

R 5-4 ARP MR

s FRAW FERKE B E FBIE FEREIER
1 Hardware type =5 [bA
2 Protocol type o0 IA
3 Hardware size o0 A
4 Protocol size o) 1A
5 Opcode =5 I

Sender MAC . .
6 %A
address
7 Sender IP address o /v
Target MAC . .
8 %A
address
9 Target IP address =5 I
PP A0 R TEGE P 25
10

(4) XLt

WA ARP iR B 25 4R 7

SEEESERRRYAE / bk /13938213680 / £ 821

» HE AN BRI OO R 5 A SRBEZE

. A5

FH



(HENRERE) SRESH / EZRE: ARP BN

5% 55,
# 5-5 ARP @5 AR KT AT
ERMC O 24 3C
s FRAERK

FBRIE FBRERMIE FEIE FRERMER
1
2
3
4
5

X B IR VEGH P 2

6

J\\ KRS

1. ARP &3
(1) ARP HIZEAR JFHZTA?
(2) ARP B EEEH 24?2

2. ARP EFWICHHT

(1) MESLISFE PRI 2 A ARP 1 RRSC, WX LER S LUK H bk
eI, o B H R R ?

(2) MELLEG IR Z A ARP BEIBHROC, MK LR ST LUK N H 1
BER A, AR 2

EEBESEERAHNAE / bl / 13938213680/ £ 82T, 546



CHEALMS RE) SBEFH / LHo<: UDP 5 TCP il o 47

SEIE7<: UDP 5 TCP il 9 #h

—. LA
1. Hf# UDP F1 TCP Bl Y3 A JR 7
2. Hfi# UDP F1 TCP 4R 3% A% B s
3. HfF TCP Phs i iE (5 i R AR S AR T AL o

. SCIGEET
2 2EHY

=, g
BT

/9. SeIRFEK

1. B

BABLITEN LG,

2. A

Windows 7 LA FH#E R0, %22%% Wireshark P25 BLARAK AT o
3. Mg

SIS % RN SCRE, BRI A T 1Y

4. TH

T

F. SCERHEIR
1. UDP PR3 SEA SR 7 AR S5 5
2. TCP WFEEAJF B K HAR S5 4

75 XEES
1. 5ER UDP F1 TCP $df f7 SCHIRAE
2. S8R UDP #1 TCP HHE R SCEE M 11 73175
3. SERL TCP i fE I PR R ST

+t. XBRARRLER

1. UDP ZHEE 1T
(1) FREBHRER

EREESERRFAUAE / bk /13938213680 / £ 8211, 547}



CHEALMS RE) SBEFH / LHo<: UDP 5 TCP il o 47

(OFTFF Wireshark, 7& [ Filter Y% I 4 N St €254 “udp”, #E#5 [ Start), FF4a 1t
ITIROCREE, Wkl 6-1 PR,

Ml The Wireshark Network Analyzer [Wireshark 1105 (SVN Rev 54262 from /trunk-1.10)] T 5
Fle Edt Vew Go Cipture Analze Statistics Telephony Took Intemnals Help

e@l‘kglés’bxz qaevpFeEE caaaE WES% O

Fitsr=| udp E SRS G Agdly | STIE

The World's Most Popular Network Protocol Analyzer

-
WI RES HARK Version 1.10.5 (SVN Rev 54262 from /trunk-1.10)
. Captue 0 Fle _____________J __________ Online |

Interface List [ Open {p Website
e st e s Opan s previously captured fie Vet the projects wbste
s ncoming packets)

i Open Recent: 51 User's Guide
Start The User's Guide (local version, # insaled)
Choose one or more interfaces to capture from, then Start Q Sample Captures

A rich assortment of example capture fies on the viki ® Security
RS Work i Wissark o secur s s
5y Capture Options

= Start a capture vith detsied optins

Capture Help

How to Capture
Siep by stepto 3 successful copture setup

Network Media

L Jio i
Frtio

Ready to load or capture No Packets Profie: Default

Kl 6-1 4% UDP HHiX
@7F Wireshark FIHME &k, &F IR UDP 2054k 5, @l 6-2 Fiiw.

£ Capturing from AR [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] =8
Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

o dAm I BEXRE Ae9sDT L BlaaapD @$@mx B
Fitert)|udp E Expression.. Clear Apply Save
No. Time Source Destination Protocol fength Info -
10142 159.105995192.168.1.103 234.123.12.1 upp 266 20141 - 20141 Len=224
10143 159.122570192.168.1.108 101.24.54.88 upp 1450 10101 - 12375 Len=1408
10146 159. 333485 101.24. 54. 88 192.168.1.108 upp 72 12375 - 10101 Len=30
10147 159. 333834 192.168.1.108 101.24.54.88 uop 1450 10101 - 12375 Len=1408
10148 159.333933192.168.1.108 101.24.54.88 uop 1450 10101 - 12375 Len=1408
10149 159. 334019 192.168.1.108 101.24.54.88 upp 1450 10101 - 12375 Len=1408
10150 159. 334150 192.168.1.108 101.24.54.88 upp 72 10101 - 12375 Len=30
10167 161.106224 192.168.1.103 234.123.12.1 uop 266 20141 - 20141 Len=224
10177 162.101227 192.168.1.108 140.207. 62.150 uop 121 4009 - 8000 Len=79
10180 162. 268259 140. 207. 62.150 192.168.1.108 uop 89 8000 ~ 4009 Len=47
10189 163.103498 192.168.1.103 234.123.12.1 uop 266 20141 - 20141 Len=224
10204 165.102328 192.168.1.103 234.123.12.1 uop 266 20141 - 20141 Len=224
10205 165.299155192.168.1.1 192.168.1.255 upp 157 1024 ~ 5001 Len=115 =
10222 167.094140192.168.1.103 234.123.12.1 upp 266 20141 - 20141 Len=224 -

Frame 5: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0
Ethernet II, Src: cCompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol version 4, src: 172.17.101.2, Dst: 172.17.101.255

# User Datagram Protoco'l, src port: 137, Dst Port: 137

# NetBIOS Name Service

0000 111111311 1111131311 1113131311 111311111 11111111 11111111 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01100000 01110011 01111011 00000000 00000000 01000000 00010001
0018 11100011 11101101 10101100 00010001 01100101 00000010 10101100 00010001
0020 01100101 11111111 00000000 10001001 00000000 10001001 00000000 01001100
0028 00100011 10000010 10100101 01000110 00101001 00010000 00000000 00000001
0030 00000000 00000000 00000000 00000000 00000000 00000001 00100000 01000101

@ (5 | =558 <ive capture in progress> File: ... | Packets: 10775 - Displayed: 1730 (16.1%) Profile: Default

] 6-2 UDP $dE4R ¢

ml»

(2) ARSI
MIREL) UDP s 45 SC AT S 45 H b — 2 B 00, AR oS AT Ve 44T,
HIHEH 6-1.
% 6-1 UDP PR ST #7
5 FRATK FRKE RIRNLE FBAE FERERNER

1 Source Port =5 /A
2 Destination Port o Ia

3 Length o) /A

4 Checksum 5 i1

SREESEERERBIAE / bkily / 13938213680/ £ 821, $£48 ]



(T EN W% RE) LT H / Lho<: UDP 5 TCP thil o

PICEE L 1 VR AH Y 2

2. TCP ¥iBEHHT

(1) FREH R

4TIt Wireshark, £ [Filter] &304 4 NSO 8 S%F “tep”, 4% [Start], JF
UERHATIROCRSE, Wl 6-3 Fik.

"M The Wireshark Network Analyzer (Wireshark 2.26 (v2.2.6-0-g32dac6a)]

e
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

> F L [EEQaaD @#B%% B

[-]

The World's Most Popular Network Protocol Analyzer

WI RESHARK Version 2.2.6 (v2.2.6-0-g32dac6a)
L Files __________§ ________ oOnline |

Interface List B Open @ Website

Live fst o the capture interfaces Open 3 previously captured fie Vst the project’s webste
(counts incoming packets)

xpression... Clear Apply Save

m— Open Recent: @ User's Guide

=1 Choose one or more interfaces to capture from, then Start 0 Sample Captures
5] Arich of fies on the wiki @ Security

Work wiith Wireshark as securely as possible

The User's Guide (oniine version)

. Capture Options

Start a capture vith detaied options

Capture Help

I How to Capture
Step by step to 3 successful capture setup

—_Network Media
#7 Ready to load or capture No Packets | Profile: Defaul
17| Ready to load [ k | Profie: Default

K 6-3 & TCP Ppid
@7E Wireshark FIIME &R, &F SR TCP ik, WK 6-4 Fix.

M FBEE Wireshark 226 (12.26.0 9320ac00)] —e ] |
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COAMEI BORD AedDT R Blaaah #«®@msk% 8

€

Fitars![tcp EExpressian... Clear Apply Save
No.  Time Source Destination [Frotocal fength Info =
£33 Uivswazs  Ave.aus.iod L. suo. s aus Sher 2on e aes sue muveu Tsmpurar iy =
294 6.814291 192.168.1.1 192.168.1. 1 TCP 66 80 ~ 32525 [FIN, ACK] Seq=169 Ack=257 Win=16384 Len=0 TSval=32689415 T
295 6.814349 192.168.1.108 192.168.1.1 TCP 66 32525 - 80 [ACK] Seq=257 Ack=170 Win=66440 Len=0 TSval=22675245 TSecr=
296 6.814457 192.168.1.108 192.168.1.1 TCP 66 32525 - 80 [FIN, ACK] Seq=257 Ack=170 Win=66440 Len=0 TSval=22675245 T
297 6.814572 192.168.1.1 192.168.1.108 TCP 66 80 ~ 32525 [ACK] Seq=170 Ack=258 Win=16383 Len=0 TSval=32689415 TSecr=
298 6.838272 192.168.1.108 101.226.161.154 TCP 74 32526 - 80 [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1 Tsval=
301 6.888811 101.226.161.154 192.168.1.108 TCP 66 80 ~ 32526 [SYN, ACK] Seq=0 Ack: Win=14600 Len=0 MSS=1452 SACK_PERM=1
302 6.888929 192.168.1.108 101.226.161.154 TCcP 54 32526 -~ 80 [ACK] Segq=1 Ack=1 Win=66792 Len=0
303 6.889109 192.168.1.108 101.226.161.154 HTTP 517 POST /wcheckquery HTTP/1.1 (application/x-www-form-urlencoded)
307 6.939599 101.226.161.154 192.168.1.108 TCcP 60 80 ~ 32526 [ACK] Seq=1 Ack=464 Win=15744 Len=0
308 6.941421 101.226.161.154 192.168.1.108 HTTP 362 HTTP/1.1 200 OK (application/octet-stream)
309 6.941421 101.226.161.154 192.168.1.108 TCP 60 80 ~ 32526 [FIN, ACK] Seq=309 Ack=464 Win=15744 Len=0
310 6.941529 192.168.1.108 101.226.161.154 TCP 54 32526 - 80 [ACK] Seq=464 Ack=310 Win=66484 Len=0
311 6.941623 192.168.1.108 101.226.161.154 TCP 54 32526 - 80 [FIN, ACK] Seq=464 Ack=310 win=66484 Len=0 :
@ Frame 91: 74 bytes on wire (592 bits), 74 bytes captul bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Tp-LinkT_f4:75:a9 (30:fc:68:f4:75:a9)
@ Internet Protocol Version 4, src: 192.168.1.108, Dst: 192.168.1.1
Tans on control | 01, src pPort: 32518, Dst Port: 80, Seq: 0, Len: O

0000 00110000 11111100 01101000 11110100 01110101 10101001 00100000 00011010 0.h.u.
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 00111100 01110011 10001001 01000000 00000000 01000000 00000110
0018 00000000 00000000 11000000 10101000 00000001 01101100 11000000 10101000
0020 00000001 00000001 01111111 00000110 00000000 01010000 00100000 11011101
0028 11010001 11110000 00000000 00000000 00000000 00000000 10100000 00000010
0030 00100000 00000000 10000011 11101100 00000000 00000000 00000010 00000100
00000101 10110100 00000001 00000011 00000011 00000010 00000100 00000010

:\Users\UX\AppData\Local\ Temp\... | Packets: 31335 - Displayed: 23492 (75.0%) - Dropped: 0 (0.0%) - Ignored: 1 (0.0%) Profile: Default

6-4 TCP HdE ik 3L

EEEESEERARHMAE / by / 13938213680/ £ 82, 549



CIHENWEREE) LR#EFH / LR<: UDP 5 TCP 447

(2) g
MIREL) TCP Hdf 4k SR R R b — 2 Bl AR S0, Xz BR R oSCHEAT VR4 7
B, FFHEE 6-2.

R 6-2 TCP HiaR c 47
5 FRAK FRRKE | BHeEMLE FRE FREEAKIE R
1 Source Port o i1
2 Destination Port g (
3 Sequence Number gt A
A Acknowledgement - b
Number
5 Header Length g A
6 Reserved £ AL
7 Flags g A
8 Window Size E RS
9 Checksum £ AL
10 Urgent Pointer g A
P H EL F VR A 2

11

3. TCP BfE 3 EHHE AT
(1) TCP ZESLHERAR AT
OFRBUE AL IEHAR L
a~ fI JF Wireshark , 7& [ Filter 1 % Tl o % A\ # 3C it 3€ % 4 “ tep and
ip.addr==192.168.1.103(Ath T4l IP Hudik), %+ [Start], FFEAREATHRSCREE:
by B YR ES VT 2R E W Chttp://www.hactem.edu.cn), WuGUsR S5, sk b
LT 1L OCR S, I 6-5 .

EREESERRAUAE / bk /13938213680 / £ 8211, 550



(TEANFERE) XRESFH /

S¥7<: UDP &5 TCP #13)

i

Ml FAEREESE (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

e edlma

- e

Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
coAm EOXE I AedsDTF L

Filter:  tcp and ip.addr==192.168.1.103

[+] expression... Ciear Apply Save

No. . et . - 5

BlaaaD #®mx 8

36 8.092886  102.168.1. 211.69.32.
093201  211.69. 32. 192.168.1.
093448  192.168.1. 211.69.32,

[SYN;
80 - 61879 [SYN,
61879

g . oy
.69.32. 80 - 61881 [st.

8

b 42 8.093984 192.168.1.103 211.69.32. 50 74 61883 - 80 [SYN]
43 8.094166 192.168.1.103 211.69.32. 50 66 61880 - 80 [ACK]
44 8.094272 192.168.1.103 211.69.32. 50 66 61881 ~ 80 [AcK]
45 8.094608 192.168.1.103 211.69.32. 50 74 61884 - 80 [SYN]
46 8.097451  211.69.32.50 192.168.1.103 74 80 - 61882 [SYN,
47 8.097685 192.168.1.103 211.69.32. 50 66 61882 - 80 [ACK]
48 8.100103  211.69.32.50 192.168.1.103 74 80 ~ 61883 [SYN,
49 8.100105  211.69. 32. 50 192.168.1.103 74 80 - 61884 [SYN,
50 8.100453 192.168.1.103 211.69.32.50 66 61883 ~ 80 [ACK]
51 8.100592 192.168.1.103 211.69.32. 50 66 61884 - 80 [A(

o Frane 36: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
@ Ethernet II, src: LiteonTe_95:4d:ca (28:e3:47:95:4d:

@ Internet Protocol version 4, src: 192.168.1.103, Dst:
+ Transmission Control Protocol, Src Port: 61881, Dst Port: 80, Seq: 0, Len: 0O

0000 10111100 01000110 10011001 00101100 00110000 01000100 00101000 11100011 .F.,0D(.

0008 01000111 10010101 01001101 11001010 00001000 00000000 01000101 00000000

0010 00000000 00111100 01100011 01101001 01000000 00000000 01000000 00000110 <c1@ @
/0018 00100001 11001100 11000000 10101000 00000001 01100111 11010011 01000101

! +g.E
00100000 00110010 11110001 10111001 00000000 01010000 10111100 01110110  2...P.v

© #7 | Fie: "C:\Users\ux\Anpo\Lmr\Temp\... Pazkes. 132° thved: 109 (82.6%)

] Seq=0 Win=8192 Len=0 M55-1460 Ws=4 SAQ

xo [ACK]
R

: Tp-LinkT_2c:30:44 (bc:46:99:2¢:30:44)

g nmnved. 0 (0.0%) * Ignored: 3 (2.3%)

ACK] Seq=0 Ack=1 Win=14480 Len=0 MsS=1
Ack=1 Win=16652 Len=0 Tsval-4984
X A=

i
ACK] Seq=0 Ack=1 Win-14480 Len-0 MSS-1
seq=1 Ack=1 Win=16652 Len=0 Tsval=4984

Ack=1 Win=14480 Len=0 M55=1
1 Win=14480 Len=0 Mss=1
6608 Len=0 Tsval=4984
=1 Win=66608 Len=0 Tsval=4984

seq-1 Ack =1 win

Profile: Default

Kl 6-5 TCP Z 3/ IEFEHR

@ LERAR LT

XTTIREX?'JEI’J TCP R SCHEAT 70 b, $ B 3L B2 ) = R T LA P o 2 ey 4 S, ik

PR BT, IR SR IR N ARG R 6-3.

£ 6-3 TCP BB

BE—K g
5 FRAK

=K

TEE TBUE

TEBUE

FRERRMEL

1 Source Port

2 Destination Port

3 Sequence Number
Acknowledgement

Number

5 Header Length

6 Reserved

7 Flags

8 Window Size

9 Checksum

10 Urgent Pointer

IPCHE B PRI A

11

SEEESERRRYIAE / kel /13938213680 / £ 82

. B51 I



(TEANFERE) XRESFH /

UDP &5 TCP il 4

il

(2) TCP BB S 7 Hr
OB TBOEHAR L R 028 5, BT T R AT 3 42, B AT B 8% TCP 2

FERRAE, nid i Wireshark W28 73 #r TR, SREURE I TCP 142 B S 6-6 Fis .

QR BERAR ST

Ml “EHEERE (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

=

CoAmE BOXES
Filter: | tcp and ip.addr==192.168.1.103

No,

———
IF2: 03012

23 4'.'337534”'
24 4.387691

211.69.32.50

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

a¢es»aTFEIEEeaan @FB® % B

[=] expression... clear Apply save

66 80 -~ 37600 [FIN,

66 37609 ~ 80 [ACK]

ACK] Seq=1 Ack= a
Seq=1 Ack=2 Win=16652 Len=0 TSval=2
ACK] Seg=1 Ack=1 win=114 Len=0 TSva
Seq=1 Ack=2 wWin=

25 4.587559 211.69.32.50 172.17.101.2 TCcP 66 80 ~ 37606 [FIN,

26 4.587709 _172.17.101.2 211. 69. 32. 50 TCP 66 37606 ~ 80 [ACK]
ITTS0 T72TI7 10T, TP G680 ="37608 [FIN, ACKT

29 4 980213 1"2 1’ 101.2 211.69.32.50 TCP 66 37608 - 80 [ACK]

30 4.988323  211.69.32.50 172.17.101.2 TCP 66 80 ~ 37605 [FIN,

31 4.988491 172.17.101.2 211.69.32.50 TCP 66 37605 - 80 [ACK]

I

O 7 File: "C:\Users\UX\AppData\Local\ Temp\...

00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
00001111 00011010 01110110 00100010 00001000 00000000 01000101 00000000
00000000 00110100 00001101 00110000 01000000 00000000 00111010 00000110
00101111 00001001 11010011 01000101 00100000 00110010 10101100 00010001
01100101 00000010 00000000 01010000 10010010 11101001 10110100 10111100
AT1ANT11_A1ANIATA 11011011 111AN111 11ANIANA_N1ANT1NA_1ANAANAN ANNTNNAAT

@ Frame 23: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
® Ethernet II, Src: Digitalc_1a:76:22 (00:03:0f:1a:76:22), Dst: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44)
@ Internet Protocol version 4, src: 211.69.32.50, Dst: 172.17.101.2
& Transmission Control Protocol, Src Port: 80, DSt Port: 37609, Seq: 1, Ack: 1, Len: 0

Packets: 64 - Displayed: 35 (54.7%) ° Dropped: 0 (0.0%)

Seq=1 Ack =2 w1n—16652 Len=0 Tsval 2
ACK] seg=1 Ack=1 win=114 Len=0 TSva
seq=1 Ack=2 wWin=16652 Len=0 TSval=2 ~

652 Len=0 TSva1 2|

b

]

Profile: Defaufc

K 6-7 TCP BEHUEHAR L

XHHEL R PR TCP R SCHEAT 7347, R BB TG R oot B RO B4 S, BEAT PRAH A 2 74T
FFHRAEEARR LN FIHG R 6-4.

K 6-4 BIREEW ST

B

Loty ¢

BEK

e

FERAK

TEAE

TEAE

TBUH

TEE

FERETHER

Source Port

Destination Port

Sequence Number

A Acknowledgement
Number

5 Header Length

6 Reserved

7 Flags

Window Size

9 Checksum
10 Urgent Pointer
PICH B A B TE 40 P 25
11
SEEBESERRRBIAE / buhely /13938213680 / 821, 521

EoN=]




CIHENWEREE) LR#EFH / LR<: UDP 5 TCP 447

(3) XFHesr T
FRHE TCP 237 7 B MR U B IR SC 45 1, DR /N ek FE I 4R &5 M 1) 6 Ak 22 ),
HIHE R 6-5,

R 6-5 TCP B 5 AR SCH
HEREER BEROERAR ST

) FBAM

FRAE FREREH FRAE FRETHIER
1
2
3
4
5
6

Xt LU IR TR N 2

J\\ KRS

1. UDP #]3CH TCP R X EHA X H?
(1) UDP #3CF1 TCP #5044 E A AANE?
(2) UDP Bl A1 TCP WX AR 2 Ab A4 ?

2. AR BIER AT I BRI S ?
(1) P2 PIURLIR Al 4 2 E P I Bdl i S ?
(2) P2 IVELIR U] 3 335 e RS AN H Rt h i) Fedla 4 S ?
(3) WIZEPUELIR U 3 B € B8 7 I BE o ?
(4) U] AR ZS 1) TCP B i SO 213 7 e MURE FSCE A3 (X A i L 2

3. WVR T AMHEERTH
(1) ] TCP A4 b3 IR T RATWRLE, fEH] UDP &4 b S IR T R A ks 2

(2) QQ MM KIETH BANEIE AT E IR UCR S —HE? Al A?
(3) BRAFTT R FEAETE R IAT I o S ECER A P A A P

EREESERRFHAE / bk /13938213680 / £ 8211, 53]



CIHENWEREE) LR#EFH / LR<: UDP 5 TCP 447

EREBESERRRHIA= / hubiiy /13938213680 / £ 821, HF 54



(TENWERE) IRESFH / LRt NS B

SCIE+t: DNS 34

1. PR DNS [ A R 7
2. FHf# DNS 4RO A& 7B 5
3. #f# DNS N B E L.

.\ SCIGEEAY
2 2EH

=, SCEgH
At it

M, SRR

1. B

BARSITTEILL &

2. B

Windows 7 LA E#1E R S8, %223 Wireshark 28 BRI .
3. W%

S SR SR, ARSI ARSI N, BERE U7 R ELER I
4, TR

Too

f. IO
1. DNS JEA B,
2. DNS f@#TidFz.

75 XWES
1. 5EHRK DNS RICHIREE;
2. 58 DNS R340 4T
3. 5EH DNS @5 T

t. SBRAETRLER

1. DNS HiEa51r

(1) FREE RS

OFT I Wireshark, £ [Filter ] e Th iy N i SCid i 254 “ dns and ip.addr==8.8.8.8”, 1%k
# [Start), FFUHFATIROCREE, WE 7-1 FiR.

EREESERRFUAE / bk /13938213680 / £ 8211, 5 55]



(TENWERE) IRESFH / LRt NS B

Ml The Wireshark Network Analyzer [Wireshark 1.10.0 (SVN Rev 40790 from ftrunk-1.10)]

Fie Edit View Go Caspture Analyre Statitics Telephony Tools Internas Help
oo il EERET QAesaTF i OE

[ ] expression... clear Aoply Save

Filter: dns and ip.addr==8.2.8.9|

The World's Most Popular Network Protocol Analyzer

-
WI RESHARK Version 1.10.0 (SVN Rev 49790 from /trunk-1.10)
L capwre _______J ________Files _______J _____ online |

Interface List = Open Website
Live list of the capture interfaces Open a previously captured fle Vist the project’s website.
(counts incoming packets)

B>

0

Open Recant: %% User's Guide

4 Start s

‘The User's Guide (local version, f instaled)

Cheoss ona cr mors interfaces o capturs from, then Start ® Sample Captures
A rich assortment of example capture files on the wiki i

5w - ple capt. @ Security

Work with Wireshark as secursly as possible.
2] Bluetooth FEES i

® Capture Options

Start a capture with dataied options

Capture Help

@ How to Capture

ton b ston 2 Sucresul eanturs sstun

Ready to load or capture No Packets Profile: Default

& 7-1 1§ Wireshark T.E.#47 DNS R CF4

@FT I Windows M2 &A1&, i\ “nslookup —gt network.ke.51xueweb.cn 8.8.8.8 7,
{8 F DNS IR %555 “8.8.8.8 7 X1 44 10 5% “network ke.5 1xueweb.cn” 4T f#HT, 0 7-2 A

7No

ers\RuanXiaolong>nslookup —gt network.ke.S51ixuewebh.cn 8.8.8.8
< google—public—dns—a.google.com

s: 8.8.8.8

network.ke .51xueweb.cn
Address: 211.69.35.21

B 7-2 X430 5% network.ke.51xueweb.cn #E4T DNS fEHTiE K

(DFE Wireshark FINE & A, #F SR DNS Bk, ik 7-3 fis.

£ Capturing from A1 (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

coaAmZ BEXZ Ae»9TF L IEE bl #BB % 8
Filter: | dns and ip.addr==88.8.8 [+] Expression... Clear Apply Save
No. Time Source Destination Length Info

80 standard query 0x0001 PTR 8.8.8.8.in-addr.arpa
124 standard query response 0x0001 PTR 8.8.8.8.1in-addr.arpa P
82 standard query 0x0002 A network.ke. 51xueweb. cn

82 standard query 0x0003 AAAA network.ke.51xueweb.cn

82 standard query 0x0004 A network.ke.51xueweb.cn

98 standard query response 0x0004 A network.ke.51lxueweb.cn A
82 standard query 0x0005 AAAA network.ke.51xueweb.cn

159 standard query response 0x0005 AAAA network.ke.51xueweb. cr|

DNS

375 5.931694
377 5.935121 172.17.101.2
457 7.936734 172.17.101.2
504 9.941317 172.17.101.2
551 10.538752 8.8.8.8

553 10.541133 172.17.101.2
608 11.257663 8.8.8.8

it »
Frame 344: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0
Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
Internet Protocol Version 4, src: 172.17.101.2, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49245, Dst Port: 53
Domain Name System (query)

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010

0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000

0010 00000000 01000010 01110010 00101111 00000000 00000000 01000000 00010001

0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000

0020 00001000 00001000 11000000 01011101 00000000 00110101 00000000 00101110
ANinnnNT 011000t

RS

(O 7 5% 8: <ive capture in progress> File: ... | Packets: 1203 * Displayed: 8 (0.7%) Profile: Default

7-3 DNS a3k 0

(2) Aot
KR VB AR SCEAT b, FFE R 7-10 R 72 IS,
# 7-1 —IK DNS f@rig Rt

s RIAT ) KIE 1P HH 1P RICE AR IR

SREESEERERBIAE / bkly / 13938213680/ £ 82T, 56 W



(TENWERE) IRESFH / LRt NS B

2
3
4
5
6
R 7-2 BRI F network.ke.5S1xueweb.cn [ A i3 DNS T A
s FBA FRAE FBEREN B
1 Name
2 Type
3 Class
4 Time to live
5 Data length
6 Primary name Server
7 Responsible authority’s mailbox
8 Serial Number
9 Refresh Interval
10 Retry Interval
11 Expire Limit
12 Minimum TTL

2. BETEAHE RIEREEN) DNS ]
(1) NSig%
OFKEL NS RiERMEIR L. FTIF Windows HIfr4 14, HiA “nslookup —qt=ns
network.ke.5Ixueweb.cn 8.8.8.8”, il DNS g% #s “8.8.8.8” FKHL NS idFidF4 R,
W 7-4 Fior,

*s \Ruan¥iaolong>nslookup —gt=ns S51ixueweb.cn 8.8.8.8
google—public—dns—a.google.com

51xueweb.cn nameserver figins2.dnspod.net
51xueweb.cn nameserver figinsli.dnspod.net

K 7-4 347 DNS 1) NS 1e 3% @I 3R

f£ Wireshark fUIMEE AF, AFCIREK DNS K NS il @i Buaiksc, wE 7-
5 B

EEBESEERAHAE / bk / 13938213680/ £ 82, 571



(TENWERE) IRESFH / LRt NS B

@NS L RAE R BLE R I HT 0 NS 135375 SR B Hs 1) SCHEAT 2087, FAR R Bda 4k

VNREER 7-3 F1E 7-4.

124 standard
71 standard
125 standard

response 0x0001 PTR 8
0x0002 NS Slxueweb.cn

quer
query
query

DNS

Ml SR (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] v - . . C=2ro)
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COMAN I BOXB I XNe9DTL QD | #FBDB % B
Filter: | dns E’Expussion... (L e G
No. Time Source Destination Protocol Length Info
27 4.584239 172.17.101.2 8.8.8.8 DNS 80 standard query 0x0001 PTR 8.8.8.8.in-addr.arpa
28 4.647198 172.17.101.2 211.69.32.10 DNS 80 standard query 0x3e9b A 8.8.8.8.in-addr.arpa
29 4.648034 211.69.32.10 172.17.101.2 DNS 130 standard query response 0x3e9b No such name A 8.8.8.8.in-3

response 0x0002 NS Slxueweb.cn Ns flglnsl.j

.8.8.8.4in-addr.arpa P

Frame 31: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0
7 Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
Internet Protocol Version 4, Src: 172.17.101.2, Dst: 8.8.8.8
0100 = version: 4
.... 0101 = Header Length: 20 bytes (5)
& Differentiated Services Field: 0x00 (DSCP: €SO, ECN: NOT-ECT)
0000 00.. pifferentiated services Codepoint: pefault (0)
...... xplicit congestion Notification: Not ECN-Capable Transport (0)
Total Length: 57
TAanrificarion.
00000000 00000011 00001111
00000110 11100101 11111000
00000000 00111001 01010111
00000000 00000000 10101100 00010001

00001000 00001000 11101011 10001110
AniAANAT A1a1iata Annnnntn

AvETAA 23445)
00011010
01000100
10101101

01110110 00100010 00100000 00011010
00001000 00000000 01000101 00000000
00000000 00000000 01000000 00010001

01100101 00000010 00001000 00001000
00000000 00110101 00000000 00100101

& %
P>
* Dropped: 0 (0.0%) * Ignored: 8 (2.1%)

m

[

Profile: Default

(O B | Flle: "C:\Users\UX\AppData\Local\Temp\... | Packets: 384 - Displayed: 6 (1.6%)

K 7-5 NS 10318 3K M & R ST

# 7-3 NS BFRIERW A

5 FRAW FREKE b E FBIE FRESER
1 Transaction ID o0 7
2 Flags o0 A
3 Questions = A
4 Answer RRs ) A
5 Authority RRs o 'A
6 Additional RRs ) 'A
7 Queries % A

PICHCEE B 0 VR AH N A

R 7-4 NS LR LB AT

FERKE IR E FBUE

TFEERANER

s FRAK
1 Transaction ID = i
2 Flags % A

= B

EloN=)

BES5EERRYIAE / bk /13938213680 / £ 82, 58 I




(ITENFERE) LT H / Lh+t: DNS H X7

3 Questions ) fir
4 Answer RRs o) 7
5 Authority RRs o) /A
6 Additional RRs 5 /A

7 Queries o) IA

8 Answers o) /A

PICEE L 1 VR AH Y 2

(2) CNAME i3k

D3KEL CNAME d3KiER MRS FT9F Windows 4 %A, HiA “nslookup —
gt=cname network.xg.hactem.edu.cn 8.8.8.8”, ffi ] DNS Jii%#% “8.8.8.8” I CNAME
WRICREE R, Wkl 7-6 FiR,

.\U‘.ers\RuanXu(olong)n‘.lookup —gt=cname network.xg.hactcm.edu.cn 8.8.8.8
-:-, google—public—dns—a.google.com
ress: 8.8.8.8

etuurk xg.hactcm.edu.cn canonical name = network.ke.S5ixueweb.cn

7-6 CNAME 10 R fRMTE R
F Wireshark FIIMBE A, BF DA CNAME oM@ 8dEiHR -, wE 7-7

A “FHESE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] el
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help
COAN I BEXRE AePDTFL Qaan #®B% B

i e e B B, E’Expvession... T A e

e - Lo
92 16.056118 172.17.101.2 . & 3 84 standard query 0x0002 CNAME network.Xg.hactcm. edu.cn
94 16.324065 8.8.8.8 172.17.101.2 DNS 118 standard query response 0x0002 CNAME network.xg.hactcm. edy

No.

i »

Frame 92: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface 0
Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
Internet Protocol version 4, src: 172.17.101.2, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 56597, Dst Port: 53
Domain Name System (query)
Response In: 94
Transaction ID: 0x0002
@ Flags: 0x0100 Standard query
Questwns 1

....... nne. A

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010

0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000

0010 00000000 01000110 01110000 01100000 00000000 00000000 01000000 00010001

0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000

0020 00001000 00001000 11011101 00010101 00000000 00110101 00000000 00110010
An1AnANT A11ant1 Annnnnt A

| »

(O | =iz <lve capture in progress> File: ... | Packets: 277 * Displayed: 2 (0.7%) - Ignored: 4 (1.4%) Profile: Default

7-7 DNS T NS 1% 3R N &R S

Pz o

SEEESERRRYAE / bkl /13938213680 / #82m, 591



(HENFERE) ZRESH / R+t DNSHEXSAM

@CNAME it 51 R B E R ST A CNAME 5% 13 3R R BR AR CSOEAT 7047
FEARYEE AR SN RIHE R 7-5 TR 7-6.

# 7-5 CNAME 18 Fi& RO
FFs FRAK FRKE EIRAE FRE FERRAER
1 Transaction ID o
2 Flags o
3 Questions ;- B )
4 Answer RRs E R A
5 Authority RRs £ iz
6 Additional RRs B
7 Queries £
PRECHCE B 1) 1 41 P4 75
8
# 7-6 CNAME 123 NS
5 FRAH FRKE &AL E FBIE FRESER
1 Transaction ID B
2 Flags w0
3 Questions O
4 Answer RRs W
5 Authority RRs 9 /DA
6 Additional RRs %
7 Queries %
8 Answers o
PRI B 1) T 4H P 25«

9

EREESERRRUAE / bk /13938213680 / £ 8211, 560 I



(ITENFERE) LT H / Lh+t: DNS H X7

(3) MX it

O MX LRGSR M EHR . F7TH Windows HIa2 &R, Hi A\ “nslookup —qt=mx
hactcm.edu.cn 8.8.8.8”, il DNS fi45#% “8.8.8.8” FKHL CNAME idKicxk4H, Wik
7-8 7R

ers\Ruan®iaolong>nslookup —gt=mx hactcm.edu.cn 8.8.8.8
google—public—-dns—a.google.com

thactcm.edu.cn MX preference = 18, mail exchanger = mailgate.hactcm.edu.cn

7-8 #E4T DNS ) MX iC FMEHTIE R
1E Wireshark FIIME &R F, &F SR MX ICRM@HT B R SC, Wk 7-9 s,

=&

Fi Edit View Go Capture Analyze Statistics Telephony Tool Internals Help
COABE BOXT A EesDTFL QRaal BB % 8

Filter: | dns and ip.addr==8.8.8.8 E[Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

9 1.379856 172.17.101.2 .8.8. . 8.8.8.in-addr.
12 1.666016 8.8.8.8 172.17.101.2 DNS. 124 Standard uery response 0x0001 PTR 8.8.8.8.1in-addr.arpa p
.670246 172.17.101.2 8.8.8.8 DNS' 73 standard query’ 3)(055’2' WX hactcm. edu. cn

18 1.981084 8.8.8.8 172.17.101.2 DNS 98 standard query response 0x0002 MX hactcm. edu.cn MX 10 mail

il »

# Frame 9: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0
@ Ethernet II, Src: compalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_la:76:22 (00:03:0f:1a:76:22)
7 Internet Protocol Version 4, Src: 172.17.101.2, Dst: 8.8.8.8
# User Datagram Protocol, Src Port: 62087, Dst Port: 53 =
= pomain Name System (query)

Transaction ID: 0x0001

® Flags: 0x0100 standard query

Questions: 1

Answer RRs: 0

Avrhamis npes A
0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01000010 00000000 00011100 00000000 00000000 01000000 00010001
0018 00000000 00000000 10101100 00010001 01100101 00000010 00001000 00001000
0020 00001000 00001000 11110010 10000111 00000000 00110101 00000000 00101110

@] F\Ie: "c:\uSers\ux\Appoata\Luql\Temp\m Packets: 73 * Displayed: 4 (5.5%) - Dropped: 0 (0.0%) e Profile: Default
K 7-9 MX 10 F 18 R N &R S
@MX CRIE RN ER LM K MX 103018 SR N BB ) SCHEAT 8T, R B 2
P SC N FIEE R 7-7 F13R 7-8.
R 7-7 MX B RIE RIS HT

FF5 FRAK FERKE ' E FBUE FRERER

1 Transaction ID F
2 Flags % A
3 Questions o A
4 Answer RRs F
5 Authority RRs ) it
6 Additional RRs = fir
7 Queries 9 fir
8 PUIBCEE L 1 TR N 2

EEEESEERARIIAE / bl /13938213680 / £ 82, 561X



(HENFERE) ZRESH / R+t DNSHEXSAM

2 7-8 MX TR MEIR T

FF5 FRAR FREE b E FBE FRESER
1 Transaction ID %A
2 Flags %L
3 Questions E R A
4 Answer RRs &% A
5 Authority RRs o iz
6 Additional RRs B
7 Queries %M
8 Answers &% A
DI 0,1 4 1A 2«
9

J\\ LR AR

L. SV — AP E R BT A AT, AR R R B E T R U A 2R
e R E N B — R AR DNS ARS8 T WU 2R EE, A2 mIERMPF
A% B DR R 5 1 DNS AR %5438 ?

2. WA EFRMALKRER
(D M2, FarkEAiixR? “EZRRRARTA?
(2) AL FA RS ?
(3) W HiE— A E S RIA4 ?

EEEESERRERHIAE / bk /13938213680 / £ 82T, 55621



(TENWERE) SRESFH / LR/ HITP 047

LIS /\: HTTP MY 9%

—. LEHK
1. Hf# HTTP Vil i34 N 2%
2. HEf#E HTTP Pr i s i i

.\ SCIGEEAY
2 2EH

=, SCEgRH

22
et

M, KK

1. B

AR TTHEI L &

2. B

Windows 7 LA FHRE RS, %24% Wireshark WIS RRERE AT, 2220% HTTP #h A3 T
H. Fiddler.

3. W%

SIG = SR IR SRR, RERS U RS Y, BE S U 1) ELE
4. TH

o

f. IO
1. HTTP Whil B A S B
2. HTTP WhidpiEfE I FE .

75 XWES
1. SERCHTTP PGk SCHR 4
2. SERLHTTP PRk SCEERI B 4T3
3. S8R HTTP PRsCAS [ SR B [ B R S0 o #r

t. SBRAETRLER

1. HTTP B3R5
(1) FREEE R SC

EREESERRAHAE / bk /13938213680 / £ 8211, 63}
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@O #T JF Wireshark , 7& [ Filter 1 3% T 7 %y AN fit SC i 3€ 25 £ “ http _contains
“http:/network.ke.5S1xueweb.cn””, %+ [Start), FFaEHATHRCRE, WK 8-1 Frw.

‘ The Wireshark Network Analyzer [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© 0 48

A

&

| BEXRZ QoD TF L QeaaE EEMmR 8

Filter: | http contains "http://network.ke.51xueweb.cn”

E] Iz (S s o

Interface List

Live list of the capture interfaces
(counts incoming packets)

= Open

Open 2 previously captured file

Open Recent:

Start
Choose one or more interfaces to capture from, then Start

® Sample Captures

A rich assortment of example capture files on the viki

] A

® 8 ®

Website

Visit the project’s webste

User's Guide
The User's Guide (online version)

Security

Work with Wireshark as securely as possible

. Capture Options

Start  capture with detaied options

Capture Help

How to Capture
Step by step to a successful capture setup <
@ *?’ Ready to load or capture No Packets Profile: Default

8-1 f#i[f] Wireshark L E#E4T HTTP IR 3K

@FTFFMEES, TEHBHER: %N “http:/network.ke.51xueweb.cn”, AT T 17 ]
(DE Wireshark (AL A A, A CARHUK HTTP PRl (i 1) 50, il 8-2 i

A Capturing from FHEERE [Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] ==
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codAm I BEXR Ae»9TL ([EE Qe #D% % &

Filter: ' http contains "http://network.ke.51xueweb.cn”

lr-

EExpression..‘ CET oAz e

Info
565 GET /Dataservice.asmx/UpdatevisitCount?callback=]

Protocol
HTTP

Destination
211.69.35.21

Source
172.17.101.2

Time
150 4.564448

Length

< n | »

@ Frame 150: 565 bytes on wire (4520 bits), 565 bytes captured (4520 bits) on interface 0

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
& Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

@ Transmission Control Protocol, Src Port: 48562, Dst Port: 80, Seq: 1, Ack: 1, Len: 499

1+ Hypertext Transfer Protocol

0040 00000100 11100101 01000111 01000101 01010100 00100000 00101111 01000100 ..GET /D A
0048 01100001 01110100 01100001 01010011 01100101 01110010 01110110 01101001  ataservi
0050 01100011 01100101 00101110 01100001 01110011 01101101 01111000 00101111  ce.asmx/ =
0058 01010101 01110000 01100100 01100001 01110100 01100101 01010110 01101001  uUpdatevi
0060 01110011 01101001 01110100 01000011 01101111 01110101 01101110 01110100 sitCount
0068 00111111 01100011 01100001 01101100 01101100 01100010 01100001 01100011  ?callbac
0070 01101011 00111101 01100011 01100001 01101100 01101100 00110001 00110100 k=calli4
0078 00111001 00110101 00110000 00110010 00110001 00110011 00111000 00111001 95021389
0080 00110011 00110001 00110110 00100110 01010110 01101001 01110011 01101001  316&visi
0088 01110100 01001001 01101110 01100110 01101111 00111101 00100101 00110111  tInfo=%7 b

Packets: 816 - Displayed: 1 (0.1%) Profile: Default

8-2 HTTP 44k

[©) t’r ABEE: <live capture in progress> File: ...

(2) MRS
RERILEL HTTP Yt fis0 AT S, i
R 8-1 HTTP PHSERICAHT

5K 81,

TR TERE s E TFBUE TBETNIGER

1 Request Version

EEEESERARYAE / bubel /13938213680 / #8211, 5641



(TENWERE) SRESFH / LR/ HITP 047

2 Status code E I )
3 Response Phrase g iz
4 Content-Length o) /DA
5 Content-Type I )
6 Content-Location o) 1A
7 Last-Modified £ iz
8 Accept-Ranges ) fir
9 ETag wo
10 Server £ A
11 X-Powered-By g iz
12 Date E A
13 Time Since Request g iz
P CL R PEL Y 75 -
14

2. AFERAF HTTP AR5

A M 5 8% 6 E K% HTTP B[ HEAD 1 POST i3k, Bt ASZEG % HTTP
DGR R T A Fiddler, SEIUANRIESKREALW HTTP PRl (L m kit .

(1) Fiddler %% 5% H]

(OR-5:3-30)

ALELE 7ML Chttp://www.telerik.com/fiddler) 3k15 Fiddler #4435 FE R

A B ASEFE RS Chttp://network.ke.51xueweb.cn) i A R i 4 FH (348 A

@@

a. M7 Fiddler %32y, AWK 8-3 Froni) Fiddler 3% 5 1, rith [1Agree) 4T
7.

by FH RS BRIA ) Fiddler 223% H g, AT AATESCERIARRAE, WA 8-4 FiiR.

c. Fiddler #2252, Wik 8-5 fion, ¥ 5e)a il 8-6 fiin.

EREESERRFAUAE / bk /13938213680 / £ 8211, 5651



CHEALMS RE) ZREFH / L8R\ HITP oA

4 Telerik Fiddler Setup: License Agreement

€ Telerik Fiddler Setup: Installation Folder

or its licensors, be liable for any consequential, special,

software is error-free. Your sole remedy for any failure

received from you, which in all cases is $0.

The software (Fiddler Web Debugger) and any updates to it are provided “as
is” and you bear the risk of using it. In no event shall Telerik Inc., its affiliates,

damages of any kind arising out of the delivery, performance or use of this
software. This software was written with care, but no one warrants that the

damage caused by this software is a full refund of the license fee we have

indidental or indirect

or any form of

[Mer 21-17]v4.6.2

(=) = e
'96 You must agree to this license before installing. 16 Select the directory to install Telerik Fiddler:
By using this software and any updates to it, you indicate your acceptance of »
these terms. If you do not accept these terms, do not install or use the ——
Ky 3 Destination Folder
:\Program Files (x86)\Fiddler2 Browse..

Space required: 11.7MB
Space available: 19.2GB

=] 22 2 57 7 /4
K 8-3 [l 2% 8-4 LWALIKAE
r = —
€ Telerik Fiddler Setup: Installing =R ) {0 Telerik Fiddler Setup: Completed = :‘ o
7 Extract: Zopfii.exe ' + Completed
- -— =
S
|
L
N
|
|
Cancel [Mar-21-17] v4.6,20171,14973 < Back Close Cancel [Mar-21-17]v4,6.20171,14978 < Back

K 8-5 ZdEitfE

8-6 AT

@A

FTOFHAT A A E A H i $l Composer ], & #% HTTP 4

SEILAHE R IEAFI AL HTTP Ph il e, wlE 8-7 Aivs .

FORRBAN; 1 ik,

[ Telerik Fiddler Web Debugger

File Edit Rules Tools View Help fi# Fiddler £ GeoEdge

A\ The system proxy was changed. Click to reenable Telerik Fiddler capture.

Keep: All sessions ~ @) Any Process @ Find [3l Save 18 (§) @ Browse - Gk Clear Cache &

i ]

<

= Result  Protocol Host URL A |l [ Log | [ Fiters | = Tmslios, I 4 APTTest
_— a3 i "
Bz 20 HP fanyi.baidu.con fsug | Ostatsts | L& inspectors [ £ | | & Composer 5
B3 20 P fanyi.baidu.com  /sug Usethis pageto compose aRequest. You can clone a prior requ: st by dragaing and dropp nga I
Hs 200 HTP correctxt.baidu.com [correctxt?calback=jc || [PEESTON SRR
[B115 200 HTP fanyi.baidu.com flangdetect
€116 HTTP dlick. fanyi.baid Jasre= Parsed |Raw | Scratchpad | Options
. P ————
HTTP fanyi.baidu.com /v2transapi o ~ http://www.example.com/ « HTP/L1 + |[¥]LogRequests
HTTR fanyi.bai ta 3 ;
HTTP b User-Agent: Fiddier 7| it
HTTP hm.baidu.c > twork.ke. 5 1xus
HTTP hm.bai 4 ) [2211.69.35.106:80
HTTP hm.baidt www.example.con
B e Request Body Uploadfile...
HTTP hm.baidu.com / I
HTTP hm. Ct
\[El2s 200 wTTR hm.baidu.com i
126 302 HTTP config.pinyin.sogou...
E w7 2200 P cdn2.ime.sog
e 2 5

= All Processes 129 CustomRules. ys was loaded at: Wed May 17 21:07:34 UTC+8 2017

K] 8-7 Fiddler EI’JﬁEﬁFJ

(2) HEAD #3354

OFEEL HTTP Head BHER .

a- FTJT Wireshark, 7E [Filt
HHATIROSCREE, K 8-8 FiR.

b $7JF Fiddler, 7E M 4bik FELTHEAD J2&

er LIE -\ 0T

SEEESERRRYAE / bk /13938213680 / £ 821

T PESEAF “http”,

i%4% [Start], JF4h

T, F5 N\ http:/network.ke.5 1xueweb.cn”

. 55660




CHEALMS RE) ZREFH / L8R\ HITP oA

M [Execute] FF4A4U1T, WK 8-9 Fiar.

-
Ml ~FSEEE (Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] ‘ P
Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

COANM L BORLS AedDT X =]
Fiter: | http Bhpression.“ Clear Apply 'Save
el P — e r——

211.69.35.21

8 2.859816

136 HEAD / HTTP/1.1
333 HTTP/1.1 200 OK

< n 3

@ Frame 12: 333 bytes on wire (2664 bits), 333 bytes captured (2664 bits) on interface 0

@ Ethernet II, Src: Digitalc_1a:76:22 (00:03:0f:1a:76:22), Dst: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44)
@ Internet Protocol Version 4, Src: 211.69.35.21, Dst: 172.17.101.2

= Transmission control protocol, Src Port: 80, Dst Port: 52758, seq: 1, Ack: 71, Len: 267

Source Port: 80

Destination Port: 52758

[stream index: 2]

[TCP Segment Len: 267]

Sequence number: 1 (relative sequence number) =
o . e o . PSS .
0000 00100000 00011010 00000110 11100101 11111000 01000100 00000000 00000011
0008 00001111 00011010 01110110 00100010 00001000 00000000 01000101 00000000
0010 00000001 00111111 01110111 00000000 01000000 00000000 00111000 00000110
0018 11000011 01001010 11010011 01000101 00100011 00010101 10101100 00010001
0020 01100101 00000010 00000000 01010000 11001110 00010110 00101110 11000111

ANY® _ ANT1A1NT 11001011 N10ANI11 1n11n1an 3110n1nt nnnt1nnn

O 7] Fle: "C:\Users\UX\AppData\Loca\ Temp\.... | Packets: 77  Displayed: 2 (2.6%) * Dropped: 0 (0.0%) [ Profie: Default

K 8-8 3K75 HTTP HEAD % &4k <

[ »

4 Telerik Fiddler Web Debugger - B . - - - o
File Edit Rules Tools View Help fi#Fiddler £ GeoEdge

A The system proxy was changed. Click to reenable Telerik Fiddler capture.
() ¥sReplay X~ b Go | § Stream i Decode | Keep: All sessions ~ €5 Any Process 34 Find [l Save | i (8) @ Browse - < Clear Cache &

2 Result  Protocol Host URL B | El Log [ [ Fiters [
[B112 200 fanyi.baidu.com /sug | O swtsts | & %

‘?113 200 fanyi.baidu.com  fsug Use this pageto compose a Request. You can clone a prior request by dragging and dropping a
lh1a 200 correctxt.baidu.com /correctxt?callback=jC session from the Web Sessions list.
B1us 200 fanyi.baidu.com flangdetect

200
200

dick.fanyi.baidu.com [?src=18locate=zh&a
fanyi.baidu.com /v2transapi

History

[@ network.ke. 51xue

|2 211.69.35.106:80
www.example.con

< »

Request Body Uploadfile...
= -
=
&
B
= =
3 < » « n »

All Processes 129

js was loaded at: Wed May 17 21:07:34 UTC+8 2017

K 8-9 Fiddler I &

QE AT
YR HTTP HEAD Wh R SCHAT FEAN /04T, JFIHE 3R 8-2 AIEk 8-3.
% 8-2 HEAD &R T

5 FBAT FBRKE IR E FBUE FERERHER

B
=

Request Method

Request URI

Request Version

User-Agent

BB #| 8|8
=

Connection A
Host A

PUICEE L 1 VEAH N 2

BRSEERERBIAE / bkly / 13938213680/ £ 82T, £ 67}




(TENWERE) SRESFH / LR/ HITP 047

7 8-3 HEAD W B3R SCAM T
FP5 FRAMRK FBKE IR E FBUE FRERHER
1 Request Version 9 [
2 Status code £ A
3 Response Phrase o0 A
4 Content-Length ) 1A
5 Content-Type i DA
6 Content-Location R )
7 Last-Modified o0 A
8 Accept-Ranges 3 DA
9 ETag £ 1
10 Server £ 1
11 X-Powered-By
12 Date
13 Time Since Request
PO A (R TE 4 P 25
14

(3) GET H¥lidh 30 o-#r
3K HTTP GET 44 3.
av FIFF Wireshark, £ [Filter] T4 AR SCSIERAF “http”, E+E [Start],
FRGFATIROCK S . Wl 8-10 Fios.
b . T JF Fiddler & fF, £ XM ik % [GETY KM, JH A
“http://network ke.51xueweb.cn”, sidi [Execute] FFaaH AT, W 8-11 Fiw.

EREESERRRUAE / bk /13938213680 / £ 8211, 568 I
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Ml "SR Wireshark 2.26 (v2.2.6-0-g32dac6a)] F B
Fle Edt View Go Capture Anaze Statstics Telephony Took Intemals Help
Codm i BOXR| AesdTF X Bleaab #®Bx 8

@ Ethernet II, Src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21

@ Transmission Control Protocol, Src Port: 52958, Dst Port: 80, Seq: 1, Ack: 1, Len: 69

= Hy text 1sfer protocol . E=

Fiter: | http EExpwssion... ISP AP e
o Tme Source Destination Protocol  Length — Info
4.9038 0 69 P P
44 4.909809  211.69.35.21 172.17.101.2 HTTP 1391 HTTP/1.1 200 OK (text/html)

fl
fl
f
fl
fl
fl
W« [ i | »
:w; Frame 23: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0 -
fl

HITR/LINcN0
= [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
[GET / HTTP/1.1\r\n]
[severity level: chat]

Pl il »

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 01111001 00110100 00010011 01000000 00000000 01000000 00000110
0018 00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
IOOZO 00100011 00010101 11001110 11011110 00000000 01010000 01101100 01011010

ANSS _1AN1ANAT_A1A1NT1N NANANIIA NANATTAA N1N1A111 11101110 10ANAANA_ ANAYTANN

© 7 Fie: "C:\Users\UX\AppData\Loca\ Temp\... | Packets: 58 - Displayed: 2 (3.4%) - Dropped: 0 (0.0%) - | Profile: Defautt

K 8-10 3K15 HTTP GET H IRk

4 Telerik Fiddler Web Debugger. ar B . a .- -
File Edit Rules Tools View Help fFiddler £ GeoEdge
A The system proxy was changed. Click to reenable Telerik Fiddler capture.

) #sReplay X~ b Go | § Stream HiiDecode | Keep: All sessions ~ €5 Any Process 34 Find [l Save | i) (&) @ Browse - Clear Cache

£ Result  Protocol Host URL B Gl Log | [ Fiters | = Timeline | |4 apITest

& HTTP | @ statists | L4 Inspectors | £ | 3 composer 5 Eil
—ﬁf Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a
HTTP session from the Web Sessions list.
HTTP om 08ck=1 = — =
HTTP fanyi.baidu.com fsug Parsed IRBW | saratchpad | options|
HTTP correctxt.baidu.com /correctxt?calback=iC e | i s s | v WP/l v [W]LogRequests
HTTP fanyi.baidu.com /static/translation/wid N -
HTTP fanyi.baidu.com /sug . Y,
HTTP fanyi.baidu.com fsug Host: network.ke. 51xueweb.cn . i networkke.51xue
HTTP fanyi.baidu.com /sug <« ) 1%"EM°'k'kE'5me
HTTR fanyi.baidu.com  fsug 3 C i 21:69.:35:106:80

Request Body Uploadfile...
HTTP correctxt.baidu.com Jcorrectxt?callback=; SAUEAL 00y P_03¢ Ve www.example.con
HTTP fanyi.baidu.com flangdetect ‘ ‘ 0
HTTP dick.fanyi.baidu.com /?src=18locate=zh8a
HTTP v2transapi
“ » T T
All Processes. 134 CustomRules.js was loaded at: Wed May 17 21:07:34 UTC+8 2017

K 8-11 Fiddler L B

QBHEI LT o
XREERT HTTP GET Wk SCIH T HEAN 0 dr, HHIHE %R 8-4 fIZk 8-5,
# 8-4 GET ERM L

Fs FRAK FREKE Ly CIVA= FEBRHE FERERIER

1 Request Method

B | #®
=

2 Request URI /b
3 Request Version o Ia
4 User-Agent =5 /A
5 Connection o Ia
6 Host =5 Ia

7 PICHCECE L B VR AR N A

SEEESERRRYAE / bkl /13938213680 / #£ 82, 69



(TENWERE) SRESFH / LR/ HITP 047

# 8-5 GET Wi R SCoM T
FP5 FRAMRK FBKE IR E FBUE FRERHER
1 Request Version 9 [
2 Status code £ A
3 Response Phrase o0 A
4 Content-Length ) 1A
5 Content-Type i DA
6 Content-Location R )
7 Last-Modified o0 A
8 Accept-Ranges 3 DA
9 ETag £ 1
10 Server £ 1
11 X-Powered-By
12 Date
13 Time Since Request
PO A (R TE 4 P 25
14

(4) POST #fi i 303
(D3R HTTP POST A4 3.
av FTJF Wireshark, 7E [Filter] I ¥ AN €41 “http”, %+ [Start],
THRREATIROCK S, Wk 8-12 iR .
b #T7F Fiddler, /£ AR IEFI POST B2, -4 N\“http:/network ke.5 1 xueweb.cn”,
i [Execute] JFEAHAT, 0Kl 8-13 FiR.

EEBESEERAHAE / bk / 13938213680/ £ 82, 70X
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Ml *FAEE Wireshark 2.2.6 (v2.2.6-0-g32dac6a)] [E=ET
Fle Edt View Go Capture Anayze Statitics Telephony Took Intemals Help

coAmd BERXE Aes2T L (R Qe #B®% B

@ Ethernet II, src: CompalIn_e5:f8:44 (20:1a:06:e5:f8:44), Dst: Digitalc_1a:76:22 (00:03:0f:1a:76:22)
@ Internet Protocol Version 4, Src: 172.17.101.2, Dst: 211.69.35.21 =
@ Transmission Control Protocol, Src Port: 53085, Dst Port: 80, Seq: 1, Ack: 1, Len: 89
= Hypertext Transfer Protocol .
POST / WTTP/L.I\r\n
| [Expert Info (Chat/Sequence): POST / HTTP/1.1\r\n]
[POST / HTTP/1.1\r\n]
[Severity level: chat] e

Fitter: | htp [ | expression... clear Apply save
o Time Source Destination Protocol | Length | Info
T 5 o - - -
38 4.044132 211.69.35.21 172.17.101.2 HTTP 1043 HTTP/1.1 200 OK (text/html)
l
|
|
|
l
|
I« i '
'|& Frame 14: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits) on interface 0 5
| =
t

< I | »

0000 00000000 00000011 00001111 00011010 01110110 00100010 00100000 00011010
0008 00000110 11100101 11111000 01000100 00001000 00000000 01000101 00000000
0010 00000000 10001101 00111111 11011110 01000000 00000000 01000000 00000110
0018 00000000 00000000 10101100 00010001 01100101 00000010 11010011 01000101
0020 00100011 00010101 11001111 01011101 00000000 01010000 11101001 01110100

© _A1111111_ANATAT1A NANAANAN 11ANNT1A_N1A11111 10ANTATA_TANANNAN ANA11ANA

@ 7| Fie: "C:\Users\UX\AppData\Local\ Temp\.... | Packets: 42 - Displayed: 2 (4.8%) - Dropped: 0 (0.0%) | Profie: Default

K 8-12 3K15 HTTP POST HIEHK

€ Telerik Fiddler Web Debugger e W TTY TwwT e A - R -
File Edit Rules Tools View Help f#Fiddler £ GeoEdge
A The system proxy was changed. Click to reenable Telerik Fiddler capture.
) 4 Replay X~ b Go | § Stream [iiDecode | Keep: All sessions ~ € Any Process 33 Find [l Save |18 (3) @ Browse - X Clear Cache .
2 Result  Protocol Host URL Al El Log [ [ Filters [ = Timeline [ [4 aprTest |
H | & statisis | 1k | 3 composer | I Fiddersaript
i Ly Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a S
H hm session from the Web Sessions list.
HTTP hm, com —
HTTP fanyi.baidu.com /sug
HTTP correctxt.baidu.com /correctxt?callback=iC - HTP/LL [7] Log Requests
HTTP fanyi.baidu.com /static/translation/wid Lt
HTTP fanyi.baidu.com /sug - ik
HTTP fanyi.baidu.com /sug 3 network.ke. 51xue
HTTP fanyi.baidu.com fsug 4 b £ network ke. 5he
HTTP fanyi.baidu.com fsug [ network.ke. 51xue
R estBody Uploadfile... 8
HTTP correctxt.baidu.com fcorrectxt?callback=jC £AREAER0) ploadTie-  [8211.69.35.106:80
HTTP fanyi.baidu.com flangdetect ‘ * www.example.con
HTTP diick.fanyi.baidu.com /?src=18locate=zhsa — I
HTTP fanyi.baidu.com jv2transapi
\ 7 V| I

All Processes 135 CustomRule:

was loaded at: Wed May 17 21:07:34 UTC+8 2017 ‘

8-13 Fiddler [ L &

QAT
X REER] HTTP POST WMk SCHEAT VAN 0, FRIHE R 8-6 Ik 8-7,
% 8-6 POST iR ST

Fs FRAK FREKE Ly CIVA= FEBRHE FERERIER

b

1 Request Method (2

B
=

2 Request URI

3 Request Version =5 i1
4 User-Agent =5 fr
5 Connection o Ia
6 Host o) /A

7 PICHCEE L 0 VR AR N A
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# 8-7 POST WRIR LT
s FREWR FERKE AL E FBUE FBERAER
1 Request Version 9 [
2 Status code £ A
3 Response Phrase E A
4 Content-Length £ (72
5 Content-Type £ (72
6 Content-Location E A
7 Last-Modified w0
8 Accept-Ranges £ (72
9 ETag g A
10 Server E iz
11 X-Powered-By
12 Date
13 Time Since Request
PO A (R TE 4 P 25
14
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J\\ SKRES T

1. HTTP R 3C4HHT
(1) HTTP i&ERIFCHMLL 7B, FEAEH R A
(2) HTTP MR SR By, B RAT 42

B R\ B ENKE R HTTP 15

2. HTTP &R
(1) J#IE HTTP {38 FH 3 UG 28 05 18] X ki, o ba 88 2

R? QT A IX LR ?
(2) Fiddler BT TAF B RAT A7 EERN IR A R ?
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S8 7L: SNMP Bl 547

1. FEff SNMP P A A 25 R0 (5
2. EE MIB () TAEJREE, FH#E Windows #:/E KRG HIEA MIB {5 &
R A TR i E- o N L

.\ SCIGEEAY
2 2EH

=, SCEgH

22
et

U S
1. B
BARSITTEILL &
2. B
Windows 7 PA_F#EE RS0, 2%% Wireshark P IRARIAE, %235 Net-SNMP 3t
3. W%
S SR SR, ARSI ARSI N, BERE U7 R ELER I
4, TR
Too

F. LGP
1. BIHZEREEAR IS,
2. UDP B/E MEAI L,
3. SNMP #ilfil MIB [HFEAHE 1
4. XFHEFRH OID FIFEEA KN

75 KBES

1. 5ERK Windows #:/E R4t T SNMP & F i (1) 2235 S5 E ;
2. HE SNMP iERRIE ML, FE5ERST SNMP PR #4347
3. B BRI ST SNMP B B E i L .

t. SBRAETRLER

1. Windows 3{ERZ T SNMP & i 23E 58
(1) AL LA Windows 7 #/E KRG N6, HE4T SNMP ) %2%5 St & .
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(2) 791 Lzl ] (R 1 CHT T 8% ] Windows DIfEY, 4l 9-1 frar.

v EHEE » BF »

G-

FRIERER
Eail=s
FAEEH] Internet —
—_— @ s
WY EMESFIEEMEAEE  REEEIETUERET R | RERES
| EENTE

= psEEEmIE | BismEsIE | 2 IE
EE Windows FEEHEERNTE

B 9-1 223 SNMP S

(3) iEFF [FAMKE R (SNMP)]) Ja, sidi [ifie Y 4240, #7238, o
K 9-2 flizs.

P o =
FIFFEH Windows Thag @

EEA—WE  BEEESEE. SEXAA—TIE  EEkESE

2. EFAEER I ENEE R, -
57 8 -

1)} Windows Process Activation Service . SIS l LDHEE | Beie L SEIR l

| Windows Search P

. Windows TIFF IFilter

3
o e
§ Wlndclvws NTEFE B TE [ iscsl ZE=F
XPS Viewer W EE (& Windows PowerShell Modules
XPS EBE | SRS

FIHRICRS M

&, s () [CiE=

K 9-2 Z3kE SNMP %% J i K 9-3 $TIFIRS & AR

(D AT LEHlIR I LR GM 2 VERTRY, WdrdTF Ukss ), &l 9-3 fir

(5 78 UR%s) % ad, Wil [SNMP Servicel JIkRSs, JFiG%F SNMP #H4THECE .
(6) 1F [FaFEY k£ rp, HEHX LN “NetworkMonitor”, sz LN
FIFEY, Wk 9-4 fis.

SNMP Service FIEfE(HEHHEERL) — L=

st senice B ) N i
A |27 [mE [mE |m (22 [RexE| W |Ex |HE e [ms | T2 |REEd|
smie SR 10R/I2 30 1RY/SHE L}géwﬁﬁiﬁf& [T BALSERERE (1)
Falh s b
u‘ﬁaﬁﬂ%ﬁm i e ) [T
iL o s !
o -\ EhEBE O
B &) | }
FRRARAE (1) ‘ | (Fnw.. | [wE©..] [#Eo ]
|

| I © ﬁ‘kgﬁﬂiﬂlﬂ’] SHIE #hifE )

REE. e o)

i iRE (1) HHER )
TH S ALFHRER

THE SIMP RYSAREE

(o ) @8 (5w ] A 0

& 9-4 Bt E SNMP FIRG B 9-5 W& SNMP 124>
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CTENFERE) LhigF+H / LI S\P B a4

(D AEL 24 BETR b, 3£ LRI &4, 3 in—AN 8t 4L [F & “ NetworkMonitor ”,
kPt (2K BT EHLE SNMP 2, @i 9-5 s,

(8) et [T A [ ] 444, 5eRliicE.

(9) 7€ LRSS ) ik, %% “SNMP Service” %%, sidi [EEshARS ), Xt
SNMP k55347 B ¥R 8, (EARRCE LR W’ 9-6 Fis.

@@I.IDQQIE-

|l

v RS ()

-

SNMP Service = R kT BEiER BER
@ . Smart Card =l
RS kiR
LR L5, SNMP Service
[ i

— - ., S SPEER., FEEE
Windows ETERINELE FMAHEN EHTES. L e == RS
SHHE Service H&. EBEBEsl RS
= = TR
w = #p. CER =R EEs
= FEES
. W50, CEm 8@ FiEES
T . BA . E=) FiEES

i 9-6 H ) 5l SNMP Service HE%

(10> #t, % Windows F#RAFE RS0 AT LAWK B HoAth 4L SNMP 153K .

223 Net-SNMP
(1) FHEZHEA

Ali@ERE 7ML Chttp:/Avww.net-snmp.org) ¥

1S Net-SNMP 314 22 3552 7

AL EEASRAE R Chttp://network.ke.51xueweb.cn) N & AR AT FH BB A

(2) ‘%% Net-SNMP.

a. Wi Net-SNMP ZH:FE R, #EANWE 9-7 Fizn i) Net-SNMP %2 3% B,

[Next >1 JFafiEAT 24, i [ accept ..
EREBRIN R A, ik 9-9 B

1

mdr
H s, W 9-8 Az, sy [Next >1,

Welcome to the Net-SNMP 5.6.1.1
Selup Wizard

This wizard will gUIdE you through the installation of
Met-SMMP 5.6.1. 1.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

Next > Cancel

9-7 LHR

@

License Agreement
Please review the license terms before instaling Met-SMMP 5.6.1. 1.

Press Page Down to see the rest of the agreement.

Various copyrights apply to this package, listed in various separate -~
parts below, Please make sure that you read all the parts.

-—-Part 1: CMU/UCD copyright notice: (BSD like) -~

Copyright 1989, 1991, 1992 by Carnegie Mellon University
Nerivative Work - 1886, 1993-2000 b

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Net-SMNMP 5.6, 1.1, Click Next to continue,

(®)1 accept the terms of the License Agreement
()1 do not accept the terms of the License Agreement

< Back

K9-8 [A) & e %k

Mext > Cancel

by HIP AT ERIAF) Net-SNMP 222 H =%, ] FATIEBUERIN R AR, 4B 9-10 Fos.

¢+ Net-SNMP #fF 22572, ik 9-11 Fok,

EEEESE
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(TENPAERE) XRESFH /

SEE AL SNMP TR 44T

Choose Components P
Choose which features of Net-SNMP 5.6. 1.1 you want to install. R )

Check the companents you want to install and uncheck the companents you don't want to
install. Click Next to continue.

Select components to install: Description

Base Components
=B Net-SNMP Agent Sery
H Standard agent
-] with Windows Ex|
~[%] Net-SNMP Trap Servig
- [+] Perl SNMP Modules
[ pevelopment files
[ Encryption support (¢

Space reguired: 13, IMB

< >

« Back Next > Cancel

K 9-9 ZAEERINALIF

7 Net-SNMP 5.6.1.1 Setup - *
Choose Install Location Prem
Choose the folder in which to install Net-SNMP 5.6.1. 1. K_‘ y

Setup will install Net-SNMP 5.6.1.1in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

==

Browse...

Space required: 13.1MB
Space available: 47.2G8

< Back Cancel
Kl 9-10 ERIAEELE

(51 Net-SNMP 5.6.1.1 Setup -

Installing e
Please wait while Net-SNMP 5.6, 1, 1is being installed. R )

Output folder: C:\usridocs

SRPPEUT SYTTaA-Ud WA e Eauiie, T2 ~
Skipped: syntax-InetAddress-get.m2i

Skipped: syntax-InetAddress-set.m2i

Skipped: syntax-InetAddressType-get.m2i
Skipped: syntax-InetAddressType-set.m2i
Skipped: syntax-RowStatus-dependencies.m2i
Skipped: syntax-RowStatus-get.m3i

Skipped: syntax-RowStatus-varbind-validate.m2i
Skipped: syntax-StorageType-dependencies.m2i
Skipped: syntax-TestAndIncr-get.m2i

< Back Next > Cancel

9-11 2% FE

(7 Net-SNMP 5.6.1.1 Setup -

Completing the Net-SNMP 5.6.1.1
Setup Wizard

Met-5NMP 5.6. 1.1 has been installed on your computer.

Click Finish to dose this wizard.

Show Readme

< Back Cancel

9-12 ZEE5EK

f§iFl Net-SNMP T E T8 R4E
(1) J&%h Windows #7247 T.H..

(2) TN “snmpwalk -v 2¢ -¢c NetworkMonitor localhost .1.3.6.1.2.1.1”

Sl ZEREIN . Har 2 28I Net-SNMP T B A EHL AL T —4 SNMP iE>K, MIB

HME B H.1.3.6.1.2.1.1,
(3) BEHFAMNEER, HIHEEFE -1

itho

i SNMP %3R3k Windows R FEAAE

£ 9-13@iE SNMP #E3RIKB Windows REMEAEF R

FBA FBHE

FESERAN LA

EREESERRFAUAE / Mk /13938213680 / £ 821
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(4) JELHEE OID 77 dk4T Windows R4 FEA(E BIFREE .

% 4, “snmpget -v 2¢ -¢ NetworkMonitor localhost { % 4t % [} OID} ” wJ DL K £E
Windows R4iHI R4 1E R
RYE RIHS 2R 9-2 .

R 92 AHBFBITRE—RR

; BEREMEELE, JPH SNMP 53K 3R51K Windows #:1E

s FB4 FBE F BRI UL
1 Rk

2 RYHIFAA OID
3 RYLATIN A
4 RGWARN

5 RGAIR

6 ARG E

7 ARG S

8 ARG (A

9 RGN
10 RGHE

1 ARG AT H
12 TESPSYNAN
13 R4 A58 Y 155 0L
14 /BE R NAR
15 VB A S L

4. SNMP #3437
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(1) J33) Wireshark, 7E [Filter] /A

Fle Edit View Go Capture Anslyze Siatistics Telephony Tocls Internals Help
©CO AR I BEXE A TEIEEC LB W

Filter: snmp.community=="NetworkMonitor" v | Expression.. Clear Apply Save

The World's Most Popular Network Protocol Analyzer

.
Wl RES HARK Version 2.2.6 (v2.2.6-0-g32dac6a)
L cptwe __J __Fles |

Interface List = Open

Open a previously captured file

Open Recent:

Sample Captures

Arich assertment of sxample capturs files an the wiki

9-13 it Wireshark T 34T SNMP Bl (li3R S0 K 4

“snmp. community=="NetworkMonitor””, i%&#¢ [Start] %4, HIGEIER CRE. W
Kl 9-13 P
(2) JA3h Windows 447 T. H..
(3) 72 ATH %I “snmpwalk -v 2¢ -¢c NetworkMonitor localhost .1.3.6.1.2.1.1”
J& EIZE A A
BRI SNMP 5K 3R T ANUE S, (/& Wireshark 1A KEZULMEHE, 0
9-14, 9-15 FizR.

C:\Users\heluludsnmpwalk -v 2¢ -c¢ NetworkMonitor localhost .1.3.6.1.2.1.1
SNMPu2-MIB::sysDescr.B = STRING: Hardware: Intel64 Family 6 Model 7B Stepping 3 AT/A
T COMPATIBLE - Software: Windows Uersion 6.3 (Build 1@586 Multiprocessor Free)
SNMPu2-MIB: :sysOhjectID.B = OID: SNMPu2-8MI::enterprises.311.1.1.3.1.1

DISHAN-EVENT-MIB::sysUpTimeInstance = Timeticks: (1955927) 5:25:59.27
ysContact.B = STRING:
ysName .@ = STRING: helulu
yslocation.@ = STRING:

SNMPu2-MIB: :sysServices.B = INTEGER: 76

K 9-14 SNMP T R & A At EHLKIHEAE B

file Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

CosmlBEXZ Qe+ TL BB QQAEH EERKE|IE
Filter: | snmp.community=="NetworkMonitor* v | Expression.. Clear Apply Save
No. Time Source Destination Protocol  Length Info

9-15 SNMP 547 ¢
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(4 ) £ & 2 17 % % AN “ snmpwalk -v_2¢ -c_ NetworkMonitor
192.168.157.194 .1.3.6.1.2.1.1" J5 R ZEffIN . v 22 i@ Net-SNMP T H A /N H
fih it HHLARIE T — SNMP 3K, MIB E’mejj 1.3.6.1.2.1.1. JtifiEE SNMP iR 3k
23T ENLEIME S, Wireshark SRAE 2] SNMP @ £ HEH 0, Wikl 9-16 s

(5) MIRELH) UDP #5454 S AT B B 1 b — S BB RS, i Bl R SC kAT 1
Hortr, HEE 93, 9-4.

% 9-3 —k SNMP f#brig kit
FE R IB [H] SR 1P HHK 1P WCEAER AR

£ 9-4 — ¥k SNMP FEHTI BILFE

M WLAN [Wireshark 22,6 (v2.2.6-0-g32dacal] - o x
File Edit View Go Capture Analyze Statisties Telephony Iools Internals Help

OO AM g BOXRDT A s FTL EBEE QQAQAD | @®BM%| B

Filter: | snmp. + | Expressian.. Clear Apply Save

e Time Source Destination Protacol  Length Info
202 33.391030 192.168.1.102 172.16.102.199 SMMP 93 get-request 2.3
299 34.536935 192,168.1.102 172.16.102.199 SNMP 562 S€T-request 1.3.6. .2.3.
486 56.877411 192.168.1.102 172.16.102.199 SNMP 120 get-request 1.3.6. Y
487 56.877802 192,168.1.102 172.16.102.5 SMMP 120 get-request 251}
502 61.394548 192.168.1.102 172.16.102.199 SNMP 86 ger-request 1.3.6. B
515 £3.395123 192.168.1.102 172.16.102.199 SNMP 93 get-request 1.3.6. 2.3
538 67.113690 192,168.1.102 172.16.102.199 SNMP 120 get-request 3.2.1
539 67.113826 192.168.1.102 172.16.102.5 SNMP 120 get-request 3.2.1
563 72.060045 192.168.1.102 192.168.157.196  SNMP 84 get-next-request 1.3.6.1.4.1.2699.1.2

g 71681, T168.157. Get-roquest 1.
566 72.255751 192.168.157.196 192.168.1.102 SHMP. 89 ge( response 1.3.

588 77.117559 192.168.1.102 172.16.102. 5 SNMP. 120 get-reque 3.
663 82.061345 192.168.1.102 192.168.157.196 SHMP. 84 get-next-request B bR e ST

[ Frame 7: 86 bytes on wire (G688 bits), 86 bytes captured (688 bits) on interface 0

[ Ethernet T, Src: HonHalpr_Oe:70:el (18:4f:32:0e:70:el), DST: Tp-LinkT_2c:30:44 (bc:46:99:2c:30:44)
[# Internet Protocol version 4, Src: 192.168.1.102, DST: 172.16.102.199

[ User Datagram Protocol, Src Port: 53081, Dst Port: 161

1w simple Network Management Protocol

0000 bc 46 99 2c 30 44 18 4f 32 Oe 70 el 08 00 45 00 .. ,0D.
0010 00 48 76 22 00 00 80 11 ef 1c €O a8 OL 66 ac 10  .HV....
0020 66 c7 cf 50 00 al 00 34 63 f2 30 2a 02 01 00 D4

0030 06 70 75 62 6c 69 63 a0 1d 02 02 07 0 02 01 00 Uuh
9040 02 O1 00 20 11 30 Of 05 Ob 2b 0G 01 02 01 2b 03 .0

& 9-16 SNMP i 3¢

s RIAHT IR KIE 1P HH 1P RICE AR IR
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Ny KBS
1. Aft4fEF Net-SNMP REREBI RN R, (ETVEE T Wireshark SREVEIHEHR L ?

2. SNMP v1. v2 13
(1) SNMP #AWBLERCAS ? TXEERRCAS 73 ) A7 IS L6 22 7 2
(2) AFIRAK SNMP 0, HAR ST AR AR 5 — 302
(3) ARSI SEEH SNMP A4 RRABE T 2

3. SNMP f%4tk
(1) SNMP 7EIBAE I R R 75 240 2 A MR 22 4 XU 2
(2) SNMP PSR i # rar [ 5 e AP 2
(3) SNMP 7£ RSk A M A, BELEE R ER?

4. AF MIB E5HE MIB E
(1) ¥ IWAH MIB AWML ? BI5H AbRiE?
(2) A MIB JE 541 MIB JE )X 5 2442
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